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MANG VA QUY HOACH MANG NOI BQ
TRUONG PAI HQC HONG PUC

Hoang Vin Diing!, Tran Minh Ngoc?
TOM TAT

Viéc khai thac sw dung mang noi bo trong Truong Pai hoc Héng Puc la nhu cau bt
bugc, cac dich vu trén mang da lam nang cao hiéu qua hoc tdp, giang day, nghién ciru va
quan 1y. Hién nay, s6 lwong thiét bi truy cdp mang trong truong la rat lém, can phdi phan
cap/lop vé toc dé truyén, mire bao mdt cho cdc thiét bi mang nham déap g nhu cau vé toc
dé, an toan dit liéu va kiém sodt truy cdp mang ciia cdc thiét bi. Pé la viéc quy hoach lai hé
théng mang néi bé cia Nha truong. Mang dwege quy hoach theo mé hznh gom 3 16p: Lép
16i: 16p 6 toc do truyén diF liéu cao, giao tiép véi mang internet va két néi cdc mang trong
cdc toa nha lai thanh mang néi bg Trwong Pai hoc Hong Pirc; Lép phdn phéi: Két néi cdc
thiét bi cudi hodc cac nhém vao 16p 16i, 16p ndy c6 vai tro dinh tuyén, bdo mat, qudan Iy ving
va thiét bi truy nhdp; L6p truy cdp: La cdc diém truy cdp va phan két néi ghép thiét bi vao
mang thong qua l6p phdn phoi.

Tw khoa: Quy hoach mang noi bo, tiéu chudn ky thudt, Truong Pai hoc Héng Duie.

1. DAT VAN BE

Mang may tinh 1a sy ndi két nhiéu may tinh v6i nhau boi day cap mang dé trao doi
thong tin, chia sé tai nguyén va tao ra h¢ thong lién két xir Iy da linh vyc. Tir dau thé ky XX,
mang dugc hinh thanh va ng dung ngay sau khi c6 may tinh dién t. Ban ddu mang may
tinh nbi két mot vai may, trong khu vuc hep va dén bay gio duoc két nbi thanh mang toan
cau. Hién nay, mang toan cau khong chi 1a may tinh ma con thém nhiéu thiét bi sé khac, tao
nén sd luong 16n cac thiét bi trong mang. Hoat dong ciia mang da dem lai cac loi ich rat 16n
trong viéc truyén van ban, dir li¢u, hinh dnh, 4m thanh, chinh phuc khoang cach dia li khong
gidi han va dap tmg cac yéu cau thong tin cuc ky nhanh chong. Mang may tinh Truong Dai
hoc Héng Dtrc d3 hinh thanh rit sém va phuc vu hi¢u qua céc cong viéc phuc vu gido duc
dao tao va nghién ciru khoa hoc ciia trudng. Tuy nhién do sy phat trién theo cic du an xay
dung mdt cach thu dong dén nay da bdc 16 nhiing han ché can phai khic phuc. Quy hoach
lai mang Truong Dai hoc Héng Purc 1a mot viée can phai thyc hién.

2. NOI DUNG
2.1. Yéu ciu va quy hoach mang

Mot thiét bi tham gia vao mang can ¢ cic yéu cu co ban sau: Dang nhap mang thanh
cong véi thoi gian hop 1y, thiét bi dugc an toan, bao mat va co thé trao ddi thong tin trong mang.

! Trung tam Théng tin thu vién, Triwong Pai hoc Hong Pirc
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Vi¢c dang nhap mang 1a viéc xac 1ap dé thiét bi s¢ hitu mot dia chi IP doc lap trong
lan két nbi mang do, IP cua thiét b mang c6 thé duoc dat trude hodc mot DHCP cua hé
thong cap, IP cua thiét bi quyét dinh mang LAN cua no.

Vi¢c an toan va bao mat thong tin co nhiéu mtrc khac nhau, tuy theo su can thiét dé
ching ta chon thiét bi & mirc bao mat phi hop. Mitic an toan va bao mat cang cao thi toc do
truy xut thong tin 6 cang giam, do viéc kiém duyét ddi twong trao d6i thong tin, kiém tra
dir liéu khi truyén tin.

Mot mang LAN c6 sb lugong thiét bi 16n, phuc vu nhiéu muc dich khac nhau s& phat
sinh cdc mirc yéu cdu vé mang khac nhau, thudng co nhitng diém khong dat dwoc muyc dich
gay ra sy cd. Pé han ché sy b, nang cao hi¢u suét hoat dong ciia mang, nguoi quan tri mang
phai lya chon dugc cAu hinh mang tdi wu, phu hgp véi nhu cau cua tung thiét bi. Viéc lya
chon ché do hoat dong cho cac thiét bi trong mang tién t6i thiét k&, 1ap rap, phan ving, dinh
tuyén khi két ndi nd vao mang la cong viéc quy hoach mang cuc b cu thé. Nhu vay, khi
trong mang ¢ nhiéu thiét bi va chia thanh nhiéu ving, nhém can quy hoach dé tit ca thiét
bi déu duoc dam bao yéu cau vé mang. Truong Dai hoc Hong Pirc hién nay, c6 hang nghin
thiét bi truy cap mang, trong s6 d6 c6 nhiéu thiét bi chua duoc thiét 1ap céc thong ) k¥ thuat
hop 1y trén hé théng mang din dén bat cap trong quan 1y va xuat hién nhiéu 15i truy cap trén
mang. Vi vady mang ni bd cia truong can phai dugc quy hoach lai dé dam bao hiéu nang,
an toan va thuan tién trong quan ly.

2.2. Thye trang hé thong mang Truwong Pai hoec Hong Pirc

Hé théng mang ctia Trudng Dai hoc Hong Dire hinh thanh tir nim 1998 (khoang 50
méy ca nhan vao Internet, chi cin 01 dai IP). Hién nay da c6 hang nghin thiét bi truy nhép
mang Internet (g0m may tinh server va may c4 nhan, camera, Smartphone. .. yéu cdu mang
phai cap nhiéu dai IP va c6 nhiéu ving véi cac mirc bao mat khac nhau). Hién tai hé thong
mang cua trueong co dén 8 mang LAN, mdi mang tao thanh do su két ndi thiét bi mang
trong mot hodc vai toa nha lai dé truy cdp vao Internet. Toan truong dang sir dung 15
duong Internet toc d6 cao, chia thanh 8 diém truy cap Internet twong duong 8 mang LAN
doc lap, trong d6 diém tai Nha diéu hanh c6 cdu trac phtrc tap: ¢6 hang trim may tinh ca
nhén, camera sd, hé théng server Website, phﬁn mém ung dung va Data... Tét ca cac diém
déu truy cap truc tiép Internet tu do thong qua Modem, chua c6 phan mém hoic thiét bi
chuyén dung dé bao mat, do 6n dinh va tdc do két ndi Internet trong cdc mang LAN trén
la khac nhau.

T thyc trang trén dan dén hé théng mang ndi bd cua Truong Pai hoc Héng Piic tdn
tai mot s6 han ché nhu: Viée bao mat truy cép Internet cho céc Server, can bo, giang vién,
nguoi hoc trong va ngoai mang déu chua duoc thuc hién triét dé, dang stir dung cong cu bao
vé sdn ¢ ciia Hé diéu hanh Windows nén nhiéu Virus tin hoc c6 thé vuot qua ; cac thiét bi
truy cdp trong mang ¢ muc an toan va bao mat chua cao, chua quan ly dugc nguoi dung, do
6n dinh va tdc do két ndi internet khac nhau trong cac mang LAN.
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2.3. Tinh cép thiét phii quy hoach mang ndi by Truwong Pai hoc Hong Pirc

Trong nhitng nim qua, cing v&i sy phat trién khong ngimg ciia cic cong nghé va ing
dung trén mang va internet, Truong Pai hoc Héng Pirc d3 dau tu nhiu cho co sé ha tﬁng
dé mo rong va khai thac cac ing dung trén mang. Tuy nhién trén hé théng mang con ton tai
nhitng diém thiét bi chua dam bao yéu cau vé quan 1y, an toan truy cép, chwa quan 1y duoc
ngudi ding, tbe do truy cap internet con cham va chwa 6n dinh. Mudn khic phuc yéu diém
hién tai va mo rOng, phat trién mang trong tuong lai, viéc quy hoach lai két ndi mang ndi bo
can dat cac myc dich sau: Phéan chia ving, bang thong hop 1y, sir dung phan mém chuyén
dung dé ning cao mirc an toan, bao mat, quan Iy ngudi truy cap mang, du phong cac két nbi
cho viéc m& rong va phat trién mang trong twong lai, thiét 1ap lién két giita cac nhom trong
mang LAN Nha truong dé dudng truyén ndi bo dat tdi thiéu 100Mkps.

Cén ctr vao cac yéu cau sir dung, k¥ thuat két ndi mang hién tai va chién luoc phat
trién Cong nghé thong tin-truyén thong Truong Pai hoc Hong Dtic giai doan 2015 - 2020,
tam nhin 2025 dé xay dung nhiing yéu ciu va giai phap trién khai mang tuong tng.

Bang 1. Cac yéu céu sir dung va giai phap kha thi cho viéc quy hoach ciia hé thong
mang ndi b Trudng Pai hoc Hong Pirc

STT Yéu ciu Giai phap Ghi cha
C6 s thiét bi | Dung nhiéu ving, mdi ving 1 dai | Gom ca may c4 nhan, camera
1 | truy nhap mang | IP dong; S6 may < 254 may. va Server, Smartphone,
>2000. camera ...
5 T4t ca déu vao | Dinh tuyén cic ving bai Router | Nhu ciu cong viéc va quan
Internet. va ISA Server. ly, toc do.
C6 nhiéu hinh | Chia thanh nhiéu vung LAN khéc | - ISA dé an toan, bao mét cho
thirc va muc | nhau; dung Router va ISA dé cip | Website va Data;
bao mat khac | IP va dinh tuyén, quan Iy truy cap | - [SA dé quan 1y ngudi vao
nhau khi vao | Internet. Internet can quén 1y;
3 Internet. - Router cip IP va Internet
cho LAN (vao truc tiép
Internet);
- Vung LAN cua Modem
ding cho quan ly, thiét bi
thong minh.
Thiét bi phan | Kéo duong Cap quang nodi bo, | Nha truong gém nhiéu khu
4 | bd ¢ nhiéu khu | thiét bi dinh tuyén va cip IP | nha doc lap.
nha khéc nhau | dong cho khu nha - cac vung.
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5 Chia sé tai | Thiétbi cudico thé truy nhap vao | Str dung thiét bi, phan mém
nguyén duoc tai khoan tai cac Server. dung chung va luu trit chung.
Thuong xuyén | Phai co6 kha ning cdp IP phat | Phat sinh laptop, thiét bi so ra

6 | phat sinh thiét | sinh- IP dong. vao mang dé day hoc.
bi

. Mang chay 6n | Phuc vu cong tac va hoc tap. Co céu cép du IP theo vung,
dinh thiét bi cip IP chay 6n dinh.

g Tiét kiém chi | Dung Router va ISA server dung | Sir dung thiét bi cip IP phu
phi vi tri. hop theo tirng vung.

Quy hoach sir | B6 sung thiét bi dinh tuyén, | Mdi IP ctia Modem 1a 1 dau

9 dung thiét bi | Swicth cho d4u vao cac tda nha. | vao cia mot ving.
theo hé thong
da co

Tir cac yéu cau sir dung va giai phap néi trén, mang cia trudng bao gom: Pau vao 1a
Internet, vung ndi b mang LAN cua trudng.

Pau vao Internet: 2 dudng Fiber Internet, chay can bang tai cap chung cho mang; néu
can thiét thém 01 dudng Leased line ADSL b6 sung cho hé théng server.

Trong vung mang LAN dwoc phdan theo mirc bao mdt thanh 4 vung sau:

Vung 1:

Truy cép Internet qua Firewall (xay dung ISA sever, c¢6 3 card mang: 1 vao 16p modem
Fiber Internet, 1 vao Leased line ADSL, 1 vao Swicth ciia hé thong server). Ving nay quan
trong nhat, vung két nbi hé théng server.

Vung 2:

Truy cap Internet qua Firewall (xdy dung ISA sever, c6 2 card mang: 1 vao 16p
modem Fiber Internet, 1 vao Swicth cp cho mang LAN d¢ vao Internet). Ving niy quan
Iy cac truy cap Internet, ding cho can b, sinh vién nudc ngoai, hodc nhiing nguoi can
quan ly truy nhap.

Vung 3:

Truy cip Internet qua Router, Router chi dinh tuyén va cép IP cho mang LAN, khong
quan ly vao Internet.

Vung 4:

Co dia chi chung voi dia chi LAN ctia modem vao internet, ving nay truy cép truc
tiép Internet, viing nay ding cho quan Iy va dy phong dé phat trién cac ving ndi bo sau nay.

Mo hinh phan ving va két ndi internet duge thé hién bing so dd quy hoach tong
thé (hinh 1).
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Fiber Internet ol R '*—-,J
Modem 192.168.%.Y ."']
Intenet

—
Leased line ADSL |—'~<‘ ) T

Firewall/ISA sever Ving |
Vao 192.168.X.Y — | - Sever Website
Va IP Leased line ADSL - Sever database
Vung 2
ISA Sever Céc thiét bi cudi truy cap

-Vao 192.168.X.Y
-Ra192.168.A.B

mang Ineternet cér} kiém soat,
str dung Swicth ket noi thong
qua cong 192.168.A.B

Cac Router cip IP Vung 3

-Vao 192.168.X.Y - SRt .
ac thiét bi trong cac mang LAN
-Ra 192.168.C.D = bi trong Ang

C.D=1-254 ( Tt ca truy cdp mang Ineternet
truc ti€p)

Vung 4
- Cac thié:t bi cudi sir dung toe Q@ cao;
- Cac thiét bi du phong phat trién sau nay;
Vung nay c6 Ip theo modem =192.168.X.?

Hinh 1. So' @ quy hoach tong thé phan viing theo mirc biao mat va mirc truy cip

Ttr so dd quy hoach tong thé, chuyén sang so d6 chi tiét va xac dinh thiét bi can thiét.
Hién tai hé thong server khong ding duong Leased line ADSL nén so do chi tiét khong thé
hién duong truyén Leased line ADSL. Thiét bi an toan, bao mat trong so dd chi tiét s& lua
chon ISA server (1a phin mém cta Microsoft, co gia thanh thip hon firewall va tan dung
server). M6 hinh so d6 quy hoach chi tiét phan viing va két ndi internet duoc thé hién bang
so d6 quy hoach chi tiét (hinh 2).

152.168.5.Y !

- | )}
L I

Ving 1
19216807 192.168.5.7
sW — HE thong Server
Vung 2

Ky tic xa cho luu hoc sinh nudc
ngoéi, Sinh vién va cac doi tuong

192.168.X.? 192.168.N.? i
_ can theo doi vao Internet: N4, N2
il i ( hién tai chua quan ly, dung Rounter,

khi quan li dinh tuyén vao coéng ra
cua ISA server)

Vung 3

192.168.X.2 10216822 | TAt ca céc giang duong, nha
_— Piéu hanh va cac nha ky tc xa
con lai: 10 nha — 10 SW va 10
Rounter

Vung 4

T4t ca cac SW quang két ndi vao truc cap quang ndi bd cho chung ta
"—| trién khai cac camera bao vé, hé théng quan sat, thiét bi du phong...

Hinh 2. Phan vung chi tiét IP mang ctia Truong Pai hoc Hf“)ng Pire
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Hinh 3. So d0 két ndi tuyén cap quang

Tir ISA sever hodc Router s& két ndi vao cac Swicth trung tdm trong cac toa nha.

Nhiing truy cép Internet can quan 1y phai két ndi chung vao Swicth dé thong qua
rounter dinh tuyén dén ISA sever dé quan 1y ngudi dung.

Hé thong cap quang quyét dinh toan bo lién két, can chi trong dén chét lugng dudng
cap quang.

2.4. Panh gia mé hinh quy hoach mang Truwong Pai hoc Hong Dirc

Sau khi khdo sat, danh gia, nghién ctru cac giai phdp va lap ra mo hinh quy hoach
mang téng thé va chi tiét mang ndi by Truong Pai hoc Héng Durc. M6 hinh 16 rang, cu thé
cho tirng vi tri va thiét bi. Xét trén mo hinh tong thé mang cua Truong Pai hoc Hong Dirc
c6 du vang, dap ung yéu ciu str dung, dic biét c6 nhiéu nét twong ddng nhu moé hinh mang
Campus cua Cisco (hinh 4).

iy
i

&
Core Switch

Giang duimg

Switch/L2

Switch/L.2

M6 hinh kién true mang true'ng dal hoe

Hinh 4. M6 hinh kién tric mang trwong dai hoc
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Can cu theo dinh nghia cac 16p mang Campus cua Cisco la:

Lép 1 - Lop core: Lop 16i cuia hé thong chinh 14 cac thanh phan mang co ban trong d6
bao gém hé thdng may cha (Server farm), cac thiét bi chuyén mach va dinh tuyén trung tim.

Heé thdng nay 1a noi cung cap céac dich vu cho toan bo mang, dinh tuyén cac ludng dix
lidu trao doi giita cac thanh phan ciia hé thong,

Cung cép cac dich vu co ban cho hé théng

Thyec hién viéc dinh tuyén phan phdi dit lidu téc d6 cao

Lép 2 - Lép phdn phéi: Thuc hién chirc ning phan phdi, dinh tuyén thong tin trén
mang. Muc dich ciia cip nay 1a cung cap su xac dinh ranh gigi va 1a noi thyc hién viéc xir
Iy cac goi dir lidu va thiét 1ap cac chinh sach trén mang. Trong méi trudng lam viéc mang
nhiéu module, cip ndy ¢ thé bao gdm mat sé chirc ning co ban sau:

Cung cap truy cap dén cac workgroup, domain

Dinh tuyén trén VLAN

Thuc hién chuyén tiép giita cac thiét bi néu can thiét

Loc dia chi nguén hoac dia chi dich

Trong mdi trudng LAN Campus, 16p phan phdi c6 thé dong vai tro 1a mot diém phan
phdi lai gifta cac dinh tuyén hodc 1a ranh giéi giira cac giao thiic dinh tuyén. Ngoai ra, nd
cing 1a diém ma tir 46 cac diém bén ngoai co thé tir xa truy cép vao mang,

Lép 3 - Lép truy cdp: 1a diém ma tai d6 ngudi dung cudi duoc phép truy cip vao mang.
Cép nay co thé st dung cac danh séach truy cap hodc cac bd loc dé tdi vu hoa yéu cau cla
mot nhém ngudi dung nhat dinh. Lop truy cap c6 cic chirc ning sau:

Cung cip két ndi téi nguoi sir dung,

Thuyc hién lgc theo 16p dia chi MAC.

Thyc hién phan doan mang nham tang hiéu suét hoat dong

Mb hinh mang cta Truong Dai hoc Hong Pirc phéan 16n 1a twong dong v6i md hinh
kién triic mang Campus ctia Cisco. Lop 1 ciia truong 1a duong truyén cap quang véi dai IP
13 192.168.X.Y; 16p 2 1 dwong truyén dan va cac Switch ndi tir 16p 1 dén cac ISA sever va
Rounter cho cac vung 1, 2, 3, 4; 16p 3 1a cac vung 1, 2, 3, 4.

Piém khdc ciia M6 hinh mang Truong Pai hoc Hong Pire

Mang ciia Trudng Dai hoc Hong Durc két ndi tir Switch 16p 2 dén cac ving 1, 2, 3, 4
trong hinh 2 1a cac ISA server va Rounter. Cac ISA server dong vai tro b0 loc - Firewall,
xac 1ap, cap IP va dinh tuyén; cac Router dong vai DHCP cép IP va dinh tuyén. Tang cuong
thém céc thiét bi trén 1a do mot Switch hién tai khong thé cap dugc nhidu dai IP ma 01 khu
nha cta Dai hoc Hong Pirc ¢6 thé can nhiéu dai IP vi vy phai ndi thém dé cap IP dong, ting
tbc do dang nhdp mang cho thiét bi. Mang cua Nha truong dugc quy hoach trén co sé cac
thiét bi mang hién c6, kinh phi bd sung router thap hon nhiéu so voi déi Switch cau hinh.

Co thiét bi cudi két ndi vao 16p 2 (vung 4 trong hinh 2), c6 mot sb it thiét bi st dung
vao muc dich quan 1y va diéu hanh, can uu tién vé téc d6 nén két ndi vao 16p nay. Cac Switch
& 16p nay c6 thé cau hinh, lya chon dai thong cho thiét bi dé khong 1am anh hudng dén toan
hé théng.
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So sanh voi mo hinh mang hién tai

Mo hinh mang quy hoach: Quan ly mang tdp trung, toan truong chung mdt mang
LAN; C6 thé kiém soat dugc cac diém truy cap; tiét kiém duoc tai nguyén, dudng truyén va
nang cao hi¢u qua st dung h¢ théng; mang dn dinh hon, it su ¢d, d& xu 1y su cb, d& dang dap
{mg cac yéu cau vé mang hién tai va mé rong mang trong tuong lai.

Mb hinh mang hién tai ciia truong: Chia thanh 8 mang LAN doc 1ap dan dén lang phi
tai nguyén, kho kiém soat, khong thé quan 1y tap trung... dy 1a mé hinh mang pham vi hep,
lac hau.

3. KET LUAN

Nhin chung, quy hoach mang ndi by Truong Pai hoc Héng Dirc 1a hét stre can thiét
trong bdi canh hién nay khi ma nhu cau khai thac cac dich vu trén mang ting 1én khong
ngimg. Dé quy hoach hé théng mang ctia Nha trudng can mot sb thiét bi phan cling co ban:
01 Core Switch, khoang 15 Router, 15 Swicth quang 16p 2 va cac tuyén cap quang nodi bd
két ndi tir Nha diéu hanh dén cac toa nha giang dudng, thu vién, phong thi nghiém... Khi da
thuc hién xong quy hoach, tdc do truy nhdp mang trong trudong s€ tuong ddi déng déu, 15i
loop mang dé xur Iy hon, hé théng mang hoat dong on dinh, sé& tiét kiém dugc khoang 3
duong Internet Fiber VNN hién tai, c6 dudng truyén va cac cong két ndi thiét bi phuc vu cho
cong tac bao vé, quan 1y va du phong cho phat trién mang trong tuong lai. Trong tim ciia hé
thdng 14 x4y dung cac tuyén cap quang ndi bd, cac tuyén cap duoc xay dung trude, cic phan
con lai s€ hoan thién sau.
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NETWORK AND NETWORK ZONING AT HONG DUC UNIVERSITY
Hoang Van Dung, Tran Minh Ngoc
ABSTRACT

The internal network utilization at Hong Duc University is a timely demand. The
networks’ services improve the effectiveness of learning, teaching, research and
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managements. Currently, there are a large number of devices accessesing to the network,
it's needed to classify the network’s devices in term of data transferring speed and security
level in order to meet the demand of speed, data security and network access controlling of
those devices. It is the university’s internal network reorganization. The network is
organized into 3 layers: (1) The core layer which has high data transferring speed interacts
with the internet and connects the networks inside buildings to Hong Duc University’s
internal network; (2) The distributing layer: Connecting terminal devices or groups of
devices to the core layer. This layer is in charge of routing, securing, domain and devices
managing, (3) The accessing layer: Accessings points and the linking parts which connect
the devices to the network via the distributing layer.

Keywords: Internal network planning, technical standards, Hong Duc University.
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