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Tém tdt: Nhong phdt frién nhanh chdng cda cdc cng nghé ki thudt s trén Internet vira tgo ra cohéi, dong lyc dé phat trién,
nhung ctng lam gia tang cdc 1 hdng tao digu kign cho 16i phgm mang lgi dyng dé tién hanh cac hogt dong ngay cang tinh vi: tdn
¢ong vao cdc hé thdng thang tin quan trong cda cac Cor quan Chinh phi, cdc Ba, Nganh vé cac don vi, 1 chire dé xdm nhap va so
dung tréi phép drligu v6i muc tiéu danh cdp thang tin, drligu ¢ nhan cOa ngudi ddng; gid mao ¢ co quan, 1 chic, cd nhan dé
hidi nho, ndi xdu va phat tan thang tin dac hai trén mang; ddc biét a tdn cng |ay nhigm ma déc s dyng i tué nhan tgo (Al); tdn
¢ong vao hg tang, thist bi loT, 46 thi théng minh v lgi dung cdc ha tng, thist bi nay dé thye hign céic mye dich xdu.

1Gi ndim cd hang nghin frang mang ca Vigt Nam b tin tc xdm nhép nhiim danh dp thang tin, chiém quyén digu khign, thay
ddi, chén tham ndi dung, cdi odm md doc.... Rigng ddi véi cac trudng dgi hoc, cac thang tin ¢d nhan cOa sinh vién, corsédlidu digm
vt ngudn 1ai nguyén hoc ligu la mé vang cho cdc tin tgc.

T khéa: An ninh mgng, bdo v&, gido duc.

PROTECTING UNIVERSITIES AND SOLVING CYBER SECURITY ISSUES

Abstract: We live in a world where technology is rapidly taking over ourlives, like literally. The Internet has made connectivity
seamless across various platforms. The ideal of the world becoming a global village has in actuality been achieved. Criminals are
continually attacks on important information systems of Govemment agencies, ministries, branches and units and organizations to
ilegally stecling, exploiting, and holding to ransom the most prized and valuable asset of any organisation —its data. No organisation
today is immune from the threat of cyber attacks. Essentially, information stedlers, Trojans are a variant of malware originally
designed to target the banking industry, especially malware infection using artificial intelligence (Al); attacks on infrastructure, loT
devices, smart cities and taking advantage of these infrastructure and devices to perform malicious purposes.

Every vear, thousands of Vietnamese websites are hacked to steal information, gain control, change, add content, install
malicious code... In particular, our universities and institutes of higher leaming have become prime targets for bad actors looking to
exfiltrate the vast amounts of sensitive data and valuable research information they hold.

Keywords: Cyber security, protect, education.

Biéu dé: Top 5 loai hinh tan cong nhiéu nhat va

1.batvandé ) Top 5 cong dich vu bi tin tc khaithdc nhidu nhét
Trong thgi dai két ndi internet qua cac thiét bi
thoéng minh, van dé an toan va bao mat cho dir liéu TS R e Y Bk
ky thuat sé ngay cang quan trong va phtic tap hon
bao gio hét. 36% sc:)’ trugng dai hoc bi mot dot tan gjfé”; M TR TS i
cdng trén mang mai gio [1]. Nam 2016, theo bao diep

céao vé Pao luat Clery; 78% tdi pham hudng dé&n
sinh vién va nhan vién trong trudng dai hoc [2].
Gido duc bac cao 1a khu vue chiém 17% cac vu
xam nhap di liéu véi thong tin ca nhan bi danh
cép, chi ditng sau nganh y t& [3]; 37% lanh dao
giao duc bac cao cho biét cira ra vao va khéa trong
nha trudng chua dugc thiét k& ding chuén an toan
va an ninh [4]. Khong co t6 chuc nao ngay nay (Nguén: S& lidu khdo sat Téng két an ninh mang
mien nhieém voicac mdide doacuacac cudctan 50 2015 13 du bdo xu hudng 2019 ciia BKAV)

cng mang.

* Tidng Bar hoe Cong dodn
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Viét Nam xép thu 11 trong s6 cdc nudc bi hack
website nhiéu nhét trén thé gidi. Theo do, trung binh
mdi thang c6 t6i 1000 website bi xam pham - tuong
duong 35 trang web bi hack mdi ngay [6]. Trén khong
gian mang dang ton tai nhiéu trang web Viét Nam
(bao gdm ca nhiing trang web sl dung dich vu may
chi nudc ngoai) bi tan cong, 1oi dung dé thuc hién
cac hanh vi gay mat an toan thong tin nhu: phat tan
thu'rac; tdn congtlr chéi dich vu; cai dat va phat tan
céac loai ma doc (gan day nhat 1a cai dat va phat tan
ma doc dé dao tién 30); luu tr cac ma khaithac
diém y&u 16 héng mét cach ty ddng (nhu 16 hdng
trén trinh duyét hay cac thanh phan mé rong cta
trinh duyét ma ngudi dung st dung v.v...). Trong
mot tuan tir 16/7/2018 dén ngay 22/7/2018, Cuc
ATTT ghinhan cé it nhat 172 dudng dan (URL) trén
cac trang web tai Viét Nam bij tan cong, lgi dung dé
thuc hién cac hanh vi gay mat an toan thong tin.
Trong dé, théng k&, phan loai cac dudng dan nay
theo loai ting dung may chi web (IIS, Apache ...) va
nha cung c&p cu thé nhu sau:

Théng ké s6 lugng URL bi tan cong theo ting
dung may chu web [7]
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Nam 2018, thiét hai do tin téc gay ra déi véi nguoi
dung Viét Nam da 1én muc ky luc 14.900 ty déng,
tuong duong 642 triéu USD, nhiéu hon 21% so véi
murc thiét hai cta nam 2017.

Ngay 4/6/2019, dai dién Dai hoc Quéc gia
Australia cho biét trang mang cla trudng da bi tan

cbng quy mé I6n nham danh cap nhiing dir liéu nhay
cam dugc luu git trong vong 19 ndm qua. Phé hiéu
truéng Brian Schmidt cho biét cac di liéu bi danh
cap gbm tén, dia chi, ngay sinh, sé dién thoai, dia
chi hom thu dién t& va cac thong tin lién lac trong
truong hop khan cap, ma s6 hd so thué, thong tin
déng hoc phi, théng tin tai khoan ngan hang va ho
chiéu. Tin téc cling da ti&p can dugc thong tin diém
hoc clia sinh vién.[5]

Cac trudng dai hoc khdng ¢6 lya chon nao khac
ngoaiviéc chay dén cac maéide doa hién nay vadam
bao cac bién phap an ninh can thiét d& bao vé thong
tin trudce téi pham mang.

2. Ly do tan céng web server

Tin tc ¢6 rat nhiéu ly do dé tan cong tat ca cac
trang web trén internet. Khi tan cong dugc mét
website, ching c6 thé:

- Biét dugc thong tin quan trong trong co sé dir
liéu (thdng tinthé tin dung, thong tin khach hang,...).

- Diéu hudng ngudi truy cap tdi trang Ilra dao
(phishing)

- Loi dung tai nguyén (b&ng thong) cta hé théng
dé st dung bat hop phap, d&t quang céo trén web.

- Banthéng tin ngudi dung

- St dung website nhu mét cong cu dé truc loi
trong SEO: kéo luu lugng, diéu hudng truy cap vé
web khac, v.v...

Tin tic st dung céc cong cu c6 thé “quét” tat ca
cac website trén internet, tr dé tim ra cac website
c6 bao mat y&u dé tan cong.

Béng chiing 1a vu bat git hdi cudi thang 52019
déi v&i 4 doi tugng “Hacker sinh vién” tai dai hoc
Thai Nguyén - nhém nay da thuc hién quét 16 héng
cla hang tram website ngan hang va trung gian thanh
toan - sau d6 xdm nhap vao cac tai khoan va chiém
doat s6 tién 1&én tGi 3ty dong.

3. Nhirng tac hai khi server bi tdn céng

DiF liéu bi méat hodc bi danh cap

May chi web (Web Server) va may chi dao tao
(Web edu) ¢6 chita nhiing di liéu quan trong cén
thiét nhu di liéu clia nha trudng va di liéu dao tao.
Bao gém: théng tin vé nha trudng, cdc hoat déng,
théng tin ca nhan va théng tin vé diém clia sinh vién
hang chuc nganh sinh vién cac khoéa. Viéc server bi
tan cdng sé anh hudng nhiéu dén cac dit liéu nay: bi
ro ri trén mang, bi méat, bi hdng hodc bi xam pham,
diéu nay c6 thé khién cac cong viéc trén server phai
ngurng hoat déng. Va nha trudng cé thé sé phai tra
cdi gia rat dat khidi liéu quén Iy diém cla sinh vién
bi hdng hodc mat.

D& c6 thé khéi phuc hoan toan va kip thai di
lidu, hay luu trd d liéu dé & mét vai noi. S dung
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nhiéu hon mét nha cung cdp dich vu luu trit cloud va
dich vu sao luu hang ngay, ciing nhu s dung cac
dich vu khoéi phuc di liéu.

Google Blacklist

Google dang ¢ gang lam cho Internet trd thanh
mét noi an toan déi véi moi ngudi. Khi cac bot tim
ki€ém cua Google tim thdy modt s6 ma doc hai trong
web clia truding, Google sé gé&n nhan “Website may
be hacked” hoéc dua ra canh bao “Trang web nay ¢
thé bi tdn cdng” hodc “Trang web nay c6 thé gay hai
cho may tinh clia ban” ngay bén dudi tén web dé
ngan can ngudi dung truy cap cac vao web. D& dugc
g6 bd nhan website bi tAn cdng va xéa web khoi
danh séach den ciia Google can phai doi mdt hodc
hai tun sau khi web da dugc khic phuc.

4. Dau hiéu nhan biét website bi tdn céng

Dudi day la mot vai ddu hiéu cho thdy website da
bi x&m pham:

- Giao dién trang cha bi thay déi, déi khi hacker
dé lai 1&i nhan.

- Trinh duyét (Chrome, firefox...) cdnh bao Virus
khi truy cap vao website

- Web tu ddng dang bai la, hodc xuét hién code/
script la trong ma ngudn.

- Khi truy cap vao website, ngui dung bi tu déng
chuyé&n huéng sang cac trang web lira ddo...

5. Cac phuong phap bao mat cho may chu
server

May chti la mét loai may tinh chuyén dung, duoc
thiét k& d3c biét hon hén cac may tinh thong thudng
dé c6 thé hoat ddng 24/7/365 6n dinh véi téc do xu
ly cao. May chu (server) thudng dugc dat tai cac
phdng chét lugng, c6 diéu kién bao quéan dac biét
nhu nhiét dé thap, hé thdng lam mat va ngudn dién
&n dinh,... d& cung c&p dich vu cho nhiéu may tinh
khac trong hé théng mang internet hodc mang LAN.
Trong mot hé théng, may chdi cé thé cung cdp dich
vu dén hang triéu may khach theo cac mé hinh mang
cu thé.

Nhiém vu chinh ctia may chd la luu trit di liéu,
cung cdp va xtt ly dit liéu rdi chuyé&n chiing dén cac
may tram (client) trong hé thdng trong thai gian ngén
nhat cé thé. Vi vay, may chii luén trong tinh trang
sén sang, doi client gui yéu cau dé x( ly, ching chi
bi t&t di khi gdp su ¢ can dugc baotri.

Server la noiluu trl toan bé théng tin dit liéu ca
nhan cda sinh vién, cdn bd céng nhan vién trong
trudng cling nhu quan Iy va van hanh cac phan mém
cla nha trudng. D46 cling la muc tiéu cac hacker ludn
hudng dén. Vi vay, viéc bao mat di liéu cho may
chu server la viéc lam thudng xuyén va can thiét.

Mot s6 phuong phap bado mat trén SERVER/VPS
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WINDOWS

5.1. Dat mat khau cé dé phue tap cao

Hién nay, 16 hdng bdo mat ma cac hacker thuding
khai thac nhat khdng phai la nhiing van dé ky thuat
sau xa ma chinh 1a sy 18ng 180, thiéu c&n trong trong
viéc dat mat khdu clia ngudi quan ly tai khoan dé. Vi
thé& phai tao cac mat khau di manh cé do phuc tap
cao hditu di cac yéu té sau:

- Mat kh&u mang tinh ngau nhién, khong cé nghia.

- Mat kh&u khéng cé bat ky lién hé n&o véi théng
tin ca nhan clia ngudi dung.

- Mat khAu 1 tap hop xen ké cac ky tu s6, chir
thudng, chitin hoa va ky tu dac biét.

Mot s6 vi du vé tai khoan cé dd phic tap va
tinh bdo mat cao: B@oPnIM#1digsEJO, cD#Zd$
FuwY23...

5.2. Bdo mét remote desktop

Remote desktop la mdt tinh nang trén cac hé
diéu hanh Windows cho phép ngudi duing cé thé truy
cap va diéu khién hé théng tir xa théng qua internet
hodc mang ndi bd. Port mac dinh cla remote
desktop l& 3389, cé thé thay d6i port mic dinh nay
theo cac budc sau:

- M& clra s6 Registry Editor b&ng cach bdm nat
Start => Run (ho&c dung t6 hop phim Windows + R)
=>nhap regedit.exe

ER Windows Server 2012R2

- Trudgc khi thuc hién chinh s(ra bt ki registry nao,
nén luu lai mét ban du phong clia registry dé dé tranh
viéc cdu hinh sai lam anh hudng t6i hé théng. Thuc
hién: bd&m chudt phai vao registry can backup,
chon Export, chon noi s& luu trit ban du phong.

-Pé thay déi port hoat déng clia remote desktop,
truy cap dudng dan sau trén Registry Editor:

HKEY_LOCAL_MACHINE\System\Current
ControlSet\Control\Terminal Server\WinStations\
RDP-Tep\PortNumber
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% Registry Editor

File Edit View Favorites Help

& Remote Desktop Connection ==l

478 Computer Name Type Data
b-J HKEY_CLASSES ROOT ab| (Default) REG_SZ (value not set)

b i HKEY_CURRENT USER
» 1 HKEY_LO =
>
>

-4, HKEY_US|
HKEY_CUI

Copy Key Name

Computer\HKEY_LOCAL MACHINE

- Nhap chuét phai vao PortNumber, chon Modify...
- - o

g Registry Editor
File Edt View Favorites Help

Type
nL.. REG.DWORD
o REGSZ
REG_DWORD
REG_DWORD
REG_DWORD
REG.SZ
REG_DWORD
REG_DWORD
REG.SZ tdtep
REG.SZ. tssecsry
REG_DWORD
REG_DWORD
REG.SZ. tep
REG.SZ tssecsry

000000002 2)

v
v 000000006 (6
b 0x00000064 (100)
v 000000212 (530)

000000002 (2)

359
Modity.. bor oy
Wodity Binar Dats 1)

Delete. 2@
1(1)
(M

REG.SZ

REG_DWORD 0400000036 (54)
REG.SZ. Microsoft RDP 8.0
REG.SZ ROP

REG_SZ.

REG.SZ

Comp / LOCAL_MACH

- Tai clra s6 Edit DWORD, chon Decimal dé st
dung hé s6 thap phan, va thay ddi port hoat déng tai
6 Value data, bam OK

Edit DWORD (32-bit) Value

Walue name:
|F‘artNumber |
Value data: Base
|5678) | O Hexadecimal
®) Decimal
| oK || Cance |

- D& truy cap va diéu khién may tinh tur xa, truy
cap vdi dia chi <hostname>:<port> hodc <dia chi
IP>:<port>

5.3. Chédn céc IP Quéc té

Phan I6n cac cude tdn cong DoS/DDoS duge ghi
nhan thudng bt ngudn tur cac IP nudc ngoai. Dé
han ché cling nhu ngdn chan tinh trang nay, nguai
quén tri ¢6 thé chi dong c&u hinh Windows firewall
chéan cac day IP qudc té tung thuc hién tdn cong

| Remote Desktop
“~¢ Connection

General IDispIay I Local Resources I Programs l Experience | Advanced

Logon settings
[ & Enter the name of the remote computer.

|

Computer:  10.0.0.10:5678] -

Username:  Administrator

You will be asked for credentials when you connect.

[ Mllow me to save credertials

Connection settings
Save the cument connection settings to an ROF file or open a
J saved connection.

I Save ] [

Save As... J I Open... I

(4 Options [ Connect ][ Help I

hoac dai IP khong mong mudn truy cap vao Server/
VPS Windows bang cach sau:

- Téifile script PowerShell tai dudng dan sau va
gidinén: https://live.vinahost.vn/img/232/import
_firewall_blocklist.zip

- M& ctta s6 Windows PowerShell vSi quyén Ad-
ministrator bang cdch b&m nut Start, tim tu
khéa Windows PowerShell, bAm chuét phai vao két
qua tim dugc va chon Run as Administrator.

- Thuc hién 1an lugt cac 1énh sau:

PowerShell exe -ExecutionPolicy Bypass

=> C&u hinh policy cho phép thuc thi file script
PowerShell.

cd Desktop

=> Di chuyén t&i thu muc chia file script (vi du
dang dat tai Desktop).

Amport-Firewall-Blocklist.ps1 -zone CN

=> Thuc hién script, trong d CN la ma quédc gia
mudn chén

C6 thé tra ctru ma qudc gia 2 ki tu tai dudng
dan:

http://www .worldatlas.com/aatlas/ctycodes.htm

C4thé thuc hién chan IP clia nhiéu quéc gia khac
nhau bang cach thuc thi lailénh trén va thay thé ma
qudc gia mudn chan.

PowerShell. exe -ExecutionPolicy Restricted

=> C&u hinh lai policy thuc thi file script
PowerShell.

5.4. V6 hiéu hoa giao thirc SMB

SMB (Server Message Block) Ia mét giao thuc

Tap chi Nghién ciu khoa hoe cang doan
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trén Windows cho phép ngudi dung chia sé tap tin,
may in, serial port... gita cac may. Trong qua khu,
khong it cac truong hop ké xau da lgi dung giao
thic nay dé thuc hién tdn céng cac may khéc, va
gan day nhéat la sy kién WannaCry xay ra vao
thang 5 vira qual8].

D& dé phong viéc bi k& xau khaithac 16 héng bao
mat théng qua giao thitc SMB, ¢6 thé chii dong tat
giao thurc nay trén Server/VPS bang cach sau:

- V6 hiéu hdéa SMB server

- M& clra s6 Windows PowerShell vSi quyén
Administrator bang cach bdm nut Start, tim tor khéa
Windows PowerShell, nhap chuét phai vao két qua
tim dugc va chon Run as Administrator.

- Thuc thicac 1énh sau:

>>> B6j vai Windows server 2012:

Set-SmbServerConfiguration-EnableSMB 1
Protocol $false

Set-SmbServerConfiguration-EnableSMB2
Protocol $false

>>> B)6i vai Windows server 2008:

Set-ltemProperty -Path “HKLM:ASYSTEM\ Cur-
rent ControlSet\Services\LanmanServer\ Param-
eters” SMB1 -Type DWORD -Value 0 -Force

Set-ItemProperty -Path “HKLMASYSTEM\ Cur-
rent ControlSet\Services\LanmanServer\ Param-
eters” SMB2 -Type DWORD -Value 0 -Force

- Khéi dong lai Server/VPS

- V6 hiéu héa SMB client

- M& clta s6 Command Prompt véi quyén
Administrator bang cach bam ndt Start, tim tor khéa
Command Prompt, nh&p chudt phai vao két qua
tim dugc va chon Run as Administrator.

- Thuc thicac l1énh sau:

sc.exe config lanmanworkstation depend= bowser/
mrxsmb20/nsi

sc.exe config mrxsmb10 start= disabled

sc.exe config lanmanworkstation depend= bowser/
mrxsmb10/nsi

sc.exe config mxsmb20 start= disabled

# Khdi dong lai Server/VPS

5.5. Cap nhéat Windows

M6t trong nhiing bién phap hitu hiéu nhat dé
phong tranh viéc bi ké x&u khai thac vao 16 hdng
bao mat la thuc hién cap nhat Windows thudng
xuyén. C4 thé c&u hinh cho Windows tu dong cap
nhat bang cach sau:

- Truy cap Control Panel => System and Secu-
rity => Windows Update

- Néu Server/VPS chua tirng dugc cap nhat trudc
day hodc tinh nang tu dong cap nhat dangtét, bam
vao nut Turn on automatic updates.
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v G| [ Seosch Control Panel 2]
L]

@ Windows Update

© + 1 |® <« Systemand Security » Windows Update

Windows Update

N Turn on automatic updating
Updates are not being installed automatically
Tum on
a

nd perf
install updates on

Restore hidden updates
updating to help improve the security
f your PC and allow standard users to

Most recent check for updates: Hever
Updates :
rec

Installed Updates

- Ngoai ra, ¢6 thé tu chon k& hoach thuc hién cap
nhat Windows bang cach chon muc Change
settings phia bén trdi, sau dé chon k& hoach cap
nhat mong mudn:

_I:l-

©) v 1 |® « Windows Update » Change settings v G| [[search Control Panel 2]

W Change settings

Choose your Windows Update settings

When your PC is online, Windows can automatically check for important updates and install them using these
settings. When new updates are available, you can also choose to install them when you shut down your PC,

Important updates

rto install them 1 a metered
ether to download and install them

Recommended updates

Give me recommended updates the same way | receive important updates

Microsoft Update
[ Give me updates for other Microsoft products when | update Windows

Note: Windows Update might update itself automatically first when checking for other updates. Read our

i

- Thong thudng, sau khi cap nhat mét s6 ban va
nhét dinh, Windows s& yéu cau ngudi dung khdi dong
lai hé théng dé hoan tat qua trinh cai dat. O
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