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KY THUAT AN THONG TIN TREN ANH DUA TREN PIEU BIEN
LUQNG TU VA BIEN POI CONTOURLET

Dwong Minh Dirc, Dwong Anh Pire
Truong PH Khoa hoc Ty nhién, PHQG-HCM

TOM TAT: T rong bai vzet ndy, chung toi sir dung phwong phdp diéu bién lung tir @é
an théng tin trén mién hé so Contourlet. Contourlet la mién bzen doi méi, cé kha nang thu
nhdn ddc trung cao, nhung cdc ky thuat a an théng tin dya trén mién bién déi nay can anh goc
khi trich xudt thong tin (non-blind). Bang cach nhung hai glaz doan, ky thudt ching toi dé xudt
cho phép trich “mu” thong tin va bén viing cao trude mét sé dang tn cong.

Tir khéa: an thong tin, bién doi contourlet, diéu bién heong tir.

1. GIOI THIEU

Ngay nay, d6ng hanh voi sy phat trién cia Internet, may tinh va cac thiét bi ky thuat sb 1a
yéu cau ngay cang cao dbi voi cac ing dung bao vé ban quyén, truyén thong diép mat, chong
sao chép... st dung k¥ thuat 4n thong tin.

Du ¢c6 yéu cau tiy thugc vao muc tiéu, nhung hau hét cac Gmg dung dua trén ky thuat nay
déu phai dam bao mot s6 dic tinh: vo hinh v6i nguoi st dung; dung luong a 4n thong tin du dé
chuyén tai ndi dung va dam bao thyc hién cac rang budc khac; bén vimng trudc cac bién ddi vo
tinh hodc ¢ v (tan cong) dir liéu; bao mat cao dé tranh bi phat hién...

Ky thuat én thong tin chia lam hai hudng: 4n tryc tiép (trén mién khong gian — thot gian)
va an trén mién bién d6i. C6 nhiéu mién dic trung thuong dugc lya chon 1am mién an thong
tin nhu: bién ddi rcn rac Cosin (DCT) Fourier (DFT) Wavelet (DWT) [8] ... Trong s6 do, cac
thudt toan trén mién wavelet cho két qua kha t6t. Nhung khi biéu dién & s6 chidu cao hon, co
nhiéu loai di biét ma wavelet biéu dién khong hiéu qua.

Gan day, dwa trén phén tich dic trung thi giac, c6 mot 16p cac bién ddi hai chiéu méi duoc
dé xuét, va Contourlet 12 mot trong sb6 d6. Piém khac biét giira contourlet va cac phép bién d6i
tuong tu 1a n6 cho phép linh hoat chon s6 huéng & mdi mirc, v6i chi phi tinh toan thap.

Pa sb cac nghién ctru nham mg dung Contourlet trong an thong tin déu can st dung anh
gbc dé dbi chiéu trong qua trinh rut trich thong tin (non-blind watermark). Trong bai viét nay,
thuat toan d& xuat cho mién Contourlet dugc van dung phdi hop véi ki thuat QIM
(Quantization Index Modulation) nhim théa min cac rang budc vé do bén vimg trudc tdn
cong, dung lugng nhung ... ddng thoi dat dwoc yéu cau trich “mu” thong tin.

2. BIEN POI CONTOURLET

Gan day, c6 mot 16p cac mién bién d6i méoi — goi chung 1a X-let, duoc xdy dung dua trén
phan tich dac trung thi giac: khoanh vung (localized), da mtc (multiscale), c6 dinh hudng
(directional/oriented). Contourlet do nhom tac gia Martin Vetterli, Minh N. Do [1] d& xuét 1a
mot phép bién d6i hai chiéu trong s6 d6. Piém khac biét giita contourlet va cac bién ddi twong
tu 12 n6 cho phép linh hoat chon s huéng & mdi mirc, v6i chi phi tinh toan thip (O(N) cho
anh N-pixels). Bién doi contourlet di dat két qua kha t6t véi img dung khir nhidu, rat trich dac
trung anh. ..
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Hinh 1. Biéu dién béng wavelet (trai) va contourlet (phai) [1]

Bién d6i contourlet dung mot dan loc hai chiéu, phén tich anh thanh cic subband c6 hudng
tai nhiéu murc. Tai mdi mirc 1a sy két hop gilta mdt thap Laplacian va mdt dan loc c¢6 hudng.
Nho ciu trac lop ngdi nay ma cac budce phan tich doc 1ap voi nhau, mdi mirc s& c6 mot sd
huéng khac nhau (14 lity thira cia 2). Dic trung nay khién cho contourlet 13 bién ddi c6 thé dat
duoc d6 linh hoat cao vai mot chi phi tinh toan chép nhan duoc.

Qud trinh dwoc mé ti cu thé nhw sau:

Bién ddi contourlet gom hai phéan tich: phan tich da muc (multi-scale) va phan tich c6
hudng (directional).
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Hinh 2. Dan lgc Contourlet [1]
O murc (scale) ddu tién, anh dau vao duoc phan tich qua hai budc.
- Budc 1. thap Laplacian LP duoc dung dé thu gitr nhimg diém rdi rac. LP phén tich anh
dau vao thanh 1 anh con “thé” (coarse sub-image L) va mot tdp cac anh band-pass.
- Bue 2: dan loc ¢6 huéng DFB (directional filter bank) dugc ding dé ndi céc diém roi
rac thanh cdc cau trac dang dudng thang (linear structure) theo nhi€u huéng. DFB phan tich
cac anh band-pass ¢ budc 1 thanh cac anh con, “chong” 1én nhau.

O cac muc tiép theo, qua trinh phan tich nhu budc 1 va 2 s& duogc ldp lai voi dau vao cia
muc nay la dau ra cia mutrc trude do. Ket qua sau cung la cac phan tich LP va DFB.
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Hinh 3. Mot phan hoach thuong dung cua bién dbi contourlet [1]

3. THUAT TOAN AN THONG TIN PIEU BIEN LUONG TU - QIM

Nhom nghién ctru Brian Chen, G.W. Wornell [2] dé gidi thiéu mét ky thudt méi trén 16p
hé so duoc goi la dither modulation code hay QIM (Quantization Index Modulation) code,
dugc mo ta nhu trong hinh 4.

T

i

Hinh 4. Nhung 1 bit/mau bing QIM

Y tuéng chinh cia k§ thuat nay 1a nhung 1 bit trén 1 mu tin hi¢u theo mot bo luong tur
(dither-quantizer). Gia tri max va min cua h¢ so, bang luong tir, so tap con ... dugc xac lap tuy
thudc vao tinh chat cua loai hé so6 thuc hién QIM.

Vi du: voi gia tri cac hé sb thude [0..300] va budc nhay A la 60, ) tap con: 300/60 = 5. Ta
co:

Bang 1. Luong tir hoa cac hé sb

Tap Gia tri Gis tri hé s6 diéu chinh khi
con Nhiing bit 1 | Nhiing bit 0
1 [0, 60 15 45
2 [6].., 120 75 105
3 [ 121, 180 135 165
4 [181.... 240 195 225
5 241, 300 255 285

Béng lugng tir ndy ciing s& duoc sinh tai dau trich thong tin, khi duge cung cép gia trj budc
nhay A va pham vi dao dong céc hé so.
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Bang 2. Bang luong tir dé giai mi

Tap Gi tri cac hé s6 nam trong khoan
€% Trich bit 1 Trich bit 0
1 [ 30 30 60
2 60 90 90 120
3 120.......... 150 150............... 180
4 180.......... 210 210 240
5 240.......... 270 270 300

4. MO HINH AN THONG TIN

4.1. Qua trinh nhing thong tin

Dé tang kha niang chdng tan cong, chiing toi tién hanh nhing thong tin 1am hai giai doan.
Trong c4 hai giai doan, thuat toan nhing dugc dung déu 1a QIM.

- Giai doan [: thyc hi¢n bién doi Contourlet, chon ra subband cd nang lugng 16n nhét (theo
[7], day la cac hé s6 dung cho watermark t6t nhat). Vi cac hé so trong subband nay, thuét
toan tién hanh chon cac hé sb nhung nham dam bao céc rang budc vé:

(i) “tinh ldng giéng” ctia cac hé s6 Contourlet (theo [1])
(ii) kha ning phuc hdi trong qua trinh trich thong tin
(iii) tinh trong sut ctia anh nhing ,..
Goi hé s6 chon nhing 14 hé sb “khd thi”.
- Giai doan 2: nhung trén low-pass ctia anh két qua tir giai doan 1.
Trong hai giai doan ny, gi4 tri A ciia QIM khéc nhau, tity thudc vao dic trung ctia hé sd
nhung.
Céch tinh nang luong ctia subband nhu sau :
o Goi J 1a s6 mirc phan tich ¢ bude 1 (=1, 2...J), va k=0, 1, ..., 2" -1 (h; 1a
s0 hudng tai murc j). Goi djx la subband thir £ tai murc 5.
o Nang luong cua subband: E;:

EIZ

m=1 n=1
v6i M, N 1a kich thudce cta dj
dinax 12 subband c6 nang luong 16n nhit: 2 d= max(E;y) s€ duoc chon dé nhung.
Duéi day 1a so d6 nhiing thong diép W vao anh gbec H:

d%(mnﬂ (M
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Anh g(")c Host H
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| Bién ddi Contourlet |

v

| Tinh ndng lugng céc subband |

v

QIM cho subband c6 ,MAX(néng—luqng) trén
cac hé so “khd thi”

v

| Bién ddi Contourlet nguoc |
| Anh di nhiing Hy, (GPI) |

v

| Bién ddi contourlet Hy

}

Watermark W |—P| QIM hé sb low pass cua Hy |

v

| Bién dbi contourlet ngugc |

v

| Anh di nhiing I,,(GD2) |

Hinh 5. Qua trinh nhing thong tin [5,6]
4.2. Qua trinh trich théng tin

Anh di nhing I,

A 4
Bién d6i Contourlet

'

- Tinh nang lugng, tim dyax
- Trich thong tin tir dpyax trén cac hé s6 “kha thi”

|

Watermark w (trich boi GP1)

Trich thong tin tir low-pass bing QIM

A 4

A
Watermark w; (trich boi GD2)

Hinh 6. Qua trinh trich thong tin [5,6]
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Trong qué trinh nhing thong tin, chiing toi tién hanh lam hai giai doan, theo hai cach khac
nhau, nham dam bao: néu khong trich dugc thong tin tai giai doan 1 (w), thi lugng thong tin
ton tai trong giai doan 2 van cho phép rat dugc thong tin (w).

Chung t6i danh gia thuat toan bang hé s6 PSNR (Peak Signal to Noise Ratio) va hé sb
tuong quan chuan NC (Normalise Correlation).

2
PSNR = 10log N2 @)

D UG 1,6, )

i=0 j=0

véi I, la anh géc (NxN) va 1, la dnh sau khi nhing.
va

>3

NC =2

7@, HW' (@, /)]

A3)

'M*’ EM'Q

Mtc

W (i, )’

LR

1

Jj=
v6i W la théng diép goc va W’ la théng diép trich bang thudt todn.

5. KET QUA THU'C NGHIEM

Chung t6i sit dung toolbox béng Matlab dé thuc hién phan tich va tai tao contourlet. H¢
thdng cai dat thir nghiém trén anh mirc xam.

Cu thé, mot anh 512x512 pixel s& dung dé 4n anh nhi phan 32x32. Anh géc dugc phan tich
bang Pyramidal Directional Filter Bank theo 4 mirc, s6 huéng tai mdi mirc lan luot 1a: 0, 3, 3
va 4 (ttr thd dén min dan), v6i dan loc ‘pkva’. Khi do, tap cac hé sb contourlet c6 duoc nhu
sau:

Hinh 7a. Anh géc Barbara (512x512)
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Hinh 7b. Biéu dién phan tich Contourlet Barbara

Hinh 8. Thong tin an W - Anh nhi phan (32x32)

D

- C{1}: lowpass subband (1 ma tran s thuc 32x32)
- C{2}{1}, C{2} {2}, C{2} {3}: 3 highpass subband ([32x32]x3)

- C{3}{1},... C{3}{8}: 8 directional subband tai mirc min hon ([32x64]x4 va [64x32]x4)

- C{4}{1},... C{4}{8}: 8 directional subband tai mtrc min hon ([64x128]x4 va [128x64]x4)
- C{5}{1}... C{5}{16}: 16 directional subband tai mirc min hon ([64x256]x8 va [256x64]x8)Phuong

phép 4n duoc ding dé so sanh véi thudt toan 1a bién ddi DCT ciia Wang [4].

Céc tan cong st dung dé kiém ching: nén JPEG, nhidu va mot sé bién doi hinh hoc. Két

qua nhu sau:

Bing 3. Sai s PSNR so sanh 2 phuong phap 4n

Contourlet
W
Giai doan 1 Giai doan 2 ang
60.9 49.78 3921

Bang 4. Hé sb twong quan chudn NC cua watermark sau 2 giai doan trich:

Giai doan 1 Giai doan 2
D D
0.997817 1.00
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Bang 5. Hé sb twong quan chuin NC sau mot s6 dang tin cong:

Loai tin cong NC cia wl NC cia w2
Nén JPEG QF=80
D
1
Nén JPEG QF=50 .
Q D
0.99
Nhiéu Gauss 0.5% -
° D] D
0.95 1.0
Nhiéu Gauss 1%
D

Loc thong cao (10 pixel)

0.47 0.52
— i

D D

0.96 0.96

Remove ngiu nhién
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6. KET LUAN

_Trong nghién ctru nay, mé6 hinh 4n thong tin xay dung dua trén viéc phéi hop QIM trén
mién contourlet. Bang cach nay, ky thuat cho chat luong anh nhing kha t6t (PSNR > 37dB),
dic biét cho phép trich “mu” thong tin, dong thoi ting bén viing cao hon hin trude mot s6 tin
cong nhu: nén JPEG, nhleu loc thong, remove,... khi so sanh véi cac két qua nghién ctru trudc
[4]. Day la mot diém déang ghi nhan va cling la dong gop cua nhom ching toi. So v6i [5], thuat
toan dé xuat dat dugc két qua t6t hon trong hau hét cic dang tin cong. Tuy nhién, con nhiéu
van dé can duoc t1ep tuc nghién ctru cai tién, thudt toan con chua manh mé trude cac tan cong
bang cach bién ddi hinh hoc.

Huéng nghién ctru tiép theo ciia chiing t6i 13 tim ra sy phdi hop cac thuét toan nhing khac
nhau, trén cac hé s6 Contourlet c6 dic trung khac nhau... dé cai thién kha nang chéng cac tn
cong con lai .

A DATA HIDING METHOD BASED ON QIM AND CONTOURLET
TRANSFORM

Duong Minh Duc, Duong Anh Duc
University of Science, VNU-HCM

ABSTRACT: This paper proposes a scheme that combines QIM and contourlet in
image watermarking. Contourlet is a new transform that able to capture the directional edges
and contours superior, but it also requires host image when extracting watermark. Through
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two embedding stages, our algorithm allows blind extraction, highly robust for different
attacks on the watermarked image.
Keywords: data hiding, contourlet, QIM.
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