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Abstract

The article proposes a post-quantum and public-key block cipher algorithms
constructed based on C.E. Shannon’s theory of perfect secrecy. The post-quantum block
cipher algorithm proposed here can resist various types of attacks assisted by quantum
computers. In addition to high security, this algorithm also has the ability to authenticate
the origin and integrity of the encrypted messages. The public key block cipher algorithms
here are developed from the proposed post-quantum block cipher algorithm combined with
the Diffie - Hellman protocol, so this algorithm can be used similarly to pre-quantum block
cipher algorithms (DES, AES,..) but the establishment of the shared secret key is
completely based on the public key infrastructure (PKI).
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1. Introduction

The Vernam cipher also known as OTP cipher is a type of stream cipher proposed
by G.S. Vernam in 1917 [1]. This cryptographic algorithm uses the XOR operation to
encrypt the plaintext P with a random secret key K. The C.E. Shannon’s theory of
perfect secrecy [2] proved that OTP cipher is absolutely secure if the key K used here
can meet the requirements: a) random; b) used only once; c) has a size not smaller
than the size of the plaintext P. In which the randomness of the key K ensures that
the ciphertext C' received after the encryption will not provide any information about
the plaintext P, and using it only once is to maintain the perfect secrecy property of
the encryption process of this algorithm. Since the encryption here is the XOR of each
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bit of the plaintext P with each corresponding bit of the key K, it is obvious that the
size of the key K must not be smaller than the size of the plaintext P. It can be seen
that the randomness of the key K is the decisive factor for the perfect secrecy property
of the OTP cipher. Based on C.E. Shannon’s theory of perfect secrecy, it can generally
be stated that if a plaintext P is encrypted by XOR operation with a secret key K,
the ciphertext C' obtained after encryption will not provide any information about the
plaintext P and perfect secrecy will be achieved if the key K is random and is used
only once.

Based on C.E Shannon’s theory of perfect secrecy and the type of algorithm proposed
in [3], section 2 of the article proposes a new post-quantum block cipher algorithms
that is resistant to all types of attacks assisted by quantum computers (quantum attacks).
Moreover, it can also be used as pre-quantum cryptographic algorithms (DES, AES,...)
with high secure and performance, which is the difference between this algorithm and
previously proposed post-quantum algorithms [4]-[20]. Therefore, section 3 of the article
will continue to propose a solution to be able to conveniently use these algorithms as
a pre-quantum block cipher algorithms (DES, AES....). The solution here is simply to
integrate the Diffie - Hellman key agreement protocol into the proposed post-quantum
block cipher algorithms, so that the establishment of the shared secret key between the
sender (encryptor) and the receiver (decryptor) is done entirely based on the public key
infrastructure (PKI), and thus these algorithms are called public-key block ciphers.

2. The proposed post-quantum block cipher algorithms
2.1. The first algorithm

The first algorithm proposed here includes: the Encryption algorithm (Algorithm 1)
and the Decryption - Authentication algorithm (Algorithm 2), the construction method
of these algorithms is presented in the following sections 2.1.1 and 2.1.2. The proof of
the correctness of the first algorithm is presented in section 2.1.3.

2.1.1. The Encryption algorithm

In the proposed type of algorithm, the Encryption algorithm takes as input a plaintext
P and a shared secret key K of the sender, where the key K has size m bits. The
plaintext P is encrypted as n data blocks P; (¢ =1,2,...,n) of size m bits:

P={P,P,...,P,}

The One-time key Kpor used to encrypt plaintext P consists of n subkeys K.,
(¢ =1,2,...,n) whose size corresponds to the size of the plaintext block:
KEOT = {KepKezv ) Ken}

The output data of the Encryption algorithm includes the following components:

- C': The ciphertext includes n data blocks C; (i = 1,2,...,n) of size m bits:
C: {01,02,...,Cn}
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- Cp: Component responsible for generating the One-time key K por of the receiver,
verifying the origin and the integrity of the post-decrypted message.

The Encryption algorithm is performed through the following steps:

o Step 1: Generate a number N, from plaintext P and shared secret key K by the
hash function H() that has an output data size of m bits:
Ne=H(H(P || K)® H(K || P))

Step 2: Generate the component C; from N, and key K by the XOR operator:
Co=N.d K

« Step 3: Generate key K., from N, and key K by the hash function H():
Koy = H(H(N, || K) ® H(K || Ne))

« Step 4: Generate data block P from N, and K., by the hash function H():
By = H(H(Ne H Keo) D H(Keo H N6>)

Step 5: Encrypt n data blocks of plaintext P:
for:=1ton do
begin
Ke, = H(Pi-1 || Kei-1) @ (Kep—1 || Pie1))
Ci:Pi@Kei@PO@Keo

end

The Encryption algorithm (Algorithm 1) is described as follows:

Algorithm 1: Encryption algorithm

Input: P, K
Output: Cy, C
1 Ne=H(H(P || K)® H(K || P))
2 CO = Ne b K
3 K., = H(H(N, || K)® H(K | N.)
4 Py= H(H(Ne H Keo) 2 H(KEO H Ne))
s for: =11t n do
6 | Ke=H((Po1®Kea) || (Kej1 ® Finy))
7 Ci:HGBKei@PO@KeO
s end
9 return (Cy, C)

Note:
— Operator "@&" is a modulo 2 addition operation (XOR).

— Operator "||" is the operation to concatenate bit strings.



Section on Information and Communication Technology - Vol. 13, No. 02, Dec. 2024

2.1.2. The Decryption - Authentication algorithm

In the Decryption - Authentication algorithm, the input consists of ciphertext C,
component Cj, and the receiver’s shared secret key K. The ciphertext C' consists of n
data blocks C; (i = 1,2,...,n) of size m bits:

C: {01,02,...,Cn}

The output of the algorithm is a post-decrypted message M and a logical value
TRUE or FALSE, where M consists of n data blocks M; (i =1,2,...,n) of size m
bits:

M — {Ml,MQ,...,Mn}
The One-time key K por used to decrypt the received message consists of n subkeys

Kq, (0 =1,2,...,n) of size m bits:
KDOT = {Kd17Kd27"'7Kdn}

The Decryption - Authentication algorithm is performed through the following steps:
o Step 1: Decrypt the component Cy using the key K and the operator XOR:
Ny=Cod K

Step 2: Generate key K, from the data block N; and the key K by the hash
function H():
Kay = H(H(Nq || K) ® H(K || Na))

0

Step 3: Generate data block M, from N, and K, by the hash function H():
Mo = H(H(Na || Kay) © H(Kg, || Na))

Step 4: Decrypt the data blocks of ciphertext C"
for i =1 to n do
begin
Kq, = H((Mi—y & Kq,—1) || (Kg—1 & M;1))
Mi:Ci@Kdi@MD@KdO
end

Step 5: Generate the value N, from M and K by the hash function H():
N, = H(H(M | K) & H(K || M)

Step 6: Check if N, = N,. If true, the integrity of the post-decrypted message M
is authenticated; otherwise, the message has been modified.

The Decryption - Authentication algorithm (Algorithm 2) is described as follows:

10
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Algorithm 2: Decryption - Authentication

Input: Cy,C, K

Output: M, TRUE/FALSE

Nd = CO @ K

Kqy = H(H(Ny || K) & H(K || Ng))

Mo = H(H(Nq || Kq,) ® H(Kq, || Na))

for i =11t n do
Kg, = H(Mi—1 ® Kq,-1) || (Kg,-1 ® M;-1))
M; = C; ® Kq, ® My @ Ky,

end

N, = H(H(M || K) & H(K | M))

if (N, = N;) then return (M, TRUE) else return (M, FALSE)

o X N R W N =

Note:

— If the return is (M,TRUF), then the post-decrypted message M is exactly the
plaintext P, that is: M = P.

— If the return is (M, FALSE), the post-decrypted message has been modified, that
is: M # P.

2.1.3. The correctness of the proposed algorithm

For the first algorithm, what needs to be proved here is: if the received ciphertext
is exactly the sent ciphertext, then the post-decrypted message is also the plaintext:
M = P and the conditions: N, = N, will be satisfied. Therefore, after decryption, if
the condition: N, = Ny is satisfied, the receiver can confirm with certainty about the
origin and integrity of the received message.

Indeed, since the sender’s shared secret key and the receiver’s shared secret key is
only one and the value Cj received is also the value C sent, so we have:
Ny=Co®dK=N.dKa®dK=N,

From that, we have:
Kay = H(H(Ng || K) © H(K || Na)) = H(H(N. || K) ® H(K || Ne)) = Ko,
and:
Mo = H(H(Na || Kap)SH (Kay [| Na)) = H(H(Ne || Keo)DH (Ke, || Ne)) = Fo
Because: My = Py, K4, = K,,, and how to generate subkeys K. (i = 1,2,..,n)
of sender: K., = H((P,—1 ® K.,—1) || (K¢;—1 ® Pi—1)) is also the way to generate the
subkeys Ky, (i = 1,2, ..,n) of the receiver: Ky, = H((M; 1D Ky,_1) || (Kg,—1DM;_1)).
Infer that the key K por of the receiver is also the key Kgor of the sender. From here,

we have the first thing to prove:
M =C® Kpor = C® Kgor = P® Kgor ® Kgor = P

Therefore, we have:
Ny=HHM [ K)o H(K | M))=H(H(P | K)® H(K || P)) = N.

From here, we have the second thing to prove: N, = Ny

11
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2.2. The second algorithm

In case M is a message consisting of n data blocks (n is a determined value), which
are generated at different times and need to be encrypted at the time of generation, the
first algorithm will not be applicable in this case. The second algorithm proposed here
will be used instead of the first algorithm in such cases.

The second algorithm proposed here includes: the Encryption algorithm (Algorithm
3) and the Decryption - Authentication algorithm (Algorithm 4), the construction method
of these algorithms is presented in the following sections 2.2.1 and 2.2.2. The proof of
the correctness is presented in section 2.2.3.

2.2.1. The Encryption algorithm
The input data of the encryption algorithm here also includes the plaintext P and the
sender’s shared secret key K - similar to the first encryption algorithm mentioned in

section 2.1.1. The output of the second encryption algorithm also includes the ciphertext
C' and the components Cy, R, where:

- Cy: Component responsible for generates the One-time key Kpor of the receiver.

- R: Component responsible for verifying the origin and the integrity of the
post-decrypted message.

The execution steps of the second encryption algorithm are basically the same as the
first encryption algorithm, except that in the first step the value N, is generated by a
random/pseudorandom number generator with an output data size of m bits.

The Encryption algorithm (Algorithm 3) is described as follows:

Algorithm 3: Encryption
Input: P, K
Output: Cy,C, R
N.=PRNG({1,2,...,2™ —1})
C() - Ne D K
K., = H(H(N. || K)® H(K || N.))
By = H(H(Ne H Keo) 2 H(Keo H Ne))
for i =1t n do
Ke, = H((Pioy @ Ke) || (Kej1 ® Finy))
Ci:B@Kei®PO®KeO
end
R=H(P, | (K, ® P& Ke,))
return (Cy, C, R)

o 0 9 S Nt AW N -

[
(=]

Note:

- PRNG({1,2,...,2™ — 1}): the random/pseudorandom number generator with
output data size m bits.

12
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2.2.2. The Decryption - Authentication algorithm

The input data of the Decryption - Authentication algorithm is ciphertext C,
components Cy, R, and the receiver’s shared secret key K. The output data of the
algorithm is a post-decrypted message M and a logical value TRUFE or FALSE.

The execution steps of the second decryption - authentication algorithm are basically
the same as the first decryption - authentication algorithm, except that in Step [5].

The Decryption - Authentication algorithm (Algorithm 4) is described as follows:

Algorithm 4: Decryption - Authentication

Imput: Cy,C, R, K

Output: M, TRUE/FALSE

Ne=Cyd K

Kay = H(H(N, | K) & H(K | Ny))

Mo = H(H(Ng || Kq,) ® H(Kg, || Na))

for i =1to n do
Kq, = H(Mi—1 & Kq,—1) || (Kg,—1 & M;-1))
M; =C; ® Kq, ® My @ Ky,

end

V= H(M, | (K4, ® My & Kq,))

if (V = R) then return (M, TRUE) else return (M, FALSE)

o X N R W N =

Note:

— If the return is (M, TRUFE), then the post-decrypted message M is exactly the
plaintext P, that is: M = P.

— If the return is (M, FALSFE), the post-decrypted message has been modified, that
is: M # P.

2.2.3. The correctness of the proposed algorithm

For the second algorithm, what needs to be proven here is: if the received ciphertext
is exactly the sent ciphertext, then the post-decrypted message is also the plaintext:
M = P and the conditions: V' = R will be satisfied.

Indeed, since the sender’s shared secret key and the receiver’s shared secret key is
only one and the value Cj received is also the value (| sent, so we have:
Ny=CodK=N. K K=N,

From that, we have:
Kay = H(H(Ng || K) © H(K || Na)) = H(H(N. || K) ® H(K || Ne)) = Ke,
and:
Mo = H(H(Na || Ka))OH (K4, [| Na)) = H(H (N, || Keo)OH(Ke, || Ne)) = Fo
Because: My = Py, K4, = K,,, and how to generate subkeys K. (i = 1,2,..,n)
of sender: K., = H((P,_1 ® K¢,_1) || (Ke,—1 @ P,_1)) is also the way to generate the

13
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subkeys Ky, (i = 1,2, ..,n) of the receiver: Ky, = H((M; 1D Ky, 1) || (Kg,_1DM;_1)).

Infer that the key K por of the receiver is also the key K por of the sender. From here,

we have the first thing to prove:
M:O@KDOT:C@KEOT:P@KEOT@KEOT:P

Therefore, we have the second thing to prove:
V= H(M, || (Ka, ® Mo ® Kq,)) = H(Py || (Ke,, ® Py © Ke)) = R

2.3. The third algorithm

In case M is a message consisting of n blocks of data generated at different times
and n is a non-predetermined value (e.g. message M is online voice data, ...), then the
second algorithm needs to be modified accordingly. The third algorithm here will be
used instead of the second algorithm in such cases.

The third algorithm proposed here includes: the Encryption algorithm (Algorithm 5)
and the Decryption - Authentication algorithm (Algorithm 6), the construction method
of these algorithms is presented in the following sections 2.3.1 and 2.3.2. The proof of
the correctness is presented in section 2.3.3.

2.3.1. The Encryption algorithm
The input and output data of this third encryption algorithm are exactly the same as
the second encryption algorithm mentioned in section 2.2.2.

The Encryption algorithm (Algorithm 5) is described as follows:

Algorithm 5: Encryption

Input: P, K

Output: Cy,C, R

N.= PRNG({1,2,...,2™ —1})

C() - Ne ©® K

Keo = H(H(Ne H K) GBH(K H Ne))

PO :1H(H(Ne H Keo) ® H(KEO H Ne))

—

while P, # ESC do
Ke, = H((Pioy @ Ke,a) || (Kej1 ® Fic1))
Ci:H@Kei@PO®Keo
1=1+1

end

R=H(P | (Kemr ® B ® Ke,))

return (Cy, C, R)

=N BN 7 B SR S R

"
N = O

Note:

— ESC" character indicating end of message M.

14
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2.3.2. The Decryption - Authentication algorithm

In case M is a message consisting of n blocks of data generated at different times
and 7 is an undetermined value, the Decryption - Authentication algorithm (Algorithm
6) is described as follows:

Algorithm 6: Decryption - Authentication
Input: Cy,C, R, K
Output: M, TRUE/FALSE

1 Nd = Co & K

2 Kgy = H(H(Nq || K) ® H(K || Na))

3 Mo=H(H(Nqg || Kao) ® H(Kg, || Na))

41=1

s while M; # ESC do

6 | Kag =H(Miy® Kq—1) || (Kg-1 @ M;1))
7 MZ:CZ@Kdz@MO@KdO

8 t=1+1

9 end

[y
=]

Vi=H(M; || (Kg—1 & Moy ® Ky,))
if (V. =R) then return (M, TRUE) else return (M, FALSE)

p—
-

Note:

— If the return is (M, TRUFE), then the post-decrypted message M is exactly the
plaintext P, that is: M = P.

— If the return is (M, FALSFE), the post-decrypted message has been modified, that
is: M # P.

2.3.3. The correctness of the proposed algorithm

For the third algorithm, what needs to be proven here is: if the received ciphertext
is exactly the sent ciphertext, then the post-decrypted message is also the plaintext:
M = P and the conditions: V' = R will be satisfied.

The proof of the correctness of this algorithm is also performed similarly to the first
algorithm mentioned in the section 2.2.3.

2.4. Some evaluation of the secure level of the proposed algorithms

Similar to the OTP cipher, the Kror/Kpor keys here are only used once for each
encrypted message, so types of attacks such as differential cryptanalysis, linear
cryptanalysis, etc., and in general all known attack types for block ciphers (such as
DES, AES, ...) are not effective with the proposed algorithms. The secure level of the
proposed algorithm is assessed by its ability to resist some typical attacks as follows:

- Ciphertext-only Attack: According to C. E. Shannon’s theory of perfect secrecy
[2], if the keys K.,/K,, (i =1,2,...,n) are a random bit sequence, then there will not

15
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be any relationship between the data blocks F; of plaintext P and the data blocks C;
of ciphertext C, so: Probability(FP;|C;) = Probability(F;) and the proposed algorithms
will have "perfect secrecy". Because there is no relationship between the plaintext and
the ciphertext, there will be no information from the ciphertext C' that would allow
an attacker (cryptanalyst) to select the plaintext P from the post-decrypted meaningful
messages. Similarly, since V. is a secret random value, there is no relationship between
() and the key K, so an attacker cannot find K if he only knows Cj. In the proposed
algorithm, a hash function is used to generate the keys K.,/ Ky,, since the size of the keys
K.,/ K, (160/256/.. bits) is very small compared to the repetition period of data at the
output of the hash function, and furthermore, the attacker cannot calculate the repetition
period of the hash function output data, so the keys K., /K, are possible to completely
meet the requirement of randomness of the key. Therefore, the proposed algorithms can
resist the "brute force" attack when the attacker only knows the ciphertext, even with
the assistance of quantum computers.

- Known-plaintext attack: Suppose if for some reason the attacker knows the
subkey F, and also suppose that with the assistance of quantum computers the
one-way property of the hash function is broken, the attacker will find:
H(H(N.||K.,) ® H(K¢]||Ne)). But C.E. Shannon’s theory of perfect secrecy [2] has
shown that the attacker cannot find exactly H(N.||K,,) and/or H(K,,||N.), so it is
impossible to find N, and therefore it will be impossible to find the secret key K.
Similarly, once K., is known, the attacker will also find:H (N.||K) @ H(K||N.) but
cannot find exactly H(N.||K) and/or H(K||N,), so it is not possible to find the
shared secret key K. Therefore, even if the one-way property of the hash function is
broken, the attacker will not have a chance to attack the secret key K. Furthermore,
with the algorithm proposed here, when the plaintext P is public, the one-time key
Kror/Kpor is still kept secret, and the attacker has no way to know/find this key.
Therefore, if for some reason the attacker knows the first data block of the plaintext,
the attacker cannot decrypt the remaining data blocks of the ciphertext.

- Spoofing attack: With the proposed algorithms, the origin and the integrity of the
post-decrypted message are verified by the condition: NV, = N, (for the first algorithm)
or: V = R (for the second and third algorithms). The input data of the authentication
function are the components Cj, C' (for the first algorithm) or Cy, C', R (for the second
and third algorithms) and the shared secret key K. Therefore, if the hash function
used in this algorithm has such weak collision resistance that an attacker can create
a meaningful message whose hash value matches the hash value of the plaintext P,
the spoofing attack cannot be performed. Thus, it can be seen that the weak collision
resistance of the hash function along with the high speed of quantum computers does
not have any significance for the resistance to spoofing attacks ability of the proposed
algorithm.

16



Journal of Science and Technique - ISSN 1859-0209

3. The proposed public-key block cipher algorithms

As mentioned in section 1, the public-key block cipher algorithms proposed here are
simply the integration of the Diffie - Hellman key agreement protocol into the post-
quantum block cipher algorithms proposed in section 2, so these algorithms can be used
as pre-quantum block cipher algorithms (DES, AES,...), but the establishment of the
shared secret key between the sender (encryptor) and the receiver (decryptor) is done
entirely based on the PKI.

3.1. The public-key block cipher algorithms based on discrete logarithm problem on
the finite field

The public-key block cipher algorithms proposed here are constructed based on the
solution proposed in [21], [22] which is capable of establishing a shared secret key based
on the public/private key pair of the sender (encryptor) and the receiver (decryptor). The
generation of these public/private key pairs is based on the hard of the discrete logarithm
problem on the finite fields, similar to that in public key cryptosystems that are being
applied in practice (RSA, ElGamal). The public-key block cipher algorithms proposed
here include: the Key Generation algorithm (Algorithm 7), the Encryption algorithms
(Algorithm 8, 9, 10) and the Decryption - Authentication algorithms (Algorithm 11, 12,
13). The construction method of these algorithms is presented in the following sections
3.1.1, 3.1.2 and 3.1.3. The proof of the correctness and evaluation of the security of
the algorithm are presented in sections 3.1.4 and 3.1.5.

3.1.1. The Key Generation algorithm

In the block cipher algorithms proposed here, the shared secret key between the
sender and receiver is established based on the public/private key pair of the sender and
receiver.

The End-User’s public/private key pair is generated by the Key Generation algorithm
based on the set of domain parameters, which includes:

e P, q is a pair of prime numbers and satisfy: ¢|(p — 1).

« ¢ is an element of the finite field F}, of order ¢ calculated according to:
p—1

g=a <« modp, where «c€ (1,p).
Note:

The domain parameters here can be generated as specified in ISO/IEC 14888-3
[23], FIPS 186-4 [24], or GOST R34.10-94 [25].

The private key of the End-User is a random or pseudo-random integer d that is
secretly created so that: 0 < x < q.

The corresponding public key y is calculated according to the formula:
y=g" modp

17



Section on Information and Communication Technology - Vol. 13, No. 02, Dec. 2024

The Key Generation algorithm (Algorithm 7) is described as follows:

Algorithm 7: Key Generation
Input: [, [,
Output: p,q, 9,7,y
1 Generate a pair of prime numbers p, ¢ with: len(p) = [, len(q) = [, and satisfy:

ql(p —1)
Choose « in the range (1, p), calculate g according to the formula:
1

[

g= o7 mod p, satisfy: g # 1

3
4 Select a private key x in the range (1, q)
5 Calculate the public key y according to the formula:
6 y=¢* mod p

Note:

- len() is the function that calculates the length (in bits) of an integer.
- x,y are the public key and the private key of the end-user in the system.
- p,q, g are the system parameters.

Assuming z, is the private key of the sender and z, is the private key of the receiver,
then the corresponding public key of the sender y; is:
ys = g* mod p

and the corresponding public key of the receiver y,. is:
Yr =g mod p

3.1.2. The Encryption algorithms
In the public-key block cipher algorithms proposed here, the Encryption algorithm

takes as input the plaintext P, the sender’s private key zg, the receiver’s public key vy,
and system parameters.

The plaintext P is encrypted as n data blocks P; (¢ = 1,2,...,n) of size m bits:
P={P,P,....P,}

The One-time key Kpor used to encrypt plaintext P consists of n subkeys K.,
(:=1,2,...,n) whose size corresponds to the size of the plaintext block:
KEOT = {KeuKezv ) Ken}

The output data of the Encryption algorithm includes the following components:

- C': The ciphertext includes n data blocks C; (i = 1,2,...,n) of size m bits:
C = {017027---7071}
- Cp: Component responsible for generating the One-time key Kpor of the

receiver, verifying the origin and the integrity of the post-decrypted message.

The Encryption algorithm (Algorithm 8) is described as follows:

18
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Algorithm 8: Encryption Algorithm

e 0 N AN R W N -

—
]

Input: g,p, z,, y,, P
Output: Cy, C

K= (y,)* mod p

K, = H(Ks)

Ne - H(H(P || Ke)@H(Ke || P))

Co=N,d K,

Keo - H(H(Ne H Ke) S H(Ke H Ne))

Py = H<H(Ne H Keo) D H(Keo H Ne))

for i =1to n do
Ko, = H(Pit ® Koia) | (Kot @ Proy)
Oi:-Pi@Kei@PO@Keo

end
return (Cy, C)

n

In case M is a message consisting of n blocks of data generated at different times and
is a predetermined value, then the Encryption algorithm (Algorithm 9) is modified

as follows:

Algorithm 9: Encryption Algorithm

e 0 N AT R W N -

e
N =D

Input: g,p, z,,y,, P
Output: Cy,C, R
K, = (y,)* mod p

K. = H(Kj);
N.= PRNG({1,2,...,2" —1})
C() — Ne @ Ke

K., = H(H(N, || K,) & H(K, || N,))

By = H(H(Ne H Keo) 2 H(Keo H Ne))

for i =1t n do
Ke, = H((Pioy @ Kea) || (Kej1 ® Ficy))
Ci:H@Kei@PO®KeO

end

R=H(P, | (K, ® Py ® Ke,))

return (Cy, C, R)

In case M is a message consisting of n blocks of data generated at different times

and n is an undetermined value (e.g. message M is online voice data,...), then the
Encryption algorithm (Algorithm 10) is described as follows:

19
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Algorithm 10: Encryption Algorithm

Input: g,p, z,, y,, P
Output: Cy,C, R

1 Ky = (y,)" mod p

2 K, = H(K,)

3 No=PRNG({1,2,...,2™ —1})

4 O() = Ne D Ke

s Koo = H(H(N, || K.) @ H(K. || Ne))
6 PO :1H<H(Ne | Key) © H(Ke, || Ne))
7i=1;

8 while P, # ESC do

9 | K =H((Po1® Kem) || (Kej1 ® Fio1))
10 Ci:Pi@Kei@PO@Keo

11 1=1+1

12 end

[
w

R—H(P 1 | (Ko, © Py ® Ko))
return (Cy, C, R)

)
£

It should be noted that Algorithms 9 and 10 can be applied to encrypt pre-determined
messages just like Algorithm 8.

3.1.3. The Decryption - Authentication algorithms
The Decryption - Authentication algorithm takes as input the ciphertext C, the

component Cy, the receiver’s private key z,, the sender’s public key ys, and system
parameters.

The ciphertext C' consists of n data blocks C; (i = 1,2,...,n) of size m bits:
C={C,Cy...,Cp}

The output data of this algorithm is a post-decrypted message M, consisting of n
data blocks M; (z = 1,2,...,n) of size m bits:
M — {Ml,MQ,...,Mn}

The One-time key Kpor used to decrypt the received message - similar to the
sender/encryptor side, also consists of n subkeys Ky, (¢ =1,2,...,n) of size m bits:
KDOT - {Kd17 Kdzv ) Kdn}

The Decryption - Authentication algorithm (Algorithm 11) is described as follows:
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Algorithm 11: Decryption - Authentication Algorithm

Inpl'It: g,p, xrvysacbac
Output: M, TRUE/FALSE

1 K, = (ys)® mod p

2 Ky = H(K,)

3 Ng=Co® Ky

4 Kqy = H(H(Nq || Kq) © H(Kq || Na))

s Mo = H(H(Nqg || Kao) ® H(Kg, || Na))

6 for . =11t n do

7 | Ko, = H(Mioy ® Kq,—1) || (Kg—1 @ M; 1))
8 MZ:CZ@Kdz@MO@KdO

9 end

[
(=]

N, = H(H(M || K) © H(K, | M)
if N, =N, then return (M,TRUFE) else return (M,FALSE)

o
—

Note:

— If the return is (M, TRUE), then the post-decrypted message M is exactly the
plaintext P, that is: M = P.

— If the return is (M, FALSFE), the post-decrypted message has been modified, that
is: M # P.

In case M is a message consisting of n blocks of data generated at different times
and n is a predetermined value, the Decryption - Authentication algorithm (Algorithm
12) is described as follows:

Algorithm 12: Decryption - Authentication Algorithm

Inpl'It: 9,0, Tr,Ys, 007 O) R
Output: M, TRUE/FALSE

K, = (ys)* mod p
Ky = H(K,)
Ny=Co® K,

Kay = H(H(Ny || Kq) © H(Kq || Na))

Moy = H(H(Nq || Ka,) ® H(Kq, || Na))

for . =1to n do
Kay = H((Mi1 & K1) || (a1 ® M)
Mi:Ci@Kdi@MO@Kdo

end

V =H(M, || (Kq, ® Mo ® Kg,))

if V=R then return (M,TRUE) else return (M,FALSE)

D-TN--IENEN - U I I S

"
-

In case M is a message consisting of n blocks of data generated at different times
and n is an undetermined value (e.g. online voice data), the Decryption - Authentication
algorithm (Algorithm 13) is described as follows:

21



Section on Information and Communication Technology - Vol. 13, No. 02, Dec. 2024

Algorithm 13: Decryption - Authentication Algorithm
Inpl'It: 9,P, Ty, Ys, CO? C) R
Output: M, TRUE/FALSE

1 K, = (ys)® mod p

2 Ky = H(K,)

3 Ng=Co® Ky

4 Kqy = H(H(Nq || Kq) © H(Kq || Na))
s Mo = H(H(Nqg || Kao) ® H(Kg, || Na))
6 1=1;

7 while M; # ESC do

8 | Kq = H((Mi—y ® Kq,—1) || (Kg-1 @ M; 1))
9 Mi:Oi@Kdi@MO@Kdo

10 1=1+1

1 end

p—
|8}

Vi=H(M; || (Ki—1 & My ® Ky,))
if (V = R) then return (M,TRUE) else return (M,FALSE)

[
w

It should be noted that Algorithms 12 and 13 can be applied to decrypt pre-determined
messages just like Algorithm 11.

3.1.4. The correctness of the proposed algorithms

It is easy to see that the correctness of the proposed algorithms here can be stated
and proven completely similarly to the algorithms in section 2 if it can be confirmed
that the shared secret key (K) of the sender (encryptor) is also the shared secret key
(K,) of the receiver (decryptor).

Indeed, we have:
K, = (ys)* mod p = (¢* mod p)* mod p
= (9" mod p)*™ mod p = (y,)* mod p = K,

It follows that: K, ;= K,

From that, it is possible to prove the correctness of the proposed algorithms here,
similar to the algorithms in section 2.

3.1.5. Some evaluation of the secure level of the proposed algorithms

It is also easy to see that, the only difference of the proposed algorithms here
compared to the algorithms in section 2 is that these algorithm have the additional
feature of establishment a shared secret key between the sender (encryptor) and the
receiver (decryptor) based on the mechanism of public key cryptography. It also
means that in the algorithms proposed here, the cryptanalyst can attack the Key
Generation algorithm (Algorithm 7) to find out the secret key (private key) of the
sender (encryptor) or receiver (decryptor), from which will calculate the secret key
shared between the sender (encryptor) or receiver (decryptor). However, to find the
secret key of the user in the system, the cryptanalyst needs to solve the discrete
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logarithm problem on the finite field F,. Currently, no polynomial time algorithm has
been published for this hard problem [26]-[34].

3.2. The public-key block cipher algorithms based on discrete logarithm problem on
the elliptic curve

The public-key block cipher algorithms proposed here are constructed in a similar
way to the block cipher algorithms proposed in section 3.1, the difference between
these algorithms and the proposed algorithms in section 3.1 is that the End-user’s
public/private key pairs are established based on the hard of the discrete logarithm
problem on an elliptic curve instead of on a finite field. The public-key block cipher
algorithms proposed here include: the Key Generation algorithm (Algorithm 14), the
Encryption algorithm (Algorithm 15,16,17) and the Decryption - Authentication
algorithm (Algorithm 18,19,20). The construction method of these algorithms is
presented in the following sections 3.2.1, 3.2.2 and 3.2.3. The proof of the correctness
and evaluation of the security of the algorithm are presented in section 3.2.4 and
section 3.2.5.

3.2.1. Key Generation algorithm

In the block cipher algorithms proposed here, the shared secret key between the
sender and receiver is established based on the public/private key pair of the sender and
receiver.

The End-User’s public/private key pair is generated by the Key Generation algorithm
based on the set of domain parameters, which includes:

« pis a prime number specifying the underlying finite field F,.

o E(F),) is elliptic curve E(a,b) defined on the finite field F, by the equation:
y?* = 2° + ax + b with: a,b € F, and satisfies: 4a® + 27b* # 0 mod q.

« G is a point of order ¢ on the elliptic curve E(F}), called the base point in E(F),).

o ¢ is the order of G in E(F),).

Note:

The domain parameters here can be generated as specified in ISO/IEC 14888-3 [23],
FIPS 186-4 [24], or GOST R34.10-2012 [35].

The private key of the End-User is a random or pseudo-random integer d that is
secretly created so that 0 < d < ¢. The corresponding public key K is:
K= (ka,yk) =d.GG

The Key Generation algorithm (Algorithm 14) is described as follows:
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Algorithm 14: Key Generation
Input: E(F,) = (p,a,b,G,q)
Output: d, K

1 d=PRNG({1,2,...,27—1})

2 K = (xp, ) = d.G

3 return (d, K)

Note:

- p,a,b,G, q are the system parameters.

- d, K are the private key and the public key of the End-User in the system.
- PRNGY() is the random/pseudo-random number generator.

Assuming d is the private key of the sender and d, is the private key of the receiver,
then the corresponding public key of the sender K is:
KS = (xks7yks> = dSG

and the corresponding public key of the receiver K, is:
KT = (kayk’v-) = er

3.2.2. The Encryption algorithms

In the public-key block cipher algorithms proposed here, the Encryption algorithm
takes as input the plaintext P, the sender’s private key d, the receiver’s public key K.,
and system parameters.

The plaintext P is encrypted as n data blocks P; (z = 1,2,...,n) of size m bits:
P={P,P,...,P,}

The One-time key Kpor used to encrypt plaintext P consists of n subkeys K.,
(¢ = 1,2,...,n) whose size corresponds to the size of the plaintext block:
KEOT = {KeuKezv ) Ken}

The output data of the Encryption algorithm includes the following components:

- C is the ciphertext includes n data blocks C; (i = 1,2,...,n) of size m bits:
C:{Cl,CQ,...,Cn}
- (Cp is component responsible for generating the One-time key Kpor of the

receiver, verifying the origin and the integrity of the post-decrypted message.

The Encryption algorithm (Algorithm 15) is described as follows:
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Algorithm 15: Encryption Algorithm

e 0 N A N AW N =

—
- o

Input: £(F,) = (p,a,b,G,q),ds, K,, P
Output: Cy, C

Kse = (-Tkseaykse) = dS'KT

Ke = H(xkse)

Ne - H(H(P H Ke)@H(Ke ” P))

C'0 - Ne ¥ Ke

Keo = H<H<Ne H Ke) D H(Ke H Ne))

Py = H(H(Ne H KEO) D H(Keo H Ne))

for i =1to n do
Ke, = H((Piy || Kei—1) @ (Ke,—1 || Piet))
Ci:Pi@Kei@PO@Keo

end
return (Cy, C)

In case M is a message consisting of n blocks (n is a determined value), which are

generated at different times and need to be encrypted at the time of generation. The
following Algorithm 16 will be used instead of Algorithm 15 in such cases:

Algorithm 16: Encryption Algorithm

e 0 N A N R W N -

—
N = o

Input: E(F,) = (p,a,b,G,q),d,, K, P
Output: Cy,C, R

Kse = ('rksc7 ykse) = dS'Kr

K. = H(wy,,)

N, = PRNG({1,2,...,2" — 1})

Co=N,d K,

Keo - H<H(Ne H Ke) S H(Ke H Ne))

Py = H<H(Ne H Keo) D H(Keo H Ne))

for i =1to n do
Ke, = H(Pi—y || Kej1) & (Kei—1 || Pic1))
Ci=P, &K, ® P ® K,

end
R:H(Pn H (Ken @Po@Keo))
return (Cy, C, R)

In case M is a message consisting of n blocks of data generated at different times

and n is an undetermined value (e.g. message M is online voice data, ...), then the
Encryption algorithm (Algorithm 17) is modified as follows:
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Algorithm 17: Encryption Algorithm
Input: £(F,) = (p,a,b,G,q),ds, K,, P
Output: Cy,C, R

1 Koo = (Thoes Yroo) = ds- KK,

2 K. = H(xy,,)

3 N.=PRNG({1,2,...,2™ —1})

4 CQ = Ne ) Ke

s Koy = H(H(N, || K.) ® H(K, || N.))
6 PO :1H(H(Ne | Keo) © H(Ke, || Ne))
71=

8 while P, # ESC do

9 | Ko =H((Pia || Keim1) ® (Keyo1 || Pie1))
10 Ci:PiGBKQ@PO@KeO

11 1=1+1

12 end

et
()

R=H(Pi1 | (Ke-1 @ Py ® Kep))
return (Cy, C, R)

i
FS

It should be noted that Algorithms 16 and 17 can be applied to encrypt pre-determined
messages just like Algorithm 15.

3.2.3. The Decryption - Authentication algorithms

The Decryption - Authentication algorithm takes as input the ciphertext C', component
Cy, the receiver’s private key d,, the sender’s public key K and system parameters.

The ciphertext C' consists of n data blocks C; (i = 1,2,...,n) of size m bits:
C={C,Cy...,Cp}

The output data of this algorithm is a post-decrypted message M consisting of n data
blocks M; (1 =1,2,...,n) of size m bits:
M - {MhMQ,...,Mn}

The One-time key Kpor used to decrypt the received message — similar to the
sender/encryptor side, consists of n subkeys Ky (¢ =1,2,...,n) of size m bits:
KDOT - {Kd17 Kd27 ) Kdn}

The Decryption - Authentication algorithm (Algorithm 18) is described as follows:
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Algorithm 18: Decryption - Authentication
Input: E(F,) = (p,a,b,G,q),d,, K,,Cy, C
Output: M, TRUE/FALSE

1 Krd = (kad?yk,»d) = dr-Ks

2 Kg= H(xy,,)

3 Nd = CO D Kd

4 K4y = H(H(Nqg||Ka) ® H(K4||Na))

s Mo = H(H(Ny||Kq,) ® H(Kq,||Na))

6 for . =1 to n do

7 | Ky = H((Mi—1 & Kg,—1)|[(Ka;—1 ® M;-1))
8 MZ’:OiEBKdi@Mg@KdO

9 end

[y
=]

N, = H(H(M]||Ky) & H(K||M))
if (N, =N,;) then return (M,TRUFE) else return (M,FALSE)

p—
-

Note:

- If the return is (M,TRUE), then the post-decrypted message M is exactly the
plaintext P, that is: M = P.

- If the return is (M, FALSE), the post-decrypted message has been modified, that
is: M # P.

In case M is a message consisting of n blocks of data generated at different times and
n is a predetermined value, then the Decryption - Authentication algorithm (Algorithm
19) is modified as follows:

Algorithm 19: Decryption - Authentication Algorithm
Input: E(Fp) = (pa a, b7 G7 Q>7 drv KS7 C’07 07 R
Output: M, TRUE/FALSE

1 Kog = (ka»yk;m) = dT‘KS

2 Kq= H(wy,,)

3 Ng=0Co® Ky

4 Kqy = H(H(Na||Kq) ® H(Kql|Na))

s My = H(H(Na||Kq,) & H(Kqy||Na))

6 for i =1 to n do

7 | Ky =H((Mi_1® Ky 1)||[(Kag,_1 ® M;_1))
8 M, =C; ® Ky, & My ® Ky,

9 end

10 V = H(M,||(Ka || Mo & Ka))

p—
—

if (V =R) then return (M,TRUE) else return (M,FALSE)

In case M is a message consisting of n blocks of data generated at different times
and n is an undetermined value (e.g., message M is online voice data, etc.), then the
Decryption - Authentication algorithm (Algorithm 20) is described as follows:
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Algorithm 20: Decryption - Authentication
Input: E(F,) = (p,a,b,G,q),d,, K,,Cy,C, R
Output: M, TRUE/FALSE
Krd = (kad?yk,»d) = dr-Ks
Ky = H(xy,,)

Ny=Cy® Ky

Kay = H(H(Ng||Kq) ® H(Kal|Na))

Mo = H(H(Nql||Kq,) & H(Kaqy[|Na))

1 =1

while P, £ ESC do
Ka, = H((Mi—y @ Kq,—1)||(Kg, -1 @ M;—1))
M; =C; ® Kq, ® My @ Kg,
1=1+1

end

V= H(M;|(Kq,—1|| Mo & Kyg,))

if (V =R) then return (M,TRUE) else return (M,FALSE)

e 0 N A N AW N -

e
W N =S

It should be noted that Algorithms 19 and 20 can be applied to decrypt pre-determined
messages just like Algorithm 18.

3.2.4. The correctness of the proposed algorithms

It is easy to see that, the correctness of the proposed algorithms here can be stated
and proven completely similar to the algorithms in section 3.1 if it can be confirmed
that the sender’s shared secret key (K) is also the receiver’s shared secret key (K).

Indeed, we have:
K,q=d,. K; =d,.(ds.G) = ds.(d,.G) = ds. K, = K,

Inferred: =z, , = x,,

So, we have:
Kq = H(zy,,) = H(z,) = Ke

From that, it is possible to prove the correctness of the proposed algorithms here
similar to the algorithms in section 3.1.

3.2.5. The security level of the proposed algorithms

It 1s also easy to see that the only difference between the proposed algorithms here
and the algorithms in section 3.1 is that its Key Generation algorithm is constructed on
the hard of the discrete logarithm problem on elliptic curves instead of on finite fields.
It also means that in the algorithms proposed here, the cryptanalyst can attack the Key
Generation algorithm (Algorithm 7) to find out the private key of the sender or receiver,
from which will calculate the secret key shared between the sender or receiver. However,
to find the private key of the user in the system, the cryptanalyst needs to solve the
discrete logarithm problem on the elliptic curve E(f},). Currently, no polynomial time
algorithm has been published for this hard problem [26]—[37].
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4. Conclusions

The post-quantum and public-key block cipher algorithms proposed here are
developed based on C.E. Shannon’s theory of perfect secrecy and hash functions. The
advantage of these post-quantum block cipher algorithms is that it is not only resistant
to quantum attacks but also resistant to spoofing attacks, which is one of the basic
requirements for practical applications. One advantage of the newly proposed
algorithms compared to previous post-quantum cryptographic algorithms [4]-[20] is
that it can also be used in a similar way to pre-quantum algorithms (such as DES,
AES,...) with high security and performance in practical applications. The proposed
public key block cipher algorithms are then solutions that allow the proposed
post-quantum block cipher algorithms to be used similarly to the block ciphers
currently used in practice (such as DES, AES, etc.), however the secret key shared
between the sender (encryptor) and the receiver (decryptor) is established based on
PKI similar to public-key cryptosystems (RSA, ElGamal), which allows these
algorithms to be used more conveniently in practical applications.
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MOT SO THUAT TOAN MA KHOI HAU LUGNG TU VA
MA KHOI KHOA CONG KHAI DUA TREN LY THUYET
C.E. SHANNON VE bO MAT HOAN THIEN

Luu Hong Diing, Nong Phuong Trang

Tém tit

Bai bdo dé xuit mot dang thudt toan ma khéi hau lugng ti va ma khdi khéa cong khai
dua trén ly thuyet C.E. Shannon vé do mat hoan thlen Cac thuit todn ma khoi hau lu’(jng td
dugc dé xuit & day c6 kha niang chéng lai cic dang tin cong khéc nhau véi sy trg giip cua
may tinh lugng tu. Ngoa1 tinh bdo mét cao, thuit toan nay con cd kha nang xac thuc nguon
goc va tinh toan ven cua cac thong diép dugc ma héa. Cac thuat toan ma khbi khoa cong
khai & day dudgc phat trién tir cdc thuat toan ma khoi hau luong ti da duge dé xuat trude do
bang viéc két hop véi giao thiic trao ddi khéa Diffie - Hellman, do d6 thuit toan nay c6 thé
dudc st dung tuong ty nhu cdc thuit todn ma khbi tién lugng ti dang dugc ung dung trong
thuc tién (DES, AES....) nhung viéc thiét 1ap khéa bi mat chia sé hoan toan dua trén co sé
ha ting khéa cong khai (PKI).

Tu khoa

Mat ma khéa dbi xing; thuit todn ma héa — xdc thuc; mat ma OTP; mat ma khdi; mat
ma hiu lugng t; mat ma khang lugng ti.
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