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Abstract

Federated Learning (FL) is a privacy-preserving approach to train deep neural networks
across decentralized devices without sharing raw data. Thus, FL has been popularly applied in
domains like anomaly detection in Internet of Things (IoTs). However, IoT networks or devices
have limited protection capabilities, resulting in the vulnerability of FL to data poisoning
attacks. In order to address this challenge, we propose a new robust FL system designed to
counter data poisoning attacks. Our approach, named as Federated Learning with Attention
Aggregation (FedAA), leverages AutoEncoder (AE) models for local anomaly detection in
IoT networks. In FedAA, the global model is aggregated from local models by using a
novel aggregation method, named as Attention Aggregation (AA). This method is specifically
designed to mitigate the impact of data poisoning attacks, which often lead to high values of
the loss functions in the local models. More precisely, the local models with high loss values
are assigned lower attention weights when contributing to the global model aggregation, and
vice versa. As a result, the proposed AA method enhances the robustness of FedAA against
data poisoning attacks. The extensive experiments are conducted on three datasets including
N-BaloT, NSL-KDD, and UNSW, of IoT anomaly detection. The results show that FedAA is
more robust than other FL systems in mitigating data poisoning attacks.
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1. Introduction

The IoTs are transforming all aspects of life with its applications spanning across
diverse domains, ranging from industry automation, healthcare, to smart home/city. The
number of Internet of Thing (IoT) devices is anticipated to increase to approximately
$11 billion by 2026 [1]. However, the popularity of IoT devices and their important
role in critical applications also expose the network to greater risks of security attacks.
In the first half of 2021, there were nearly 1.5 million attacks against IoT devices [2].
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Therefore, it is crucial to identify and prevent attacks to IoT networks in order to advance
the development of IoT applications.

In anomaly detection for IoT networks, AE is considered to be one of the most effective
approaches [3]-[8]. The AE architecture enables to transform the raw Iol data into a
more refined data representation that effectively highlights the inherent characteristics
of the input data. Thus, it facilitates the downstream classifiers to detect attack samples.

However, collecting and centering data from IoT networks to train an effective AE is
a challenging task [3]-[5], [7]. This is due to user data privacy concerns [9]. Users of
IoT devices often refrain from sharing data that might possibly violate their privacy or
expose sensitive information about their systems. Subsequently, FL is considered as the
most effective approach to develop anomaly detection for 10T networks. FL. does not
require IoT devices nor networks to share their local data with the centralized server.
Instead, distributed nodes (also referred to as clients) only need to share their local
gradients with the centralized server, which in turn aggregates into the global gradient
and shares it with the local nodes [10]-[16].

In order to train a robust FLL scheme, one needs to assume that the training processes
of all clients are honestly conducted. However, such an assumption is not always realistic
owing to both inadvertent and deliberate causes [17]-[19]. For example, the attackers
may take control of the number of IoT devices in the FL scheme, i.e., genuine clients,
and then inject the poisoning data during the local training phase [10], [18]. This is
a type of poisoning attacks. The poisoning attacks can be divided into two groups,
i.e., data poisoning attacks and model poisoning attacks. In data poisoning attacks,
attackers can take control of at least one client in an FL scheme to manipulate its
training data. Besides, in model poisoning attacks, they also take the control of clients
to modify their local models, e.g., deep neural network models [10]. Data poisoning
attacks are generally easier to execute than model poisoning attacks because attackers can
manipulate accessible local training data with less technical expertise and lower detection
risk, exploiting a wider attack surface across diverse client datasets [17]. Therefore,
developing a robust FL scheme for IoT anomaly detection that mitigates data poisoning
attacks is highly desirable.

In an FL scheme, multiple local models residing on different devices or clients,
collaborate to build a global model. Aggregating these local models into a coherent
global model is a critical step in the training process. Averaging-based method [11], [12]
is one of the most widely used aggregation methods that averages the model parameters
across all participating clients. This aggregation method is simple, efficient, and exhibits
good convergence properties [12]. However, it assumes that all clients have the same
contribution to the global model. In reality, this assumption may not be also hold.

In this paper, a novel FL scheme for IoT anomaly detection called FedAA is proposed
that is robust against the data poisoning attacks. FedAA uses an AutoEncoder (AE) as
the local model to learn useful characteristics from only normal data. To mitigate the
impacts of the data poisoning attack, FedAA utilizes a new aggregation method, namely
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Fig. 1. Motivation of the Loss Attention Aggregation method.

AA, which aggregates the local models with different attention weights corresponding
to the loss values of the local models. The motivation for FedAA can be shown in
Fig. 1. When a client is attacked by the data poisoning attack, the training loss value of
the local model tends to be significantly amplified. To mitigate the impact of attacked
clients or poisoned clients to the global model, FedAA assigns a lower weight for the
higher loss value and vice versa. This method helps to improve the robustness of the
FedAA scheme against data poisoning attacks. The main contributions of this paper are
as follows:

o A new aggregation method, i.e., AA, is proposed to aggregate local models at the
server based on their training loss values. This helps to alleviate the influence of
malicious clients on the global model.

o A new FL scheme which trains semi-supervised local models, i.e., the AE models,
and aggregates the local models using the AA method is introduced.

o To assess the effectiveness of the proposed system (FedAA) for 1ol anomaly
detection, the comprehensive experiments are conducted on three datasets, i.e.,
N-BaloT, NSL-KDD, and UNSW.

The rest of the paper is organized as follows. In Section 2, the essential foundation of
our proposed FL scheme is presented. Section 3 reviews the most recent methods of
machine learning and FL on network anomaly detection. Following that, a comprehensive
description of the proposed scheme is provided in Section 4. In Section 5, the datasets
and experimental settings are described in details. The experimental results are presented
in Section 6. The conclusion is discussed in Section 7.

2. Background

This section presents the fundamental background of the AE architecture and the FL
scheme. They are core components in our FL system for IoT anomaly detection.
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Fig. 2. Architecture of an AE.

2.1. AutoEncoder

An AE as illustrated in Fig. 2 is a neural network model that is commonly utilized
for unsupervised or semi-supervised anomaly detection. The AE architecture consists
of two components, i.e., an encoder and a decoder. The encoder attempts to map the
input data onto a latent representation space that usually has a lower dimension than the
input data. The decoder reconstructs the input at the output. The training process of AE
attempts to minimize the difference between the input and the output. This difference is
called the reconstruction error (RE) [20].

We denote w = (W,, be) to be the weight matrix and the bias vector of the encoder,
respectively, and denote z' to be the latent representation of the input sample x', the
latent representation z' is calculated as follows:

z' = q,(X") = 0.(Wex' + be), (D)
where ¢, and o, represent the encoder and its activation function, respectively.

Similarly, § = (Wq, bg) denotes the parameter vector of the decoder py and o is the
activation function of the decoder, the reconstructed output X is calculated as follows:

}A(i = pg(Zi) = Od(WdZi + bd) (2)

The training objective of AE is to minimize the loss function of the AE, which is often
estimated as the mean squared error computed in Eq. (3).

‘CAE <X7 ¢a 6) = Z HXZ - Xi”%? (3)
=0

where n is the dataset size, and x; and X; are the input and output of the AE, respectively.
The weights of AE ¢ including the weights of the encoder and decoder, i.e., ¢ = (w, ).
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For the anomaly detection problem, AE is commonly trained on benign or normal
data samples. After training, the RE, which is £ AE in Eq. (3), is used to calculate the
anomaly score for the anomaly detection problem. Specifically, if an input sample results
in RE that is higher than a predefined threshold, this sample will be considered as an
anomaly [3], [11]; otherwise, it is considered normal.

2.2. Federated learning

Federated Learning is a decentralized machine learning (ML)/deep learning (DL)
system wherein numerous clients collaborate to train a ML/DL model with the supervision
of a central server [9], [10], [21]. The clients can be mobile phones, tablets, speakers,
terminal IoT devices, and large institutions. The FL scheme aims to collaboratively train
a global model using training data located on multiple clients. The role of the central
server is to aggregate the models trained from the multiple clients. The aggregation
based on averaging local models [12] is commonly used in FL frameworks.

Aggregating the global model in FL is a vital step that impacts the performance and
convergence of the global model. In this paper, we propose a new aggregation method
based on the loss of the client’s model to mitigate the impact of the suspecting clients.
The clients with a higher loss are assigned to a lower weight since these clients are
more likely to be malicious clients that have been targeted by data poisoning attacks.

3. Related work

Applying ML/DL to anomaly detection in IoT networks has achieved many promising
results [22]. There are many ML/DL models used for anomaly detection, such as
Decision Tree [23], Support Vector Machines [24], [25], AE [3], [4]. Among them, the
AE-based models [3], [4], [6], [26], [27] have been widely used thanks to their ability
to automatically extract features from large amounts of network traffic data. This section
briefly discusses the recent research on the application of AE-based models to anomaly
detection.

Cao et al. [3] proposed an AE model for network anomaly detection named Shirk
AutoEncoder (SAE). The SAE model is a semi-supervised learning model that aims to
force the training benign data closer to the origin, hence better separating anomalies
from the benign data. The results showed that the SAE model is effective unsupervised
learning models for anomaly detection. Hwang et al. [27] proposed a model called
D-PACK for detecting abnormal traffic patterns that combines convolutional neural
network (CNN) and AE. This technique examines only few packets and bytes in a
network connection. Thus, the D-PACK technique can dramatically minimize the amount
of traffic that needs to be processed. Vu et al. [4] utilized the label information to propose
two AE-based models for anomaly detection named Multiple AutoEncoder (MAE) and
Multiple Variational AutoEncoder (MVAE). The MAE and MVAE models aim to project
the benign and abnormal data into two separated regions on the latent representation
space. Thus, distinguishing the abnormal data from the benign data is more effective.
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Recently, Yin et al. proposed a model for time series anomaly detection based on the AE
architecture that combines CNN and long short-term memory (LSTM) [26]. They used a
sliding window technique to extract low-level temporal features. After that, they applied
CNN and LSTM based on the AE architecture to enhance the accuracy of anomaly
detection. Salahuddin et al. [6] proposed the Chronos technique, a novel time-based
anomaly detection system that leverages an AE to detect anomalous Distributed Denial
of Service (DDoS) traffic. Thus, the AE-based models are widely used to represent
network traffic data for anomaly detection problems.

The above ML/DL models are trained on a central server, thus they exhibit the
drawback of data privacy [19]. The FL technique has gained considerable attention as a
promising approach to address data privacy concerns [11]-[16], [28]. DeepFed [14] was
an FL scheme using a novel gated recurrent unit-convolution neural network (GRU-CNN)
model to detect threats against industrial cyber-physical systems. Li et al. [16] introduced
an FL framework based on Attention Mechanism-based Convolutional Neural Network
Long Short Term Memory (AMCNN-LSTM) model to detect anomalies in time series
data. The works in [11], [28] utilized the FL schemes to train the AE models for anomaly
detection. Tuo et al. [11] demonstrated that the FL scheme based on the AE model,
named as FedDetect, is effective in detecting anomalies in the IoT environment.

In an FL framework, aggregating local models to create a global model is an important
task to collaborate multiple clients. Averaging based method is the most well-known
aggregation method for FL. frameworks [11], [12]. This method aggregates the weights
of local models received from participating clients by averaging. However, this method
is unable to recognize the signatures of suspecting clients, which can be poisoned by
attackers, to mitigate or exclude them from the aggregation task. Thus, this technique is
not robust against the poisoning attacks.

There are several methods for preventing malicious clients or attacked from aggregating
the global model. One approach is to use K-mean clustering to group the clients
based on their model weights or the performance [29], [30]. Clients are clustered into
high-performance and low-performance groups. The global model only aggregates the
local models of the high performance groups. Additionally, the suspecting clients can
also be identified by their poor performance metrics, which are below the threshold set
for the Top-K selection [31]. These clients are excluded from the aggregation process
to prevent their potentially malicious updates from affecting the global model. These
aggregation methods help to reduce the influence of potentially malicious actors on the
global model. However, these aggregation methods use a fixed threshold to eliminate
the suspecting clients. Thus, they may incorrectly remove the benign clients in the
aggregation. In this paper, we propose a new aggregation method named as AA method,
which assigns attention weights to local models based on their training loss values.
The AA method attempts to reduce the impact of suspecting clients, which have large
training loss values, in the aggregation process.
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4. Proposed method

In this section, the AA method is first introduced to reduce the influence of attacked
clients during the training process of FedAA. Then, the description of the proposed FL
system using the AA method, namely FedAA, is introduced including the architecture
and the training procedure.

4.1. Attention aggregation

To reduce the impact of the data poisoning attack, a new aggregation method, named
as AA, is introduced. This method is executed at the server to coordinate the local models
received from the participating clients. The main idea of AA is reducing the contribution
of the local models with the large training loss value in aggregating. Specifically, the
aggregation task at server is conducted as following.

First, the contribution value of the local model of the client ¢ to the global model, pﬁ,
is calculated by Eq. 4. The purpose of this step is to penalize the clients with large loss
values. The logarithm operator in Eq. 4 serves to stabilize the calculations by mitigating
the influence of extreme values, both very small and very large. This approach prevents
these outliers from disproportionately affecting the contribution value, resulting in more
manageable and consistent outcomes. The detail of calculating contribution value is
presented as follows:

p; = log T 4)

Second, the weight of the client i, i.e., wf, is calculated in Eq. 5 by normalizing the
contribution value p! to the range between 0 and 1:

t
wt = L (5)

Y
Zfil P;
where K is the number of clients. Normalizing weights to the range of 0 and 1 makes
the magnitudes of the weights more interpretable. In other words, it helps to understand
the relative importance or contribution of each local model. The weight value closed
to 0 indicates the less importance, while the weight value closed to 1 represents very
importance local model to the aggregation task.

Finally, the aggregation is implemented in Eq. 6 as follows:
K
oL =wix Y _ ¢, 6)
i=1
where ¢! is the model weight of the client 7 at the round ¢ and gbg is the global model
aggregated at the round ¢. By assigning different weights to different local models, the

AA technique is able to reduce the weight of the local models, which have large loss
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Loss Attention Aggregation

Fig. 3. Architecture of FedAA.

values. This is inspired from our observation that local models with the large loss values
are often the victims of data poisoning attacked clients.

4.2. Architecture of FedAA

Fig. 3 illustrates the architecture of FedAA. FedAA consists of two main components,
i.e., a server and multiple clients. In this figure, ¢! and d)fl represent the local model
of the client 7 and the global model at the training round ¢, respectively. £} is the loss
value resulting from the training process of the local model ¢! at the round ¢. The local
data can be poisoned by attackers, e.g., the third client in Fig. 3. The local models
of attacked clients (also refer to as suspecting clients) have negative impacts on the
performance of the FL scheme.

The training process of FedAA 1is described in Alg. 1. The inputs are the number of
training round 7" and the training data z;; and the validation data z;, for each participating
client C;. First, the server initializes the weights of the local model, i.e., the AE model,
and sends them to all participating clients (as in the line 3 and 4). The stopping condition
parameter Stop; is initialized as the False value for each client as in the line 5. Second,
for each training round ¢, only clients, which do not meet the converge criteria, i.e.,
Stop; is False (as in the line 8), do the local training process. These clients initialize
the local weight as d)? as in the line 9 and do the local training described in Alg. 2.
Third, after local training, the client sends the model’s weights gz% and the loss value Ef
to the server (as the line 10 and 11). Fourth, the sever aggregates the global weights ¢Z
using the AA algorithm and sends the global weights back to the participating clients
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(as the line 14 and 15). Fifth, the clients update their weights using the global weights
and continue the training process using it’s local data. This process is repeated for many
training rounds until reaching the maximum number of training round 7'. The final local
models are set as the global model (as the line 17).

Algorithm 1 . Federated training process of FedAA.

1: Input: Number of training round 7', Client training and validation data x;, x;, for
1=1,2,... K, the batch size s, the learning rate [r, the optimization Op.
Output: Trained local model ¢;
Server initializes the global weights of AE ¢°,
Server sends the global weights to participating clients,
Initialize Stop; = False fori=1,2,... K.
for t <~ 0 to 7T do
for 1 < 1 to K do
if Stop; = False then

Initialize ¢} = ¢!

bt, L!, Stop; = LOCAL-TRAINING (2, i, ¢, s, Ir, Op),
11: Client C; sends its weights ngSf and loss £;, to the server,
12: end if
13: end for
14: Server aggregates (qbg by the AA algorithm described in Section 4-A,
15: The server sends (btg to participating clients.
16: end for
17 6 =@

18: Return: ¢;

D A A

_
e

Specifically, the local training process for the local model ¢! at the client C; in the
round ¢ is briefly presented. It follows the function LOCAL — TRAINING outlined
in Alg. 2. The inputs are the benign training data x;;, the benign validation data x;,,
the initialized local model ¢!, the batch size of local training s, the learning rate [r, the
optimization algorithm Op. Moreover, the Stop parameter is used to indicate when the
client has met the convergence condition as in the line 3. The output of this algorithm
is the updated weights of the local model, i.e., ¢!. The training process is executed by
selecting a batch of training data z,; as specified in the line 5 of the algorithm. The
training data is then used to fit the current local model ¢!, allowing us to calculate
the loss (as shown in the line 7) and update the parameters of q@ﬁ (in the line 8). At
the end of the for loop, i.e., completing one training epoch, the validation loss value
is calculated as in the line 10 and added to the list R which monitors the validation
loss value though training rounds. If the validation loss L£;, is larger than the mean of
f previous values in the list RFE, the current local model will meet the convergence
requirement. Thus, the parameter Stop is set as True value (as in the line 13).

To detect anomalies, the RE value resulted of the local training algorithm is leveraged
as the Anomaly Score (AS). In the testing stage, if a data sample yields an RE value that
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exceeds the established AS, that data sample is classified as an anomaly. Conversely, if
the RE value falls below AS, the data sample is deemed non-anomalous, i.e., a normal
data sample.

Algorithm 2 . Local training in FedAA.

function LOCAL-TRAINING(Z;;, Tiy, ¢%, RE, s, Ir, Op)

1:

2 n is the number of data samples

3 Stop = False

4 for j =0 to n/s, step s do

5: Take a batch of training data xys <— z[j : j + $]

6 Fit 2} to model ¢!

7 Calculate the training loss L;; by Eq. 3 on x,.

8 Obtain ¢! by executing the Op algorithm with the loss £;; to update ¢,
9 end for

10: Calculate the validation loss £;, by Eq. 3 on z;,,
11: Add RE + L;,,

12: if £;, > mean (RE [-f:]) then

13: Stop = True

14: end if R

15: Return: ¢, L;,, Stop

16: end function

5. Experimental settings

This section introduces the datasets used in the experiments, the performance metrics
and the experimental scenarios.

5.1. Datasets

We evaluate the performance of FedAA using three well-known datasets, namely
N-BaloT [5], NSL-KDD [32], and UNSW [33] datasets. Each dataset is divided into
three sets, i.e., the training set, the validation set, and the testing set, with a ratio of
7 :1:2, respectively. In the training and validating sets, we only use the benign (or
normal) data samples. The testing sets include both normal and abnormal data samples.
The number of data samples in each dataset is described in Table 1.

N-BaloT dataset: The N-BaloT dataset consists of actual traffic gathered from the
9 commercial IoT devices [5]. The dataset consists of 115 numeric characteristics
representing network traffic data that was authentically infected by two common botnet
attacks, i.e., Mirai and BASHLITE. In each IoT device, the dataset consists of either five
or ten Distributed Denial of Service (DDoS) attacks. These attack types include scanning
networks for vulnerable devices (Scan), sending spam data (Junk), UDP flooding (UDP),
TCP flooding (TCP), and sending spam data while simultaneously opening a connection
to a specified IP address and port (combo).
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Table 1. The number of data samples in each dataset

Datasets |N-BaloT |NSL-KDD | UNSW
Training set | 19408 58925 65190
Validating set| 19407 8418 25768
Testing set | 38093 22544 | 51535

NSL-KDD dataset: The NSL-KDD dataset [32] is an intrusion detection dataset
extensively used to evaluate various anomaly detection problems. Each data sample
consists of 41 characteristics and is labeled as either an attack (or anomaly) or a
normal packet. Three categorical features including protocol type, service, and flag, are
preprocessed using one-hot-encoding. Thus, the total number of features increases to
122. The training set consists of 24 distinct attack types, while the testing set comprises
14 new attack types that are not included in the training set. All attacks fall into one
of the following four categories, i.e., Denny of Service (DoS), Remote-to-Local (R2L),
User-to-Root (U2R), and Probing.

UNSW dataset: The UNSW dataset [33] is widely utilized for abnormal detection.
Each data sample in this dataset contains a total of 49 features. These features are
designed to capture various aspects of network traffic and system behavior, providing a
comprehensive representation of the data for intrusion detection purposes. The features
allow for a detailed analysis of network activities and aid in the development and
evaluation of anomaly detection algorithms. The attack types are DoS Attacks, Distributed
DoS (DDoS) Attacks, Probe, R2L., U2R, Web Application Attacks, Botnet Attacks.

5.2. Evaluation metrics

We utilize the F1 score to evaluate comprehensively the accuracy of the proposed
system for anomaly detection. Before defining the F1 score, the Precision and Recall
metrics are introduced for the anomaly detection problem. Precision measures the ratio of
the number of correctly detected anomalies, i.e., True Positives (1'P), to the total number
of detected anomalies. In the context of anomaly detection, Precision measures the
ability of an anomaly detection system to avoid predicting normal samples as anomalies.
A high Precision value indicates that the system is highly accurate to classify abnormal
cases. The formula to calculate Precision is presented in Eq. 7 as follows:

TP
P ) 1 —_— —
recision = PP (7

where F'P the number of incorrectly detected anomalies or False Positive.
Recall measures the ratio of the number of correctly detected anomalies, i.e., T'P, to
the total number of true anomalies. The number true anomalies includes the number

of correctly detection of anomalies and the number of incorrectly detection of normal
cases, i.e., False Negative (FN). Recall in the anomaly detection problem measures the
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Table 2. Hyper-parameter settings for the experimental FL schemes

Hyper-parameter | Description Value
S Batch size in local training 32

Ir Learning rate 0.001

Op Optimization algorithm in local training Adam
Number of training clients 10

T Maximum number of training rounds 10000
Number of previous rounds observed for early stopping| 300

system’s ability to find all real anomalies. A high Recall value indicates that the system
has good coverage of anomalous samples. The formula to calculate Recall is presented

in Eq. 8 as follows:

TP
Recall = TP-|-—FN . (8)

Precision and Recall often have an inverse relationship. When improving Precision,
there can be a decrease in Recall and vice versa. Therefore, we use the F1 score evaluating
the performance of an anomaly detection system needs to consider both of these metrics.
It provides a comprehensive view of the ability to detect abnormal data samples. The
F1 score is defined based on the Precision in Eq. 7 and Recall in Eq. 8 as follows:

(2 x Precision x Recall)

F1=
(Precision + Recall)

€))

5.3. Experimental setup

We implement the FL systems that simulate a distributed environment with multiple
clients. The number of clients is set as 20. The server aggregates the local models
of participating clients using one of the four aggregation methods, i.e., Average [12],
K-mean [30], TopK [31], and AA corresponding to four FL systems including FedDetect
[11], FedKmean, FedTopK, and FedAA.

In data poisoning attack scenarios, we inject noise to local data of r% clients where r is
set as 25 and 50 in our experiments. To generate poisoning attacks on a single client, we
add a randomly generated Gaussian noise vector with a mean 0 and a standard deviation
0.1 to each training data sample. Moreover, the main hyper-parameters presented in
Table 2 using for all experimental FL systems.

Two following experimental scenarios are conducted:

o Without Poisoning Attack: There are no data poisoning attacks during the training
process of FL systems.

o With Poisoning Attack: We evaluate the performance of both benign and attacked
clients when the FL schemes are under attacks.
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o Loss Visualization: We visualize the training losses of benign and attacked clients
to understand the impact of each type of clients to the global model.

6. Results and discussion

This section evaluates the performance of FedAA in the absence and presence of
poisoning attacks and compare this scheme to the other FL schemes.

6.1. No poisoning attack

Table 3. F1 Scores for the FL systems with no attacking

Metric |FedDetect| FedKmean |FedTopK |FedAA
N-BaloT 0.682 0.658 0.666 | 0.682
NSL-KDD| 0.921 0917 0.920 | 0.922
UNSW 0.648 0.666 0.558 | 0.654

Table 3 presents the F1 scores of the four FL systems, i.e., FedDetect, FedKmean,
FedTopK, and FedAA in the absence data poisoning attacks. The RE value is used to
determine whether a testing data sample is a normal or abnormal data sample for each
FL framework. We can observe that the F1 scores of FedAA are the highest scores in
the N-BaloT and NSL-KDD datasets while FedDetect and FedKmean enhance the best
F1 scores on the N-BaloT and the UNSW datasets, respectively. These results prove that
when poisoning attack is absence, the proposed system, i.e., FedAA, is slightly better
than the other FL systems on the experimental datasets.

6.2. With poisoning attack

6.2.1. Average performance

Table 4. F1 Scores for Benign and Attacked Clients on Three Datasets with 25% Data Poisoning Attack

Algorithm Benign Clients Attacked Clients
FedDetect | FedKmean | FedTopK | FedAA | FedDetect | FedKmean | FedTopK | FedAA
N-BaloT 0.645 0.650 0.668 | 0.738 0.514 0.000 0.573 | 0.548

NSL-KDD| 0.922 0.925 0.922 | 0.935 0.739 0.752 0.755 | 0.761
UNSW 0.639 0.542 0.519 | 0.657 0.012 0.000 0.000 | 0.022

Table 4 presents the average of F1 scores of local models trained by the four FL
systems, i.e., FedDetect, FedKmean, FedTopK, and FedAA in the present of poisoning
attack scenarios. We average these scores of benign clients and attacked clients separately
to easy comparison. In this context, 25% of the clients are subjected to data poisoning
attacks.
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It can be seen from this table that FedAA consistently achieves the highest F1 scores
on three datasets. For example, on the N-BaloT dataset, FedAA achieves the F1 score
of 0.738, surpassing the FedDetect, FedKmean, and FedTopK frameworks with the F1
scores as 0.645, 0.650, and 0.668, respectively. The similar observations can be seen
in the NSL-KDD and UNSW datasets. These results indicate that the proposed FL
technique, i.e., FedAA, is effective in mitigating the influence of the data poisoning
attack on the FL system for the benign clients.

Furthermore, Table 4 also presents the average F1 scores for the local models of the
attacked clients, which were trained using poisoned data. We observe that the F1 scores
for the FL systems are significantly lower than those of the benign clients. This highlights
the substantial impact of data poisoning attacks on the FL systems, resulting in reduced
accuracy for the affected clients. For instance, the F1 scores for the attacked clients
training with the UNSW dataset are alarmingly low, with many values approaching zero
across all experimental FL systems. Among these, FedAA demonstrates slightly higher
F1 scores compared to the other FL systems in detecting anomalies.

Additionally, we increase the proportion of attacked clients to 50% of the total client
base. The averages of F1 scores for benign and attacked clients are presented in Table 5.
We observe a decline in the average accuracy for both groups compared to the results in
Table 4, where only 25% of clients were attacked. Among the four FL systems assessed,
our proposed system, i.e., FedAA, consistently achieves the highest F1 scores across all
three datasets. This suggests that the FedAA system effectively enhances the accuracy
of anomaly detection for benign clients, even in the presence of data poisoning attacks.
However, the F1 scores for the attacked clients remain very low, indicating significant
room for improvement in the FL systems for these clients in future work.

Table 5. F1 Scores for Benign and Attacked Clients on Three Datasets with 50% Data Poisoning Attack

Algorithm Benign Clients Attacked Clients

FedDetect | FedKmean | FedTop K|FedAA |FedDetect | FedKmean | FedTop K|FedAA
N-BaloT 0.719 0.686 0.714 0.738 0.217 0.000 0.000 0.182

NSL-KDD| 0.934 0.905 0.902 0.947 0.727 0.741 0.701 0.750
UNSW 0.677 0.667 0.653 0.687 0.000 0.000 0.000 0.000

Overall, when evaluating the performance across all client types, including both benign
and attacked clients, our proposed FL scheme, i.e., FedAA, demonstrates superior results
compared to other FLL schemes for the anomaly detection problems, particularly for
benign clients. The new AA method helps FedAA to effectively mitigate the influence
of attacked clients by diminishing their contributions during the aggregation process. As
a result, benign clients are less affected by the negative impact of poisoning attacks.
This evidence supports the effectiveness of our approach in safeguarding the integrity
of IoT anomaly detection against data poisoning attacks. However, the attacked clients
also diminish their learning capacity in the FL systems, resulting in very low accuracy
in detecting anomalies.
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6.2.2. Influence of data poisoning attacks

] FedDetect FedKmean FedTopK FedAA
FedDetect* N FedKmean* [ FedTopK* FedAA*

0.95

0.93
091 —r— \\\\_\(\\\\:
S \\\

0.89
0.87
0.85
0.83
0.81
0.79
0.77
0.75

Fig. 4. The F1 scores of attacked clients on the N-BaloT dataset. Here, the FL scheme M and M*
indicate the results of M on the benign clients and the corresponding clients when they are attacked.

AuC

To assess the impact of data poisoning attacks on clients, we analyze how their
accuracy changes during these attacks. Fig. 4 shows the F1 scores for various FL
methods when 25% of clients are affected, using the N-BaloT dataset. On the left side
of the figure, the four boxes represent the F1 scores for benign clients, while the right
side displays the scores for the same clients under attack. Each box plot provides a
clear visual representation of accuracy across multiple clients, highlighting important
statistics like the mean and standard deviation. The central line within each box indicates
the average accuracy, serving as a benchmark for overall performance. The box itself
contains the interquartile range, which represents the middle 50% of the data, while
the whiskers show the full range of scores. Together, these features allow us to quickly
understand both the average performance and variability, revealing how consistently the
models perform relative to each other.

We can observe that when a client is subjected to a data poisoning attack, there is a
significant reduction in that client’s accuracy. This decline occurs because the poisoned
data influences the learning process, leading to incorrect model predictions and a lower
ability to detect anomalies effectively. Beside, the F1 scores of clients, in both scenarios
when under attack and when not with the FedAA method consistently outperform those
of other FL approaches, such as FedDetect, FedKmean, and FedTopK. It shows that
FedAA exhibits greater robustness against data poisoning attacks. Moreover, the reduced
variability in the F1 scores for FedAA indicates more stability among the attacked
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Fig. 5. Training loss visualization of the proposed solution on the N-BaloT dataset.

clients, highlighting its superior resilience compared to the other FL systems for IoT
anomaly detection.

6.3. Loss visualization

Fig. 5 illustrates the training loss of both benign and attacked clients on the N-BaloT
dataset. This figure clearly demonstrates a noticeable disparity in the training loss between
the two groups of clients. The two curves of the losses gradually converge, suggesting
that FedAA effectively reduces the training loss in both types of clients. Nonetheless, it
is worth noting that the training loss for the benign clients consistently remains lower
than that of the attacked clients, indicating negative impacts of the attacked clients
during the training process. Thus, the aggregation process based on the AA algorithm,
which reduces the weights of the attacked clients in aggregating the global model, is
reasonable to mitigate the impact of poisoning attacks and enhance the accuracy of FL
systems for IoT anomaly detection.

7. Conclusion

This paper introduced a novel FL system, called as FedAA. FedAA is designed to
address the IoT anomaly detection problem while providing robustness against data
poisoning attacks. The FedAA system enables collaborative training of local models
across multiple clients. It ensures data privacy within the IoT network by eliminating
the need for data transmission between IoT devices. Within the FedAA system, the AA
method calculates the global model by considering the attention weights of each client’s
local model. This approach effectively mitigates the impact of local models of suspecting

99



Section on Information and Communication Technology - Vol. 13, No. 02, Dec. 2024

clients to the global model, thereby reducing the influence of data poisoning attacks.
The effectiveness of the FedAA framework has been demonstrated through extensive
experiments conducted on three anomaly detection datasets.

The FedAA framework is designed to mitigate the impact of poisoning attacks on
benign clients. However, attacked clients struggle to achieve satisfactory accuracy when
training FL systems under attack. Therefore, our future work will expand the FedAA
framework to improve accuracy for both benign and attacked clients. Additionally, we
will analyze adaptive attacks where an attacker first injects a small amount of poisoned
data to familiarize the local model with it. This strategy allows the attacker to gradually
increase the volume of poisoned data, ultimately preventing the server from recognizing
the compromised clients.
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GIAM TAC PONG CUA TAN CONG PAU POC
VAO LUOC BO HOC LIEN KET
TRONG PHAT HIEN BAT THUONG IoTs
VOI KY THUAT TONG HOP CO CHU Y

Vii Ly, Tran Tudn Phong, Nguyén Vin Cuong, Nguyén Quang Uy

Tém tit

Hoc lién két 12 mot phuong phap bao vé quyén riéng tu di liéu khi huin luyén mang
no-ron sau trén cdc thiét bi phi tép trung bang cach khong chia sé dit liéu huin luyén. Do do,
hoc lién két da dugc ap dung phd bién trong cic linh vuc nhu phat hién bat thu0ng trong
mang Internet van vat (IoT). Tuy nhién, mang hodc thiét bi IoT ¢6 kha néng t béo v¢ han che,
dan dén hoc lien két dé bi tin cong dau doc dit liéu. DE gidi quyet théch thic nay, mdt luge
dd hoc lién két méi dugc thiét ké dé chong lai cac cudc thn cong dau doc dit liéu. Phuong
phap cua chung t6i, dugc goi 1a Hoc lién két st dung ky thudt chu y trong tac vu Téng hdp
(FedAA), stt dung cic md hinh AutoEncoder (AE) dé phat hién bat thu’dng cuc bd trong cac
mang IoT. Trong FedAA, viéc tdng hgp mo hinh toan cuc tif cic mé hinh cuc bo dugc thuc
hién bing phuocng phap tong hgp méi, dude g01 la Tong hdp c6 chu y (AA). Phuong phéap
nay dugc thiét ké dé glam thleu tac dong cla cic cudc tan cong dau doc dit lidu, thU(jng din
dén gia tri cao ctia cdc ham mAt mat trong cdc md hinh cyc bo. Chinh xdc hon, cac m6 hinh
cuc bd co gia tri mit mat cao dudc gan trong sd chd y thap hon khi dong gop vao tong hop
mo h1nh toan cuc va ngugc lai. Do d6, phuong phap AA ting hiéu qua cua FedAA trudc cac
cudc tin cong diu doc du heu Céc thi nghiém vé phat hién bat thu’ong [oT dugc thyc hién
trén ba tap di lieu, d6 la N-BaloT, NSL-KDD va UNSW. Két qué cho thay FedAA t6t hon
cic luge dd hoc lién két khac trong viéc giam thi€u cdc cudc thn cong dau doc dit lidu.

Tu khoa
Phat hién bit thuong; IoT; téng hop c6 chi ¥; hoc lién két.
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