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Abstract

Reversible data hiding (RDH) has attracted significant attention from researchers.
Absolute Moment Block Truncation Coding (AMBTC) compressed image is a popular
cover medium in RDH schemes due to its simplicity and high compression ratio.
Nevertheless, most AMBTC-based RDH schemes produce stego images that cannot be
decoded by standard AMBTC decoders because they use reconstructed pixels to embed
data. Although some AMBTC-based RDH schemes generate stego images compatible with
AMBTC decoders, their embedding capacity (EC) is limited. To address this issue, in this
paper, a high-capacity AMBTC-based RDH scheme compatible with standard decoders is
proposed. In this scheme, an effective bitmap classification technique is developed and
employed to ensure reversibility and enhance the embedding payload. Furthermore, the
proposed scheme provides the ability to adaptively balance the trade-off between hiding the
payload and the perceptual quality of stego images by utilizing two predefined thresholds.
Experimental results demonstrate that the proposed scheme outperforms related approaches
in both embedding payload and visual quality.

Index terms

Reversible data hiding; secure key; adaptive; location map; bitmap classification; AMBTC
compressed images.

1. Introduction

Nowadays, in the digital era, the demand for transferring valuable information via the
Internet has significantly increased. This information is vulnerable to security breaches if
protection techniques are not applied. Data hiding acts as an additional layer of security
for valuable data, complementing encryption through cryptographic algorithms. Digital
images are the most popular cover medium used in data hiding methods because of
their redundancy, which allows message bits to be embedded with minimal distortion.
Data hiding techniques are divided into two categories: reversible and non-reversible
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data hiding. RDH methods enable the restoration of the stego image to its original form
after the secret message has been extracted. To date, a variety of RDH approaches [1]-[5]
have been developed. Both uncompressed and compressed image formats can be utilized
in RDH techniques, but embedding data in compressed images is highly desirable. The
AMBTC compressed image format, in particular, has increasingly attracted the attention
of researchers due to the simplicity of its compression algorithm and the compactness
of the resulting compressed data. AMBTC-based RDH schemes can be classified into
two types: Type-I and Type-II.

Type-1 AMBTC-based RDH methods [6]-[11] employ the AMBTC compressed
code to embed message bits without altering the structure of the code. As a result,
stego-AMBTC images generated by Type-I AMBTC-based RDH schemes can be
decoded by traditional AMBTC decoders. Yin et al. [11] proposed an RDH in
encrypted AMBTC images, which utilizes the higher mean (/) and lower mean (L)
of the AMBTC compressed code to calculate a prediction error. The message bits are
then embedded in the quantization levels L based on the histogram of the estimated
prediction error. The disadvantage of this method is its low EC since only the low
mean values L are used to carry the secret data. Furthermogga, if the size of a

imgSize

compressed block is (w x h), the available EC is limited to (<>=), where w and h

represent the width and height of the compressed block, respectively.

To increase EC, Chang et al. [10] introduced a novel AMBTC-based RDH scheme that
employs both quantization level values, H and L, to embed message bits. Although this
technique enhances the EC of this approach, the structure of the compressed code (DS)
is altered, as auxiliary bits are added to the elements /{ and L, expanding their length
from the standard 8 bits to 12 bits. As a result, the file size of the compressed AMBTC
images is also increased. In 2020, Hui et al. [9] introduced a RDH approach using
AMBTC-compressed images. In this scheme, AMBTC trios (DSs) are classified into
two categories based on a given threshold: smooth trios and complex trios. Regarding
smooth trios, a modified low quantization level is created by concatenating Huffman
codes with secret bits to hide payload bits, whereas a reversible contrast mapping (RCM)
is applied to complex trios for the same purpose. Consequently, the data hiding payload
of this approach is enhanced, but a location map A; which has a size equal to the number
of AMBTC trios, is yielded during the data hiding process. A; stores the original least
significant bits (LSBs) of high quantization level values H, as this bit changed to indicate
whether the considered trio is smooth or complex. In addition, another auxiliary array
A, is employed to prevent overflow when two adjacent low quantization values L are
transformed by RCM. Then, the two arrays, A; and A,, are added to the data to be
embedded along with message bits. This principle reduces the number of data bits that
can be hidden into an AMBTC image.

Type-II AMBTC-based RDH techniques [12]-[18] use the reconstructed AMBTC
pixels to embed secret bits instead of DSs. Therefore, the number of bits that can be
hidden in an image compressed using the AMBTC algorithm can reach hundreds of
thousands.
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However, the size of the stego images remains the same as that of the
uncompressed images, making it impossible to leverage the reduced size of
AMBTC-compressed images during transmission. In addition, it is obvious that the
stego decompressed images cannot be decoded by traditional AMBTC decoders since
they are already in the reconstructed form.

Generally, these analyzed Type-I and Type-I AMBTC-based RDH schemes are
challenged with the following issues:

1) An embedding payload is limited.

2) The length of the quantization levels, H and L, is expanded to embed the secret
message bits. This leads to a reduction in security against detection attacks and decreases
the ability to decode using the standard AMBTC decoder.

3) The structure of the stego AMBTC images is significantly degraded due to the
large amount of changes applied to the AMBTC trios.

To address the aforementioned problems, a novel AMBTC-based RDH scheme is
proposed with the following contributions.

1) A new and simple RDH algorithm is presented, which employs AMBTC trios to
hide the secret bits.

2) A new technique is proposed to classify the AMBTC bitmaps, ensuring
reversibility and optimizing the auxiliary information.

3) A mechanism to trade-off between EC and visual quality of the stego images
by utilizing the two predefined thresholds. Therefore, the embedding payload can be
adaptively adjusted.

4) The proposed scheme achieves a higher EC compared to the existing RDH
schemes related to Type-I AMBTC based RDH.

The remainder of this paper is organized as follows. In section 2 related work, the
short description of the AMBTC compression algorithm is given, and then the related
AMBTC-based RDH scheme introduced by Zheng et al. [8] is discussed. The proposed
AMBTC-based RDH scheme is given in section 3. Section 4 presents the experimental
results and discussion.

2. Related work

In this section, the related state-of-the-art methods are reviewed. The standard
AMBTC compression method is briefly explained in the following. Then, the two
state-of-the-art related Type-I AMBTC-based RDH schemes, Zheng et al’s
method [8] and Hui et al.’s method [9], are presented in this section.
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2.1. AMBTC compression technique

The image [ with dimensions H 1 x W is divided into M consecutive blocks with
size of r X r:

M- LEJ . {MJ )

T T

Consider any block, denoted by the element x; of the block, where j = 1,2, ... 72

represents the pixel index assigned from top to bottom, left to right. The average value
of the pixels in the block is calculated using the formula:

2
1 s
V=3 > )
j=1

The bit sequence B is computed based on the relationship between the pixel elements
and the average value. If z; < V, then B; = 0, otherwise, B; = 1. Let ¢ denote the
number of bits ‘1’ in B, the two quantities L. and H are approximately calculated using
the following formulas:

1
L:TQ_quj, 3)
B;j=0
1
H=- Zj “4)
q Bj=1
246 | 246 | 245 | 246 1 1 1 1 244 | 244 | 244 | 244
246 | 247 | 246 | 245 1 1 1 1 244 | 244 | 244 | 244
245 | 242 | 243 | 244 1 1 1| o 244 | 244 | 244 | 229
242 | 237 | 235 | 231 0| 1] 0] o0 229 | 244 | 229 | 229
(a) (b) (c)

Fig. 1. (a) Natural image block, (b) AMBTC bitmap block, (c) Reconstructed image block.

Figure 1(a) illustrates an example of an original image block (uncompressed
image’s pixels) with an average value calculated by formula (2) and the binary block
B determined based on V = 242.875. The results are shown in Figure 1(b). The
values of L and H are calculated according to formulas (3) and (4), respectively. With
values L = 229 and H = 244, the corresponding decompressed image block is shown
in Figure 1(c).
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2.2. A novel adjustable RDH method for AMBTC-compressed codes using one-to-
many map

To enhance EC of RDH method, Zheng et al. [8] proposed a high-capacity Type-I
AMBTC-based RDH scheme. In this approach, a simple one-to-many map between the
used and unused bitmaps in an AMBTC compressed image is utilized based on the
characteristics of bitmaps B;. A bitmap generally consists of r x r bits; therefore, it
has the total 2" states. If B; = B;, then these bitmaps are classified in the same
class. Suppose that the number of all classes in an AMBTC compressed image is p,
K =27" —1—pand Z; is an unused states set, t € {1,2,..., K}. And ¢ is a set
that contains the unique bitmaps which does not provide any payload. p_, = p—|q| —1
are the sets which have more than two bitmaps, excluding the classes that L, = H;.
Thus, k = | K/(p — |g| — 1)] is the unused states divided equally to each class in p_,,.
Data embedding is achieved by conducting one-to-many map between p used classes
and 2" — 1 —p unused classes. To guarantee reversibility, the first bitmap of each class
is not used in data hiding.

All unused states {Z,Zs,...,Z;} are mapping to classes in p_, as
Tl - {Zl, ZQ, ey Zk:}, TQ - {Zk-Jrl’ Zk:+27 ey ng}, ey
Tr = {Z(nfl)kJrl, Z(nfl)k+2’ cey an}, where n = \_K/l{'J

The embedding process consists of two main parts. The first part is the preprocess,
and the second one is data hiding. The major purpose of the preprocess is combined by
two tasks. The first task is to construct a location map with a size of p, denoted by A to
guarantee reversible recovery at the decoding phase. A is then embedded to the LSBs
of the quantization levels H. As a result, the LSBs of H elements are stored in () being
concatenated with the message bits to be embedded. The second task is performed on
each trio block (H;, L;, B;), if H; # L; and B; is the first bitmap in its class in p_,Uq,
then H; = H; + 1 and swap H; and L;.

The detailed data embedding algorithm is described as follows [8]:

Input: AMBTC compressed codes {(H/, L}, B;)};2,, secret data S’
Output: AMBTC stego codes {(H], L}, B)}M,

1) Read the trios {(H/, L}, B;)}, sequentially.
2) For (H], L, B;), if H = L, 16 message bits are extracted from S’ and B is
formed by replacing B; with 16 bits of data.
3) For (H[, L}, B;), if H! < L, then it is recorded in the one-to-(k + 1) map.
Meanwhile, B is generated by flipping each element of B;.
4) For (H!, L}, B;), if H] > L, then the following three cases are performed to embed
log,(k + 1) bits into the scanned trio:
Case 1: Convert secret information S’ from binary to (k + 1) — ary, where
the value of k is determined by Eq. (1) in [8]. Specifically, k represents the
number of states that each class in the set p — |¢| — 1 can correspond to. The
result plays a crucial role in determining the EC of this approach.
Case 2: Suppose that B; belongs to the class T,,, where n € {1,--- ,p}. Then,
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T, and the k unused states {2(n—1)xkt1s> Z(n—1)xk+2:" " »Znk} construct the
mapping set of B;.
Case 3: If the to-be-embedded bit is s = 0, then B; is mapped to itself; if
s = 1, then B; is mapped t0 z(,—1)xk+1, and so on; if s = k + 1, then B; is
mapped to z,,. Suppose that B; € T} and s = 5, and B; is replaced by z;.
Thus, the output is the AMBTC stego code (H], L., z5).

5) Repeat steps 1-4 until all bits of secret data are embedded.

6) After data hiding is completed, the stego codes are output.

The stego codes are transferred to the receiver via the Internet, and then hidden data
is extracted by employing a data extracting and recovering algorithm. The proposed data
extracting and recovering algorithm is as follows:

Input: AMBTC stego codes {(H], L}, B})}M,
Output: Secret data S’, the original AMBTC compressed codes {(H;, L;, B;)},

1) Scan the AMBTC stego codes {(H!, L}, B!)}, sequentially according to the same
order as embedding.

2) For (H],L,, Bl), if H = L}, all 16 bits of B] are extracted as the secret data, and
then, B; is set as a matrix whose elements are ‘1°, and H; = H/, L; = L.

3) For (H!, L., B!), if H] < L, B; = B..

4) For (H[, L., Bl), if H, > L}, Figure 2 in [8] is checked to find which range B
belongs to. For example, if it is the same as z; of the range {z1, 2o, - - , 2}, then
the secret bit is 5, and B; = T7.

5) Repeat steps 1-4 until all bits of secret data S’ are extracted. The extracted data S’
consists of two parts: one is the () with size of p and the other is the secret data
S.

6) Extract the first p bits of S” and replace the LSBs of H in the first p blocks where
H! is not equal to L.

7) For the first p blocks where H] is not equal to L., if H] > L., H; = H] — 1,
L,=L.1fH <L,H =H,L =L,—1.

8) Once data extracting is completed, the original AMBTC codes are output.

The embedding payload is enhanced by utilizing all elements (H, L and BM) of a
trio to hide the message bits. However, due to the principle of the embedding process,
identifying the class to which the considered trio belongs is required in order to extract
the secret bits. This requires a set to store all used classes; thus, this set needs to be
sent to the receiver or it needs to be reconstructed as well.

Moreover, an additional location map is further necessary to record cases where H +1
exceeds 255. This auxiliary data is essential to ensure the correctness of the original
image recovery. In addition, the actual number of secret bits embedded into the AMBTC
trios must be reduced by the number of bits used to store the LSBs (named as () in [8])
of the high quantization levels H of the first bitmap in each class.
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2.3. An RDH method for AMBTC compressed image without expansion inside
stego format

To increase the number of secret bits that can be embedded into the AMBTC
compressed code, Hui er al. [9] presented the RDH method. In which, the AMBTC
trios are classified into two categories: smooth and complex trios, to hide data bits.
The embedding procedure is organized by three phases: pre-process, embedding for
smooth trios and embedding for complex trios. The pre-process phase generates three
supported arrays: C'S, C'C and CL. CL contains the smooth trios with the
H element, then this array is altered to use as an indicator of smoothness. If the
considered trio is identified as a complex trio, then its /4 element is modified and
utilized as a smoothness indicator. The low quantity level [ is appended to C'L.

The step by step operators of the data embedding for smooth trios are presented as
follows:

1) For each trio in C'S, the difference between the two quantity levels, H and L, is
calculated as d; = H; — L;. Then, d; is encoded by looking up to the Huffman
table, which is pre-generated from the values of L.

2) If the length of the corresponding Huffman code of d; is smaller than 8, then
8 —n" message bits are concealed into L of the trio, where r is the size of binary
Huffman code of d;.

In the next stage, each pair (p;,q;) in C'L is transformed to (p;,q;) by applying RCM.
Then, message bits are embedded into (p;,q;) based on the parity of this pair.

The Huffman code is applied to prevent the expansion in stego code. In other words,
the size of H and L is maintained unchanged. However, the use of this compression
code increases the complexity of implementing this scheme in real-time applications.
Moreover, although the embedding payload is increased compared to related previous
AMBTC-based RDH methods, the number of message bits that can be embedded is
reduced due to the two extra information arrays employed [9]. The first array stores the
original values of the quantization levels H, which are modified during data embedding
to mark smooth trios. The second array records the locations of overflow issues.

3. Proposed scheme

In this section, the proposed adaptive RDH scheme is presented in detail. An effective
RDH method is developed to embed secret data, and an extraction algorithm is proposed
to retrieve the hidden bits and completely restore the original AMBTC image.

3.1. An adaptive RDH algorithm utilizes AMBTC bitmap classification strategy

As given in the detailed introduction of AMBTC encoding, the compressed trio
v (H, L, BM) is an output of this process. These three arrays in trios set consist of
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M elements, where M is identified by Eq. (1). The bitmap BM is a binary matrix of
size v x r. Thus, it can represent a decimal value from 0 to 2"*"~!,

Algorithm 1: An adaptive AMBTC-based RDH Algorithm utilizes Bitmap
Classification Strategy

Data: cover AMBTC trios W(I) = (H;, L, BM;), secret bits W,
Quantization Value Threshold T'hr, noO fM sg2Embed Frequency Threshold A
Result: nOfMsgEmbedded, stego AMBTC trios v = {HZ,LZ,BM Y, LM,N

1 1. Traverses through a set ¥ to enumerate histogram of bitmaps, stores them in hBM;
2 2. Identify Q¢ < find bitmaps BM; where H; = L;;

3 3. Identify Q91 < the representative bitmap;

4 N + size(Q21);

s p < [loga(N)], mp <72 = p;

6 LM < [|;t < 0 ;repBM <« [|;

7 = 1;msglnz < 0,t=0;

8 for i=1 to N do

9 if (H; == L;) then

10 // BM,; € Qo

1 W; < W (msgInz + 1 : msgInz + r?);

12 BMZ»/ — Wi;

13 msgInz = msgInz + 2 ;

14 else

15 blkVal = B2D(BM;); h < hBM (blkV al);

16 if (h < AlJh == 1) then

17 // BM,; € Q4

18 (L, Hy)=swap(Li, H;); LM(t +1) = 0;¢t = t + 1;

19 BM, =~ BM;;

20 else

21 if (h > ) then

2 if (isempty(find(repBM,blkVal))) then

23 // BM; ¢ Qa1

24 add BM; to repBM along with blkVal;

25 (L;, Hy)y=swap(Hi, Li); LM(t+1) = 1;t =t + 1;
2 BM, =~ BM;;

27 else

28 if ((H; > L)&&(|H; — L;| < Thr)) then

29 tPos = find(repBM ,blkV al);

30 rBM = repBM (tPost).BM;

3t BM, (1:p) = dec2bin(t Pos,p);

32 Wi < W(msgInz + 1: msglnz + rp), msglnz = msginz + rp;
33 BM;(p+1:p+rp):Wi@rBM(p+1:p+rp);
34 end

35 end

36 end

37 end

38 end

39 end

It is well known that the value of BM elements is O or 1; therefore, there are existing
several bitmaps which have the same r x r elements. These bitmaps are classified into a
class as shown in Figure 2. Generally, there are existing classes that consist of only one
bitmap (singleton classes) and others that contain more than one bitmap (multi-element
classes).
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According to the main principle of the proposed approach, the given message bits are
concealed within the bitmaps. The singleton class cannot be used because modifying
these bitmaps cannot be reversed after data extraction. To ensure the reversibility of
the original bitmaps, the first bitmap (referred to as the representative bitmap) of each
multi-element class is maintained. Therefore, these representative bitmaps are added to
a list named repBM.

L=157,H=162 L=132,H=133
162 | 157 | 162 | 161 133 | 132 | 133 | 133
162 | 157 | 162 | 161 133 | 132 | 133 | 133
162 | 157 | 162 | 161 133 | 132 | 133 | 133
162 | 157 | 162 | 161 133 | 132 | 133 | 133

a) b)

1 0 1 1
1 0 1 1
1 0 1 1
1 0 1 1

a) and b) are organized in the same class

Fig. 2. The two different pixel blocks are classified into a same class.

To effectively classify the bitmaps, a decimal value is computed based on the binary
values and their positions within the matrix using the function B2D. In B2D, let BM,;
denote the input binary matrix; the corresponding decimal value is obtained by applying
the following equation:

7
¢ =Y _dVec[i + 1] x 2

i=0
! . ®)
G2 = ZdVec[z’ +9] x 2
i=0
bd = q1 x 2° + ¢,
where dVec is one dimension vector transposed from BM;. Set 7(I) = {1,2,..., M}.

Q(I) = {BM,,i € w(l)} is a set consisting of all binary bitmaps of compressed
AMBTC images.

The next process of the proposed algorithm is identifying the following sets:

1) Qo = {BM; € Q(I) : Li = H,i € m(I)}.
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L=162>H=161 L=161<H=162
0 0 0 1 1 1 1 0
0 0 0 1 - 1 1 1 0
0 0 0 1 1 1 1 0
0 0 0 1 1 1 1 0
a) Considered bitmap b) Flipped bitmap
162 | 162 | 162 | 161 162 | 162 | 162 | 161
162 | 162 | 162 | 161 N 162 | 162 | 162 | 161
162 | 162 | 162 | 161 162 | 162 | 162 | 161
162 | 162 | 162 | 161 162 | 162 | 162 | 161

¢) Constructed pixel block

Fig. 3. Example of marking an unused bitmap (a representative bitmap).

Generate 7BM using , identify
Qo, Q1

!

Initialize variables p, r, LM =],
repBM =[], N = size(,4)

.

Traverse through each BM; <

Embed
r? bits into BM;. Store
(Li, Hy, BM{) to

Embedding
condition

BM; = find rBMfrom repBM
BM; = embed r, message bits to BMi  |——
Store (Li, Hi, BM{) to

Is there still
data left to
embed?

Output stego
trio ¢, LM

End

Fig. 4. Flowchart of the data embedding process.
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For trios which have H; = L;, their bitmaps are stored in the set (). The set {2y
consists of bitmaps where H; > L; and their bitmap BM; is unique. As a consequence,
(2, is a set of single classes, while (2o is the set of to-be-embedded blocks. It is clear
that Q(I) = Q() U Ql U QQ and QO N Ql . QO N QQ = Ql N QQ = . Divide QQ into
classes PV, P@) . PW) gych that:

« Oy=POUPAyY...upPWN),
e Vi#£je{l,...,N}, PO nPU =,
o« VP : z ye PU) — z=uy.

Let BM® ¢ P® be the bitmap that appears earliest in (/) and
Qo = {BMY BM®P ... BM™M} Qy = Q5 \ Qo1

We have:
p:“ngN—‘, Tp:TQ—p,

where p is the number of bits needed to represent the ordering of the employed
representative bitmaps. Denote P, = PO\{BM®} for t = 1,2,..., N. Denote
repBM 1is an array of the representative bitmaps. The major principle of the proposed
RDH embedding algorithm is given as follows:

1) Each block BM; € ), will be entirely replaced by r x r data bits.

2) The bitmap blocks belonging to 2; U {25, are kept intact and used to recover an
original image when data extracting is finished. Reverse the values of L; and H;
to differentiate the block BM; € €}, U{)y; from the blocks belonging to €255. Thus,
in the stego image, if L}, > H{, then BM,; € ; U Q. To differentiate BM; € €
or BM; € (231, a 0 or 1 label can be used for the block belonging to €2; or {2s;.
This O or 1 label can be recorded in the location map (LM) or embedded in the
pair (L;, H;).

3) For each block BM; € F,, the first p bits are replaced by an equal number of bits
generated from (t,p)s, where the notation (¢,p), denotes p bits representing the
integer ¢ in base 2, and the subsequent r* — p bits are replaced by r, secret bits.

In cases where bitmaps belonging to classes with fewer than A\ elements, they are
marked by swapping the two coefficients, H and L, and flipping all their bits, as
shown in Figure 3. As demonstrated in Figure 3, although the two coefficients, H and
L, are swapped and the bits in the bitmap are flipped, the reconstructed pixel blocks
remain unchanged.

To elucidate how the algorithm integrates data in AMBTC trios, a flowchart depicting
the data embedding process is presented, as illustrated in Figure 4. This visualization
demonstrates the impact of the T'hr and A\ on the visual quality of the stego images and
the resulting EC.

A simple example is provided to illustrate the proposed RDH scheme and to facilitate
a further understanding of its embedding method. In the case of a considered bitmap
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BM; =[1,0,1,1;1,0,1,1;1,0,1,1; 1,0, 1, 1], which is extracted from the Lena image
with H = 132 and L = 127, the embedding process is illustrated in Figure 5.

[01001000] < msgBits
@

[11111111] « frBM(rp) -
L=127 H=132
bdBlk = 4096 ) [ ] < E_msgBits
dec2bin(vt,p)
L=157 H=162 vt=2,p=8 o BinVt=[01000000]
—
1 0 1 1 1 0 1 1 0 0
1 0 1 1 1 0 1 1 1 0
1 0 1 1 1 0 1 1 0 0 e
1 0 1 1 1 0 1 1 0 0
Considered Bitmap (cBM) Stego Bitmap (sBM)
Representative Bitmap (rBM) e

Fig. 5. Example of embedding process.

First, a corresponding decimal value of the BM; is calculated using Eq. (5), 4,096
is an output value, and it is stored in bdBlk. Next, the value of bdBlk is used to
identify the matched representative bitmap in the repBM list (a list of the
representative bitmaps). A location of the corresponding representative bitmap, vz, is
then converted into a binary vector BinVt = [0 1 0 0 0 0 O O]. These bits are assigned
to positions 1 through p of the bitmap BM,;. Next, a bitwise exclusive-OR (XOR)
operation is performed between the 17, message bits II; and the bits
rBM(p+1 : p+r,). As a result, the bits BM,(p+1:p+1r,) are set to the bits
resulting from the XOR operation, where BM; is the i-th stego bitmap. Regarding the
Lena image, with N = 492, we have p = 8 and r, = 8. Consequently, up to 8 message
bits can be embedded into an AMBTC bitmap, while the first 8 bits of the bitmap are
used to store the location of the corresponding representative bitmap, ensuring
successful recovery. Furthermore, the two quantization levels, H and L, remained
unchanged during the data hiding process. As a result, the degradation introduced to
the stego AMBTC-compressed images, in terms of structural information and
perceptual quality, is minimized.

To briefly demonstrate the transformation of binary bitmaps during the message
embedding process in the proposed scheme, a statistical analysis using the Camera
image was conducted. First, the number of binary bitmaps (BMs) in each class was
enumerated. The data were then sorted in descending order by frequency, and the
20 most frequent classes are plotted in Figure 6. In the original Camera image
(Figure 6(a)), there are 1,471 classes that consist of only one unique BM, and this
number significantly increases to 9,555 in the corresponding stego image
(Figure 6(b)). These 9,555 classes include the original representative BM s as well as
newly created ones generated during the data hiding phase.
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Although the classes containing two or three BM s are not used in the data hiding,
the number of these classes also increased because a certain number of BMs were
modified during data embedding. Coincidentally, the new values of these BMs
(calculated using Eq. (5)) match the values of the bitmaps in the classes previously
mentioned (the classes containing two or three BMs). This explains the increase in
the number of classes containing two or three B M s. Consequently, classes exceeding
three BMs have decreased or disappeared, as they were transformed into others
during data hiding, especially when those involving more than four BMs were
utilized in embedding.
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Fig. 6. Frequency distribution of binary bitmap classes in the camera image
before and after data embedding.

Generally, if classes containing more than one BM are used to carry the given data, the
EC increases when the cover image is a camera image. However, the number of BM s
that can be further employed to hide message bits excludes those where H = L. This is
because these kinds of bitmaps are already used in data hiding, and each of them can
carry 72 message bits.

3.2. An message extraction and image recovery algorithm

In the proposed approach, image recovery is concurrently performed with the message
extraction process. The extraction algorithm employs the same operators utilized during
the embedding phase, as outlined in Algorithm 2 and further explained in Figure 7.

For each bitmap BM,, if H; = L;, the extracted message bits comprise all the bits
in BMZ.', and simultaneously, all the elements of BMZ.' are recovered to ‘1°. Conversely,
if (H; < L;), then BM; serves as a representative bitmap. Consequently, the two
quantization levels, H and L, are restored to their initial states. Additionally, all bits
in BM, are inverted to obtain their original values.
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Algorithm 2: An adaptive RDH Extraction Algorithm utilizes Bitmap
Classification Strategy

Data: stego AMBTC trios ¥ (I)(BM,, H;, L;), LM, Thr, N
Result: AMBTC trios ¥(I) = { BM;, H;, L;}, secret bits W
p < [log2(N)], rp 1% — p;

t <+ 0 ;repBM <« [];

i =1;msglnz < 0,t=0;

for i=1 to N do

if (Hz == Ll) then

Wi + BM,:

W(msgInz +1: msglnz +r?) + W;;

msgInz = msgInz + r2;

BM; < ones(r,r);

e ® 9 e n R W N =

else

_ =
- o

if (I‘IZ < Lz) then
it (LM(t+1) == 1) then
| add BM; to repBM;
end
(Li, H;) = swap(L;, H;,); t=1t+1;
BM; =~ BM;;

-
1Y)

e
s W

—
S W

else

—
e 2

tPos = bin2dec(BM, (1 : p));
rBM = repBM (tPost).BM;
W(msgInz + 1 : msglnz + rp) < BM;(p+1:p +1rp) ®rBM(p+1:p+rp);
msglnx = msglnz + rp;
BM; =rBM;
end

NN N =
LN =R S v

N
&

end

¥
0

end

g
=N

27 end

In the case of other bitmaps that satisfy H; > L; and |H; — L;| < Thr, the considered
BM,; is employed to carry message bits during the embedding process. Data extraction
and bitmap recovery are simultaneously performed as follows:

1) Position identification: At first, the bits from positions 1 to p of BM; are extracted
and interpreted as a decimal value, denoted as tPos. This value is then used to
identify the representative bitmap rBM.

2) Message extraction: The original secret bits are obtained by performing an XOR
operation between an array of bits in ¥rBM from positions p+ 1 to p+r B, and the
corresponding bits at the same positions in rBM.

3) Original bitmap recovery: All bits of BM,; are replaced by the bits in ¥rBM. This
is because, in the data hiding phase, the two bitmaps B M, and the corresponding
rBM belong to the same class, and ¥rBM is kept unchanged. Therefore, rBM serves
as the original version of BM;.

To better understand the detailed operation of data extraction and image recovery, a
step-by-step example is presented in Figure 8.
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Fig. 7. Data extraction and original image recovery flowchart.
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This illustration demonstrates the operations performed on a bitmap extracted from
the Lena image, where L; = 152 < H; = 156 and p = 8. At first, p bits from the stego
Bitmap (BM; ) are collected to generate a position vt of the matched representative
bitmap (rBM). Then this rBM is identified from the array repBM based on vt. The
XOR operator is applied on the array of r, bits (r,+1:7,+p) (1 111000 0]) and
encrypted message bits ([0 1 0 1 0 1 0 0]) to obtain the extracted message bits. Finally,
the cover bitmap is its corresponding representative BM.

4. Experiment results and discussion

To demonstrate the performance of the proposed adaptive RDH scheme, experiments
were conducted, and the results were obtained, analyzed, and compared with related
state-of-the-art approaches. Consequently, the proposed approach and compared methods
were implemented using Matlab 2022a on a laptop with an 17-10750H processor and
16 GB memory equipped.

(b) Barbara

(i) Mandrill (j) Peppers (k) Tank (1) Tiffany

Fig. 9. Test images from SIPI image library.

109



Section on Information and Communication Technology - Vol. 14, No. 01, June-2025

In these experiments, images from the Signal and Image Processing Institute (SIPI)
[19] and Kodak [20] libraries were used. Several stego images from the SIPI dataset
are shown in Figure 9. Additionally, according to the principle of the proposed Type-I
AMBTC-based RDH scheme and the previous relevant RDH approaches, values of the
employed message bits affect to an introduced distortion in stego images. As a result, a
technique for generating random bits is designed as follows. First, a message bit array
M sg of size 1 x M is created. Then, the elements from 1 to M /2 of M sg are assigned
the value ‘1°, while the elements from (M /2 + 1) to M are assigned the value ‘0.
Finally, the MATLAB function randperm is used to permute the positions of the values
in Msg for use in the experiments.

Due to the fact that Type-I AMBTC-based RDH approaches generally utilize
AMBTC trios to embed message bits, the maximum available EC is limited.
Consequently, most of the latest AMBTC-based RDH schemes are Type-II, where the
decoded pixels are employed to carry the given data. As a result, the EC of these
approaches is higher than that of Type-I methods. Therefore, in the following
experiments, the most relevant and appropriate Type-I AMBTC-based RDH
approaches were implemented, even though they are not the most recently published
methods, to illustrate the performance of the proposed scheme.

4.1. Embedding capacity and visual quality analysis
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Fig. 10. Embedding capacities (a) and PSNR (b) under different thresholds of Thr
for 15 test images from SIPI image library, threshold \ = 4.

In this section, this study analyzes the maximum possible EC offered by the proposed
method, as well as the corresponding visual quality. In the first experiment, the research
examines the EC provided by the proposed Type-I AMBTC-based RDH scheme with
various values of the threshold T'hr (from 10 to 100) and A = 4 for 15 cover images
from SIPI.
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From Figure 10(a), it can be seen that the threshold Thr contributes to different
obtained EC values. The higher the value of Thr, the larger the obtained EC.
Especially, the Goldhill image provides the highest EC, but its corresponding
distortion is not the worst in comparison with other tested images as shown in Figure
10(b). The primary reason for this outcome is the usage of the embedding condition,
which establishes a relationship between the absolute difference between H; and L;
and the threshold value Thr. The binary bitmap BM,; that satisfies the embedding
condition, namely |H; — L;| < Thr, is utilized in data hiding. Consequently, the larger
the threshold value Thr, the greater the number of binary bitmaps employed.
Consequently, the obtained EC is enhanced when the value of Thr is increased.

Furthermore, the threshold 7'hr can be employed to adaptively trade off between the
obtained EC and the introduced visual degradation of the stego images. For the trio i-th,
when |H; — L;| > Thr, it is not used for data hiding. Therefore, the visual quality of
stego images is enhanced, but the obtained EC can also be reduced. Consequently, if
we want to achieve a high perceptual quality stego image with an appropriate EC, we
can decrease the value of the threshold 7'hr.

The visual quality of stego images is an important factor in image steganography.
In these experiments, the visual quality is evaluated using Peak Signal-to-Noise Ratio
(PSNR) and Structural Similarity Index Measurement (SSIM) [21], measured between
the cover images and their corresponding stego AMBTC-compressed images. The PSNR
metric is computed as follows:

2552
PSNR = 20 * loglO(MSE)

| WerHol (6)
_ a2
where MSE = W< I EO EO I -S|,

where W, H are the width and height of an image, / and S are the cover and stego
images, respectively.

To further examine the performance of the proposed approach in comparison with
existing Type-I methods, the embedding rate (ER) is employed and defined by the

following equation:
EC

ER = ——, 7

filesize )

where EC and filesize are the total embedded secret bits and the size of the compressed
AMBTC image data, respectively. Additionally, to illustrate the performance of the
proposed scheme, the size of DS of the stego images is estimated and presented in

Table 1 as well.

Figure 11 presents a comparison of the EC and PSNR of the proposed scheme for
various values of \ in the range [1, 4, 5, 6, 7], as well as the method of Zheng et al. [8].
For the proposed AMBTC-based RDH scheme, it’s obvious that the highest EC is

111



Section on Information and Communication Technology - Vol. 14, No. 01, June-2025

obtained when A = 4 and the lowest EC is corresponding to A = 1. The Zheng et al.’s
method provides the smallest EC in comparison with the proposed approach (when A
is in a range of [4, 5, 6, 7]). The rationale behind this result is that, in the proposed
scheme for this experiment, classes with more than 4, 5, 6, or 7 binary bitmaps are
considered for data embedding. This strategy requires fewer bits to store a position
of the corresponding representative bitmap of the considered BM, and produces more
spaces to hide message bits. As a result, the EC of the proposed scheme is enhanced.
In terms of visual quality comparison (expressed by PSNR values shown in Table 1),
although the EC is highest when \ = 4, the visual quality of the stego AMBTC images
produced by the proposed scheme is still better than that of Zheng et al.’s approach.
Based on the obtained results in terms of EC and PSNR, it is observed that the value
of threshold A\ influences the available embedding payload of stego images. Similar
to the threshold Thr, X is utilized to select BM s suitable for hiding secret bits. If
a BM,; belongs to a class with more than A distinct binary bitmaps (identified by
their corresponding decimal values), it is employed for data hiding. Consequently, in a
cover image, the number of classes meeting this criterion is substantial, leading to an
enhancement of EC. However, the increased number of embedded message bits results
in a degradation of visual quality. Generally, the classes with only one unique bitmap
are avoided to be used in data hiding. Modifying these unique bitmaps leads to an
ambiguous scenario that cannot recover the original bitmap. Selecting a value of A
corresponding to a large number of classes results in an enhancement of EC.

4
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Fig. 11. Average embedding capacities (a) and PSNR (b) under different thresholds of \
for 24 test images from Kodak image library.

To clarify the performance of the proposed Type-I AMBTC-based RDH approach
compared to existing relevant methods, the methods proposed by Liu et al. [6] and
Zheng et al. [8] were re-implemented. The obtained results are presented in Table 1. In
the case of Liu’s scheme, only Part-1 was performed because the file size of the stego-
compressed image increased to over 659,000 bits for single-pass and over 664,000 bits
for multi-pass. Therefore, the experiment reports a size of the DS for this method
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as 524,288 bits and compares only the Part-1 embedding phase in this experiment.
Regarding the proposed scheme, the two employed thresholds were T'hr = 60 and
A =4 in this experiment.

From Table 1, it can be observed that the PSNR values of the proposed scheme are
higher than those of most tested images. However, for two images, Woman and Zelda,
the introduced distortions are higher than those of Zheng er al.’s method. The main
reason for this issue is that the proposed scheme provides higher EC for these two
images: 38,898 bits (proposed scheme) versus 29,961 bits (Zheng et al.’s method) for
Zelda, and 75,514 bits (proposed scheme) versus 45,864 bits (Zheng et al.’s method)
for the Woman image.

Table 1. A comparison of PSNR (dB), EC (bits), DS (bits), and ER (bits)
across different schemes and tested images

Metric Scheme Lena Jet Barbara Goldhill Woman Zelda Milkdrop Average
AMBTC 33.27 32.01 31.46 32.89 38.11 36.75 36.85 34.48

PSNR (dB

SNR (dB) Zheng et al’s 29.90 30.83 27.59 29.25 35.99 33.17 31.60 31.19
method [8]

Proposed scheme 30.57 30.11 28.80 29.57 32.34 31.67 33.68 30.96

Zheng et al’s 23,249 32,890 20,111 20,713 45,864 29,961 31,080 29,124
EC (bits)  method [8]

Proposed scheme 28,905 25,466 40,062 26,052 75,514 38,898 26,430 37,332

Liu et al.’s method 33,758 37,145 33,626 34,601 33,285 33,926 32,493 34,119
(Part-1) [6]

Zheng et al’s 524288 524288 524288 524288 524,288 524,288 524,288 524,288
DS (bits) method [8]

Proposed scheme 524,288 524,288 524288 524,288 524,288 524,288 524,288 524,288

Liu ef al’s method 524,288 524,288 524288 524,288 524,288 524,288 524,288 524,288
(Part-1) [6]

Zheng et al’s 0.444 0.063 0.038 0.040 0.087 0.057 0.059 0.056
ER (bits) method [8]

Proposed scheme 0.055 0.049 0.076 0.050 0.144 0.074 0.050 0.071

Liu et al.’s method  0.064 0.071 0.064 0.066 0.063 0.065 0.062 0.065
(Part-1) [6]

Additionally, in Table 1, the PSNR values of the stego images generated by
Liu et al.’s method [6] are not listed because this approach expands the quantization
levels, H and L, to a length of 12 bits. Overall, the proposed scheme outperforms the
compared approaches in terms of visual quality for most cases. The major reason
behind its superiority is that the proposed scheme avoids modifying the LSBs of the
quantization levels H to mark unused binary bitmaps, as is done in Zheng et al.’s
method. In addition, when quantization level H = L, the given secret bits are
embedded in binary bitmap without any introduced degradation in terms of visual
quality and texture characteristics.
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The comparison of the proposed scheme with the two other related methods is
presented in Table 1. Although the values of the two utilized thresholds, T'hr and A,
are 60 and 4, respectively, the proposed method outperforms the compared methods in
terms of EC. This improved performance is achieved through the effective bitmap
classification strategy employed in the proposed scheme. This technique reduces the
number of classes, which in turn decreases the number of bits required to represent
the location of the representative bitmap. Consequently, more space is created,
enabling the embedding of additional message bits. From these results, it is observed
that the classes with four distinct binary bitmaps (A = 4) exhibit the highest EC in the
image from the Kodak library.

The superiority of the proposed Type- AMBTC-based RDH scheme is demonstrated
by its higher performance in terms of both DS and ER. For the same DS values, a
higher EC contributes to the improved ER achieved by the proposed scheme.
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Fig. 12. A comparison of the texture characteristics of stego images generated by the proposed scheme
and those generated by Zheng et al.’s method.

In addition, the experiment on weighted PSNR measurement is conducted to further
examine the degradation in terms of texture characteristics of the stego images created
by the proposed scheme and the state-of-the-art methods. The metric weighted PSNR
(WPSNR) is an improved version of PSNR. It considers the properties of the Human
Visual System by employing a noise visibility function (NVF) [22] and is defined as in
the following equation.

255 x 255

wPSNR = 10 x loglo m,

®)

NVF denotes the noise visibility function, which ranges from 0 (completely complex
area) to 1 (completely smooth area).
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NVF can be calculated using Eq. (9).

1

NVF = NORM (—2> , 9
1+ o100k

where o is the standard deviation and NORM function is used to normalize the obtained

value to either O or 1.

In this experiment, message bits are embedded into the test images using the threshold
variable T'hr, which takes values ranging from 10 to 100. The obtained wPSNR values
corresponding to the EC for each value of Thr are shown in Figure 12. For both
approaches, the proposed method and Zheng’s method, the EC increases rapidly when
the T'hr values range from 10 to 70, while it gradually decreases for values between
80 and 100. The main reason for this characteristic is that the number of AMBTC trios
satisfying the condition |H; — L;| < Thr depends on the texture features of the tested
images. It can be observed that the texture distortion of the stego images generated by
the proposed scheme is lower than that of Zheng et al.’s approach. This indicates that
the embedding process of the proposed scheme causes less texture degradation in stego
images compared to Zheng et al.’s method, even when more message bits are hidden
in the proposed scheme.

4.2. Structural degradation analysis

In the AMBTC images decompression, reconstructed pixels are set to either a high
quantization level H or a low quantization level L based on their corresponding bits in
the bitmap. This process introduces noticeable structural distortion in stego images
compared with the uncompressed images. In this experiment, the structural
degradation is evaluated using the SSIM metric, which measures the similarity
between the uncompressed images and the stego images. A value of 1.0 indicates that
the given message is embedded into the stego image without any structural distortion.
The SSIM equation is expressed as follows:

SSIM (z,y) = [U(z,y)]" - [e(x,y)]” - [s(z,9)]", (10)

where [,c, s are luminance, contrast, and structure and exponents for these terms,
specified as a 3-element vector of non-negative numbers of the form [, 3,~] [21].
The SSIM values, calculated from the original uncompressed images and their
corresponding stego-reconstructed AMBTC images (created from the AMBTC
compressed codes with embedded data), are presented in Table 2. The presented
SSIM values of the AMBTC compressed images prove that the structure of the tested
images is affected by the compression process. It can be seen that the proposed
scheme produces stego AMBTC compressed images that are superior to those of the
related state-of-the-art methods in terms of structural information.

The minor structural distortion introduced in the stego AMBTC images generated by
the proposed scheme is accomplished through the application of the following operators:
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1) A bitmap not used in data embedding is marked by first swapping the values
of the two quantization levels, H and L. Then, all its bits are flipped, with O s
becoming 1 s and vice versa. This principle does not cause degradation in terms
of structural information as presented in the example in Figure 3.

2) A LM is also employed to record the unused bitmaps and representative bitmaps.

3) The threshold T'hr is employed as a bitmap selector, as presented in the data
hiding algorithm. Therefore, the unused bitmaps are marked without any
degradation introduced in a stego image.

Table 2. Comparison between the proposed Type-1 AMBTC-based RDH scheme and the existing
methods in terms of structural information

Method
Zheng Hui Liu

AMBTC Proposed et al’s [8] et al’s [9] et al’s
Image Part-1 [6]
Aerial 09117 0.6874 0.6714 0.6044 0.0463
Barbara 0.9330 0.7125 0.6842 0.4484 0.1045
Boat 0.9212 0.7654 0.7240 0.3957 0.0907
Cameraman 0.9522 0.7688 0.7350 0.2015 0.1088
Couple 0.9346 0.7003 0.6801 0.3959 0.0975
F16 0.9505 0.8333 0.8121 0.3288 0.0592
Goldhill 0.9203 0.7284 0.6886 0.3713 0.1101
Lake 0.9179 0.8099 0.7714 0.4102 0.1213
Lena 0.9413 0.8159 0.7833 0.2629 0.0934
Mandrill 0.8869 0.7567 0.6978 0.6760 0.1422
Peppers 0.9349 0.8416 0.8058 0.2391 0.0867
Splash 0.9557 0.8752 0.8511 0.1138 0.0804
Stream&Bridge 0.8968 0.7178 0.6717 0.6850 0.1532
Tank 0.9024 0.6970 0.6470 0.4286 0.0947
Tiffany 0.9474 0.8379 0.8032 0.2781 0
Average 0.9271 0.7699 0.7351 0.3893 0.0926

In Zheng et al’s method, besides the swapping applied to the two quantization
levels of the unused bitmaps, the element H is also incremented by 1 to record the
first bitmap in a class. This modification results in a reduction in the structural quality
of the stego AMBTC images produced by this method. In the other two compared
methods, Hui er al.’’s method and Liu er al’s method, a significant amount of
modification is applied to the quantization levels during data embedding.
Consequently, the SSIM values of the stego AMBTC images generated by these
methods are notably low. To further evaluate the structural degradation of the stego
images generated by the proposed scheme and the two compared methods,
Zheng et al.’s [8] and Hui et al.’s [9], the following experiment on 2,000 images
which are randomly selected from BOWS2 [23], is performed. In this experiment, all
tested images are accompanied by their corresponding maximum EC embedded.

Table 3 presents the average SSIM values for the original uncompressed images,
their corresponding reconstructed AMBTC images, the stego images generated by the
proposed scheme, the Zheng et al.’s approach, and the method proposed by Hui et al.
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These results further demonstrate that the proposed method outperforms the others in
terms of lower degradation of image structure.

Table 3. A comparative analysis of the proposed Type-I AMBTC-based RDH scheme and existing
methods is performed using 2,000 randomly selected BOWS?2 images to assess structural information.

Method
Zheng Hui
AMBTC Proposed et al.’s [8] et al.’s [9]
Average SSIM 0.9519 0.8168 0.7763 0.2339

In general, Type-II AMBTC-based RDH approaches initially decompress AMBTC
compressed code into pixels, subsequently embedding message bits into these
constructed pixels. This strategy results in a degradation of structural information
within stego images compared to the published Type-I AMBTC-based RDH schemes.
The primary reason for this degradation is that message bits are directly concealed
into pixels, and a significant magnitude of changed value may occur since Type-II
methods tend to embed more data into pixels. This modification presents challenges in
message exaction and original image recovery when the quantization levels (4 and L)
are changed. Identifying which pixel’s value corresponds to H or L becomes difficult.
Additionally, transmitting the decompressed data embedded AMBTC images lacks the
advantage of a small required transmission bandwidth, as the standard AMBTC
compressed codes have a limited bandwidth. Consequently, the size of transmitted
reconstructed stego images is equivalent to that of the corresponding uncompressed
original images.

4.3. Auxiliary data analysis

In this section, the usage of auxiliary data is discussed, specifically the location
map, which is generally used in AMBTC-based RDH schemes to ensure reversibility.
Figure 13 illustrates the comparison of the location map’s size introduced by the three
Type-1 AMBTC-based RDH approaches: Zheng et al.’s method, Hui et al.’s method,
and the proposed scheme.

The percentage shown in these figures is calculated as follows:

LM Size
LMPer = LM Size + PayloadSize’ (i
where LM Size is the size of the used LM and PayloadSize presents a number of the
hidden message bits, respectively. As can be seen, the percentages of LMs produced by
Zheng et al.’s method (Figure 13(a)) and Hui et al.’s method (Figure 13(c)) for most
of the tested images are generally larger, indicating that more space is used to store
auxiliary data rather than the payload itself.
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LM is commonly required in all RDH schemes for the following purposes:

1) Record the locations where overflow or underflow issues occur to ensure the
reversibility of cover images. This is because the several embedding methods
employ adding/subtraction to embed message bits into the AMBTC compressed
code.

2) Marking or recording the positions of the unused or representative bitmaps in
AMBTC-based RDH schemes, which employ the bitmap classification technique
to embed the given message bits.

f
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Fig. 13. Comparison of LM sizes among Zheng et al.’s method (a), the proposed approach (b),
and Hui et al.’s method (c).

In the AMBTC-based RDH approach proposed by Zheng et al. [8], the LM is created
with a size of p (the number of unused bitmaps) to identify the first bitmap in a specific
class. Consequently, the larger the number of classes in an AMBTC-compressed image,
the larger the LM becomes. Moreover, if the LM is also used to record the location
when an overflow occurs due to H; = H;+1, the LM is expanded further. In contrast, as
mentioned earlier, the scheme introduced by Hui er al. [9] utilizes two auxiliary arrays
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during the data hiding process. The first array stores the original LSBs values of the
quantization levels H, which are modified during data embedding to mark smooth trios.
Consequently, the size of this array becomes large if the cover image contains many
smooth regions. The second array records the locations of overflow issues. As a result,
if many overflow cases arise, the size of the second array increases.

Unlike these Type-I AMBTC-based RDH approaches, the proposed scheme
generates a reasonable LM when this auxiliary data is used to identify unused bitmaps
and representative bitmaps. Furthermore, the utilization of the threshold ¢7'hr further
reduces the magnitude of auxiliary information LM in the proposed
Type-I AMBTC-based RDH scheme.

4.4. A Comprehensive analysis of computational complexity

In the proposed adaptive RDH algorithm, two primary processes are executed. The
initial process generates a histogram of binary bitmaps, which is stored in hBM.
Subsequently, a data hiding process is implemented to embed message bits into the
bitmap using the bit replacement method. Typically, the AMBTC compressed code
consists of N trios, where N is the number of consecutive blocks determined by
performing Eq. 1 with /] and W1, which represent the number of pixels in rows and
columns of an image, respectively. The magnitude of the block is identified by r,
typically set to 2, 4, or 8 based on the required transmission bandwidth. Each trio is
constructed from two quantization levels, // and L, and the binary bitmap BM.
Consequently, the two major processes work on N trios sequentially.

During the histogram generation process, each trio contains r? bits. Therefore,
calculating the decimal value of each trio can be considered to have an O(1)
computational complexity. Meanwhile, the > — p bits (p remaining bits are used to
store the location of the representative BM) of the BMs are replaced by the same
number of data bits, and r is a small number. Consequently, the computational
complexity of the data embedding is also O(1). Overall, the required computational
complexity of the proposed adaptive RDH algorithm is O(V).

Similarly, the two preceding related Type-I AMBTC-based RDH approaches,
introduced by Zheng et al. and Hui er al, also exhibit the same computational
complexity, O(N), when they also operate with N AMBTC triples. However, in the
Zheng et al.’s approach, the reconstruction of the mapping set is required, resulting in
a proportional increase in the memory resource needed for its storage.

5. Conclusion

In this paper, a novel Type-I AMBTC-based RDH scheme is presented, where the
AMBTC compressed code is utilized for data hiding instead of the reconstructed
pixels. Therefore, the stego DS can be decompressed by standard AMBTC decoders.
Furthermore, the proposed bitmap classification technique is developed to enhance the
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embedding payload and visual quality of the stego images. In addition, we can
adaptively select the compressed trios to embed the message bits, and the number of
classes can be organized using predefined thresholds. This strategy enables us to
effectively balance the required EC with the appropriate perceptual quality of the
stego images. Experimental results demonstrate that the proposed scheme achieves
higher EC and better visual quality compared to existing Type-I AMBTC-based RDH
approaches. However, a shortcoming of the proposed scheme is the requirement for
auxiliary information, such as a location map, to record the positions of unused
bitmaps during the data hiding phase. Therefore, future work will focus on developing
new techniques to further minimize the size of the location map.
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LUOC PO GIAU TIN CO THE HOI PHUC
SU DUNG PHUONG PHAP PHAN LOP BITMAP
CHO ANH NEN AMBTC

Nguyén Diic Tudn

Tém tit

GiAu tin c6 thé hoi phuc (Reverszble Data Hiding - RDH) dang nhan dugc nhiéu su quan
tdm tu cac nha khoa hoc. Anh nén AMBTC (Absolute Moment Block Truncation Coding) la
mot trong nhUng dbi tugng mang tin dugc su dung phd bién trong cic lugc d6 RDH nho
su don gidn va cung cap dung lu’dng giau cao. Tuy nhién, hién nay hau hét cic luge dd
RDH st dung AMBTC déu tao ra cac anh mang tin ma khong thé gidi ma béi cac bd giai
ma AMBTC tiéu chuan béi vi cic luge dd ndy st dung cic diém anh tdi tao dé nhung tin.
Ngugc lai, c6 mot s6 lugc dd tao ra cic anh mang tin tuong thich v6i bo gidi mda AMBTC
tiéu chuan nhung dung ludng gidu dat dugc 1a han ché. D€ gidi quyét vin dé nay, mot luge
dd glau tin dung lugng cao st dung danh AMBTC tuong thich v6i b gidgi ma AMBTC tiéu
chuin dugc gidi thiéu trong bai bdo nay. Trong lugc do nay, mot ky thuat hiéu qua dé phan
16p cac bltmap dudc phat trién va sit dung dé cung clp kha nang hoi _phuc va nang cao dung
lugng glau Hon nita, luge dd dé xuét con cung cip kha ndng can bang linh hoat gitta dung
luong gidu va chét lugng cdm quan ctia énh mang tin bang cdch st dung hai ngudng dugc
dinh nghia trudc. Cic két qua thyc nghiém cho thay lugc do dé xuét vuot troi hon so véi cac
phuong phdp lién quan vé ca dung luong gidu va chét lugng cdm quan ctia 4nh mang tin.

Tu khoa

GiAu tin c6 thé hoi phuc; khod an ninh; thich ting; so do vi tri; phan 16p bitmap; dnh
nén AMBTC.



