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Abstract

The rapid expansion of the Non-Fungible Token (NFT) market has underscored
significant challenges in copyright protection and ownership authentication. While
blockchain technology ensures the immutability and transparency of token transactions, the
off-chain storage of metadata and original content remains a critical vulnerability, exposing
NFTs to risks such as data loss, manipulation, and copyright disputes. In response to these
challenges, this study proposes a blockchain-integrated watermarking framework that
embeds resilient copyright information into digital assets via a general frequency-domain
approach. The watermark is stored off-chain within the InterPlanetary File System (IPFS),
while its associated Content Identifier (CID) is anchored in a smart contract, ensuring
traceability of provenance and verification of authenticity. Comparative experiments with
the Least Significant Bit (LSB) method demonstrate the superior robustness of the proposed
frequency-domain technique against various attacks, including compression, noise, and
image manipulation. The proposed framework significantly enhances copyright protection,
facilitates transparent NFT provenance, and provides a scalable foundation for secure digital
asset management within blockchain-based ecosystems.
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1. Introduction
1.1. Overview

Recent studies highlight the explosive growth of the NFT market while also
underscoring persistent challenges related to copyright and intellectual property rights.
For example, Darshan et al. [1] reported that the NFT market exceeded
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40 billion USD during 2021-2024; however, this boom also revealed widespread
confusion between token ownership and the copyright of the underlying content. To
address this, researchers have proposed leveraging the immutability of blockchain to
ensure authenticity of digital assets. Specifically, Ramirez Lépez and Morillo
Ledezma [2] emphasized that each NFT generates a unique ‘“digital signature” that
records provenance, authorship, and ownership in a tamper-proof manner. Supported
by the transparency of public blockchains, any user can trace the full transaction
history of an NFT. Similarly, Bhujel and Rahulamathavan [3] noted that this
traceability enables buyers to verify ownership of the original work from its creator.
Bhandare and Kandi [4] further observed that every transfer of NFT ownership is
publicly logged, allowing validation of authenticity through wallet address
comparisons with the original creator. Collectively, these studies demonstrate that
blockchain-enabled provenance tracking not only improves transactional transparency
but also protects creators’ rights. Moreover, [1] proposed embedding smart contracts
and licensing standards to balance copyright protection with innovation in the
emerging NFT ecosystem.

Despite these advances, practical deployment of NFTs continues to face significant
limitations at the data and metadata layers, as recent scholarship highlights persistent
controversies over the legal nature of NFT minting and trading, as well as unresolved
issues regarding copyright ownership, platform liability, and metadata integrity in the
metaverse [5]. Ali et al. [6] reported that high Ethereum gas fees—sometimes
reaching 60-100 USD per transaction—have driven many NFT projects to store only
hashes or metadata on-chain, while the original content and copyright information
remain off-chain [7]. Although cost-efficient, this approach introduces vulnerabilities:
original files may be lost or inaccessible if the external storage fails, and metadata can
be altered or redirected due to insufficient integrity safeguards. Risks increase further
when metadata is stored on centralized servers, leading to censorship, unauthorized
modification, or permanent data loss [8]. As a result, even though blockchain
immutably records NFT transactions, provenance verification and copyright validation
remain incomplete because they depend on fragile off-chain records.

Most NFT marketplaces, such as OpenSea, Foundation, SuperRare, and Rarible,
currently lack an automated mechanism to embed copyright information into the
content (images, videos, audio) prior to minting it into NFTs. This claim is
substantiated by the absence of any references to such copyright embedding systems
in the official documentation [9]-[12] and research conducted on these platforms’
services. Furthermore, NFT ownership solely signifies possession of the token or a
specific digital copy, without conferring copyright to the underlying work [13], see
also [14], p. 23. As such, NFTs cannot substitute traditional copyright registration and
necessitate supplementary mechanisms to ensure the protection of creators’ rights.
Recent proposals suggest the integration of decentralized storage and cryptographic
techniques—such as digital signatures and hashing—into NFT metadata to enhance
integrity and provenance verification. However, these methods still face considerable
challenges, including high transaction costs and technical complexity when scaled. In
conclusion, while NFTs contribute to improving traceability and transparency, the
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existing mechanisms are inadequate for comprehensive copyright protection,
particularly when essential data is stored off-chain.

Given the rapid growth and rising economic value of the NFT market, the demand
for robust copyright protection and ownership verification has become increasingly
urgent. The surge in NFT adoption also exposes the ecosystem to fraud, forgery, and
opacity in transactions. Without effective verification mechanisms, trust among
stakeholders risks deterioration, undermining overall market value. The study proposes
an integrated solution leveraging advanced technologies to reinforce copyright
protection while ensuring integrity and transparency of NFT ownership history. The
framework enables both creators and owners to publicly and reliably authenticate
provenance, while mitigating risks of data loss or metadata tampering from off-chain
storage. Additionally, it considers cost-optimization strategies for blockchain
transactions, thereby enhancing real-world applicability. The integration of these
digital mechanisms establishes a sustainable framework for NFT copyright protection,
reinforces market trust, and fosters innovation within the digital economy.

1.2. Our contributions

The paper makes three primary contributions:

o A blockchain-integrated watermarking solution: By adopting an established
frequency-domain watermarking approach, the proposed method enhances the
robustness of embedded watermark information within digital NFT assets,
ensuring resistance against distortion during processing, transmission, or storage.

o A provenance-tracking mechanism for NFTs on blockchain networks: The scheme
stores watermarks off-chain on the IPFS and utilizes CID codes to enable reliable
provenance verification of NFTs, strengthening copyright protection and ownership
authentication of digital assets.

e A comparative evaluation with less robust methods: The proposed
frequency-domain watermarking technique, based on existing research, is
benchmarked against conventional methods like LSB embedding, demonstrating
superior robustness in preserving copyright information.

1.3. Roadmap

The paper is structured into four main stages. First, a comprehensive overview of
existing information-embedding techniques is provided. Second, the adopted method
from previous research is described, including the integration of frequency-domain
transformations within a blockchain framework. Third, experimental results and a
comparative analysis against the LSB approach are presented. Finally, conclusions are
drawn and recommendations for future research directions are outlined.

2. Related work

In the field of digital image copyright management, blockchain has emerged as a
promising infrastructure for ensuring transparency, immutability, and decentralization
in the handling of ownership records, transfers, and provenance of NFTs. Meanwhile,
the IPFS provides a decentralized off-chain storage solution, addressing the limitations

26



Journal of Science and Technique - ISSN 1859-0209

of storing large digital assets directly on-chain. Through content addressing with
unique CIDs, IPFS allows efficient retrieval of digital assets while significantly
reducing blockchain data load and associated gas costs. The integration of IPFS with
blockchain ensures metadata persistence, overcoming the risks posed by centralized
links in NFT infrastructures. In particular, linking the CID to smart contracts
strengthens integrity and prevents metadata manipulation, thereby reinforcing trust in
NFT ecosystems [8], [13], [14]. Numerous studies and prototypes have demonstrated
the effectiveness of NFT—IPFS integration for managing digital content, utilizing CIDs
for asset identification and smart contracts for authenticity verification [15].

Beyond provenance tracking and storage optimization, researchers have also
explored combining blockchain with watermarking and digital signatures to enhance
copyright protection. Cong et al. [16] introduced a system that integrates blockchain
with invisible watermarking and digital signatures, where blockchain secured
provenance information and watermarking embedded copyright details directly into
digital images. Similarly, Sri Lakshmi Madapati er al. [17] developed a decentralized
verification framework that compared hash values stored on-chain with those of digital
assets, enabling reliable verification without intermediaries. Expanding on these
directions, Ranjbar Alvar et al. [18] proposed embedding ownership and buyer
information into the asset itself, while simultaneously managing these assets as NFTs,
thus guaranteeing verifiable ownership and transparent transaction history within
blockchain networks.

The Blockmarking framework, first introduced by Thanh er al. in 2022 [19],
exemplifies an early integration of watermarking and blockchain by embedding author
metadata into digital images and recording their hashes on-chain, thereby ensuring a
tamper-resistant and transparent provenance record. Building upon this foundation,
Thanh et al. further extended the framework in 2024 [20] by incorporating IPFS-based
decentralized storage and adopting multi-layer watermarking techniques. This
advancement not only strengthened ownership verification and improved the detection
of unauthorized copies but also enhanced the scalability and robustness of the original
system. Collectively, these two works illustrate a coherent research trajectory,
showcasing the evolution of Blockmarking from a conceptual prototype into a more
sophisticated and practical solution for decentralized copyright protection.
Additionally, these systems employed smart contract-based licensing mechanisms,
enabling automated copyright enforcement and reducing the reliance on centralized
authorities. Collectively, these hybrid models illustrate the potential of integrating
blockchain, IPFS, and watermarking to create transparent, decentralized, and
enforceable digital copyright management systems [21]-[23].

Parallel to blockchain integration, watermarking techniques themselves have evolved
significantly, reflecting different trade-offs between robustness and imperceptibility.
Spatial-domain methods such as the LSB embedding are widely recognized for their
simplicity and high embedding capacity; however, they are vulnerable to compression,
filtering, and format conversion [24], [25]. In contrast, transform-domain methods,
notably the Singular Value Decomposition (SVD) and Discrete Wavelet Transform
(DWT), provide greater resilience to common image processing attacks. For instance,
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pure DWT watermarking has been shown to achieve higher correlation coefficients
under distortion compared to LSB [25], while approaches based on the Discrete
Cosine Transform (DCT) are particularly compatible with JPEG compression.
Araghi et al. [26] examine the impact of applying deeper levels of SVD within hybrid
DWT-SVD watermarking schemes, with a particular emphasis on imperceptibility and
robustness. Their results indicate that the proposed two-level SVD approach achieves
superior performance compared to the conventional method, especially under diverse
signal processing and geometric attacks. Hybrid technology approaches have also
demonstrated promising results: Wu et al. [27] propose a semiblind watermarking
scheme that combines DWT-SVD with a chaotic map to enhance both
imperceptibility and robustness. Their method achieves high Peak Signal-to-Noise
Ratio (PSNR) and Structural Similarity Index Measure (SSIM) values while
maintaining strong resistance against common signal processing and geometric
attacks, while Soundrapandiyan et al. [28] employed a hybrid DWT-DCT approach
for medical images, their study demonstrated an effective balance between
imperceptibility and resilience.

Despite significant advancements in blockchain, NFT, and IPFS technologies,
existing literature primarily focuses on asset storage, provenance tracking, and
metadata integrity, with limited attention to ensuring watermark persistence within a
blockchain-based smart contract environment. While blockchain and NFTs provide
immutability and ownership tracking, and IPFS offers decentralized storage, these
systems alone cannot fully guarantee the authenticity and copyright protection of
digital assets. Without watermarking, there is no robust mechanism to safeguard
against unauthorized replication or tampering. By integrating watermarking, the
proposed approach adds a critical layer of protection, embedding a unique, traceable
identifier directly into the asset. This ensures the digital asset’s copyright is verifiable
and persistent throughout its lifecycle, enhancing the system’s ability to effectively
manage and protect digital copyright.

3. The proposed method
3.1. System architecture overview

The proposed solution authenticates digital images and safeguards copyrights by
integrating digital watermarking with blockchain technology, while storing metadata
on IPFS. This approach harnesses the strengths of blockchain, watermarking, and
decentralized storage to effectively manage digital assets. Although previous research
has examined the combination of blockchain and watermarking [29], and the
computational challenges associated with performing these tasks on-chain [30],
existing public blockchains, such as Ethereum, face limitations in directly processing
watermarking due to high computational costs and gas fees. These systems typically
store image hashes or metadata on-chain, with watermarking often handled off-chain.
The constraints of current blockchain systems render them impractical for
watermarking, which requires the efficient processing of large image files and
complex algorithms.
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Consequently, in this study, the watermark extraction and embedding processes are
carried out off-chain. Future work will involve developing a private blockchain system
optimized for the computational demands of digital asset copyright management. The
proposed architecture is conceptualized as a three-layer framework designed to provide
end-to-end security and authenticity for digital images. The layers are:

o Watermarking engine: The hybrid frequency-domain watermarking technique,
integrating DWT, the decomposition into an orthogonal matrix Q and an
upper-triangular matrix R (QR) , and SVD, embeds imperceptible and robust data
directly into the image, providing resilient in-band authentication data.

e Decentralized storage layer: IPFS provides a permanent, content-addressed
repository for the asset, acting as a "digital vault".

e Provenance layer: Blockchain creates an unforgeable record of ownership and
authenticity, while a NFT on a public blockchain serves as an immutable,
universally accessible “digital birth certificate”, cryptographically linking the
creator, the asset, and its watermark.

The innovation of the proposed approach lies not in the individual components, but
in their integrated synergy. The resulting three-part cryptographic link—connecting the
identity to the image data, the image data to a persistent address, and that address to a
public ledger—establishes a more robust framework for verifying authenticity than any
single technology could achieve on its own. This model represents a paradigm shift from
traditional centralized Digital Rights Management systems, which depend on restrictive
controls, to verifiable digital provenance. The proposed approach enables independent,
trustless authentication of a digital asset’s origin and integrity. The system operates
through two primary protocols, which are outlined in detail below.

Image stego image
+ N Embed Logo N + N
Logo 7| | (owT-Qr-svD) ” Logo " ipFs

A
Metadata json

Key: Ipfs_hash_Stego

Blockchain D Mint < Logo:lpfs_hash_Logo

creator: public key

Other info

Fig. 1. Embedding and Minting.

o Embedding and Minting protocol: As depicted in Fig. 1, a creator first embeds an
identifying logo into a host image using the DWT-QR-SVD engine. The resulting
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stego-image and the original logo are then uploaded to the IPFS network. Finally,
an NFT is minted on a public blockchain, with its metadata containing the CIDs

for both assets, along with the creator’s public key.

o Verification and Authentication protocol: As depicted in Fig. 2, a verifier uses the
public information stored in the NFT to retrieve the stego-image and the original
logo from IPFS. The embedded logo is then extracted from the stego-image using
the inverse watermarking algorithm. Finally, the extracted logo is quantitatively
compared against the original logo to confirm authenticity, resulting in a definitive
"Success" or "Reject" outcome.

Blockchain

Exact Logo

— >

Get Info NFT

Metadata json

(DWT-QR-SVD)

A 4
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Logo
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Logo:lpfs_hash_Logo

creator: public key

]
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Extract Logo
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image
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Get (Stego and
Logo image)

Yes

Success

Fig. 2. Verification and Authentication.

3.2. Watermarking scheme

IPFS

No—>» Reject

The core of the system’s security lies in its hybrid watermarking engine. The
selection of a combined DWT, QR, and SVD approach is a strategic decision designed
to achieve a superior balance between the three cardinal properties of digital
watermarking: imperceptibility, robustness, and capacity. The algorithmic parameters
and notations used in this process are summarized in Table 1.

Building upon these definitions, Algorithm 1 illustrates the embedding procedure.
This algorithm leverages the decomposition power of DWT and QR to localize the
embedding domain, followed by the singular value manipulation offered by SVD. By
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modifying the singular values of the transformed host image with those of the watermark,

the method ensures that the embedded information is both stable and imperceptible.

Table 1. Algorithmic parameters and notations

Symbol Description Type / Example / Value
I Original cover image Color image matrix (MxNx3), uint8
B,G,R Blue, Green, Red channels Color matrix (MxN) for each channel
w Watermark image Grayscale image matrix (mXn), uint8
R DWT decomposition level Integer 1-3
LL,HL,LH HH Sub-bands from DWT Sub-matrices (half-size per level)
Q, R1 QR decomposition of LLg Orthogonal () and upper triangular R1
HU,,HSy,HV,, SVD of R1 Orthogonal matrices and singular values
Uw, Sw, Vi SVD of watermark W Orthogonal matrices and singular values
o Embedding strength factor Positive float (e.g. 0.05-0.2)
H S{;‘“ Singular values after embedding H Sﬁ,‘” =HS, + aSy
Hpat Reconstructed matrix with watermark HU, - diag(H Sfuat) - HV,,
LLpat LL band after watermarking LLhet = Q - Hhat
Twm Watermarked image Color image matrix (MxN x3), uint8
Hw R matrix from QR of watermarked LL Output of QR(LLwRr)
HSbwhat Singular values of Hw Vector from SVD(Hw)
Shat Estimated singular values of W (HSbwhnaet — HSw)/
Weat Extracted watermark Grayscale image matrix (mxn), uint8

Algorithm 1: DWT-QR-SVD Watermark Embedding

Require: Cover image [ (with channels B, G, R), watermark W, embedding strength
o, DWT level R
Ensure: Watermarked image I,,,,, and keys {H S, Uy, Vi, R, '}

1: Split I — (B, G, R)

R R A i

—
—_ o

Apply R-level DWT (Haar) on B to obtain lowband LLg and subband stack S
QR-decompose LLp = (Q, R1)

SVD of R1: R1 = HU,, - diag(HS,,) - HV,,

SVD of W: W = U, - diag(Sy) - Vi

Embed on singular values: HS,, < HS,, +a S,

Rebuild H < HU,, - diag(HS,) - HV,,

Reconstruct lowband: LI+ @) - B .
Inverse R-level DWT with LI and S to get watermarked blue channel B
Merge channels: 1, <+ Merge(B, G, R)

. return [, keys {HS,, Uy, Vi, R, o}

In a complementary manner, Algorithm 2 outlines the extraction phase. Using the
same decomposition path, the algorithm isolates the modified singular values from the
attacked or altered watermarked image. These values are then compared with the original
host singular values to reconstruct an estimate of the embedded watermark.
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Algorithm 2: DWT-QR-SVD Watermark Extraction

Require: Watermarked image (or its blue channel) B, keys {H Sy, Uy, Vi, R, a}
Ensure: Extracted watermark We,;
1: Apply R-level DWT (Haar) on B to obtain LL,, r and subband stack S,
2: QR-decompose LL,, p = (Qu, Hy) > H,, is the R-factor
3: SVD of H,: H, = HU,, - diag(HSbw) - HV,
HSbw — HS,

4: Recover watermark singular values: S, <

5: Rebuild watermark: We,; + U, - diag(S,,) - Vi,
6: return W,,,

3.3. Integration with decentralized technologies for immutable provenance

While a robust watermark provides authenticity, it does not inherently ensure a
permanent, publicly verifiable record. To address this gap, the proposed method
integrates the watermarking engine with decentralized technologies, combining the
IPFS for storage and a blockchain-based NFT for provenance. This integration
establishes an immutable chain of custody for the digital asset.

After obtaining the CIDs of the stego image (CIDg.4,) and the original logo
(CIDyo4,) from IPFS, a smart contract transaction mints an NFT on a public
blockchain. The NFT functions as an on-chain -certificate of authenticity and
ownership, secured by blockchain properties of decentralization, transparency, and
tamper-resistance. The associated metadata—a structured JSON object—Ilinks the
token to the off-chain assets and contains the IPFS hashes, the creator’s public key,
and optional copyright information (Fig. 1). This ensures verifiable provenance
through the persistent storage of files on IPFS and the irreversible commitment of
their CIDs on the blockchain.

4. Results and comparison

In this section, the paper will experiment with methods including the DWT, QR
analysis, and SVD, based on the framework proposed by Nguyen Thanh Hai et al. [31].
The approach incorporates the use of the IPFS for decentralized off-chain storage and
CIDs for provenance tracking. The paper will then compare the results of this approach
with other techniques, such as DWT-SVD [32] and the basic LSB method. Finally,
the study highlights the advantages of frequency domain watermarking in improving
copyright protection for NFTs and other digital assets.

4.1. Experimental environment

All experiments were conducted on a client workstation running Ubuntu (version
22.04 LTS). The system is equipped with an Intel Core i5 (11" generation) CPU, 16
GB of RAM, and a 512 GB NVMe SSD. Experimental evaluation shows that this
configuration is sufficient for efficiently executing DWT, DCT, watermark embedding,
and IPFS pinning tasks.
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After watermark embedding, the resultant stego-image is exported to the IPFS by
uploading through Pinata, a pinning service offering reliable IPFS gateway functionality.
The obtained CID is embedded into the tokenURI field of an ERC-721 [33] compliant
NFT metadata JSON. The metadata follows typical NFT standards, where the image or
tokenURI field references the IPFS-stored resource via the content-addressed CID.

The smart contract implementing the ERC-721 standard was then deployed and
tested on the Sepolia Ethereum testnet [34], [35]. Sepolia is currently the preferred
Ethereum test network for developers, offering a lightweight, proof-of-stake
environment that closely simulates mainnet behavior but uses valueless test ETH - a
form of Ethereum used for testing purposes with no real-world value.

To interact with Sepolia, standard Ethereum development tools (e.g., Remix, Hardhat,
Truffle) were configured to point to the appropriate RPC endpoint and network chain
identifier and to recognize Sepolia block explorer services for transaction tracking.

4.2. Evaluate the functionality of copyright protection systems

Ed Minting NFT to: @x47c183aab99C52627Addf8806ABE1668b5SBbCTF2

B Mint successful!

Contract address: @x4e@e5480CedD3a130BIFF5ce914B68481F98126a

Token ID: 1

Recipient/Creator: @x47c183aab99C52627Addf8806ABE1668b5BbC7F2

stego hash IPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/bafybeiegtcluv2jplc7griltnyppgy2wynrucwlrzgnlrbktpyjguvuwi
logo hash IPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/bafkreiffvnyittnscheasmmppfd3yfwrzsafdlcqss7leaeitus2g7xata
PS E:\DWT_SVD_SmartContract\my_nft> truffle exec scripts/mint.js --network sepolia_alchemy

[dotenv@17.2.1] injecting env (6) from .env -- tip: @ prevent building .env in docker: https://dotenvx.com/prebuild

Using network 'sepolia alchemy'.

[dotenvi@17.2.1] injecting env (@) from .env -- tip: ¥ auto-backup env with Radar: https://dotenvx.com/radar

# Minting NFT to: @x47c183aab99C52627Addf8806ABE1668b5BbCTF2

B Mint successfull

Contract address: @x4e@e5488CedD3al30BIFF5ce914B68481F98126a

Token ID: 2

Recipient/Creator: @x47c183aab99C52627Addf8806ABE1668b5BbC7F2

stego_hash_IPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/bafybeibdjhoyc2dhsa7hghypt31l563yl3iiktqsbewvmgfq7zji2ujkkrhy
logo _hash_IPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/bafkreiffvnyittnscheasmmppfd3yfwrzsafdlcqss7leaeitus2g7xata
PS E:\DWT_SVD_smartContract\my nft> ||

Fig. 3. Mint NFTs.

e Mint NFTs: Fig. 3 presents the experimental results of minting an NFT on the
Sepolia Ethereum testnet through a Truffle script. The output confirms the
successful minting process, providing details such as the contract address, token
identifier (token ID), recipient/creator address, as well as the IPFS hashes of both
the stego image and the original logo. These results demonstrate that the
proposed watermarking system is tightly integrated with decentralized
infrastructures (IPFS and blockchain), thereby establishing an immutable and
publicly verifiable proof of authenticity. Users can independently verify this
provenance record by inspecting the corresponding transaction on the blockchain.!

o Authored NFT set: Fig. 4 illustrates the interaction between our client software
and the blockchain to retrieve data on the NFTs minted by a specific wallet
address. The query result shows that the wallet has created three NFTs, each with

Thttps://sepolia.etherscan.io/tx/0x 1073 1bcd36e15be4708a80ccadObb1b9e85ce02a2379baaa255534b02d3d 7 ca4
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a unique token identifier, name, and description. For every NFT, the
corresponding IPFS hashes of both the stego image and the original logo are
provided, together with the creator’s public key. These outputs confirm that the
system can automatically fetch and display on-chain information, thereby enabling
transparent monitoring of the minting history. Such integration between
blockchain queries and IPFS metadata demonstrates the persistence of provenance
records and the accessibility of verifiable evidence of ownership and authenticity.

B NFT Contract Address: ©x4e@e5488CedD3a130BOFFS5ce914B68481F98126a
® Checking NFTs created by: @x47c183aab99(52627Addf8806ABE1668b5BbC7F2
& totalSupply = 3

W wallet 0x47c183aab99(52627Addf8806ABE1668bSBbC7F2 has created 3 NFTs

Miroken 1D: 1
Name: Lena NFT
Description: Lena NFT created by recipient
stegoHashIPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/bafybeiegtcluv2jplc7qriltnyppgy2wynrucwlrzqnlrbktpyjguvuwi
logoHashIPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/batkreiffvnyittnscheasmmppfd3yfwrzsafdlegss7leaeitus2g7xata
publicKeyCreator: @x47c183aab99c52627addf8806abel668b5bbc7{2

Miroken 1D: 2
Name: Madrill NFT
Description: Madrill NFT created by recipient
stegoHashIPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/bafybeibdjhoyc2dhsazhghypt31563yl3iiktqsbewvmgfqzji2ujkkrhy
logoHashIPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/bafkreiffvnyittnscheasmmppfd3yfwrzsafdlcgss7leaeitus2g7xata
publicKeyCreator: @x47c183aab99c52627addf8806abe1668b5bbc712

Miroken 1D: 3
Name: Pepper NFT
Description: Pepper NFT created by recipient
stegoHashIPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/bafybeid2ip2ah5z42uek63tggyut63vbnebdkhldkvdélmnngm3yyhz7tq
logoHashIPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/bafkreiffvnyittnscheasmmppfd3yfwrzsafdlcgss7leaeitus2g7xata
publicKeyCreator: @x47c183aab99c52627addf8806abe1668b5bbc712

Fig. 4. Authored NFT set.

o NFT transfer history: Fig. 5 demonstrates the transfer of ownership of an NFT,
distinct from its initial creation. The system retrieves data directly from the
blockchain, displaying the full transaction history of Token ID = 2. The record
shows the original mint event, where the creator became the first owner, followed
by subsequent transfer transactions to other wallet addresses. Each event is
presented with block number, timestamp, transaction hash, sender and recipient
addresses, thereby enabling transparent and verifiable tracking of asset ownership.
Users can independently confirm this provenance history through the
corresponding on-chain record.?

e Owned NFT set: Fig. 6 illustrates the current state of NFT ownership after user-
to-user transfers have been executed. The highlighted yellow address represents
the present owner of Token ID 2 and Token ID 3, while the metadata of each
NFT continues to preserve the information about the original creator. The system
distinguishes clearly between creation rights and ownership rights, this separation
allows ownership and provenance to be reliably tracked on the blockchain.

“https://sepolia.etherscan.io/token/0x4e0e5480cedd3al30b9ff5ce9 14b68481£98126a%a=2
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l Contract: ex4e@es5488CedD3a130B9FF5ce914B68481F98126a

# Token 1ID: 2

® Blocks: 9115320 + 9118712

@ Batch step (fixed): 8

i Block: 9115402

[i] Time: 2025-09-02T04:32:24.08007

& Tx: 0x644462386360768d1c36c56487a5ac88d9cdeasba3bfep4a7b6ebs9blf22a456e
4 From: 9x66000PEABERECBABEYREABEREEBERERERBEREEBED

& To: 0x47c183aab99C52627Addf 8806ABE1668bSBbC7F2

e Type: [l MINT

i Block: 9117130

[i] Time: 2025-09-02T10:21:36.8007

& Tx: ox2f2a8b7f72cee78c5e3fa6ef7doc8escebfbsfee75a49575ccad1008eaB478be
% From: 0x47c183aab99C52627Addf8806ABE1668b5BbC7F2

& To: 0x9fC5D9481552732808D2D89FDOF17800A119BDch

«1 Type: Transfer

i Block: 9118441

[i] Time: 2025-09-02T715:00:12.8007

& Tx: 0x39c9fe46bogeq304eced70896T477d1bd29a371e6dc2e126c2d16993a486da3e
4 From: 0x9fC5D29481552732808D2D39FDOF17800A119BDch

& To: 0x4611fDd3d161DE929F3AF546b7EF35AB28093fFf

e Type: Transfer

Fig. 5. NFT transfer history.

’ Fe‘tching NFTs owned by: BxA6111Dd3d161DE929F3AT546b7EF 35AB28093FFF
B Found NFTs: 2

[#@roken 1D: 3
Name: Pepper NFT
Description: Pepper NFT created by recipient
stegoHashIPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/bafybeid2ip2ah5z42uek63tggyut63vbnebdkhldkvdelmnngm3yyhz7tq
logoHashIPFS: https://teal -near-crane-795.mypinata.cloud/ipfs/bafkreiffynyittnscheasmmppfd3yfwrzsafdlcgsszleaeitus2g7xata
publicKeyCreator: ©x47c183aab99c52627addf8806abe1668bsbbc712

[#iroken 1D: 2
Name: Madrill NFT
Description: Madrill NFT created by recipient
stegoHashIPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/bafybeibdjhoyc2dhsazhghypt31563y13iiktqsbewvmgfq7ji2ujkkrhy
logoHashIPFS: https://teal-near-crane-795.mypinata.cloud/ipfs/bafkreiffvnyittnscheasmmppfd3yfwrzsafdlcqss7leaeitus2g7xata
publicKeyCreator: 8x47c183aab99c52627addt8886abe1668bsbbc7{2

Fig. 6. Owned NFT set.
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Fig. 7. Comparison of DWT-QR-SVD and LSB watermarking techniques.

4.3. Performance evaluation of watermarking robustness

This section evaluates the robustness and indiscernibility of the proposed
watermarking system under various signal processing and geometric attacks, using 14
different attack methods. The performance of DWT-QR-SVD, DWT-SVD, and LSB
was assessed based on four metrics: PSNR, SSIM, Normalized Correlation (NC), and
Bit Error Rate (BER), across different attack scenarios, including compression,
filtering, noise injection, and geometric transformations.

In the Fig. 7, DWT-QR-SVD (no color) outperforms LSB (black) in all metrics,
demonstrating superior robustness against attacks such as JPEG compression and
Gaussian noise. LSB, on the other hand, shows poor performance, with significant
degradation in watermark quality and durability after extraction. This highlights that
frequency domain methods like DWT-QR-SVD are more robust and sustainable than
spatial domain methods like LSB.

36



Journal of Science and Technique - ISSN 1859-0209

PSNR Comparison SSIM Comparison
Rescaling (4) ) Rescaling (4) , )
Rescaling (0.25) T EG—S—— Rescaling (0.25) 4 ——
Histogram equalization . Histogram equalization I )
Gaussian low-pass filter ’ Gaussian low-pass filter f
JPEG compression ) JPEG compression , 1
JPEG2000 compression JPEG2000 compression [ ]
g Average filter ——) g Average filter { [ JEE————
B B
% Motion blur T % Motion blur 4 F
g Rotating attack 75 g Rotating attack :l
Sharpening attack -5 Sharpening attack q E
speckle noise , speckle noise 4 f |
Salt and pepper noise ’ Salt and pepper noise f 1
Gaussian noise ) Gaussian noise - ,
Median - ————— Median - ,
No Attack T No Attack q , 1
T T T T T T T T T T T T
o 5 10 15 20 25 30 0.0 0.2 0.4 0.6 0.8 1.0
PSNR S5IM
NC Comparison BER Comparison
Rescaling (4) 1 Rescaling (4) -—
Rescaling (0.25) 1 Rescaling (0.25)
Histogram equalization 1 Histogram equalization 7?
Gaussian low-pass filter ] Gaussian low-pass filter
JPEG compression 1 JPEG compression ,F
JPEG2000 compression ] JPEG2000 compression )
1 Average filte r | — g Average filter -
& &
= Motion blur , % Motion blur ,
£ &
g Rotating attack g Rotating attack T
Sharpening attack 1 Sharpening attack
Speckle noise 2} Speckle noise
Salt and pepper noise ) Salt and pepper noise
Gaussian noise T Gaussian noise ,F
Median ] Median -[He—
No Attack Y No Attack 4
0.0 0.‘2 0.‘4 0.‘6 0.‘8 l.‘O 0.00 O.bl 0.62 0.63 0.‘04 O.E)S 0.66
NC BER

[ DWT-QR-SVD R DWT_SVD

Fig. 8. Comparison of DWT-QR-SVD and DWT-SVD watermarking techniques.

In the Fig. 8§, DWT-QR-SVD (no color) performs better than DWT-SVD (black) in
NC and BER, indicating better watermark retention and resistance to bit error attacks.
However, DWT-SVD slightly excels in PSNR and SSIM, with only minor differences
between the two methods. Both DWT-QR-SVD and DWT-SVD show similar robustness.

Fig. 9 illustrates the visual results for each method, showing the extracted watermark
after the attack. The left column displays results for DWT-QR-SVD, while the right
column represents results for LSB. Among 15 different image attack techniques, the
DWT-QR-SVD method successfully identifies 13 out of 15 logo images, whereas the
LSB method recognizes only 3 out of 15.

Frequency domain methods, such as DWT-QR-SVD and DWT-SVD, demonstrate
clear advantages over spatial domain methods like LSB, particularly in terms of
robustness against compression and noise attacks. These methods consistently achieve
higher PSNR and SSIM values, ensuring better image quality preservation. The NC
values for DWT-QR-SVD are close to 1, indicating strong watermark extraction
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Rotating attack

Fig. 9. Watermarking results and recovery performance after attack.
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reliability, while the lower BER reflects fewer retrieval errors. In contrast, LSB shows
significant degradation across all metrics under most attack conditions.

Overall, frequency domain methods offer superior resilience and effectiveness, making
them a more reliable choice for copyright protection applications.

5. Conclusions

The proposed DWT-QR-SVD watermarking technique has demonstrated strong
resilience against a wide spectrum of image-processing and geometric attacks.
Experimental evaluations across PSNR, SSIM, NC, and BER metrics confirm that this
hybrid transform-based approach achieves superior imperceptibility and robustness
compared with fragile spatial-domain methods such as LSB. These results highlight
its suitability for reliable digital copyright protection in real-world environments.

In parallel, the decentralized copyright management framework developed in the
study integrates watermarking with IPFS and blockchain-based NFTs, offering a
complete set of functionalities. The system not only embeds essential ownership and
authenticity information directly into the token at the minting stage but also ensures
persistent, censorship-resistant, and publicly verifiable provenance records. This
combination addresses the long-standing limitations of centralized repositories and
off-chain metadata storage.

Future work will aim to extend the framework by enabling watermark embedding
and extraction directly on-chain, investigating more advanced and adaptive
watermarking techniques, and conducting large-scale performance evaluations on
high-throughput blockchains to assess scalability. By pursuing these directions, the
proposed system may evolve into a comprehensive and deployable solution that further
strengthens the integrity, resilience, and trustworthiness of digital copyright protection
in decentralized ecosystems.
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TANG CUONG BAO VE BAN QUYEN VA TRUY VET

NGUON GOC TRONG CAC NFT BANG THUY VAN
MIEN TAN SO TICH HOP BLOCKCHAIN

Trinh Tién Lwong, Ta Minh Thanh
Tom tit

Su phat trién nhanh chong cua thi tru’dng NFT da 1am ndi bat nhitng thich thidc 16n trong
viéc bao vé ban quyén va xac thuc quyen sG hitu. Mac du cong nghé blockchain ddm bao
tlnh bét bién va minh bach ctia cic giao dich token, nhu’ng viéc luu trit i liéu va ndi dung
gbc ngoai chubi van 12 mot 16 hong quan trong, lam cho NFT dé bi méit dif liéu, thao ting va
tranh chip ban quyén. D€ gidi quyét nhiing van dé nay, nghlen ctfu ndy dé xuit mot khudn
kho thiy van tich hgp blockchain, nhung thong tin ban quyen bén viing vio ti san ky thuat
) thong qua phuong phép mién tin sb tdng quat Thuy van dugc luu tri ngoal chubi trén
hé théng tép lién hanh tinh (IPFS), trong khi ma nhan dang ndi dung (CID) ctia né dudc
neo trong hop dong théng minh, ddm bio kha ning truy vét nguon goc va xdc minh tinh xac
thyc. Céc thi nghlem so sanh véi phlIdng phap bit it quan trong nhét (LSB) cho thy tinh
bén vUng VUt troi ciia ky thuat mién tan sd dugc de Xudt trude cdc cude tin cong nhu nén,
nhiéu va thao tdc hinh &nh. Gidi phdp dudgc de xuét cung cb viéc bdo vé ban quyen nang
cao tinh minh bach trong viéc truy vet nguon géc NFT va cung cap nén tang c6 thé mé rong
cho viéc quan ly tai san ky thuat s6 an toan trong cac hé sinh thai dua trén blockchain.

Tu khoa

Blockchain (chu01 kh01) NFT (token khong thé thay thé); bao vé ban quyén; truy xuét
ngudn gbc; thiy van sb; IPFS (hé thong tép lién hanh tinh).
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