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Abstract

This paper proposes an encryption scheme that enables verifying the source and integrity
of the encrypted message. Additionally, the proposed scheme generates a secret key which is
shared between the sender/encryptor and the receiver/decryptor for each encrypted message
using public key cryptography.
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function, discrete logarithm.

1. Introduction

In [1], a solution was proposed for building a symmetric-key cryptosystem using
OTP or Vernam ciphers [2]. The benefit of the algorithms constructed in accordance
with [1] is that they inherit the security and efficiency of the OTP cipher, but the
shared secret key between sender/encryptor and receiver/decryptor may be reused several
times. Additionally, the construction, management, and distribution of keys are carried
out similarly to other symmetric-key cryptosystems currently being applied in practice
(DES, AES, etc..). The paper proposes a technique based on the solution in [1] that
includes encryption and authentication of the source as well as the integrity of the
encrypted message. On the other hand, the scheme enables the establishment of a secret
key sender/encryption-receiver/decryption sharing mechanism similar to that used in
signeryption schemes [3], [4], [5], [6]. Additionally, since the proposed technique does
not rely on digital signatures to authenticate encrypted data, it performs better than
earlier signcryption systems.

2. Authentication-encryption scheme

2.1. Proposed scheme

The proposed authentication-encryption scheme is fundamentally similar to the sign-
cryption systems [3], [4], [5], [6], with the assumption that no digital signature is
required to authenticate the received message. The scheme includes algorithms for key
and parameter generation, encryption, and decryption, described as follows:
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2.1.1. Parameter and key generation algorithm:

Algorithm 1: Generate parameters and keys
input: /,, [,
output: p,q,9,y,x
1 Choose a pair of prime numbers p, ¢ with: len(p) = 1, len(q) =1,, q|/(p — 1)
p—1
Choose « in the range (1,p), calculate g by: g = « ¢ mod p, satisfy g # 1
Select a secret key z in the range (1, q)
Calculate the public key by: y = ¢* mod p

Choose hash function F : {0,1}* — Z, with: ¢ < h <p

wn A W N

Notes:

« len(.) is a function that calculates the length (in bits) of an integer.
o The public key is y, the private key is .
« System parameters: p,q, g.

2.1.2. Encryption algorithm:

Algorithm 2: Encryption
input: g, p, q, x5, yr, P
output: (R, C)
1 Calculate the value of S, according to the formula: S, = (y,)" mod p
2 Calculate R according to: R = Fy (P, S,)
3 Calculate the value of the encryption key K. (shared secret key of the sender)
by: K. = Fi(R, S,)
4 Use the encryption function with the symmetric key Ex () to encrypt the
message to be sent P : C' = Ex,_(P)
s Send ciphertext (R, C') to the receiver

Notes:

x, is the secret key of the sender.

y, is the public key of the receiver. (y, = g*~ mod p).
P is the plaintext.

(R, () are the ciphertext. corresponding to P.

In this scheme, Fk () is an encryption function with a symmetric key K, constructed
on [1], then the plaintext P is encrypted as n data blocks P; of size m bits:

P={P,P,....,P,}
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The output of E () which is the C' component of the ciphertext also includes n data
blocks C; of size m bits:
C: {01,02,...,On}

Single-use key Kor consists of n subkeys K; whose size corresponds to the size of
the plaintext block :

KOT = {Kla KQ, ceny Kn}wzth : Kl = Ke

The encryption function F () is described as follows:

Algorithm 3: Encryption function with symmetric key
input: P ={P,P,...,P,}, K,
output: C' = {C1,Cs,...,C,}

1 Kl = Ke

2fori=1—ndo

3 Ci=PPK,

4 K1 = F2(Pi, Ki)

5

6

end
Return C'

Notes:

« The operation € is the addition modulo 2 (XOR) of two bit strings.
e F5() is a pseudo-random number generator function.

2.1.3. Decryption algorithm:

Algorithm 4: Decryption — authentication
input: p, q, g, 2,,ys, (R, C)
output: M
1 Calculate the value of S, according to: Sy = (ys)* mod p
2 Calculate the value of decryption key K, (shared secret key of the receiver)
according to: Ky = Fi(R, Sy)
3 Use the decryption function with the symmetric key Dg () to decrypt C":
M=D Kd(C>
4 Calculate the value of V' according to: V = Fj(M, Sy)
5 Check if: V = R then: M = P or the source and integrity of the post-decrypted
message is confirmed

Notes:

« x, is the secret key of the receiver.
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« ys is the public key or sender. (y; = g mod p).

The decryption function with the symmetric key D () is constructed on [1] with the
input as the C' component of the ciphertext and the shared secret key K, the output is
the post-decrypted message M consisting of n data block of size m bits:

M = {M,, M, ..., M}

Single-use key Kor is similar to the sender/encryption side, consisting of n subkeys
of the size of the plaintext block:

KOT = {Kla KQ, ceey Kn}wzth : (Kl = Kd)

The decryption function Dy /() then has the form:

Algorithm 5: Decryption function with symmetric key
input: C = {C1,Cy,...,C,}, K.
output: M = {My, My, ..., M,}.

1 Kl = Kd

2fori=1—ndo

4 Kip1 = Fy(M;, K;)

5

6

end
Return M

2.1.4. The correctness of the proposed scheme:

What needs to be proved here is that if the received ciphertext is the same as the sent
ciphertext, then the message after decryption is also the message before encryption:
M = P and condition V = R will be satisfied. Therefore, after decoding, if the
condition V' = R is satisfied, the receiver can confirm with certainty the origin and
integrity of the received message.

Indeed, we have:

Sa = (y;)™ mod p = (¢ mod p)™ mod p

Ly Ts

= (g mod p)* mod p = (y,) mod p = S,
So:

Kd = Fl(R, Sd) - Fl(R, Se) - Ke
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Therefore, we have the first proof:

M = Dg,(C) = Dk, (Ek.(P)) = Dk,(Ek,(P)) = P

Then, we have the second proof:

V =F(M,S,) =F(P,S.) =R

2.2. An application scheme

An application implementation of the proposed new scheme is to use the SHA-256
hash function [7] to perform the roles of functions F; and F5, as suggested in [8]. In
this scheme, the plaintext P is encrypted as n data blocks of size 256-bits:

P={P,P,....,P,....,P,},i=1—n,|P]| = 256bits
The sent ciphertext consists of two components R and C'. The size of component R
is a 256-bits prime number p, and the C includes n 256-bits data blocks:
C = {01,02,...701',...,Cn},2' =1— n, |01’ = 256bits
Key Kor consists of n subkeys K; also 256 — bits in size with K; = K.:
Kor ={K\,Ks,...,K;,...,K,},i =1 — n,|K;| = 256bits
The decoded message M can be received as n blocks of data, each of 256-bits in
size:

M = {My, My, ..., M, ... M.}, i =1— n,|M,| = 256bits

Then the encryption and decryption algorithms of the scheme can be described in
detail as follows:

Algorithm 6: Encryption

input: ¢,p,q, vs, y,, P
output: (R, C)

1 Calculate the value of S, according to: S, = (y,)* mod p

2 Calculate the value R according to: R = SHA256(P || S.)

3 Calculate the encryption key K. according to: K, = SHA256(R || S,)
4 Kl = Ke

sfori=1—ndo

6 Ci=Dh @ K;

s end

9

Send ciphertext (R, C) to the receiver
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Algorithm 7: Decryption — authentication

input: g,p, q, xy,ys, R, C
output: M

1 Calculate the value of S; according to: Sy = (ys)* mod p

2 Calculate the value of the decryption key K,: Ky = SHA256(R||Sq)

3 Kl = Kd

4 fori=1—-ndo

7 end

8 Calculate the value of V' according to: V = SHA256(M || Sy)

9 Check if: V' = R then return the result: M = {M;, M,,, ..., M,}. Otherwise,

if: V' # R then: return M = {0,0,...,0}

Note:

« When receiving the message: M = {0,0,...,0} after decryption, the receiver
assumes that the message is tampered or a communication error has occurred.
Otherwise, this is the encrypted message.

2.3. Evaluation of the proposed new scheme

The implementation of scheme evaluation focus on two aspects: security level and
performance efficiency.

2.3.1. Security level:

The security level of the proposed scheme is assessed by its ability to resist some
typical attacks as follows:

- Ciphertext-only Attack (COA): the analysis in [1], [8] have demonstrated that a direct
attack on the symmetric key ciphers { Ex (), Dx()} is not viable when only ciphertext
is available. With the proposed scheme, the attacker has the ability to attack the shared
secret key (K., K) using the public parameters p, g, ys, y- as well as the R component
of the ciphertext. At the first stage, the attacker must find out the sender’s secret key
x5 in order to compute S, as following formula:

Se = (y,)* mod p
or find out the secret key z, of the receiver to calculate Sy:
Sa = (ys)™ mod p

Subsequently, the shared-secret-key of the sender can be calculated by the formula:
K. = Fi(R,S.), or the shared-secret-key of the receiver can be figured out as follows:

26



Journal of Science and Technique - ISSN 1859-0209, June-2022

K4 = Fi(R, Sy). However to calculate x4 from:
ys =g" mod p

or z, from:
yr =g mod p

The attacker needs to solve the discrete logarithm problem — DLP (Discrete Log-
arithm Problem) [7]. Currently, no polynomial-time algorithm has been published for
this difficult problem.

- Known-plaintext attack(KPA): Calculating K. or K; makes no sense in this scenario,
since this key is only utilized once. However, the attacker can still calculate K. or
K, for subsequent encryption sessions using S, or S;. The attacker may then use the
public message M to compute S, using R = Fy(P,S,) or K, = K1 = M; @ C}, and
then calculate Se using K, = Fj(R, S.). In either case, the attacker will be unable to
accomplish his purpose owing to the Fj() hash’s one-way character. By deriving Sy
from K, = Fi(R, S,), the attacker faces the identical challenges as described before.

- Spoofing attack: In the proposed technique, an attacker attempting to impersonate
a particular sender in order to transmit a forged message to the receiver must access
the secret parameters S, or Sy of the sender. However, based on the analysis above, it
is not viable if the attacker cannot solve the DL P problem or the one-way problem of
the hash-function. On the other hand, when the following constraints are satisfied, the
decrypted message is validated for its source and integrity: I (M, Sy) = Fi(P,S.). Due
to collision resistance of £}, satisfying the preceding condition implies the fulfillment
of the following two conditions: M = P and: S; = S.. With M = P, the receiver
may verify the message’s integrity entirely after decryption, and the message’s source is
validated using the condition: S; = S, in the following manner: because the decryptor
uses the public key y of the sender to produce S, as follows:

Sa = (ys)™ mod p

In order to S4 = S., S. must be generated from the secret key of the sender z;
depended on the formula:
Se = (y,)® mod p

Only the owner of the public key y; knows the corresponding secret key z, i.e. only
the owner of the public key ¥, is capable of generating S, equal to S; of the receiver,
allowing the receiver to verify that the source of the decrypted message was generated
by the owner of the public key y;. When an attacker sends a spoofed message to a
receiver using a value other than the impostor’s key = (because the attacker does not
know z,), the value S; generated by the receiver will differ from the impostor’s S.,
resulting in the message being rejected, even if the message is meaningful [1].
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2.3.2. Efficiency:

The implementation efficiency of the proposed scheme is basically evaluated by
comparing the implementation cost of it with the implementation cost of the signcryption
ones built on the finite field Z, in [3], [4], [5], [6]. The comparison with the signcryption
schemes built on the elliptic curve (EC) like [9], [10] will be implemented with an
EC-installed version of the proposed scheme and will be presented in another paper.

Implementation cost or computation cost is the number of operations to be performed
or the total time required to perform the operations of the scheme, here the convention
uses the notation:

o T..p: execution time of the exponential modulo operation.
o T} execution time of the hash function.

e T),u: execution time of the multiplication modulo.

e T}..: execution time of the modulo inverse.

o Tpy: execution time of the encryption function E ().
Tgy:execution time of the decryption function Dy ().

Note: The algorithm for generating parameters and keys only needs to be done once
for each scheme. Therefore, in comparing the implementation costs of those schemes,
the computation cost of the keys and parameters generation algorithms can be ignored.

Implementation costs for the encryption algorithms and the decryption algorithms of
the schemes in [3], [4], [S], [6] and the suggested scheme are shown in Table 1 and
Table 2 as follows:

Table 1. Implementation cost of encryption algorithms

Temp Tmul Tinv Ek
Zheng Scheme 1 0 1
Bao — Deng Scheme

2
Ma — Chen Scheme 2
1
1

Savu Scheme
MTA Scheme

o 19 10| 1o o] 3

(=l Rl R}
U [V (U VN NN

1
0
0
0

Table 2. Implementation cost of encryption algorithms

Te:cp Tmul Tinv
Zheng Scheme 2 2 0

Bao — Deng Scheme
Ma - Chen Scheme
Savu Scheme

MTA Scheme

Dy,

o o o rof vo| S

— W W W

0
1
1
0

) [ (S
JENY U N VN

Notes:

« Signcryption schemes Zheng, Bao - Deng, Ma — Chen, and Savu have been pro-
posed in [3], [4], [5], [6].
o MTA scheme is the proposed scheme.
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Comment 1: Comparing the implementation cost of the proposed scheme(MT A)
with the signcryption schemes [3], [4], [S], [6] as shown in Table 1 and Table 2 shows
the better performance of the proposed scheme.

The second aspect of the performance is the number of components and the size of
the ciphertext that the schemes produce, as shown in Table 3 as follows:

Table 3. Components and size of the generated ciphertext

The Components | K ciphertext size
Zheng Scheme C,R,S Pl+|H|+ |q
Bao — Deng Scheme C,R,S P|+|H|+ |q
Ma — Chen Scheme C,R,S P|+ |H|+ |q
Savu Scheme C,R,S P|+ |H|+ |q
MTA Scheme C,CHEAP |P| + |H]|

Comment 2: The comparison of the number of components and the size of the
ciphertext generated by the schemes also shows that the efficiency of the proposed
scheme is higher than the existing signcryption schemes [3], [4], [5], [6].

In addition, the execution time of the functions Dy(), Ejx() built according to [1]
is also an important factor to significantly improve the performance of the proposed
scheme compared with other signcryption schemes.

3. Conclusion

The article proposes a solution for constructing an encryption-authentication scheme
using OTP and public key cryptography. The advantage of encryption schemes based
on this technique is that although the security and efficiency of the OTP are preserved,
the shared secret key may be used to encrypt each message uniquely according to the
encryption mechanism. These are very important properties for these schemes to be
applicable in practice. Additionally, because of the process for authenticating the source
and integrity of the encrypted message, these encryption systems are resistant to spoof-
ing attacks, which is one of the fundamental requirements for real-world applications.
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MOT DANG LUGC PO MA HOA - XAC THUC
HIEU NANG CAO

Nguyén Kim Thanh, Ta Minh Thanh, Luu Hong Diing

Tém tit

Bai bdo d& xuit mot dang lude d6 ma héa cé kha ning xac thuc ngudn gbc va tinh toan
ven clia ban tin dugc ma héa, mit khac viéc thiét 1ap khoa bi mat chia sé gitia bén gti/ma
héa va bén nhan/gidi ma dugc thuc hién dua trén co ché clia mat ma khéa cong khai cho
tiing ban tin dugc ma hoa.
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