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DETECTING ANOMALIES IN VIDEOS
USING MEMORY-AUGMENTED
AUTOENCODER WITH KEY FRAME
SELECTION
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Abstract

In this article, we propose a novel method to train a memory-augmented autoencoder
in supervised mode by generating pseudo abnormal videos based on key frame selection
techniques. Most video anomaly detection methods employ a machine learning model to
learn patterns of normal videos. Any video where the patterns significantly deviate from the
learnt patterns is considered an anomaly. However, developing an effective machine learning
model for video anomaly detection is a challenging task due to the deficiency of anomalies.
Specifically, abnormal samples are often much rarer and harder to collect than normal samples.
To address this problem, we propose a novel approach using key frame selection techniques to
generate pseudo anomalies. The generated pseudo anomalies are then combined with normal
data to create the augmented dataset. The memory-augmented autoencoder is then trained on
the augmented datasets. The experimental results show that the AUC scores of the proposed
solution are higher than those of the base network architecture from 0.20% to 1.31% on three
well-known datasets for video anomaly detection.

Index terms
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1. Introduction

Security surveillance cameras are often used to monitor public activities by
recording and analyzing videos of observed areas. These systems are increasingly
deployed in public areas to assist the government in social activities management.
Videos captured by security cameras are typically processed using artificial
intelligence software, aiding administrators in quickly identifying law violations [1]. In
such systems, rapidly detecting anomalous objects and unusual behaviors plays a
crucial role in safeguarding public environments. Subsequently, anomaly detection in
videos has garnered significant attention from the research community [1]-[3].
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There have been numerous methods [4]-[6] for video anomaly detection. Based on the
availability of anomalous and normal data during the training process, these methods are
classified into two main groups: unsupervised and supervised methods. Unsupervised
methods refer to the scenario where the model is trained only on normal samples.
These methods are more popular in video anomaly detection since they do not require
collecting the abnormal data. In reality, abnormal videos are often much rarer than
normal ones. Thus, gathering and labeling anomalous videos is usually time-consuming
and expensive. Moreover, owing to privacy and security concerns, collecting real-world
videos is very difficult.

Among unsupervised methods for video anomaly detection, autoencoder-based
methods [7]-[12] are widely used and they have achieved great success. An
autoencoder allows to transform the input data into a new and more compact
representation expressing the underlining characteristics of the original data. Thus,
these models are very useful for anomaly detection in videos.

There are two typical approaches to applying autoencoders for video anomaly
detection. The first approach uses the reconstruction error (RE) as the indication for
the anomaly [4], [12]-[15]. This approach assumes that the trained autoencoder model
reconstructs well on normal samples but does not perform well on abnormal samples.
The model is trained on only normal samples using the reconstruction loss. During
the testing, any sample that has an RE value greater than a pre-defined threshold is
considered an anomaly. The second approach uses the distance between the predicted
frame and the ground truth as the indication [10], [16]-[18]. A sequence of 7' frames
is input to the autoencoder model to predict the next frame, i.e. the frame at time step
T + 1. The loss function commonly used is mean square error (also called prediction
error) between the predicted frame and the ground truth frame. During the testing, any
frame that has the prediction error greater than a threshold is treated as an anomaly.

Recently, several memory-augmented autoencoders [5], [13], [18]-[20] have been
developed for video anomaly detection. These models use an external memory to store
features of the previous frames. The memory is updated during the training process
to save the most important features as well as eliminate the less important ones. In
the testing, the features in the memory are then used to predict the output for the
input frames. Specifically, the features of a new input frame are calculated based on its
similarity with the features stored in the memory.

Although memory-augmented autoencoders have achieved remarkable success in
video anomaly detection [5], [20], these models are often trained in unsupervised
mode using only the normal samples. However, when being trained in the
unsupervised mode, the models are usually over-fitted to the normal data resulting in
high value of mis-detection rate. In other words, these models tend to predict the
abnormal samples to be the normal ones.

To alleviate this problem, we propose a novel method to train the
memory-augmented autoencoder [18] in supervised mode by generating pseudo
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abnormal videos. These pseudo anomalous videos are generated based on key frame
selection techniques. Specifically, for a sequence of normal frames, the important or
key frames are identified and the less important or non-key frames are eliminated.
The resulting sequence is considered anomalous, as the movement of the objects and
events is not smooth and continuous due to the removal of some frames. The reason
for the usage of key frame selection is that this technique helps to create motion
anomalies and these types of anomalies are often popular in camera surveillance [4].
Moreover, key frame selection techniques help to eliminate less important frames
while maintaining the essential frames in video sequences. Thus, these techniques
potentially help to improve the effectiveness of the memory-augmented autoencoder.

After the pseudo abnormal videos are generated, they are combined with the original
benign data to form the augmented dataset. The memory-augmented autoencoder is
then trained in supervised mode using the augmented dataset for the prediction task. In
other words, the memory-augmented autoencoder is trained to predict the next frame
given that a sequence of 7' previous frames is input. Experimental results evidence the
advantage of our solution compared to some recent models for video anomaly detection
on three popular benchmarking datasets. The main contributions of the article are:

o Three new key frame selection techniques are proposed that are subsequently used
to synthesize anomalous data samples to augment the training dataset for video
anomaly detection.

o The integration of the pseudo abnormal data into a memory-augmented autoencoder
model is proposed to improve the accuracy of anomaly detection in videos.

« Extensive experiments are conducted on three popular benchmarking datasets to
demonstrate the effectiveness of the proposed methods.

The rest of the article is organized as follows. The background and related work of
our proposed method are provided in section 2 and section 3, respectively. Detailed
proposed methods are given in section 4. section 5 presents the datasets and parameter
settings. Next, the experimental results are presented and discussed in section 6. Finally,
section 7 summarizes the article and highlights the future research directions.

2. Background

This section presents the memory-augmented autoencoder and the key frame selection
techniques forming the foundation of our proposed solutions.

2.1. Memory-augmented autoencoder

A memory-augmented autoencoder called Memory-guided Normality for Anomaly
Detection (MNAD) is proposed by Park et al. in [18]. The idea of MNAD is to learn
the patterns in the training normal data and store these patterns in the memory module.
The architecture of MNAD consists of an encoder, a decoder, and a memory module
(Figure 1). The encoder projects the input frame into a new feature at the latent space.
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The memory module stores the patterns in the latent space and the decoder maps the
feature of the current frame and the retrieved feature from the memory module to
reconstruct the input at the output.
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Fig. 1. The architecture of Memory-guided Normality for Anomaly Detection model - (MNAD).

Let a training sample consists of n frames: (I, I3, ..., I,_1, 1), in which the first
n — 1 frames ([y, ls,...,1,—1) are used as the input and the last frame I, is used as
the target frame. The training process involves updating features from normal data into
memory and reading stored features in memory to predict the next frame. Specifically,
the input frames are encoded into a feature map of size H x W x D, which is then
decomposed into H x W queries (g;, 7 = 1,.., H x W). Each query has dimensions of
1 x 1 x D. The features are updated into the memory based on the matching between
them and the items m; in the memory. Moreover, the features are read from the memory
based on the matching between the query and the items in the memory.

The loss function of MNAD includes three terms as in equation 1. The first term is
the intensity loss, which measures the difference between the input and the predicted
frame using the L2 distance. The second term is the feature compactness loss that
encourages the memory items of the same objects to be similar. The last term is the
feature separateness loss that is used to prevent memory items of different objects from
getting too close to each other.

Ln = Lintensity + Ochompact + 05 Lseparate (1)
with X
Lintensity = ‘ [n - In ) (2)
HxW
Lcompact = Z ||Qj - mz”g (3)
j=1
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HxW
Lseparate = maX{07 Z (HQJ - m”LHQ - ”qj - mkHQ + T)} “4)

J=1

where o, and o, are scale parameters, m; and my is the nearest item and the second
one of the query ¢; in the memory, respectively, and 7 is a margin.

During the inference stage, a frame I, is identified as normal or abnormal based on
its anomaly score A, which is the sum of the normalized Peak Signal to Noise Ratio
f(P,) between the predicted and ground truth frame, and the normalized L2 distance
f(D,,) between the queries and the nearest memory item, as follows:

Ap=a(l - f(Pn(jn —1,))) + (1 — a)f(Dnlg,m)) %)
with
| s (7,)
Py(Iy, I,,) = 101og;, - 2 (©)
I, — L /M
2

1 HxW
Dufa,m) = 7 2 g = mill, @

j=1

where « is a ratio parameter, f(.) is the min-max normalization [17] over whole video
frames, M is the total number of pixels in the predicted frame I,,, and m; is the nearest
memory item of the query g;.

2.2. Key frame selection

Key frames are widely used in video compression, video summarization and detection,
video retrieval and extraction, video analysis and understanding [21]—-[23]. Generally,
key frames are understood as frames selected from a sequence of frames in a video
that represent the main or significant content of the original video. The criterion for
assessing the importance of a frame is often based on significant changes in the content
of that frame compared to neighboring frames or the occurrence of important events
such as new objects or actions in the frame.

Formally, given a list of original frames in a video N = [[1, I5, .., I,}], key frames
are defined as the smallest list of frames N, = [Ky,, K,, .., Kj,, | where ki, ko, ...k, €
{1, 2, ..,n} such that the original frame set can be recovered from the key frame list [24].

There have been several techniques proposed for extracting key frames from videos.
For example, Wei el al. [25] introduced a key frame extraction algorithm that utilizes
affective saliency estimation to enhance emotion recognition in video. The key frames
are selected to minimize the impact of emotion-irrelevant frames on recognition
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outcomes. Abraham et al. [26] applied Differential Evolution (DE) algorithm to
selecting the key frames. Each individual is a set of candidate key frames, and an
initial population is generated randomly. The fitness function is set by one of three
metrics: Structural Similarity Index Method (SSIM), Euclidean Distance, or Entropy
Difference. After a number of generations, the best individual is selected as a set of
key frames. Mangai el al. [27] proposed to select key frames by applying the HSV
histogram and K-means algorithm. The temporal features from the key frames are then
extracted by a convolutional neural network, and a concatenated ConvLSTM is
employed to identify the activities in a frame.

The main advantage of key frame selection is that it removes unnecessary frames,
thereby saving processing time or computational costs [28]. Therefore, models can
focus only on learning the most important frames or the critical events in a
video [27]. However, key frame selection techniques may also have potential
drawbacks. Long videos can make some key frame extraction algorithms inefficient
due to their containing complex motions that occur over extended periods [29].
Moreover, there is a risk of losing important frames during the extraction process, as
the selection criteria may not capture all important features of the original video. To
leverage the strengths of key frame selection techniques, we propose simple yet
efficient algorithms that extract key frames from normal videos, and the key frames
are then used to generate pseudo anomalous samples representing the anomalous
motion of objects. The experimental results show that our proposed method could
help improve the performance of a video anomaly detection model. The details of the
proposed method are presented in section 4. In the next section, some previous will be
analyzed research on generating pseudo anomalies for video anomaly detection.

3. Related work

This section briefly reviews the related work on generating pseudo anomaly data
for videos. Due to the lack of anomalous data to supervise models, autoencoders for
video anomaly detection are often trained in an unsupervised manner. However, when
trained in an unsupervised mode, an autoencoder is often overfitted to the normal data,
resulting in low RE for abnormal input frames. In other words, the trained autoencoder
also reconstructs well for abnormal input. Thus, it is challenging to detect abnormal
events using these models. Subsequently, generating pseudo anomaly data is a potential
direction to improve the effectiveness of autoencoders in video anomaly detection.

There have been a number of studies focusing on generating pseudo anomaly data
for video anomaly detection. For example, Ionescu et al. [9] addressed the challenge of
insufficient truly abnormal training samples by clustering normal training samples using
K-means and then sampling from other clusters to form dummy abnormal samples.
Zaheer et al. proposed a pseudo-anomaly module in OGNet [14], where any pair of
normal frames is passed through a weak generator called G°“. Subsequently, they are
mixed together and passed through a strong generator called G to generate a pseudo
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anomaly frame. The pseudo anomaly and real normal frames are then trained by two
generators and a discriminator in an adversarial model. Park et al. [16] adopted two data
transformation techniques named Spatial Rotation Transformation (SRT) and Temporal
Mixing Transformation (TMT). They applied these techniques to randomly selected
patches from the training set to generate abnormal appearance and motion, respectively.
The objective is to encourage the model to learn spatially and temporally invariant
features of normal frames by attempting to predict the next occurring frame.

In a recent study [4], Strid et al. utilized various data transformations, including skip-
frames, repeat-frames, patches, and fusion on normal frames to generate different types
of abnormal data. The experimental results have demonstrated the effectiveness of these
transformations in enhancing the accuracy of the anomaly detection model. Huang et
al. [30] introduced a process where random masks are applied to an original video
frame to create the corresponding masked pseudo anomaly video frame. A transformer
encoder is then applied to extract latent features, which are used to predict the next
frames by a linear decoder. Ristea et al. [31] constructed a set of synthetic anomalies
by cropping out abnormal objects from the UBnormal dataset and pasting them onto
normal samples to train a masked auto-encoder [32]. This research opens up a direction
to generate pseudo anomaly data by combining data from virtual environments with
data collected in the real world.

4. Proposed method

This section presents in detail three proposed techniques for extracting key frames
and a model for video anomaly detection that combines the generated pseudo anomaly
and the memory-augmented autoencoder.

4.1. Key frame selection

The motivation for our proposed key frame selection techniques is inspired by the
skip-frames technique in generating pseudo-anomalous samples. Skip-frames technique
helps to create fast-moving objects and these objects are one of the typical anomalies
in videos. Previous studies on video anomaly detection [4], [15], [33] have utilized the
skip-frames technique and shown that it helps improve the accuracy of anomaly detection
models. Similar to skip-frames technique, our techniques focus on synthesizing pseudo
anomalous samples related to the abnormal motion of objects in videos. However, unlike
the skip-frames technique where the jump between two frames is uniform, the jump
between our selected frames is not uniform because key frames are extracted depending
on the content of actions in each video.

The three proposed key frame selection techniques include key frame with Threshold
(KF-TH), key frame with Mean Distance (KF-MD), and key frame with Non-consecutive
Pair (KF-NP). The KF-TH technique considers a pair of consecutive frames that are
significantly different as the key frames. Specifically, KF-TH calculates the distance d
between a pair of consecutive frames and compares d with a threshold. Any pair with d
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greater than the threshold is added to the key frame list. Algorithm 1 describes KF-TH
in detail.

Algorithm 1: Key frame with Threshold - (KF-TH)

Input: All frames in a video: V/, a threshold: T’
Output: List of key frames, K

1 N =len(V)

2fori=1t0 N—-1do

3 d = distance(V[i], Vi + 1])

4 if d > T then

5 K =KUV]]

6

7

K=KUV[i+1]
end
s end
9 return K

In Algorithm 1, the function len(V') returns the number frames N in the video V,
and the function distance(V[i], V[i + 1]) calculates the distance (the entropy) between
frame V[i] and V[i + 1]. Afterward, the distance of the frame pair is compared to a
threshold 7', and they are added to the key frame list if d > 7.

Algorithm 2: Key frame with Mean Distance - (KF-MD)
Input: All frames in a video: V'
Output: List of key frames, K

1 N =len(V)

2fori=1t0 N—-1do

| d[i] = distance(V[i], V[i +1])

end

T = mean(d)

fori=1¢to N —1do

if d[i] > T then

K =KUV]]
K=KUV[i+1]

R L I

10 end
11 end
12 return K

The second key frame selection technique (KF-MD) aims to eliminate the need to
calibrate the threshold 7" in KF-TH, where the average distance of two consecutive
frames is used as the threshold. KF-MD is described in detail in Algorithm 2. Similar
to KF-TH, KF-MD differs only in that the threshold 7" is set to the average distance of
two consecutive frames in the sequence using the function mean(d).
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The third key frame selection technique (KF-NP) differs from the two previous
techniques in that it considers pairs of non-consecutive frames as candidates for key
frames. Algorithm 3 presents this technique in detail. The first loop calculates the
distance between each pair of two consecutive frames to determine the threshold 7',
similar to Algorithm2. After that, KF-NP iterates over pairs of non-consecutive
frames. If the distance of this pair is greater than 7', then the start frame is added to
the key frame list. The process of selecting key frames continues by assigning the
start frame to be the last key frame. In case the distance of the pair is less than 7', the
end frame is assigned to the next frame.

Algorithm 3: Key frame with Non-consecutive Pair - (KF-NP)
Input: All frames in a video: V'
Output: List of key frames, K

1 N =len(V)

2fori=1t0 N —1do

3 | dli] = distance(V[i], V[i + 1])

4 end
s T = mean(d)
6 start =1

7 end = start + 1
8 while (end < N) do

9 if distance(Vstart], V]end]) > T then
10 K = K UV]start]

11 start = end

12 end = start + 1

13 end

14 else

15 ‘ end = end + 1

16 end

17 end

18 return K

One advantage of our key frame selection algorithms is that they are simpler than
other key frame selection techniques such as DE-Entropy [34] and K-means [35]. In
fact, the complexity of our three algorithms is O(/N) while the complexity of K-mean
and DE-Entropy are O(N % K % D) and O(G % C * N), respectively. In the above
equations, NV is the number of frames in a video, K and D are the number of clusters
and the number of iterations in K-mean, GG and C' are the number of generations and the
number of individuals in DE-Entropy, respectively. Moreover, our key frame selection
techniques are then used to generate abnormal data for augmenting the training data
of memory-augmented autoencoder. The experimental results show the effectiveness of
our three algorithms in enhancing the accuracy of memory-augmented autoencoder.
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4.2. Memory-augmented autoencoder with key frames

This subsection presents the proposed model for anomaly detection that uses key
frames as pseudo anomalies to supervise the memory-augmented autoencoder. The
proposed model is called Pseudo Anomalies-Memory-augmented autoencoder with
key frames and abbreviated as PAMAE-KF.

Figure 2 describes PAMAE-KF in detail. PAMAE-KF includes two main
components: a Data Generator (DG) and a Memory-augmented autoencoder (MAE).
The DG component aims to generate training data for the MAE component. The
training data includes both the normal frames and the pseudo anomaly ones. The
normal data is drawn directly from the original videos. In other words, input videos
are split into sequences of frames and each training sample includes n consecutive
frames ([, Is, ..., I,,_1, I,,) where the first n — 1 frames (1, Io,...,I,_1) are input to
MAE, and the last frame [, is used as the label, i.e., the target frame. The anomalous
training samples are taken from the key frame list. In other words, one of the three
key frame selection techniques is used to extract the key frames from the original
videos and an anomalous training sample also includes n consecutive key frames,
(K1, K, ..., K,,—1, K,,) in the key frame list.
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Fig. 2. Pseudo Anomalies-Memory-augmented autoencoder with key frames - (PAMAE-KF).

The second component in PAMAE-KF is a memory-augmented autoencoder. That is
similar to the model in [18]. The only difference is that this model is trained on both
normal and pseudo abnormal data while the model in [18] is only trained on the normal
data. During the training, the pseudo abnormal data is selected with the probability p
and the original data is selected with probability (1 — p). Adding the pseudo abnormal
data to the training process of PAMAE-KF helps to leverage its accuracy in detecting
anomalies in videos.
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5. Experimental settings

Datasets: The proposed methods are tested on three well-known datasets:
Ped2 [36], Avenue [37], and ShanghaiTech [38]. These datasets consist of videos
captured by cameras placed at various locations within university campuses. Ped2 and
Avenue datasets are single-scene datasets, comprising videos obtained from a single
camera, while ShanghaiTech dataset is a multi-scene dataset, consisting of videos
captured from multiple cameras. In these three datasets, pedestrians traversing the
campus pathways are considered normal, while the appearance of anomalous objects
such as bicycles, carts, skateboards, or abnormal actions like running, chasing,
fighting, and throwing objects are regarded as abnormal events.

The Ped2 dataset is the smallest and has the simplest context among the three datasets.
Compared to the Ped2 dataset, the Avenue dataset poses greater challenges due to the
higher number of abnormal events, totaling up to 47 events. Moreover, the camera is
shaken and the objects are occluded, complicating the anomaly detection problem. The
ShanghaiTech dataset presents the biggest challenge among the three datasets, not only
due to its large image size and longer duration, but also because it involves images
captured from 13 different cameras, containing a total of 130 distinct abnormal events.

Experimental settings: Three proposed key frame selection techniques, including
KF-TH, KF-MD and KF-NP are used in PAMAE-KF. These models are shortened as
PAMAE-KF-TH, PAMAE-KF-MD and PAMAE-KF-NP, respectively.

In KF-TH, the threshold 7' is selected so that about 70% of frames are selected
into the key frame list. This value is carefully calibrated from the experiments for the
good performance of PAMAE-KF-TH in detecting anomalies. If the rate is too low, the
number of removed frames will be too high leading to losing important information
from the videos. Conversely, if the rate is too high, the number of key frames will
nearly match the number of original frames, rendering the process of generating pseudo
anomalies from the key frames ineffective. All models are implemented in Python using
the PyTorch library, and the experiments are conducted on Nvidia RTX 3060 12GB card.

Most hyper-parameters of PAMAE-KF are kept the same as the parameters in
MNAD [18], except for the ratio « in the anomaly score formula. In MNAD [18], « is
set at 0.4 for all datasets while in our experiments, the values of o for three dataset
Ped2, Avenue, and ShanghaiTech are 0.6, 0.5, and 0.4, respectively. For probability of
using pseudo anomaly data in training, denoted as p, we apply the grid search in
range of [0.001, 0.002, 0.005, 0.01, 0.02]. The best values of p for the three datasets
Ped2, Avenue, and ShanghaiTech are 0.002, 0.002, and 0.01, respectively.

Evaluation metrics: After computing anomaly scores for all frames, the anomaly
threshold value is chosen to determine whether those frames are normal or abnormal.
Based on this, we obtain True Positive Rate (TPR) against False Positive Rate (FPR)
values, resulting in the plotting of the ROC curve. Finally, Area Under the ROC Curve,
abbreviated as AUC, is used to evaluate the accuracy of anomaly detection models on
the test dataset, and the higher AUC values correspond to better performance outcomes.
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6. Results and discussion

This section presents the experimental results and discussion. Four sets of experiments
will be presented and analysed in this section. The first set is to compare different models
with and without memory module. The second one is to compare our best model with
the other models for video anomaly detection. The third set is to compare our key frame
selection techniques with two other popular key frame selection techniques. The last set
is to visualize the prediction results of the proposed model.

6.1. Comparing with the base network architectures

This subsection compares PAMAE-KF with MNAD [18]. MNAD is the memory-
augmented autoencoder for anomaly detection that is the foundation for PAMEA-KF. In
other words, PAMEA-KF is an improvement over MNAD by adding a pseudo anomaly
data generator to MNAD’s input. To compare PAMEA-KF with MNAD, we set up
two experimental sets. The first set uses the memory module in both PAMEA-KF and
MNAD and the second set removes this module from both models. Table 1 presents the
AUC (%) scores of PAMAE-KF and MNAD on the three test datasets.

Table 1. AUC scores of PAMAE-KF and MNAD: boldface indicates better performance than MNAD,
and underlining indicates the best result

Methods Ped2 Avenue ShanghaiTech

A. Without memory

MNAD w/o Mem [18] 94.30 84.50 66.80
PAMAE-KF-TH w/o Mem  96.03 84.53 70.26
PAMAE-KF-MD w/o Mem  97.27 85.10 69.18
PAMAE-KF-NP w/o Mem  97.35 85.58 71.20

B. With memory

MNAD w/ Mem [18] 97.00  88.50 70.50
PAMAE-KF-TH 9791  88.04 71.06
PAMAE-KF-MD 97.65  87.76 70.95
PAMAE-KF-NP 98.21  88.70 71.81

It can be seen in this table that the AUC score of PAMAE-KF is frequently better than
that of MNAD. The AUC values of PAMAE-KF are higher than those of MNAD in most
experiment settings. Particularly, PAMAE-KF-NP consistently achieves the best result
on all three datasets in both settings, i.e., with and without the memory module. For
example, the AUC of PAMAE-KF-NP without the memory module on Ped2, Avenue,
and ShanghaiTech are 97.35%, 85.58%, and 71.20%, respectively, while these values of
MNAD are only 94.30%, 84.50%, and 66.80%, respectively. Similarly, the AUC scores
of PAMAE-KF-NP with the memory module are also higher than those of MNAD by
margins of 1.21%, 0.20%, and 1.31%. These results provide evidence for the usefulness
of the proposed techniques for generating pseudo anomaly data.

Comparing the three proposed key frame selection techniques, table 1 shows that the
KF-NP technique often helps the PAMAE-KF model achieve the best performance, while
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the performance of PAMAE-KF using KF-TH and KF-MD is roughly equal. Specifically,
the AUC scores of PAMAE-KF-MD without the memory module are slightly higher
than those of PAMAE-KF-TH on Ped2 and Avenue datasets. Conversely, when using
the memory module, the AUC score of PAMAE-KF-TH is slightly better than that of
PAMAE-KF-MD.

Overall, the results in this subsection show that using the proposed key frame selection
techniques to generate pseudo anomaly data helps the memory-augmented autoencoder,
i.e., MNAD [18], achieve better performance in detecting anomaly events in videos.

6.2. Comparing with the other methods for video anomaly detection

This subsection compares PAMAE-KF with some recent methods for video
anomaly detection. The best version of PAMAE-KF, ie., PAMAE-KF-NP, is
compared with two classes of video anomaly detection methods. The first class are
memory-augmented methods, including MemAE [13], MNAD [18], and
AMMC-Net [19], while the second class involves data-augmented methods, including
oG [14], LNTRA-Patch [15], FastAno [16], PseudoBound-Repeat,
PseudoBound-Patch, PseudoBound-Fusion and PseudoBound-Noise [4]. Table 2 shows
the AUC (%) scores of PAMAE-KF and the other methods for detecting abnormal
events in video.

Table 2. AUC scores of PAMAE-KF and the other methods

Year Methods Ped2 Avenue ShanghaiTech

A. Memory-augmented methods

2019 MemAE [13] 94.10 83.30 71.20
2020 MNAD [18] 97.0 88.50 70.50
2021 AMMC-Net [19] 96.60 86.60 73.70

B. Data augmented methods

2020 OG [14] 98.10 - -
2021 LNTRA-Patch [15] 94.77 84.91 72.46
2022 FastAno [16] 96.30 85.30 72.20
2023 PseudoBound-Repeat [4] 93.69 81.87 72.58
2023 PseudoBound-Patch [4] 95.33 85.36 72.77
2023 PseudoBound-Fusion [4] 94.16 82.79 71.52
2023 PseudoBound-Noise [4] 97.78 82.11 72.02

PAMAE-KF 98.21 88.70 71.81

It can be observed from table 2 that PAMAE-KF often achieves the highest AUC score
in both classes on two datasets: Ped2 and Avenue. For example, on Ped2, the AUC score
of PAMAE-KF is 98.21%, while the values of AMMC-Net and PseudoBound-Patch are
96.60% and 95.53%, respectively. Similarly, on the Avenue dataset, the AUC score of
PAMAE-KEF is also higher than that of MNAD and PseudoBound-Patch by margins of
0.20% and 3.34%, respectively. In the ShanghaiTech dataset, the result of PAMAE-KF
is not as good as in Ped2 and Avenue. However, the AUC score of PAMAE-KEF is still
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better than that of the two methods in the first class, i.e., MemAE and MNAD, and that
of PseudoBound-Fusion in the second class. Moreover, no data augmented methods can
achieve better results compared to the best memory-based method, AMMC-Net. The
reason could be that the scenarios in the videos of the ShanghaiTech dataset are highly
complicated. Thus, the augmented anomaly data could be mis-predicted as the normal
data. Our future research will further investigate this issue.

6.3. Comparing with the other key frame selection techniques

This subsection compares three proposed key frame selection techniques with two
other popular methods including DE-Entropy and K-means. DE-Entropy leverages the
advantage of evolution through three key operations - mutation, crossover, and
selection - to intelligently identify the most important and representative frames in a
video sequence. Meanwhile, K-means selects key frames as cluster centers of the
clustering process of extracted features of the frames. The results of this experiment
are presented in table 3. In this table, MNAD refers to the base line model, i.e., the
memory-augmented autoencoder [18].

Table 3. AUC scores of PAMAE-KF model with different extracted key frames: boldface indicates better
performance than MNAD, and underlining indicates the best result

Methods Ped2 Avenue ShanghaiTech
MNAD w/ Mem [18] 97.00 88.50 70.50
PAMAE-KF w/ DE-Entropy  96.67 85.30 68.67
PAMAE-KF w/ K-means 97.26 87.27 71.74
PAMAE-KF w/ KF-TH 97.91 88.04 71.06
PAMAE-KF w/ KF-MD 97.65 87.76 70.95
PAMAE-KF w/ KF-NP 98.21 88.70 71.81

Table 3 shows that the AUC scores of PAMAE-KF with key frames extracted by our
three techniques (PAMAE-KF-TH, PAMAE-KF-MD, PAMAE-KF-NP) are higher than
those of PAMAE-KF with DE-Entropy and K-means. For instance, the AUC scores
of PAMAE-KF-NP are higher than those of PAMAE-KF with K-means by margins
of 0.95%, 1.43%, and 0.07% on Ped2, Avenue and ShanghaiTech, respectively, while
the values of PAMAE-KF with DE-Entropy are the lowest among all models. Overall,
the results above prove the superiority of our techniques compared to DE-Entropy or
K-means techniques.

Table 3 also indicates that not all key frame selection techniques can improve the
anomaly detection performance of the model. For example, the AUC scores of the model
with the key frames extracted by the DE-Entropy technique were lower than those of
MNAD across all three datasets. In detail, the AUC of PAMAE-KF with DE-Entropy
on Ped2, Avenue, and ShanghaiTech are 96.67%, 85.30%, and 68.67%, respectively,
while these values of MNAD are only 97.00%, 88.50%, and 70.50%, respectively. On
the contrary, our best proposed technique, PAMAE-KF-NP, improves the accuracy on
all three datasets. For example, the AUC scores of PAMAE-KF-NP are higher than
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those of MNAD on the Ped2, Avenue and ShanghaiTech datasets by margins of 1.21%,
0.20% and 1.31%, respectively.

6.4. Qualitative results

Ground truth Predicted frame MSE map
4 ™
normal
video 02
in Ped2
abnormal
. A
4 ™
video 03
abnormal
in Avenue
L 7
- \
video 01_0051
. . abnormal
in ShanghaiTech

. »

Fig. 3. A visual representation of anomaly detection using the PAMAE-KF-NP method is provided.
Each row represents a video from the Ped2, Avenue, and ShanghaiTech datasets, respectively.
From left to right, the columns display the ground truth (left), predicted frame (middle),
and MSE (Mean Square Error) map (right)

This section analyzes the behavior of PAMAE-KF by visualizing its mean square
error maps and its detection scores when predicting a sequence of frames.

First, the MSE map is calculated by the MSE between an input frame and its
corresponding predicted frame. An example of the MSE map in the three datasets is
presented in figure 3. In this figure, the ground truth is presented on the left, the
predicted frames are presented in the middle, and the MSE maps are on the right. It
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can be seen from this figure that when the abnormal object appears in the frame, its
predicted error is greater than the background. Thus, these abnormal objects can be
detected by the PAMAE-KF models.

Anomaly Scores of video 02 in Ped2
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Fig. 4. The anomaly score plots of three selected videos in three datasets: the pink shaded areas
indicate frames labeled as anomalous, while the blue line represents the anomaly scores of frames
calculated by PAMAE-KF-NP

Secondly, figure 4 displays the anomaly scores of PAMAE-KF for three videos from
the Ped2, Avenue, and ShanghaiTech datasets, respectively. In this figure, the blue line
represents the anomaly scores plotted against the sequence of frames, while the shaded
areas indicate the intervals when abnormal objects appear. It can be observed that when
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an abnormal event occurs in the frame sequence, the anomaly score sharply increases.
Conversely, these scores remain relatively low for normal events. Thus, this score serves
as a good indicator for detecting abnormal events in videos.

7. Conclusion and future work

In this article, we proposed the novel model for anomaly detection based on the key
frame selection techniques and a memory-augmented autoencoder. The proposed model,
shortened as PAMAE-KEF, includes two components: a data generator and a memory-
augmented autoencoder. The data generator generates pseudo anomaly data from the
original videos by using the key frame selection techniques. The memory-augmented
autoencoder is trained in a supervised mode using both the original normal frame and
the pseudo anomaly frames. We evaluated the effectiveness of PAMAE-KF on three
benchmarking datasets: Ped2, Avenue and ShanghaiTech. The experiments show that
PAMAE-KF outperform the base model, i.e., MNAD [18] and some recent methods for
video anomaly detection. Further analysis also helps to understand the performance of
PAMAE-KF.

There are some future research directions arisen from this article. First, the pseudo
anomaly data generated in this work is based on discontinuous motion. In the future, we
aim to generate pseudo anomaly data using other techniques such as patching, masking,
etc. Secondly, it is also possible to use other key frame selection techniques such as
shot-based methods, clustering-based methods and optical flow methods. Last but not
least, we also plan to apply the pseudo anomaly data to other models and test them on
other video anomaly detection datasets to better understand its weaknesses and strengths.
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PHAT HIEN BAT THUONG TRONG VIDEO AP DUNG
BO MA HOA TU PONG PUCQC TANG CUONG BO NHO

BANG LUA CHON KHUNG HINH CHINH
Lé Anh, Nguyén Quang Uy, Chu Thi Huong, Phan Hdi Hong

Tém tit

Trong bai bdo nay, chiing t6i dé xuit mot phuong phdp méi d€ huin luyén mot bd ma
hoa ty dong dudc ting cudng bd nhé theo ché do dudc giam sat bang cach sinh céac video
bt thuong gia dya trén cdc ky thuét lya chon khung hinh chinh. Hau hét céc phIIdng phép
phét hién bat thudng trong video su dung md hinh hoc may dé hoc céc mau cta céac video
binh thudng. Bét ky video ndo c¢é cic mau léch dang ké so v6i cac miu da hoc dudc coi
1a bét thuong. Tuy nhién, viéc phat trién mot mo hinh hoc mdy hiéu qué cho phat hién bat
thIIdng trong video 12 mdt nhiém vu thach thic do su thiéu hut céc bat thuong Cu thé, cic
mau bat thlIdng thuong hiém hon nhiéu va khé thu thap hon so v6i cac mau binh thu‘dng bé
giai quyét van dé nay, trong bai bdo nay, ching t6i dé xut mot phuong phap mdi st dung
ky thuét lya chon khung hinh chinh dé€ tao ra cac gia bt thuong. Cac gia bat thudng dudc
tao ra sau d6 dugc két hop vé6i dit liéu binh thudng dé tao ra tdp du liéu dugc tdng cudng.
Sau do6, bd ma hoa tu dong dugc tang cudng bd nhd duge huan luyén trén céc tap du liéu
dudc tdng cu’dng Ket qua thd nghiém cho thiy rang cac diém s6 AUC ciia gidi phap dé xuat
cao hon cédc diém sb6 AUC cuia kién tric mang co s6 tir 0.20% dén 1.31% trén ca ba tip co
s6 dif liéu dugc biét dén rong ri cho phat hién bat thudng trong video.

Tu khoa

Phat hién bét thudng video, bd ma héa tu dong, bd sinh gia bt thudng, lua chon khung
hinh chinh.
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