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DAMBAOANTOANTHONGTIN
TRONG QUA TRINH CHUYEN DOI SO NGANH TAI CHINH

LE LINH CHI

Thuc té trién khai qud trinh chuyén déi s trong nganh Tai chinh cho thdy, B Tai chinh c6 s6 lugng iing
dung, dich vu céng truc tuyén hoat dong trén hé thong mang khd lon. Diéu nay dén téi nguy co hang
ngay, hang gio phdi déi dién véi vé sé cdc cudc tin céng mang va cdc rii ro mdt an toan, an ninh mang. . .
Do d, viéc ddm bdo an toan théng tin mang, an ninh mang la yéu cdu cdp thiét doi véi Bé Tai chinh hién
nay, trong khi nguén nhdn lu'c lam trong linh vu'c cong nghé théng tin, an ninh mang con han ché.
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INFORMATION SECURITY IN DIGITAL TRANSFORMATION
PROCESS OF THE FINANCIAL SECTOR

Le Linh Chi

The actual implementation of the digital transformation
process in the financial sector shows that the Ministry
of Finance has a large number of online public services
and applications operating on the network. This leads
to the situation that every day, every hour, we are
facing countless cyber-attacks and security risks...
This fact requires imperative information security,
while human resources for information technology
and network security are still limited. To address this
limitation, the Ministry of Finance needs to apply
appropriate measures.
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Két qua dat dugc trong bao dam an toan,
an ninh thong tin mang ctia B6 Tai chinh

Ttr nam 2012 dén nay, Bo Tai chinh da ban hanh
quy dinh vé an toan thong tin mang va lién tuc cap
nhat quy dinh nay theo yéu cau thuc tién, dé c6 cin
c trién khai viéc bao dam an toan thong tin mang.
Vién ban dang co6 hiéu luc thi hanh hién hanh la Quy
ché An toan thong tin mang B Tai chinh ban hanh
theo Quyét dinh s6 201/QD-BTC ngay 12/02/2018,
trén co so trién khai cac van ban quy dinh vé an toan
thong tin mang da duoc ban hanh. Trén co s6 Quy

ché nay, cac don vi thudc Bo Tai chinh da ban hanh
cac quy dinh cu thé 4p dung phu hop véi dac thu
cta ting don vi.

Ttr ndm 2013, cadc don vi cong nghé thong tin
(CNTT) thudc va truc thudc Bo Tai chinh gom: Cuc
Tin hoc va Thdng ké tai chinh, cdc Cuc CNTT truc
thudc Tong cuc Thué, Tong cuc Hai quan, Kho bac
Nha nwdc, Tong cuc Dy trit Nha nude da thanh lap
phong/don vi quan ly an toan thong tin mang, an
ninh mang. B6 phan chuyén trach nay tuy c6 sd
lwong nhan sy rat khiém ton, nhung da duoc cac co
quan ly nha nudc vé linh vuc nay danh gia 1a day dua
hon so v6i nhiéu bg, nganh, dia phuong. Hién nay,
tong s6 can by dwoc giao nhiém vu vé an toan thong
tin mang, an ninh mang cta khéi cac don vi hanh
chinh thudc B Tai chinh, tit cdp Trung wong dén
dia phuong, gobm 23 can b chuyén trach va 228 can
b0 kiém nhiém.

Hang nam, Bo Tai chinh bd tri kinh phi dao tao,
b6i dudng chuyén sdu vé CNTT va an toan, an ninh
mang cho can b CNTT lam viéc tai cac don vi thudc
Bo Tai chinh. Ttr nam 2012 dén nay, da c6 70 khoa
dao tao, boi dudng chuyén sau duoc td chiic, dam
bao cho can bo CNTT cua B Tai chinh ludén duwoc
cap nhat kién thitc méi nhat vé an toan thong tin
mang, an ninh mang; 19 khoa dao tao kién thirc co
ban, nang cao nhan thitc vé an toan théng tin mang,
an ninh mang cho can bo quan ly, can bo nghiép vu.
Day la s luwgng khoa dao tao do Cuc Tin hoc va
Thong ké tai chinh va cac Tong cuc thudc Bo Tai
chinh trién khai.

Cung vdi viéc chu trong dao tao cho can bd lam
cong tac CNTT, cac don vi thudc B Tai chinh da
trang bi cac giai phap ky thuat thiét yéu vé bao dam
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an toan, an ninh mang nhu: Hé thdng phong diét
ma ddc, twong lira mang, phong chéng tan cong,
chéng thu rac. Mot s6 don vi da trang bi cac giai
phap bao vé nang cao nhu: Thiét 1ap tuong lta ting
dung, teong ltta co s& dit liéu, gidm sat an ninh
mang. Mot s& don vi khéc da trién khai cac giai
phap nham tach biét gitta hé thdng mang lam viéc
va hé thdng mang internet, giam thiéu rui ro mat an
toan, an ninh mang cho cac hé thong thong tin d€ cai
dat day du cac ban va 16 hdng bao mat va cac rti ro
khac c6 ngudn goc tir internet. ..

B Tai chinh da ban hanh Quy ché kiém tra ting
dung CNTT tai cac co quan hanh chinh, don vi sy
nghiép ctia Bo Tai chinh (Quy ché dang co hiéu luc
duoc ban hanh theo Quyét dinh s6 298/QD-BTC
ngay 21/2/2020). Trén co s¢ do, hang nam, Cuc Tin
hoc va Thong ké tai chinh t6 chiec kiém tra viéc trién
khai cong tac bao dam an toan thong tin mang tai
cac don vi thudc Bo Tai chinh.

Béi canh an toan théng tin mang,
an ninh mang cuia Viét Nam hién nay

So bé vé tinh hinh mdt an toan, an ninh mang
tai Viét Nam

Theo Ban tin Canh bdo hang tuan cua Trung tam
Giam sat an toan khong gian mang qudc gia thudc
Cuc An toan thong tin (B Thong tin va Truyén
thong), mdi tuan c6 khoang tir hon 100 dén hon 200
cac cudc tan cong thanh cdng vao cac trang, cong
thong tin dién tt cta cac co quan, t6 chic Viét Nam;
bao gém tan cong thay dodi giao dién, tan cong lira
dao, tdn cong cai cam ma doc, chiém quyén diéu
khién hé thong. SO liéu nay chira bao gom cac truong
hop khong duwoc bao cao.

Mdi thang, c6 hang tram 16 hong bao mat ctia cac
thiét bi cong nghé thong tin, phan mém, tham chi la
16 héng bao mat cta chinh thiét bi, phan mém hé
théng bao mat duoc phat hién ma c6 anh hudng toi
cac hé thong thong tin tai Viét Nam. Trong do, nhiéu
16 hong bao mat nghiém trong duoc cong bs ma
chura ¢ ban va d€ ngan chin viéc khai thac cac 16
hong nay.

Céc co quan, td chiic 6 may tinh lam viéc vira
két ndi mang ndi by, vira két ndi internet ¢ rui ro
madt an toan, an ninh mang 1én hon nhiéu so v6i cac
co quan, t6 chirc ¢d chinh sach tach biét gitra mang
lam viéc va truy cap internet. Nhiéu truong hop
may tinh lam viéc ctia can bo st dung hé diéu hanh
cfi, khong durgc cai ban vé 16 hdng bao mat, tham chi
khong duoc cai phan mém phong, diét ma doc. Cac
mdy nay khi truy cap internet dé dang bi nhiém ma
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ddc hodc bi tin tdc ti€p can, bién thanh ban dap dé
ma ddc lan rong, khoan sau vao cac hé thong thong
tin quan trong cuia cac co quan, to chtrc.

Bo Tai chinh cing thuwong xuyén phai doi mat
vOi cac cudce tdn cong mang, trong d6 muc tiéu tdn
cong la cac tng dung, trang, cdng thong tin dién
tlr, may chu va may tinh lam viéc ctia can bo. Vi
tong s6 hon 100 hé thdng tng dung/trang/cong
thong tin dién tk, hon 4.000 may chu va hon
60.000 may tinh lam viéc cta can bo thudc cac don
vi thudc Bo Tai chinh (tir cdp Trung wong dén cdp
huyén), 4p luc cua viéc thyc hién tot cong tac bao
dam an toan, an ninh mang tai Bo Tai chinh la vo
cung 16n.

Bén canh d¢, cac co quan quan ly tai chinh thudc
chinh quyén dia phwong cac cap (S¢ Tai chinh,
Phong Tai chinh — K& hoach) thiéu nhan lwc CNTT
va khong c6 can bd chuyén trach vé an toan, an ninh
mang. Diéu nay vira tao ap luc cho cac co quan
trong viéc bao dam an toan, an ninh mang cho cac
hé thong thong tin quan ly ngan sach va quan ly tai
chinh ctia dia phwong; vira tao ap lwc cho Bo Tai
chinh trong quan ly nha nuwéc ddi véi linh vuyec tai
chinh - ngan sach.

Quy dinh cia phdp ludt vé an toan théng tin mang,
an ninh mang

Trong nhitng ndm qua, Bo Tai chinh da quan
tam trién khai viéc bao dam an toan thong tin, an
ninh mang véi viéc trang bi phan mém phong diét
ma doc va tuong Itra mang. Trong mot thoi gian
dai, BO Tai chinh va cac don vi triec thudc da cha
dong tim tu van va ty nghién ctu, tim kiém cac
giai phap can thiét dé€ bao vé hé thong thong tin,
dit liéu. Tt nam 2017 va 2018, Luat An toan thong
tin mang, Luat An ninh mang va cac van ban quy
dinh chi tiét, hwdng dan cdc Luat nay 1a co s¢ phép
ly quan trong cho viéc bao dam an toan, an ninh
mang cua Bo Tai chinh.

Hé thdng ban ban quy pham phdp luat vé an
toan thong tin mang, an ninh mang dang c6 hiéu lwc
bao gom: Ludt An toan théng tin mang nam 2015;
Luat An ninh mang nam 2018; Nghi dinh s6 85/2016/
ND-CP ngay 01/7/2016 cua Chinh pha vé bao dam
an toan hé thong thong tin theo cap do; Nghi dinh
sO 142/2016/ND-CP ngay 01/7/2016 cua Chinh phu
vé ngdn chan xung dot thong tin trén mang; Nghi
dinh s6 53/2022/ND-CP ngay 15/8/2022 ctua Chinh
phu vé viéc quy dinh chi tiét mot s6 diéu cta Luat
An ninh mang 2018; Quyét dinh s& 05/2017/QD-TTg
ngay 16/3/2017 cta Thu twdng Chinh phtu ban hanh
Quy dinh vé hé thong phuong an ting ctru khan cdp



bao dam an toan thong tin mang qudc gia; Thong tw
s3 20/2017/TT-BTTTT ngay 12/9/2017 ctia Bd Thong
tin va Truyén théng quy dinh vé diéu phdi, tng ctru
si ¢ an toan thong tin mang trén toan qudc; Thong
tw s6 31/2017/TT-BTTTT ngay 15/11/2017 cua Bo
Théng tin va Truyén thong quy dinh hoat dong
giam sat an toan hé thong thong tin; Thong tu s
12/2022/TT-BTTTT ngay 12/8/2022 ctia Bo Thong tin
va Truyén thong quy dinh chi tiét va huéng dan
mot s6 diéu ctia Nghi dinh s6 85/2016/ND-CP ngay
01/7/2016 ctia Chinh phu vé bao dam an toan hé
théng thong tin theo cap do.

Can cit dé xuat, kién nghi caa B Thong tin va
Truyén thong, B6 Cong an, Thu twéng Chinh phu
thuong xuyén cd van ban chi dao cac by, nganh, dia
phuong vé cong tac an toan, an ninh mang. Cac van
ban chi dao quan trong can tiép tuc trién khai, thuc
hién trong thoi gian t6i c6 thé ké téi nhu: Chi thi s6
14/CT-TTg ngay 25/5/2018 cua Tha twdng Chinh phu
vé viéc nang cao nang luc phong, chéng phan mém
ddc hai; Chi thi s6 14/CT-TTg ngay 7/6/2019 ctia Thu
twong Chinh phu vé viéc tang cuong bao dam an
toan, an ninh mang nham cai thién chi s& xép hang
cua Viét Nam; Chi thi s6 02/CT-TTg ngay 26/4/2022
cua Thu tuéng Chinh phu vé phat trién Chinh phu
dién ti huong t6i Chinh phu so, thic ddy chuyén doi
s6 qudc gia; Quyét dinh s6 964/QD-TTg ngay
10/8/2022 cua Thu twdéng Chinh phu vé viéc phé
duyét Chién luwgc An toan, An ninh mang qudc gia,
chu dong ting pho vdi cac thach thiee tir khong gian
mang dén nam 2025, tam nhin 2030...

Nhiing van ban trén cho thdy, hién nay co6 rat
nhiéu quy dinh vé an toan thong tin mang va an
ninh mang phai tuan thu, trong d6 bao gom cac thu
tuc hanh chinh can thuc hién trong cong tac nay.
biéu nay cling gay ra ap lwc nhat dinh déi voi luc
luong chuyén trach vé an toan thong tin mang, an
ninh mang ctia Bo Tai chinh.

Yéu cau dat ra ddi véi cong tac bao dam
an toan, an ninh mang cuia B Tai chinh

Thir nhdt, viéc trién khai cong tac bao dam an
toan, an ninh mang cta Bo Tai chinh phai thurc hién
theo quy dinh ctia phap luat va su chi dao, diéu
hanh cuta cac cp c6 tham quyén. D€ thuc hién tot
ndi dung nay, Bo Tai chinh can chuyén hda cac yéu
cau cua hé théng van ban quy pham phap luat va
cac van ban chi dao, diéu hanh caa cac cdp c6 thadm
quyén thanh cic quy dinh cu thé vé trién khai cong
tac bao dam an toan, an ninh mang tai Bo Tai chinh,
dua vao Quy ché An toan thong tin mang, an ninh
mang B Tai chinh d€ ap dung cho giai doan mdi.

TAI CHINH - Thdng 11/2022 @

Theo quy dinh ctia phap luat hién hanh, “an toan
thong tin mang” va “an ninh mang” 1a hai linh viec
khac nhau. Thuc t€, hai linh vuc nay ¢ nhiéu diém
chung va cé nhiéu ndi dung dan xen. Do d¢, viéc thé
hién mét cach ro rang yéu cau cta tung linh vuc
trong cung mot van ban quy dinh, quy ché'sé ¢ khd
khan nhat dinh.

Thit hai, phan cdp, Gy quyén trién khai cong tac
bao dam an toan, an ninh mang cho cac don vi thudc
B0 Tai chinh mot cach pht hop, vira thuc hién dung
quy dinh cua Nha nudc vé phan dinh cac vai tro
chiu trach nhiém vé cong tac bao dam an toan, an
ninh mang, vira phu hop véi to chittc bd may va
phuong thitc 1am viéc ctia Bo Tai chinh; dong thoi,
t61 wu hoa cdc mabi quan hé trong trao d6i cong viéc,
thu tuc hanh chinh can thuc hién gitta cac don vi
lién quan dén cong tac nay.

Mot s6 don vi su nghiép cong lap thudc Bo Tai
chinh chwa c6 bd phan chuyén trach vé CNTT va
bao dam an toan, an ninh mang. Do d6, viéc phan
cap, uy quyeén vé trach nhiém bao dam an toan, an
ninh mang d6i véi cac don vi nay cling c6 kho khan.

Thir ba, c6 giai phap dé vuot qua kho khan 16n
nhat 1a van dé thiéu hut nhan su lam coéng tac trién
khai ttng dung CNTT va bao dam an toan, an ninh
mang. Pay sé€ la kho khan lau dai, do thi truong
trong nudc hién nay dang rat “khat” nhan luc
chuyén sau vé linh vuc nay, ddc biét trong giai doan
ma ca khéi co quan Nha nude va doanh nghiép déu
trién khai chuyén d6i s6 mot cach manh mé. Hién
twong “chay mau chat xam” tit khéi co quan nha
nudc sang khdi doanh nghiép da dién ra nhiéu nam
thi nay cang trd nén phd bién hon.

Bén canh d6, phuong thitc tuyén dung tai co
quan nha nudc d6i voi nhan sy lam viéc trong linh
viee CNTT chua thye su phu hop. Céc bai thi kién
thirc hanh chinh nha nudc ¢6 tinh thach thirc 16n doi
voi sinh vién CNTT/an toan, an ninh mang, vd hinh
trd thanh mot rao can cho viéc bd sung luc luwgng
nhan sy dang bi thiéu hut tram trong. Nhan su
CNTT va dac biét nhan sw chiu tradch nhiém vé bao
dam an toan thong tin mang, an ninh mang ctia Bo
Tai chinh dang trd nén “gia héa”, tuong lai sé kho
theo kip toc do thay d6i ctia ky thuéat, cong nghé.

Thir tw, lga chon giai phap ky thuat, cong nghé
phtt hop, vira dap tng yéu cau ddt ra vé bao dam an
toan, an ninh mang; dap tng dinh hudéng cua Nha
nudc vé hudng toi st dung cac giai phap do doanh
nghiép noi dia san xuat; dap tng xu huéng madi vé
cong nghé; nhung phai phu hop véi trinh d9, nang
luc ctia nhan s truc tiép quan ly, van hanh cac giai
phap nay.
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Viéc lua chon giai phap ky thuat phu hop
con nham xt 1y tinh hudng: Cac tng dung, hé
thong tin, may cht va mdy tinh lam viéc cua cén
b6 khong c6 du diéu kién dé x 1y cac 10 hong
bao mat ngay khi dwoc phéat hién van cé thé
hoat dong an toan. Vi du: St dung twong Ita
tng dung d& che chan 16 hdng bao mat 16p ting
dung trong thoi gian chwa dugc xtt ly; khong
cho phép két ndi internet truc ti€p d6i voi cac
may tinh st dung hé diéu hanh cfi, khong con
duwoc hd tro ban va 16 hong bao mat... By Tai
chinh c6 nhiéu hé théng tng dung c6 s6 luong
nguoi st dung truy cap hang ngay rat 1én, can
dam bao truy cap st dung 24/7. Cac hoat dong
can thiép vao hé thdng dé v4 16i bao mat c6 thé
gay 18i hodc 1am hé thong ding hoat dong. Do
d6, can ap dung cac bién phap bao vé cac hé
thdng nay trong truong hop khong thé va 15i
bdo mat kip thoi.

Thit ndm, bién cdng tac bao dam an toan thong tin
mang va an ninh mang thanh cong viéc thuong
xuyén, Iong ghép vao cac hoat dong ting dung
CNTT, trién khai chuyén doi s6. D€ giai quyét van
dé nay can bién cac quy dinh chung vé an toan
thong tin mang, an ninh mang cua B Tai chinh
thanh cac quy trinh lam viéc cu thé, 4p dung cho
ting cdng doan trién khai, tng dung, st dung
CNTT; dong thoi, tang cuong dao tao, nang cao
nhan thitc vé an toan thong tin mang, an ninh mang
cho tdt ca can bd, cong chirc, vién chirc, nguoi lao
dong cta Bo Tai chinh c6 st dung may tinh, hé
thong thong tin.

Giai phap bao dam an toan, an ninh mang
cta Bd Tai chinh trong qua trinh chuyén ddi sé

Thuec t€ cho thay, thach thic 16n nhat ctia BO Tai
chinh hién nay trong bao dam an toan thong tin
mang, an ninh mang la thiéu hut nhan su. D€ ting
pho véi tinh hinh nay, Bo Tai chinh can huy dong va
st dung hop ly ngudn nhan su, bao gom nhan su
nodi bd; nhan su o trinh d6 cao tir cac hop dong thué
dich vu CNTT, cdc co quan chuyén mon, chuyén
trach vé an toan thong tin mang, an ninh mang cta
Bo Thong tin va Truyén thong, B6 Cong an, Bo
Qudc phong.

Nhan dién chinh x4c nang lyc cta ddi ngl nhan
s, phan cong trach nhiém hop ly va phéi hop
nhuan nhuyén gitta cac luc lwong nhan sy trong ndi
bd va luc lwong nhan sy bén ngoai trong qua trinh
trién khai bao dam an toan thong tin mang, an ninh
mang la “chia khoa” dé€ trién khai thanh cong
viéc nay.
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Bén canh cac quy trinh da duoc cu thé hda va
phan cong trach nhiém rd rang cho cac bén, bo phan
chuyén trach vé an toan thong tin mang, an ninh
mang cua cac don vi CNTT cua Bo Tai chinh can
hoat dong vira nhu mot “nhac trudng” dé tao sw
phoi hop hai hoa gitra cac luc lwong d€ thuc hién
hiéu qua nhiém vu duoc giao.

B6 Tai chinh la co quan c6 nhiéu don vi chuyén
trach vé CNTT va bao dam an toan théng tin mang,
an ninh mang (Cuc Tin hoc va Thong ké tai chinh,
05 Cuc CNTT truc thudc Téng cuc, cac phong
CNTT thuoc cac doanh nghiép thudc B Tai chinh).
Can b chuyén trach vé bao dam an toan thong tin
mang va an ninh mang cta cac don vi nay c6 thé
thuong xuyén trao d6i, hoc héi kinh nghiém 1an
nhau, rat kinh nghiém trong don vi minh ttr cac
giai phap ky thuat duoc ap dung thanh cong hoac
khong thanh cong tai don vi khac.

Thac ddy trién khai hiéu qua cong tac bao dam
an toan thong tin mang, an ninh mang tai cac co
quan don vi. Can c&t k& hoach kiém tra CNTT hang
ndm dwoc Lanh dao B Tai chinh phé duyét, moi
nam, Cuc Tin hoc va Thong ké tai chinh thuc hién
kiém tra tai mot s6 don vi dwoc lwa chon.

Thong qua hoat dong kiém tra, Cuc Tin hoc va
Thong ké tai chinh gitip cac don vi phét hién cac van
dé con ton tai trong bao dam an toan thong tin
mang, an ninh mang, dé cac don vi c6 giai phap giai
quyét cac ton tai nay. Tuwong tu, cac dot kiém tra cua
B6 Cong an, BO Thong tin va Truyén thong thuc
hién tai B Tai chinh gitp cac don vi thudc Bo ra
soat, danh gia ky lwong hon vé cong tac bao dam an
toan thong tin mang, an ninh mang; rat kinh nghiém
dé thuc hién tot hon cong tac nay.
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