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KINH NGHIEM CUA HAI QUAN CACNUGC
TRONG NG DUNG CONG NGHE KET NOI INTERNET VAN VAT

CAO HUY TAI

Hién nay, trong linh vurc hdi quan, nhiéu nu'éc trén thé gidi da nghién citu va ing dung céng nghé sé,
trong dé cd sit dung céng nghé két néi Internet van vit vao cong tdc qudn Iy hdi quan, coi ddy la mét trong
nhiing gidi phdp quan trong hoan thanh muc tiéu xdy dung Hdi quan sé trong thdi gian tdi. Hién nay, Hdi
quan Viét Nam dang tdp trung thu'c hién chuyén ddi sé, img dung céng nghé théng tin, phdin ddu dén nam
2025 hodn thanh Hdi quan sé, dén ndm 2030 hoan thanh Hdi quan théng minh. Do dd, viéc nghién citu
kinh nghiém trién khai iing dung céng nghé két néi Internet van vit cia Hdi quan cdc nudc rdt cdn thiét

cho Hai quan Viét Nam.

Tir khda: Cong nghé loT, chuyén ddi s6, Hai quan sé

EXPERIENCE OF GLOBAL CUSTOMS IN APPLYING INTERNET
OF THINGS AND IMPLICATIONS FOR VIETNAM

Cao Huy Tai

Currently, in the field of customs, many countries
around the world have been researching and applying
digital technology, including incorporating Internet
of Things (IoT) technology into customs management.
This is considered one of the crucial solutions to achieve
the goal of building a digital customs system in the near
future. At present, Vietnam Customs is focusing on
digital transformation, IT application, aiming to complete
the digital customs system by 2025 and develop smart
customs by 2030. Therefore, researching and learning
from the experiences of other countries in implementing
IoT technology in customs is highly necessary for Vietnam
Customs to accomplish these goals.
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Kinh nghiém ctia hai quan cac nuéc
trong viéc iing dung céng nghé loT

Hai quan Hoa Ky
La mot trong nhitng co quan hai quan phat trién
hang dau trén thé gidi, thoi gian qua, Hai quan Hoa

Ky da day manh ting dung cong nghé két ndi Internet
van vat (IoT) trong cong tac quan ly Hai quan nham
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nang cao hiéu qua quan ly va tao thuan loi thuong
mai. Theo d6, Hai quan Hoa Ky da thanh lap Nhoém
nghién ctu d6i méi thudc Van phong Cao uy Hai
quan, trong do tap trung nghién cttu cac cong nghé
moi, dac biét la cong nghé IoT ting dung trong quan
ly nha nudce vé hai quan véi nhiém vu la nghién ctu,
xac dinh, dé xuat cac giai phap cong nghé moi va
sang tao vao cong tac quan ly hai quan nham bao vé
bién gidi va ngwoi dan hiéu qua hon, an toan hon.
Nhom nghién ctru nay da tap trung nghién ctru nhiéu
ndi dung lién quan dén tng dung cong nghé IoT, do6
la: Nghién ctru vé cac thiét bi cam bién, viéc dam bao
truyén dit liéu tir cac thiét bji cam bién thong qua
nang cao ha tang cong nghé thong tin (CNTT); tng
dung tri tué nhan tao va phan tich thong tin; dong
thoi, dé xuat va trién khai thi diém cac cong nghé maoi
dap tng yéu cau quan ly ctia co quan hai quan va phu
hop véi sy phat trién cua kinh té, xa hoi va doanh
nghiép. Viéc thanh 1ap Nhom nghién ctru d6i moi
thudc Van phong Cao uy Hai quan thé hién su quan
tam rat lon caa Hai quan Hoa Ky d6i véi viéc nghién
cttu va tng dung cong nghe IoT trong cong tac quan
ly nha nuéc vé hai quan. DPay la mot linh vuc moi,
khong chi Hai quan cta cac nude dang phat trién can
nghién ctru va ban than Hai quan Hoa Ky, mot co
quan Hai quan phat trién hang dau trén thé gidi cling
dang ddy manh nghién ctru d€ dwa ra cac giai phap
tng dung mot cach hiéu qua.

Vé tng dung cong nghé IoT, Hai quan Hoa Ky da
stt dung cong nghe IoT trong viéc md rong mang
lwdi cac thiét bi cam ting, sinh trac van tay. Muc tiéu



la cai thién va nang cao y thitc vé viéc st dung dix
liéu san c6 cta co quan hai quan thdng qua st dung
cong két ndi [oT. Dong thoi, nghién ctru IoT d€ hién
dai hoa viéc xtt ly hang hoa tai bién gidi, giam thoi
gian kiém tra hang hod. Cong nghé AI va hoc may
sé nang cao phan tich dix liéu tir cac thiét bi IoT dé
phan tich sau hon nhdm dam bao an ninh bién gidi.

Mot trong nhitng kinh nghiém ma Hai quan Hoa
Ky ting dung cong nghé IoT két hop vdi cong nghé
tri tué nhan tao (Al) la hé thong nhan dién khudn
mat tai san bay. Nam 2011, Hai quan Hoa Ky da
trién khai thit nghiém chwong trinh nhéan dién
khudn mat tai san bay, theo d6 co quan nay da lap
dat hé thong camera nhan dién khudn mat tai tat ca
cac san bay. Nhan dién khudén mat st dung Al dé
xac dinh mot nguoi dua trén ddc diém cua ho. Al la
kha nang nhan dién khudén mat trong mot anh véi
tat ca noi dung nay dam bao quyén riéng tu va tu
do, néu cac thong tin nay duwoc st dung cho muc
dich khac khong phai muc dich quang cdo. Nhan
dién khudn mat dang dwoc sit dung d€ xac dinh tat
ca nhitng nguoi di ra khoi Hoa Ky trén cac chuyén
bay thirong mai nham xac dinh nhitng nguoi cé thoi
gian & My dai hon so véi thoi gian visa cho phép.
Hé thong hoat dong bang céch chup anh cta hanh
khach khi ho dén ctra. Cong nghé Al so sanh anh
cua mot nguoi méi xudt hién voi ho chiéu va visa va
ho co thé biét, néu dé la mot nguoi da duoc khai
bao, néu thoi gian ho & My nhiéu hon thi ho sé danh
ddu trén visa.

Cung voi viéc dau tu trang thiét bi, dac biét la
thiét bi thong minh thi diéu kién tién quyét dé trién
khai va ttng dung cong nghé IoT chinh la dam bao
két n6i mang internet. Trong boi canh do, dé dam
tng yéu cau trién khai cac ing dung cong nghé mdi,
Hai quan Hoa Ky tiép tuc nang cao chédt luong ha
tang cong nghé thong tin (CNTT), dac biét la mang
internet cé do tin cay cao, an toan nh3m dap tng
yéu cau cong viéc cua can bo, cong chirc hai quan.
Theo Hai quan Hoa Ky, cong nghé sé hd tro déc luc
cho can by, cong chitc trong moi hoat dong ctia hai
quan, tir thiét bi soi chiéu tai cang cho dén cac cong
nghé moéi. Dong thoi, Hai quan Hoa Ky ciing sé dau
tw hé thong CNTT tdi nhitng khu vue xa x0i, héo
lanh nhat cta Hoa Ky va nudc ngoai cung voi cac
trang thiét bi dién ttr di dong gop phan lam giau di
liéu. Cac dinh hwéng 16n ma Hai quan Hoa Ky sé
tap trung bao gom: Tié€p tuc hién dai hoa ha tang
CNTT, ttng dung cong nghé ao hoa (cloud) va nang
cao muc d6 on dinh, tin cdy, an ninh, an toan hé
théng CNTT; day manh ting dung manh mé cong
nghé moi, dac biét 1a cong cu vé khai thac, thu thap
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va phan tich dit liéu nham nang cao hiéu qua cong
tac phong chdng budn 1au, gian lan thwong mai; str
dung thuat toan hoc may (machine learning) dé xac
dinh trong diém, tng dung cdng nghé sinh trac dé&
nang cao an ninh xudt nhap canh tai bién gidi.

Hai quan Nhét Ban

La mot trong nhiing co quan phat trién hang dau
trén thé gioi, thoi gian qua, Hai quan Nhat Ban ciing
da day manh nghién cttu va Gng dung cong nghé
IoT trong quan ly hai quan. Cu thé, Hai quan Nhat
Ban dang xem xét ttng dung cong nghé IoT trong
viéc tiép can thong tin vé chudi day chuyén cung
tng, cho phép xtt ly d6i vdi cac bat thuong. Trong
d¢, cac thong tin thu thap dwoc nho cac thiét bi IoT
sé duwoc luu trit va sit dung cho phan tich di liéu
16n. Mot s6 don vi Hai quan Nhat Ban da trién khai
thiét bi kiém tra chup CT cit 16p X-ray. Bén canh d¢,
co quan hai quan Nhat Ban cling dang nghién ctru,
xem xét viéc ing dung cdng nghé thuec t€ ao, vat thé
bay khong nguwoi lai.

Cung voi d6, dé tao thuan loi cho viéc quan ly
hai quan, Hai quan Nhat Ban trién khai hé thong
E-gate tai san bay cho hanh khach két hop voéi st
dung cong nghé Al va Big Data trong soi chiéu hang
hoa va kiém tra sau thong quan, st dung thiét bi
NQR trong kham xét hanh khach, tng dung cong
nghé tng pho vdi su gia tang dot bién cta thuong
mai dién tkt, nop thué dién tir bang thé tin dung;
dong thoi, xay dung hé thdng giai dap thac mac tu
dong, kiém tra hai quan tu dong, tap trung vao cac
cach thitc phdi hop nham thu thap dit liéu hodc thu
thap di liéu tw dong, thich Gtng nhanh véi nhiing
rui ro bién dong va dai dich toan cau. Tuong tu nhu
vay, trong linh vic gidm sat hai quan, Hai quan
Nhat Ban hudng t6i trién khai Cong dién tir (E-Gates)
(Cong khai bao hai quan dién t) voi viéc ti€p tuc so
hoéa to khai vé hanh ly c4 nhan (treéc day yéu cau
ndp ban gidy).

Ngoai ra, bén canh viéc itng dung cong nghé
hién dai thi Hai quan Nhat Ban tiép tuc tién hanh ra
soat quy trinh d€ t6i wu hda quy trinh nghiép vu,
nghién cttu co cau lai nguén nhan lye va ngan sach,
tap trung nhiéu hon vao viéc xt ly to khai xudt,
nhap khiu ngay cang tang 1én do mé rong thuong
mai dién tir va hanh khach du lich dén Nhat Ban.

Hdi quan Trung Quéc

Cung véi xu thé€ ctia Hai quan cac nudc trén thé
gioi, thoi gian qua, Hai quan Trung Qudc ciing ¢
nhitng nghién ctu tim toi d€ ing dung cong nghé
IoT. Trén co so nghién ctru kinh nghiém thanh cong
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ctia hai quan cdc nudc trén thé gidi va thuec tién tai
Trung Qudc, ndm 2019, tai Dién dan hop tac qudc t&
Vanh dai va con duong lan thit 2, lan dau tién, Hai
quan Trung Qudc da dua ra sang kién mdi trong
xay dung Hai quan sd la “Hai quan thong minh,
Bién gidi thong minh va Két ndi thong minh” (goi
tat 1a 3S) nham thich nghi véi sy thay d6i ctia cong
nghé va cac loai hinh thuong mai qudc t€ mdi, cling
nhu nhédm thic ddy thwong mai, bao vé an ninh day
chuyén cung ting va duy tri hé thong thuong mai tu
do qudc t& va kinh t& mé toan cau. Y twdng 3S dugc
bat ngudn tir sy phat trién caa CNTT, trong d6 ¢
tng dung cong nghé IoT. Hai quan Trung (;uf)'c
nhan thtec duoc rang, Hai quan s6 la viéc moi co
quan hai quan tap trung vao viéc ttng dung cac cong
nghé mai dua trén trinh d6 phat trién va yéu cau cu
thé cua don vi va nang cao sy phat trién ctia ca phan
cing va phan mém hé théng nham tu dong hod
hoat dong quan ly hai quan va nang cao hiéu qua.

Dé phat trién cong nghé IoT, Hai quan Trung
Qudc da tap trung phat trién:

- Vé nén tang ha tang, cong nghé: Xay dung va
trién khai ha tang phan mém tng dung va phan
cting dua trén cac cong nghé madi nhu: thong tin dia
ly, nhan dang thong minh, thong tin truy vét nguoén
goc, robots, thiét bi bay khong nguoi 1ai, thuc day
hién dai hod ca hoat dong kiém soat hai quan va
quan ly noi bd va thu hep khoang cach phat trién
gitta cdc co quan hai quan khac nhau trén
toan thé gidi.

- Quan ly hai quan: Tich hop quan ly hai quan
thong minh d6i véi toan bo quy trinh quan ly hai
quan, t6i vu hoa viéc st dung ngudn nhan lyc va tai
san, nang cao hiéu qua quan ly hai quan, t6i wu hoa
kiém soat rui ro ndi bd, giam chi phi hoat dong va
nang cao chudn muc liém chinh hai quan.

- Kiém soat hai quan: Cai thién thu tuc thong
quan hai quan, trién khai cong nghé dit liéu 16n,
nang cao nang luc khai thac, chia sé va sit dung di®
liéu va xay dung nén tang hoat dong hai quan s6 dé€
thuc ddy sw canh bao sém trong viéc kiém soat hoat
dong logistics, nhan dang va phan tich cac rui ro
tiém an, phan tich tin nhiém tong thé va theo doi
nguon goc san pham, nang cao tinh minh bach, tinh
chinh x4c, cong bang va binh déng trong hoat dong
kiém soat hai quan.

Nho tng dung cong nghé IoT, xay dung Hai
quan s0 cua Hai quan Trung Qudc da dat duoc
nhtng két qua tich cuc, cu thé la:

- Trién khai du an kiém tra hai quan thong minh
ti dong tai Hai quan Thuong Hai. Theo d9, thong
qua sy két noi gitta hé thdng CNTT ctia co quan Hai
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quan va hé thong CNTT cua co quan quan ly cang,
cac thong tin chi dan ctia co quan Hai quan da duoc
chuyén dén hé thdng quan ly tu ddng cua co quan
cang. Trén co so do, hé thong tu dong cua co quan
cang lwa chon cac container dé thyc hién soi chiéu
thong qua thiét bi khong xam nhdp. Hinh anh soi
chiéu sé duoc gui thong qua cap quang téi Trung
tam phan tich hinh anh ctia co quan Hai quan cach
vi tri soi chi€u khoang 30 km. Trén co sé tiing dung
cong nghé Al trong phan tich hinh anh, thoi gian
trung binh dé hé théng phan tich 01 hinh anh la 5
gidy. Doi voi cac truong hop khai bdo gian lan, ¢
dau hiéu budn lau, hé thdng co thé ty dong phat
hién va dwa ra canh bao.

- Trién khai dy 4n gidm sat thong minh 5G: Hién
nay, Hai quan Trung Qudc da trién khai thi diém
tng dung 5G trong du an Gidm sat thong minh 5G.
Theo d6, co quan hai quan st dung thiét bi thong
minh dé€ giam sat phuong tién xuyén bién gidi. Viéc
thurc hién gidm sat bang thiét bi thong minh 5G cho
phép nang cao hiéu qua gidm sat hai quan thong
qua céc thiét bi di dong. Nho xay dung giao dién
thong nhat, can b hai quan cd thé thuc hién giam
sat phwong tién van tai theo thoi gian thyc va thuc
hién cac bién phap nghiép vu khac. Trong sang kién
gidm sat thong minh 5G, can bd hai quan con st
dung kinh théng minh va mdy tinh bang 5G cho
phép truy cap co s dir liéu vé thong quan, giam sat,
chdng buodn lau.. va cd thé chiét xuat dir liéu dé
phuc vu cong tac tac nghiép tai hién trueong.

Kinh nghiém cho Hai quan Viét Nam

Tt kinh nghiém trién khai cong nghé IoT cua hai
quan mot s6 nudc trén thé gidi, co thé rat ra mot s6
bai hoc kinh nghiém cho Hai quan Viét Nam trong
viéc tng dung cong nghé IoT trong thoi gian
téi nhu sau:

Thir nhit, xem xét thanh 1lap don vi hodc nhom
nghién ctru vé cong nghé 10T ndi riéng va cong nghé
s0 ndi chung. Viéc ting dung cong nghé IoT phai
phu hop véi diéu kién phat trién kinh t€, yéu cau
quan ly hai quan va kha nang bd tri nguon luc cua
mdi qudc gia. Do viéc tmg dung cong nghé IoT doi
hoi phai c6 nguén vén 16n, vi vay, Hai quan Viét
Nam can tng dung cong nghé IoT mdt cach than
trong va nghién ctru mot cach bai ban dé tranh bi
lang phi ngu6n lyc. Tt kinh nghiém cua hai quan
cac nudc, nhu: Co quan Hai quan Hoa Ky da thanh
lap Nhém nghién ctru d6i méi truee thudce Van phong
Cao uy Hai quan dé€ chuyén nghién cttu ting dung
cong nghé 10T, thiét bi cam bién va cac diéu kién can
thiét dé trién khai cong nghé IoT; Hai quan Nhat



Ban thanh lap Nhom nghién cttu gom cac can bd hai
quan va cac nha nghién cttu thudc cac vién, treong
dai hoc... Hai quan Viét Nam nén xem xét, hoc tap
kinh nghiém cutia cac nudc trén dé€ trién khai thanh
lap don vi chuyén nghién cttu va ttng dung cong
nghé IoT trong hoat dong quan ly hai quan.

Thir hai, lwa chon trang thiét bi cong nghé IoT
pht hop dé€ ting dung. Qua nghién ctru kinh nghiém
trién khai cong nghé IoT cta hai quan cac nudc, cd
thé thay, trén thé gioi co rat nhiéu thiét bi cong nghé
IoT nhung khéng phai hai quan cac nudc déu tng
dung tat ca cac thiét bi cong nghé nay ma ting dung
6 chon loc cdn ¢t yéu cau, vu tién quan ly hai quan
va kha nang ngudn luc. Theo d6, mdi co quan hai
quan thuong chi tng dung mot sd cong nghé IoT,
khong ting dung tran lan cong nghé IoT vi diéu kién
kinh phi khong cho phép, dong thoi yéu cau nghiép
vu ctia mdi co quan hai quan c6 sy khac nhau. Céc
thiét bi IoT chu yéu ma hai quan cac nudc dang st
dung la: May soi tia X hodc may soi CT; may doc ma
vach hodc ma QR; may doc bién s6 xe ti ddong hoéc
camera doc bién s6 xe tu dong; seal dinh vi dién tw;
cac thiét bi khac. Do d6, co quan Hai quan Viét Nam
can nghién cttu lua chon trang thiét bi IoT phu hop
voéi diéu kién va dac thu cta Nganh.

Thit ba, ddy manh nang cap hé thong CNTT,
duong truyén két ndi internet, ha tang CNTT. D&
dam bao ting dung cong nghé IoT, ha tang ky thuat,
dac biét la mang internet c6 vai tro va y nghia rat
quan trong. Nghién cttu kinh nghiém ctia hai quan
cac nudc cho thdy, ho déu day manh dau tu ha tang
ky thuat, mang internet, cu thé: Hai quan Hoa Ky
cung voi viéc dau tu trang thiét bi, ddc biét la thiét
bi thong minh thi diéu kién tién quyét dé trién khai
va ung dung cong nghé IoT chinh 1a dam bao két
ndi mang internet. Do d6, Hai quan Hoa Ky rat cha
trong nang cao chat lwong ha tang CNTT, dac biét la
mang internet c6 do tin cdy cao, an toan nhim dap
tng yéu cau cdng viéc cua can b, cong chirc hai
quan. Ttr kinh nghiém ctia Hai quan Hoa Ky, co
quan Hai quan Viét Nam can xem xét nang cao chat
luong hé thong ha tang CNTT dac biét la mang ludi
internet c6 do tin cdy cao, an toan dé c6 thé ting
dung cong nghé IoT mot cach hiéu qua.

Thir tw, ddy manh phat trién hé sinh thai cong
nghé s6, dé nang cao hiéu qua cong nghé IoT. Viéc
tng dung cong nghé IoT khong chi goép phan nang
cao nang lyc quan ly nha nude ctia co quan hai quan
ma con mang dén mot nguon di liéu 16n cho co
quan Hai quan. Do d6, cung v6i viéc trién khai hiéu
qua cong nghé IoT, kinh nghiém tt hai quan cac
nudc cho thdy, doi hoi phai trién khai hé sinh thai
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cong nghé sd di kem voi cong nghé IoT, do la cong
nghé tri tué nhan tao Al va phan tich dit liéu 16n.
biéu nay da dwoc hai quan cac nudce phat trién déc
biét coi trong, do d6, Hai quan Viét Nam can luu y
khi trién khai tng dung cong nghé IoT trong
teong lai.

Thir nam, bén canh nhiing loi ich ma viéc tng
dung cong nghé IoT mang lai, viéc tng dung cong
nghé IoT tai hai quan mot s& nudce trén thé giodi cling
gap khong it khé khan, vuéng mac nhu: Chi phi d&
trién khai hé thong IoT thuong rét 16n, vi du trién
khai hé thong seal dinh vi dién t¢ doi hoi phai mua
sam seal, xay dung phan mém tng dung, mua sam
may chu, dam bao duong truyén, két ndi mang
internet...; Kho khan trong viéc tich hop véi hé thong
CNTT hai quan, twong thich véi caché thong IoT khac.

Bén canh d6, mét s6 co quan hai quan con thiéu
kién thuc trién khai va thiéu hiéu biét vé cong nghé
IoT, thi€u kinh nghiém thuec t€ va kha nang xt 1y di
liéu phi cdu trtc va kha nang truyén da liéu. Ngoai
ra, nén tang doanh nghiép vé IoT trong nudc ciing
rat quan trong. Tai nhiéu nudc, viéc thiéu cac doi tac
doanh nghiép c6 kinh nghiém st dung cong nghé
IoT dé€ ¢ thé cung cdp cho co quan hai quan ciing la
mot kho khan.

Nhitng khé khén, vieéng méc trong viéc trién
khai ting dung cong nghé IoT ctia hai quan cac nuedc
trén thé gidi sé 1a bai hoc kinh nghiém sau sac cho
Hai quan Viét Nam khi trién khai tng dung cong
nghé nay. Qua do6, co quan Hai quan Viét Nam can
nghién ctru kj ludng nhitng vudng mac va cé nhitng
giai phap phu hop véi tinh hinh thuc té cua
Viét Nam.
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