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The emergence of quantum computing presents a profound challenge and opportunity for information 
technology (IT) audit methodologies and IT security. Quantum computing's potential to break classical 
encryption methods and its promise of exponential computational power necessitate a proactive response. 
This comprehensive review explores the fundamentals of quantum computing, the vulnerabilities of classical 
encryption, the transition to quantum-safe encryption, and the role of IT auditors in navigating this quantum 
landscape. Additionally, we address emerging quantum technologies, ethical considerations, and the 
interplay between quantum computing and IT security. To thrive in the quantum era, organisations are 
advised to plan for quantum-safe transitions, invest in quantum-resistant cryptography, monitor evolving 
regulations, develop quantum-ready workforces, integrate Quantum Key Distribution (QKD), and adopt a 
long-term security strategy. Adapting IT audit methodologies to the quantum era requires a multidisciplinary 
approach, and the recommendations provided here aim to guide organisations in securing their digital assets 
in this transformative quantum-empowered future. 
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1. INTRODUCTION 

In the rapidly evolving landscape of information technology, security and 
data integrity stand as paramount concerns for businesses, governments, 
and individuals alike. As the world becomes increasingly reliant on digital 
infrastructure, the threat landscape has grown in sophistication, pushing 
organisations to adapt and fortify their IT audit methodologies. Amid these 
evolving challenges, quantum computing emerges as a paradigm-shifting 
technology with profound implications for IT security and audit practices 
(Oyewo et al., 2023). 

Information Technology (IT) audit, a critical component of cybersecurity, 
plays a vital role in assessing the effectiveness and integrity of an 
organisation's IT systems and data handling processes (Stoel et al., 2012). 
Traditional IT audit methodologies have been predominantly designed to 
address classical computing environments and the threats associated with 
them (Halpert, 2011). These methodologies, often founded on industry 
standards like ISACA's COBIT framework or the NIST Cybersecurity 
Framework, have proven effective in safeguarding data in classical 
computing environments (Antonucci, 2017; Faizi and Rahman, 2019; 
Matsikidze, 2022; Shackelford et al., 2015). 

However, the advent of quantum computing presents a unique set of 
challenges to the foundations of IT security and audit practices (Perrier, 
2021). Quantum computing harnesses the principles of quantum 
mechanics to perform operations at speeds and efficiencies that classical 
computers can only dream of. This newfound computational power 
threatens the cryptographic algorithms that underpin modern 
cybersecurity, leaving data potentially exposed to quantum attacks 
(Hirvensalo, 2003). Classical encryption techniques, such as RSA and ECC, 

rely on the mathematical complexity of factoring large numbers, a task that 
quantum computers are exponentially more adept at performing 
(Mavroeidis et al., 2018; Yan, 2015). Consequently, a new breed of IT audit 
methodologies and security practices must be devised to withstand the 
disruptive capabilities of quantum computing. 

The primary objective of this research is to conduct a comprehensive 
review of IT audit methodologies in the age of quantum computing. We 
aim to achieve the following specific goals: 

• To examine the vulnerabilities of current IT audit methodologies in the 
context of quantum computing and identify the shortcomings that need 
to be addressed. 

• Investigate the emerging IT audit methodologies and security strategies 
designed to counteract the quantum threats posed by quantum 
computing. 

• Explore the challenges and considerations associated with 
implementing quantum-resistant audit methodologies and 
transitioning from classical to post-quantum security measures. 

• Offer practical recommendations for organisations and IT auditors to 
adapt to the quantum computing era, including suggested best practices 
for data security. 

This research holds profound significance in an era where the digital 
landscape is rapidly transitioning from classical to quantum. As quantum 
computing technology matures, the conventional IT security measures 
that organisations have relied upon for decades are at risk of becoming 
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obsolete. The study's significance lies in its potential to guide 
organisations, governments, and IT professionals to adapt and evolve their 
security and audit practices to withstand quantum threats effectively. 

The findings of this study will not only contribute to the body of knowledge 
in the field of IT audit but also serve as a timely resource for decision-
makers who must navigate the quantum computing era. Moreover, this 
study extends its significance to academia. It offers a foundation for further 
research into quantum-resistant technologies, emerging encryption 
protocols, and the ongoing development of security measures tailored for 
the quantum era. Researchers can use the insights gained from this study 
to advance the understanding of quantum computing's impact on IT audit 
methodologies and to develop more sophisticated and resilient strategies 
for the future. 

2. LITERATURE REVIEW 

The intersection of IT audit methodologies and quantum computing is a 
topic of growing significance in the cybersecurity and information 
technology landscape. To understand the evolving challenges posed by 
quantum computing and the necessary adaptations in IT audit practices, it 
is crucial to delve into the existing literature. This literature review 
provides a comprehensive overview of the current state of IT audit 
methodologies and the implications of quantum computing for data 
security. 

2.1   IT Audit Methodologies 

Effective IT audit methodologies are essential for safeguarding 
organisations against data breaches, unauthorised access, and other cyber 
threats. Traditionally, IT audit practices have been developed to assess the 
robustness of information systems, evaluate compliance with regulatory 
standards, and ensure data integrity (Rahman et al., 2014). Several well-
established frameworks and guidelines serve as the foundation for IT 
audit methodologies. 

2.1.1   ISACA's COBIT Framework 

One of the most widely recognised frameworks is the Control Objectives 
for Information and Related Technologies (COBIT), developed by ISACA 
(Information Systems Audit and Control Association). COBIT offers a 
comprehensive set of best practices and controls for information 
technology governance and management. It provides a structured 
approach for evaluating IT processes, security, and risk management 
(Bernroider and Ivanov, 2011; De Haes et al., 2020; Rubino and Vitolla, 
2014a; 2014b). 

COBIT focuses on domains like a plan and organising, acquiring and 
implementing, delivering and supporting, and monitoring and evaluating. 
Auditors leverage these domains to assess an organisation's IT governance 
and management practices. While COBIT is effective in traditional IT 
environments, its effectiveness in the face of quantum computing threats 
needs to be assessed. 

2.1.2   NIST Cybersecurity Framework 

The National Institute of Standards and Technology (NIST) developed the 
Cybersecurity Framework, another widely used resource for IT auditors. 
This framework guides managing and reducing cybersecurity risk and is 
particularly relevant for organisations dealing with sensitive data. It 
emphasises five key functions: identify, protect, detect, respond, and 
recover (Bozkus and Caliyurt, 2018). 

NIST's framework is based on the principle of risk management, offering a 
flexible approach that can be tailored to an organisation's specific needs 
(Al-Matari et al., 2021). However, as quantum computing gains 
prominence, auditors must reevaluate the framework's effectiveness in 
safeguarding against quantum threats, especially in terms of data 
encryption and decryption processes. 

2.1.3  ISO 27001 and 27002 

The ISO 27001 and 27002 standards, developed by the International 
Organization for Standardization (ISO), provide a systematic approach to 
information security management. ISO 27001 specifies the requirements 
for establishing, implementing, maintaining, and continually improving an 
information security management system, while ISO 27002 offers 
guidelines for implementing these controls effectively (Disterer, 2013; 
Ganji et al., 2019). 

These standards have been widely adopted by organisations seeking to 
enhance their information security posture. Nevertheless, with quantum 

computing's ability to break classical encryption algorithms, the suitability 
of these standards for protecting sensitive information in the quantum era 
is a growing concern. 

2.2   Quantum Computing and Its Implications for IT Audits 

Quantum computing is a revolutionary technology that leverages the 
principles of quantum mechanics to perform computations exponentially 
faster than classical computers. Its potential applications span various 
fields, including optimisation, drug discovery, and complex simulations. 
However, from a cybersecurity standpoint, quantum computing poses a 
disruptive force (Bhat et al., 2022; Preskill, 2023). 

2.2.1   Shor's Algorithm and Quantum Cryptanalysis 

One of the most well-known quantum algorithms, Shor's algorithm, 
threatens the foundation of classical encryption (Nwaokocha, 2020; 
Rosales, 2019). Shor's algorithm can efficiently factor in large numbers, a 
task that classical computers struggle with. This ability makes it a potent 
tool for breaking widely used encryption methods like RSA and ECC. 

RSA (Rivest–Shamir–Adleman) encryption relies on the difficulty of 
factoring the product of two large prime numbers. ECC (Elliptic Curve 
Cryptography) depends on the intractability of the elliptic curve discrete 
logarithm problem. Both these cryptographic techniques are vulnerable to 
quantum attacks, potentially rendering sensitive data exposed to prying 
eyes (Kahanda et al., 2023; Petrenko, 2023). 

2.2.2   Grover's Algorithm 

While Shor's algorithm focuses on factoring large numbers, Grover's 
algorithm offers quantum advantages in searching databases and solving 
unstructured search problems. Grover's algorithm can provide a quadratic 
speedup over classical search algorithms, which could impact password 
cracking and hash collisions. As a result, the security of password-based 
authentication systems, often assessed in IT audits, is at risk in the 
quantum era (Shrivastava et al., 2019). 

2.2.3   Quantum-Safe Cryptography 

In response to the quantum threat, quantum-safe or post-quantum 
cryptography has emerged as a promising area of research. These 
cryptographic techniques aim to provide security against quantum 
attacks. Lattice-based cryptography, code-based cryptography, 
multivariate polynomial cryptography, and hash-based cryptography are 
among the categories of quantum-safe algorithms being explored 
(Balamurugan et al., 2021). 

This shift towards quantum-safe cryptography necessitates a reevaluation 
of IT audit methodologies. Auditors must adapt to assess the effectiveness 
and implementation of these new cryptographic techniques and 
encryption standards, ensuring that organisations are prepared for the 
post-quantum era. 

2.2.4   Quantum Key Distribution (QKD) 

Another promising avenue is QKD, which leverages the principles of 
quantum mechanics to create unbreakable encryption keys (Scarani et al., 
2009). QKD has the potential to enhance data security significantly. IT 
auditors may need to incorporate assessments of QKD implementations to 
evaluate the robustness of key exchange protocols in quantum-secure 
communication. 

2.3  Challenges and Considerations in IT Audits for Quantum 
Computing 

As quantum computing matures and quantum threats become more 
immediate, IT auditors face a series of interconnected challenges and 
considerations. Firstly, the transition from classical to quantum-safe 
security measures is a gradual process, leading organizations to operate in 
hybrid environments, which, in turn, complicates auditing efforts. 
Additionally, the persistence of legacy systems reliant on classical 
encryption necessitates addressing vulnerabilities inherent in these older 
technologies. Furthermore, regulatory bodies and standards 
organizations are actively adapting guidelines for quantum computing, 
necessitating that IT auditors remain up-to-date with evolving standards. 
In this evolving landscape, IT auditors may also find it imperative to 
acquire knowledge and expertise in quantum-safe auditing practices to 
effectively evaluate the security measures in place. Lastly, ensuring the 
interoperability of quantum-safe security measures with existing systems 
and applications is pivotal for a seamless transition to quantum-resistant 
security. 
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One notable gap in the literature is the scarcity of comprehensive studies 
focusing on the development and evaluation of IT audit methodologies 
designed specifically for the quantum computing era. Existing research 
tends to be concentrated on the technical aspects of quantum computing 
or cryptography, with limited attention given to the practical implications 
for IT audit practices. Although there is growing interest in post-quantum 
cryptography, there is a gap in research that examines how these emerging 
cryptographic techniques can be effectively integrated into IT audit 
methodologies. This includes assessing the readiness of organisations to 
implement quantum-safe encryption, as well as the procedures and 
controls needed to audit these technologies. 

The literature does not provide adequate guidance on transitioning from 
classical IT security measures to quantum-safe alternatives. This is a 
critical gap that needs to be addressed, as organisations will need clear 
strategies for upgrading their security infrastructure while minimising 
disruptions during the transition. Existing literature often falls short in 
addressing the regulatory and compliance challenges posed by quantum 
computing. IT audit methodologies are closely tied to regulatory 
requirements, and as quantum-safe approaches become essential, 
research needs to explore how organisations can maintain compliance in 
the face of evolving regulations. 

While QKD is a promising quantum technology for secure communication, 
its integration into IT audit practices has received limited attention. There 
is a gap in the literature regarding the evaluation of QKD implementations 
in audit procedures and assessments of the security it provides. Different 
industries may have unique requirements and challenges when it comes 
to adapting IT audit methodologies to the quantum era. Research should 
explore how these adaptations vary across sectors, such as finance, 
healthcare, and critical infrastructure. Effective IT audit methodologies for 
quantum computing require cross-disciplinary expertise that combines 
quantum technology and cybersecurity knowledge. Research should 
address how auditors can acquire the necessary skills and knowledge for 
this multidisciplinary approach. Lastly, there is a lack of research focusing 
on the awareness and training required for IT auditors and IT 
professionals to understand the implications of quantum computing and 
quantum-safe practices. Bridging this gap is essential to prepare the 
workforce for the quantum era. 

In summary, the literature review reveals the foundational concepts of IT 
audit methodologies and the emerging challenges posed by quantum 
computing. IT auditors have long relied on established frameworks like 
COBIT, NIST, and ISO standards to assess cybersecurity. However, the 
advent of quantum computing, with its capacity to compromise classical 
encryption methods, necessitates a fundamental rethinking of audit 
practices. Quantum-safe cryptography, QKD, and other post-quantum 
security measures present promising avenues for protecting data in the 
quantum era. Adapting to this new reality requires a multidisciplinary 
approach that combines quantum technology expertise with IT audit 
principles.  

3. QUANTUM COMPUTING FUNDAMENTALS

In information technology, where exponential growth and innovation are 
the norms, quantum computing has emerged as a disruptive force poised 
to redefine computational capabilities. This quantum leap in technology 
leverages the profound principles of quantum mechanics to perform 
complex calculations at speeds and efficiencies that classical computers 
can only aspire to achieve. To fully appreciate the impact of quantum 
computing on the IT audit methodologies we discussed earlier, it is 
essential to delve into the fundamentals of this groundbreaking 
technology. 

3.1   The Quantum Mechanics Foundation 

Quantum computing is built upon the foundations of quantum mechanics, 
a branch of physics that was initially developed in the early 20th century 
to describe the behavior of particles at atomic and subatomic scales. 
Quantum mechanics introduces principles that defy classical physics and 
give rise to phenomena that are often regarded as bizarre, yet they serve 
as the bedrock for quantum computing (Peacock, 2007). 

One of the fundamental principles of quantum mechanics is superposition. 
In classical computing, bits exist in either a 0 or 1 state. However, in 
quantum computing, qubits (quantum bits) can exist in multiple states 
simultaneously. This means that a qubit can be in a superposition of 0 and 
1, which allows quantum computers to process multiple calculations in 
parallel, significantly accelerating computational speed (Brassard et al., 
1998; Ekert et al., 2001). 

Another fundamental concept in quantum mechanics is entanglement. 
This phenomenon occurs when two or more particles become correlated 
in such a way that the state of one particle instantly influences the state of 
another, regardless of the distance separating them. Entanglement forms 
the basis of quantum cryptography and plays a crucial role in quantum 
computing. It allows for qubits to be manipulated in unison, enabling the 
creation of quantum circuits that harness entanglement to perform 
complex calculations. 

3.1.1   Quantum Gates and Quantum Circuits 

In classical computing, logical operations are executed through gates such 
as AND, OR, and NOT gates. Quantum computing employs quantum gates 
to manipulate qubits, but these gates operate differently due to the 
principles of superposition and entanglement (Vedral and Plenio, 1998; 
Williams and Williams, 2011). For instance, the NOT gate in classical 
computing flips the state of a bit (from 0 to 1, or vice versa). In quantum 
computing, the quantum NOT gate, known as the X-gate, similarly flips the 
state of a qubit. However, due to the properties of superposition, the X-
gate can affect both 0 and 1 states of a qubit simultaneously (Wong, 2023). 

Quantum circuits are constructed by connecting quantum gates, enabling 
complex quantum operations. They allow for the execution of algorithms 
and computations that would be practically infeasible for classical 
computers. The ability of quantum circuits to process information in 
parallel makes them ideally suited for specific types of problems, such as 
factoring large numbers, searching large databases, and simulating 
quantum systems, all at astonishing speeds. 

3.1.2   Quantum Bits: Qubits 

The fundamental unit of information in quantum computing is the qubit. 
While classical computers use bits to represent information as 0s and 1s, 
qubits are quantum counterparts capable of embodying multiple states 
simultaneously through superposition. This property gives qubits their 
power to perform parallel calculations. 

Qubits can be realised using various physical systems, each with its own 
unique advantages and challenges. Some of the most common qubit 
implementations include: 

a) Superconducting Qubits: These qubits are made from 
superconducting materials and manipulated using microwave pulses. 
They are favored for their relatively low error rates and scalability, 
making them a leading choice for constructing quantum computers 
(Devoret et al., 2004). 

b) Trapped Ion Qubits: Ions trapped in electromagnetic fields serve as 
qubits in this approach. They are known for their long coherence 
times, which are essential for error correction and fault-tolerant 
quantum computing (Tan et al., 2015). 

c) Topological Qubits: Topological qubits, which are still under active 
research and development, promise greater stability and resistance to 
errors due to their unique properties (Santos et al., 2010). 

d) Photonic Qubits: Quantum information can also be carried by photons. 
Photonic qubits offer long-distance entanglement and are particularly 
suitable for quantum communication systems (Nisbet-Jones et al., 
2013). 

e) Spin Qubits: These qubits exploit the spin of electrons or nuclei as the 
basis for quantum information. They are implemented in various 
technologies, including quantum dots and nitrogen-vacancy (NV) 
centers in diamond (Trauzettel et al., 2007). 

It is important to note that qubits are highly sensitive to external 
disturbances, leading to a phenomenon known as "quantum decoherence." 
To overcome this limitation, researchers are actively working on 
developing error correction codes and fault-tolerant quantum computing 
techniques to make quantum computers more reliable. 

3.2   Quantum Algorithms and Quantum Supremacy 

One of the defining features of quantum computing is its potential to solve 
specific problems exponentially faster than classical computers. This 
capability is primarily attributed to quantum algorithms, which are 
tailored to leverage the inherent advantages of quantum mechanics. 
Perhaps the most famous quantum algorithm is Shor's algorithm, 
developed by mathematician Peter Shor in 1994. Shor's algorithm is 
renowned for its ability to factor large numbers into their prime 
components significantly faster than classical algorithms. This poses a 
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substantial threat to classical encryption methods, as many cryptographic 
protocols rely on the difficulty of factoring large numbers for security 
(Ekert and Jozsa, 1996; Ugwuishiwu et al., 2020). 

Another significant quantum algorithm is Grover's algorithm, devised by 
Lov Grover in 1996. Grover's algorithm provides a quadratic speedup in 
searching unsorted databases. It offers advantages in solving search and 
optimisation problems, which have broad applications in various domains, 
including cryptography, database management, and artificial intelligence 
(Mutibara and Refianti, 2010). The term "quantum supremacy" is often 
used to describe the point at which a quantum computer can perform a 
task that is practically impossible for classical computers to achieve within 
a reasonable time frame (Chanu and Kumar, 2021; Markov et al., 2018). In 
2019, Google claimed to have achieved quantum supremacy with its 53-
qubit quantum computer, Sycamore, which solved a specific problem 
faster than the world's most advanced classical supercomputers (Arute et 
al., 2019; Kalai, 2020). However, quantum supremacy does not imply that 
quantum computers can outperform classical computers in all tasks. 
Quantum computing excels in solving particular problems, but for many 
everyday tasks, classical computers remain efficient and practical. 

3.3   Quantum Cryptography: A New Era of Security 

While quantum computing presents a disruptive force, it also offers unique 
opportunities for enhancing data security. Quantum cryptography 
leverages the principles of quantum mechanics to create unbreakable 
encryption keys and secure communication channels. One of the key 
quantum cryptographic protocols is QKD. QKD allows two parties to create 
a secret encryption key that is immune to eavesdropping. This is 
accomplished by exploiting the principle of quantum entanglement. Any 
attempt to intercept or measure the quantum keys would disrupt the 
entanglement, making eavesdropping detectable and the key 
compromised (Rosales, 2019). QKD represents a paradigm shift in data 
security. It offers a level of security that classical cryptographic techniques 
cannot match and has the potential to revolutionise secure communication 
in the quantum era. Consequently, IT audit methodologies need to adapt 
to assess the effectiveness and implementation of quantum-resistant 
cryptographic techniques and encryption standards. 

3.4    The Quantum Computing Arms Race 

The potential impact of quantum computing on IT audit methodologies 
extends beyond its applications in breaking classical encryption. The 
broader IT landscape is witnessing an emerging "quantum computing 
arms race." Governments, multinational corporations, and research 
institutions worldwide are vying for quantum supremacy, pouring 
resources into the development of quantum hardware and quantum 
algorithms (Rosch-Grace and Straub, 2022). 

In this race, nations are striving to attain a strategic advantage in areas like 
cryptography, cybersecurity, and artificial intelligence. Quantum 
computing is not merely a technological milestone; it is a geopolitical and 
economic game-changer. As quantum technologies advance, IT auditors 
will need to consider the evolving cybersecurity landscape and the 
implications for data security, privacy, and regulation. 

3.5   Challenges in Quantum Computing 

The potential of quantum computing is undeniably vast, yet it comes with 
a set of intricate challenges and limitations. First and foremost, the issue 
of quantum decoherence, stemming from qubits' high sensitivity to 
external factors, threatens to disrupt quantum computations (National 
Academies of Sciences and Medicine, 2019). To counter this, error 
correction techniques and the pursuit of fault-tolerant quantum 
computing methods are actively underway. Achieving scalability for large-
scale, error-resistant quantum computers is another formidable challenge, 
with researchers exploring quantum error correction codes and 
innovative qubit technologies. Quantum computing's potential to break 
classical encryption methods necessitates the development and adoption 
of quantum-resistant cryptography to safeguard data security in the 
quantum era. The pursuit of interoperability between emerging quantum 
technologies and existing classical systems and standards presents a 
significant hurdle. Finally, the rise of quantum computing introduces a 
host of novel regulatory and ethical considerations, particularly in the 
realms of quantum encryption and secure communication. 

In the world of information technology, quantum computing represents an 
unprecedented leap in computational capabilities. Grounded in the 
enigmatic principles of quantum mechanics, quantum computing 
harnesses superposition, entanglement, and quantum gates to perform 
complex calculations at speeds that surpass the capabilities of classical 
computers. Quantum algorithms, such as Shor's and Grover's algorithms, 

offer the potential to solve specific problems exponentially faster, 
disrupting classical encryption methods and necessitating the 
development of quantum-resistant cryptography. Quantum cryptography, 
led by QKD, introduces unbreakable encryption keys and secure 
communication channels, revolutionising data security (Kahanda et al., 
2023). 

However, the promise of quantum computing is accompanied by 
challenges, including quantum decoherence, scalability, and 
interoperability. As quantum technologies advance, quantum computing 
is becoming a geopolitical and economic battleground, prompting 
organisations to assess its impact on data security, IT audit methodologies, 
and the broader IT landscape. This overview of quantum computing 
fundamentals provides the foundation necessary to explore the 
implications for IT audit methodologies in the age of quantum computing, 
which will be discussed later in this research. As quantum computing 
continues to evolve, IT professionals, auditors, and policymakers need to 
stay informed and adapt their strategies to ensure the security of digital 
assets in this new quantum era. 

4. QUANTUM COMPUTING'S IMPACT ON IT SECURITY 

In the ever-evolving landscape of information technology, the advent of 
quantum computing presents both immense opportunities and formidable 
challenges. While quantum computing promises unprecedented 
computational power and the ability to solve complex problems at speeds 
unattainable by classical computers, it also poses a significant threat to 
traditional IT security measures. As quantum computing matures, the 
foundation of IT security, which relies on classical encryption and 
cryptographic techniques, is at risk of being upended. In this discussion, 
we will delve into the profound impact of quantum computing on IT 
security and explore the vulnerabilities and opportunities it presents. 

4.1   The Threat to Classical Encryption 

A core challenge posed by quantum computing is its potential to break 
classical encryption methods that have long been the bedrock of data 
security. Classical encryption relies on the complexity of certain 
mathematical problems, such as factoring large numbers or solving the 
discrete logarithm problem, to secure data. Quantum computers, with 
their ability to perform calculations at speeds exponentially faster than 
classical computers, can efficiently solve these mathematical problems 
(National Academies of Sciences and Medicine, 2019). 

The most prominent quantum algorithm that threatens classical 
encryption is Shor's algorithm. Developed by Peter Shor in 1994, this 
algorithm can efficiently factor large numbers and solve the discrete 
logarithm problem. Consequently, cryptographic techniques like RSA 
(Rivest–Shamir–Adleman) and ECC (Elliptic Curve Cryptography), which 
underpin much of today's data security, become vulnerable to quantum 
attacks. For example, RSA encryption relies on the difficulty of factoring 
the product of two large prime numbers. However, Shor's algorithm can 
factor these large numbers in polynomial time, rendering RSA encryption 
insecure in the presence of a sufficiently powerful quantum computer. 

4.2   The Quantum Threat to Current Security Practices 

The implications of quantum computing's ability to undermine classical 
encryption techniques are profound, impacting various aspects of current 
security practices. Firstly, it poses a threat to data privacy as data 
encrypted using classical methods becomes vulnerable to decryption, 
potentially compromising the confidentiality of sensitive information, 
including financial transactions, personal records, and classified 
documents. Additionally, it raises concerns about communication security, 
making it easier for malicious actors to eavesdrop on encrypted 
communications through various channels such as email, messaging apps, 
and virtual private networks, thus undermining secure information 
exchange. 

Moreover, the impact extends to digital signatures, which rely on the 
security of classical cryptographic methods, as quantum computing may 
erode their authenticity and non-repudiation, potentially leading to 
concerns in the digital authentication realm. Furthermore, the security of 
blockchain technology, widely used in various applications, including 
securing transactions, is at risk, as quantum computing could undermine 
the integrity and security of blockchain systems, challenging the 
trustworthiness of distributed ledger technology. Lastly, the national 
security landscape is affected, with classified information and critical 
infrastructure systems potentially being exposed to quantum attacks, 
necessitating the development of quantum-resistant security measures for 
safeguarding sensitive assets and critical national infrastructure. 
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4.3   Emerging Quantum-Safe Cryptography 

In response to the vulnerabilities posed by quantum computing, 
researchers and cryptographers are actively engaged in the development 
of quantum-safe or post-quantum cryptography, which aims to provide 
robust security in the face of quantum attacks and ensure data protection 
in the quantum era. These quantum-safe cryptographic techniques 
encompass several key categories. Lattice-based cryptography, one of the 
leading candidates for quantum-resistant encryption, relies on the 
computational hardness of problems associated with lattices in 
mathematical spaces. This approach is recognised for its ability to 
withstand quantum threats (Khalid et al., 2018). Code-based 
cryptography, another category, employs error-correcting codes to 
establish secure encryption methods, drawing on the challenge of 
decoding linear codes, which is believed to be resilient against quantum 
attacks.  

Multivariate Polynomial Cryptography involves the use of multivariate 
polynomials for encryption, with its security hinging on the intractability 
of solving systems of multivariate polynomial equations. Hash-based 
cryptography leverages hash functions to create secure digital signatures 
and encryption, providing strong security guarantees and establishing 
itself as a post-quantum option (Gheorghiu and Mosca, 2019). Lastly, 
Isogeny-Based Cryptography explores the mathematical properties of 
elliptic curves and their isogenies, making it an area of active research in 
the ongoing pursuit of quantum-resistant cryptography. These categories 
collectively represent a proactive response to the quantum threat, 
ensuring that cryptography evolves to meet the security challenges of the 
quantum era (Veroni, 2023). These quantum-safe cryptographic methods 
aim to replace or augment classical encryption techniques, providing a 
foundation for securing data in the quantum computing era. 

4.4   Transitioning to Quantum-Safe Encryption 

The transition from classical to quantum-safe encryption poses a 
significant and multifaceted challenge for organisations and individuals 
alike. This process entails the adoption of encryption methods and 
algorithms that are believed to be quantum-resistant, encompassing data 
in transit and data at rest. To navigate this transition successfully, 
organisations must prioritise secure key management practices, as 
quantum computers have the potential to compromise encryption keys 
used in the past, necessitating the protection of both historical and new 
data. Data migration becomes a complex undertaking, requiring the re-
encryption of existing data with quantum-safe algorithms. Ensuring 
secure communication channels that are resilient to quantum attacks is 
paramount, with technologies such as QKD offering unbreakable 
encryption keys as a solution. Additionally, organisations must remain 
vigilant about adapting to new regulatory requirements related to 
quantum-safe encryption and data protection. 

In this transformative landscape, education and training are essential 
components of a successful transition. IT professionals, auditors, and 
security personnel must be prepared to understand the principles of 
quantum computing and the implications it holds for data security. 
Equipping these individuals with the necessary knowledge and expertise 
will be crucial in navigating the quantum-safe encryption transition 
effectively and ensuring that data remains protected in the quantum era. 

4.5   Quantum Key Distribution (QKD) 

QKD represents a groundbreaking quantum technology that offers an 
entirely new approach to secure communication. Unlike classical 
encryption, which relies on the computational complexity of mathematical 
problems, QKD leverages the fundamental principles of quantum 
mechanics to create encryption keys that are theoretically unbreakable. 
QKD operates on the principle of quantum entanglement. In a QKD system, 
two parties communicate by sharing entangled particles (typically 
photons). When an eavesdropper attempts to intercept the quantum keys, 
the act of measurement inevitably disturbs the quantum state of the 
particles. This disturbance is detectable, allowing the communicating 
parties to detect and respond to eavesdropping attempts. QKD provides 
the highest level of security achievable in communication, as it guarantees 
that any eavesdropping attempt will be detected, ensuring the privacy and 
integrity of transmitted data (Amer et al., 2021). 

4.6   The Role of IT Auditors 

In the era of quantum computing, IT auditors assume a pivotal role in 
safeguarding data security and helping organisations adapt to this new 
paradigm. Their multifaceted responsibilities encompass various critical 
aspects. Firstly, auditors play a key role in the assessment of an 
organisation's current security practices, scrutinising them for 

vulnerabilities associated with quantum computing. This includes 
evaluating the effectiveness of existing encryption methods and key 
management practices, identifying areas that may require immediate 
attention. Subsequently, auditors provide valuable recommendations for 
the transition to quantum-safe encryption and the preservation of data 
security in the quantum era (Keune and Johnstone, 2012). These 
recommendations might involve advocating the adoption of quantum-
resistant algorithms, secure key management practices, and the 
implementation of technologies like QKD to bolster secure 
communication. 

Furthermore, IT auditors facilitate the dissemination of knowledge and 
awareness within organisations, assisting in educating staff on the 
profound implications of quantum computing for data security and the 
necessary steps for a smooth transition to quantum-safe encryption. They 
are also responsible for staying abreast of emerging regulatory 
requirements related to quantum-safe encryption, ensuring that 
organisations remain in compliance. As quantum technologies continue to 
evolve, auditors perform ongoing monitoring and evaluation of an 
organisation's security practices, enabling them to proactively address 
emerging threats and vulnerabilities, thereby maintaining robust data 
security in the face of an ever-changing technological landscape. 

4.7   Challenges and Future Directions 

While quantum computing brings transformative potential, it also 
presents an array of challenges for IT security. The transition to quantum-
safe encryption is complex and costly, and organisations need to navigate 
the shift carefully. Moreover, the cybersecurity landscape is continually 
evolving, and threats may emerge from advancements in quantum 
technologies themselves. 

The development and standardisation of quantum-safe encryption 
protocols and practices are ongoing. Organisations must remain agile and 
adapt to these emerging solutions as they mature. In the coming years, the 
impact of quantum computing on IT security will continue to be a central 
focus for IT professionals, auditors, and policymakers. Preparing for the 
quantum era requires a combination of technical expertise, regulatory 
compliance, and the integration of quantum-safe encryption methods. 

5. CHALLENGES AND CONSIDERATIONS 

As we navigate the intricate interplay between quantum computing and IT 
security, a myriad of challenges and considerations come to the fore. 
Understanding and addressing these complexities are crucial in preparing 
for the quantum era and adapting IT audit methodologies to ensure robust 
data security. The foremost challenge lies in the implementation of 
quantum-resistant cryptography. Transitioning from classical to 
quantum-safe encryption is a multifaceted endeavor. It involves the 
adoption of new encryption protocols, secure key management practices, 
and the migration of existing data. This transition is not only technically 
complex but also resource-intensive. Organisations need to allocate the 
necessary resources, both in terms of budget and personnel, to ensure a 
smooth transition. 

Many organisations operate legacy systems that rely on classical 
encryption methods. Ensuring compatibility between these legacy 
systems and the new quantum-safe encryption protocols poses a 
substantial challenge. Data migration and system upgrades need to be 
carefully planned and executed to avoid disruptions to critical operations. 
The development and standardisation of quantum-safe encryption 
protocols and practices are still in progress. As quantum computing 
technology advances, the landscape of quantum-safe cryptography 
continues to evolve. Organisations must remain adaptable, prepared to 
pivot to emerging quantum-safe solutions as they mature and are 
endorsed by industry standards. 

Effective key management is essential for data security. Quantum 
computing's sensitivity to external factors introduces a new layer of 
complexity to key management. Quantum decoherence, which can disrupt 
quantum computations, necessitates a reevaluation of key management 
practices. Quantum-safe key management should be resilient to quantum 
attacks while ensuring the confidentiality and integrity of cryptographic 
keys. Secure communication channels are the lifeblood of modern 
organisations. QKD offers an innovative solution to this challenge, 
promising unbreakable encryption keys. However, implementing QKD 
technology and integrating it into existing communication infrastructure 
require careful planning. Quantum-safe communication practices and 
technologies need to be adopted and tailored to the specific needs of 
organisations. Quantum computing's impact on IT security has prompted 
regulatory bodies to reassess and update their requirements. 
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Organisations must stay informed about emerging regulations related to 
quantum-safe encryption and data protection. Complying with these 
evolving regulations is critical to avoid legal and financial repercussions. 

Preparing the IT workforce for the quantum era is a vital consideration. IT 
professionals, auditors, and security personnel need to acquire an 
understanding of quantum computing and its implications for data 
security. Training programs and educational initiatives are essential for 
equipping these professionals with the knowledge and skills required to 
adapt to the quantum shift. Quantum computing is not the sole quantum 
technology affecting IT security. Quantum communication technologies, 
such as QKD, and quantum sensors that enable quantum-based secure 
verification are also in play. Understanding the interplay between these 
quantum technologies and their implications for IT security is critical.  

Quantum computing technology is advancing rapidly, and as it matures, it 
introduces new security challenges. Potential threats may emerge from 
quantum technologies themselves, as malicious actors seek to exploit 
quantum capabilities for nefarious purposes. The IT security community 
must remain vigilant, continuously monitoring and assessing the threat 
landscape. IT auditors play a central role in adapting to the quantum era. 
However, the paradigm shift brought about by quantum computing 
necessitates a new set of skills and expertise in quantum-resistant IT 
auditing. Auditors must acquire the knowledge and capabilities required 
to assess the effectiveness of quantum-safe security measures and 
cryptographic practices (Lovic, 2020). 

While QKD offers unparalleled security for communication, integrating 
this technology into existing infrastructure can be challenging. 
Organisations need to carefully plan the deployment of QKD solutions and 
ensure they are compatible with current systems, applications, and 
network architecture. During the transition from classical to quantum-safe 
security measures, many organisations will operate in hybrid IT security 
environments. This period of coexistence poses specific challenges, as 
auditors must assess and ensure the security of both classical and 
quantum-safe systems simultaneously. The transition to quantum-safe 
encryption and the adoption of quantum technologies, such as QKD, 
require financial investments. Organisations must allocate resources for 
technology acquisition, training, and security enhancements. Balancing 
these costs with the benefits of improved security is a critical 
consideration. IT auditors will require specialised tools and software to 
effectively evaluate quantum-safe security measures. The development 
and availability of these tools are pivotal for ensuring the adequacy and 
accuracy of IT audits in the quantum era. 

The transformative potential of quantum computing raises ethical 
considerations. Privacy, data ownership, and the responsible use of 
quantum technologies are areas of concern. As IT auditors evaluate the 
security of quantum systems, ethical considerations must be integrated 
into the audit process. IT security strategies must extend beyond 
immediate quantum-resistance measures. A long-term security strategy 
should encompass quantum readiness, addressing the evolving 
cybersecurity landscape in the presence of quantum technologies. The 
ongoing research and development in quantum technologies make the IT 
security landscape dynamic. As quantum technologies advance, IT 
auditors and security professionals must stay abreast of the latest 
developments and adapt their practices accordingly. Adapting IT audit 
methodologies to the quantum era necessitates multidisciplinary 
expertise. Auditors need to bridge the gap between quantum technology 
and cybersecurity, effectively combining knowledge from both fields. 

6. CONCLUSION

The advent of quantum computing presents a revolutionary paradigm 

shift in the world of information technology. The promise of unparalleled 

computational power and the potential to solve complex problems at 

speeds previously unimaginable has generated considerable excitement. 

However, this quantum leap in technology also poses a significant 

challenge to the foundation of IT security, which relies on classical 

encryption and cryptographic techniques. The vulnerability of classical 

encryption to quantum attacks, primarily through Shor's algorithm, 

necessitates a proactive and strategic response to maintain data security 

in the quantum era. 

In the preceding sections, we have comprehensively reviewed the 

implications of quantum computing on IT audit methodologies and IT 

security. We explored the fundamentals of quantum computing, quantum 

algorithms, quantum-resistant cryptography, the challenges of 

transitioning to quantum-safe encryption, and the role of IT auditors in 

adapting to this transformative landscape. The emerging quantum 

technologies and their interplay with IT security, as well as the ethical 

considerations of the quantum era, were discussed in detail. Quantum 

computing's impact on IT security cannot be overstated. The potential to 

break classical encryption methods necessitates a swift and strategic 

response from organisations across various sectors. As quantum 

computing technology continues to advance, the time to act is now. 

RECOMMENDATIONS 

Organisations must take a proactive approach to navigate the challenges 

presented by the quantum computing era. Firstly, a well-structured 

quantum-safe transition plan is imperative, involving the identification of 

critical data and systems, the assessment of their encryption methods, and 

a phased approach to transitioning to quantum-resistant cryptography. 

This approach minimises the risks associated with the quantum threat. 

Secondly, organisations should allocate resources for research and 

investment in quantum-resistant cryptographic solutions, collaborating 

with cryptographic experts and researchers to identify the most suitable 

quantum-safe encryption methods for their specific use cases. 

To ensure compliance and readiness, organisations should establish a 

dedicated regulatory compliance team that stays informed about evolving 

regulations and compliance standards related to quantum-safe encryption 

and data protection. Moreover, building a quantum-ready workforce is 

essential, achieved through comprehensive training and education for IT 

professionals, auditors, and security personnel on the implications of 

quantum computing for data security. Furthermore, evaluating the 

integration of QKD technology into communication infrastructure is 

crucial, ensuring it aligns with an organisation's existing systems and 

network architecture. During the transitional phase, organisations will 

operate in hybrid security environments, necessitating concurrent 

assessment and security measures for both classical and quantum-safe 

systems. Developing a long-term security strategy that considers quantum 

readiness and adapts to the ever-changing cybersecurity landscape in the 

presence of quantum technologies is essential. Ethical considerations, 

such as privacy, data ownership, and responsible use of quantum 

technologies, must be integrated into the audit process to maintain ethical 

integrity. 

To meet these challenges, IT auditors and security professionals must stay 

informed about the latest developments in quantum technologies, 

emphasising the need for ongoing research and development. Cross-

disciplinary expertise is vital in adapting IT audit methodologies to the 

quantum era, with auditors seeking training and collaboration 

opportunities that bridge quantum technology and cybersecurity 

knowledge. Organisations should foster a culture of security awareness 

and responsibility among employees, recognising that an educated 

workforce is a critical line of defence against emerging threats in the 

quantum era. Lastly, continuous monitoring and evaluation of an 

organisation's security practices are paramount, with auditors actively 

assessing and responding to emerging threats and vulnerabilities in the 

rapidly evolving quantum computing landscape. 

REFERENCES 

Al-Matari, O.M., Helal, I.M., Mazen, S.A., and Elhennawy, S., 2021. Integrated 
framework for cybersecurity auditing. Information Security Journal: A 
Global Perspective, 30 (4), Pp. 189-204.  

Amer, O., Garg, V., and Krawec, W.O., 2021. An introduction to practical 
quantum key distribution. IEEE Aerospace and Electronic Systems 
Magazine, 36 (3), Pp. 30-55.  

Antonucci, D., 2017. The cyber risk handbook: Creating and measuring 
effective cybersecurity capabilities: John Wiley & Sons. 

Arute, F., Arya, K., Babbush, R., Bacon, D., Bardin, J.C., Barends, R., Buell, 
D.A., 2019. Quantum supremacy using a programmable 
superconducting processor. Nature, 574 (7779), Pp. 505-510. 

Balamurugan, C., Singh, K., Ganesan, G., and Rajarajan, M., 2021. Post-
quantum and code-based cryptography—some prospective research 
directions. Cryptography, 5 (4), Pp. 38.  

Bernroider, E.W., and Ivanov, M., 2011. IT project management control and 
the Control Objectives for IT and related Technology (CobiT) 



Journal of Technology & Innovation (JTIN) 3(2) (2023) 85-92 

Cite The Article: Ololade Gilbert Fakeyede, Evelyn Chinedu Okeleke, Patrick Azuka Okeleke, Olubukola Rhoda Adaramodu (2023). A Comprehensive  
Review of IT Audit Methodologies in The Age of Quantum Computing. Journal of Technology & Innovation, 3(2): 85-92. 

framework. International Journal of Project Management, 29 (3), Pp. 
325-336. 

Bhat, H.A., Khanday, F.A., Kaushik, B.K., Bashir, F., and Shah, K.A., 2022. 
Quantum computing: fundamentals, implementations and 
applications. IEEE Open Journal of Nanotechnology, 3, Pp. 61-77.  

Bozkus, K.S., and Caliyurt, K., 2018. Cyber security assurance process from 
the internal audit perspective. Managerial Auditing Journal, 33 (4), Pp. 
360-376. 

Brassard, G., Chuang, I., Lloyd, S., and Monroe, C., 1998. Quantum 
computing. Proceedings of the National Academy of Sciences, 95 (19), 
Pp. 11032-11033.  

Chanu, A.M., and Kumar, V., 2021. Quantum Supremacy: How far along are 
we on the journey? Paper presented at the 2021 Asian Conference on 
Innovation in Technology (ASIANCON). 

De Haes, S., Van Grembergen, W., Joshi, A., Huygh, T., De Haes, S., Van 
Grembergen, W., . Huygh, T., 2020. COBIT as a Framework for 
Enterprise Governance of IT. Enterprise Governance of Information 
Technology: Achieving Alignment and Value in Digital Organizations, 
Pp. 125-162.  

Devoret, M.H., Wallraff, A., and Martinis, J.M., 2004. Superconducting 
qubits: A short review. arXiv preprint cond-mat/0411174.  

Disterer, G., 2013. ISO/IEC 27000, 27001 and 27002 for information 
security management. Journal of Information Security, 4 (2).  

Ekert, A., Hayden, P., and Inamori, H., 2001. Basic concepts in quantum 
computation. Paper presented at the Coherent atomic matter waves: 
27 July–27 August 1999. 

Ekert, A., and Jozsa, R., 1996. Quantum computation and Shor's factoring 
algorithm. Reviews of modern physics, 68 (3), Pp. 733.  

Faizi, S.M., and Rahman, S.S., 2019. Securing cloud computing through IT 
governance. Available at SSRN 3360869.  

Ganji, D., Kalloniatis, C., Mouratidis, H., and Gheytassi, S.M., 2019. 
Approaches to develop and implement iso/iec 27001 standard-
information security management systems: A systematic literature 
review. International Journal on Advances in Software, 12 (3).  

Gheorghiu, V., and Mosca, M., 2019. Benchmarking the quantum 
cryptanalysis of symmetric, public-key and hash-based cryptographic 
schemes. arXiv preprint arXiv:1902.02332.  

Halpert, B., 2011. Auditing cloud computing: a security and privacy guide 
(Vol. 21): John Wiley & Sons. 

Hirvensalo, M., 2003. Quantum computing: Springer Science & Business 
Media. 

Kahanda, G., Patel, V., Parikh, M., Ippolito, M., Solanki, M., and Ahmed, S., 
2023. The Future Era of Quantum Computing. Paper presented at the 
Cybersecurity in the Age of Smart Societies: Proceedings of the 14th 
International Conference on Global Security, Safety and Sustainability, 
London. 

Kalai, G., 2020. The Argument against Quantum Computers, the Quantum 
Laws of Nature, and Google's Supremacy Claims. arXiv preprint 
arXiv:2008.05188.  

Keune, M.B., and Johnstone, K.M., 2012. Materiality judgments and the 
resolution of detected misstatements: The role of managers, auditors, 
and audit committees. The Accounting Review, 87 (5), Pp. 1641-1677.  

Khalid, A., Oder, T., Valencia, F., O'Neill, M., Güneysu, T., and Regazzoni, F., 
2018. Physical protection of lattice-based cryptography: Challenges 
and solutions. Paper presented at the Proceedings of the 2018 on 
Great Lakes Symposium on VLSI. 

Lovic, V., 2020. Quantum key distribution: Advantages, challenges and 
policy.  

Markov, I.L., Fatima, A., Isakov, S.V., and Boixo, S., 2018. Quantum 
supremacy is both closer and farther than it appears. arXiv preprint 
arXiv:1807.10749.  

Matsikidze, H., 2022. A proposed framework that enhances the quality of 
cyber security audits. Faculty of Commerce,  

Mavroeidis, V., Vishi, K., Zych, M.D., and Jøsang, A., 2018. The impact of 
quantum computing on present cryptography. arXiv preprint 
arXiv:1804.00200.  

Mutibara, A., and Refianti, R., 2010. Simulation of Grover algorithm 
Quantum search in a Classical Computer. International Journal of 
computer Scince and Information security, 8 (9).  

National Academies of Sciences, E., and Medicine. 2019. Quantum 
computing: progress and prospects.  

Nisbet-Jones, P.B., Dilley, J., Holleczek, A., Barter, O., and Kuhn, A., 2013. 
Photonic qubits, qutrits and ququads accurately prepared and 
delivered on demand. New Journal of Physics, 15 (5), Pp. 053007.  

Nwaokocha, B.T.M., 2020. Shor's Algorithm in Quantum Cryptography. 

Oyewo, B., Obanor, A., and Iwuanyanwu, C., 2023. Determinants of the 
adoption of big data analytics in business consulting service: a survey 
of multinational and indigenous consulting firms. Transnational 
Corporations Review, Pp. 1-20. 

Peacock, K.A., 2007. The quantum revolution: a historical perspective: 
Bloomsbury Publishing USA. 

Perrier, E., 2021. Ethical quantum computing: A roadmap. arXiv preprint 
arXiv:2102.00759.  

Petrenko, A., 2023. Applied Quantum Cryptanalysis: CRC Press. 

Preskill, J., 2023. Quantum computing 40 years later. In Feynman Lectures 
on Computation (pp. 193-244): CRC Press. 

Rahman, A.A.B.L.A., Al-Nemrat, A., and Preston, D., 2014. Sustainability in 
information systems auditing. European Scientific Journal.  

Rosales, M., 2019. Quantum computing and the threat to classical 
encryption methods. Utica College,  

Rosch-Grace, D., and Straub, J., 2022. Analysis of the likelihood of quantum 
computing proliferation. Technology in Society, 68, Pp. 101880.  

Rubino, M., and Vitolla, F., 2014a. Internal control over financial reporting: 
opportunities using the COBIT framework. Managerial Auditing 
Journal, 29 (8), Pp. 736-771.  

Rubino, M., and Vitolla, F., 2014b. IT governance, Risk Management and 
Internal Control System: the role of the COBIT framework. Paper 
presented at the International OFEL Conference on Governance, 
Management and Entrepreneurship. 

Santos, L., Ryu, S., Chamon, C., and Mudry, C., 2010. Topological qubits in 
graphenelike systems. Physical Review B, 82 (16), Pp. 165101.  

Scarani, V., Bechmann-Pasquinucci, H., Cerf, N.J., Dušek, M., Lütkenhaus, N., 
and Peev, M., 2009. The security of practical quantum key distribution. 
Reviews of modern physics, 81 (3), Pp. 1301.  

Shackelford, S.J., Proia, A.A., Martell, B., and Craig, A.N., 2015. Toward a 
global cybersecurity standard of care: Exploring the implications of 
the 2014 NIST cybersecurity framework on shaping reasonable 
national and international cybersecurity practices. Tex. Int'l LJ, 50, Pp. 
305.  

Shrivastava, P., Soni, K.K., and Rasool, A., 2019. Evolution of Quantum 
Computing Based on Grover's Search Algorithm. Paper presented at 
the 2019 10th International Conference on Computing, 
Communication and Networking Technologies (ICCCNT). 

Stoel, D., Havelka, D., and Merhout, J.W., 2012. An analysis of attributes that 
impact information technology audit quality: A study of IT and 



Journal of Technology & Innovation (JTIN) 3(2) (2023) 85-92 

Cite The Article: Ololade Gilbert Fakeyede, Evelyn Chinedu Okeleke, Patrick Azuka Okeleke, Olubukola Rhoda Adaramodu (2023). A Comprehensive  
Review of IT Audit Methodologies in The Age of Quantum Computing. Journal of Technology & Innovation, 3(2): 85-92. 

financial audit practitioners. International Journal of Accounting 
Information Systems, 13 (1), Pp. 60-79.  

Tan, T.R., Gaebler, J.P., Lin, Y., Wan, Y., Bowler, R., Leibfried, D., and 
Wineland, D.J., 2015. Multi-element logic gates for trapped-ion qubits. 
Nature, 528 (7582), Pp. 380-383.  

Trauzettel, B., Bulaev, D.V., Loss, D., and Burkard, G., 2007. Spin qubits in 
graphene quantum dots. Nature Physics, 3 (3), Pp. 192-196.  

Ugwuishiwu, C., Orji, U., Ugwu, C., and Asogwa, C., 2020. An overview of 
quantum cryptography and shor’s algorithm. Int. J. Adv. Trends 
Comput. Sci. Eng, 9 (5).  

Vedral, V., and Plenio, M.B., 1998. Basics of quantum computation. 
Progress in quantum electronics, 22 (1), Pp. 1-39.  

Veroni, M., 2023. A study on tighter and more efficient isogeny-based 
cryptographic protocols.  

Williams, C.P., and Williams, C.P., 2011. Quantum gates. Explorations in 
Quantum Computing, Pp. 51-122.  

Wong, H.Y., 2023. Quantum Gate Introduction: NOT and CNOT Gates. In 
Introduction to Quantum Computing: From a Layperson to a 
Programmer in 30 Steps, pp. 133-141: Springer. 

Yan, S.Y., 2015. Quantum computational number theory: Springer. 


