TiNH HINH AN NINH THONG TIN G VIET NAM VA SU TIEP CAN
ISO/IEC 27001 - HE THONG QUAN LY AN NINH THONG TIN (ISMS)

a0 vé thong tin va dir ligu 12 mot trong
nhimg vin dé quan trong nhit cla cac
mang thong tin trong thoi dai Internet,
dic biét voi sy phat trién cua cong nghé, ngay
cang c6 nhiéu cach két ndi, nhiéu phuong thic
trao d6i tr xa st dung cong nghé di dong va
khong day. Yéu cau quéan ly va tudn thu cac
nguyén tic, cong nghé, gidi phap chudn déi voi
cic mang ngly cang phai chit ché hon. C6 thé
n6i chua bao gid mirc d6 rui ro 1ién quan dén an
ninh thong tin trén cic mang lai tré thanh van
dé birc xuc nhw hién nay. )
 Tai Viét Nam, theo s6 liéu thdng ké cla
Trung tdm An ninh mang BKIS (Bach Khoa
Internetwork Security Center), trung tam hang
dau tai Viét Nam vé nghién ciu va trién khai
céac giai phap vé an ninh mang, chi riéng trong
nim 2007 s6 mdy tinh bi nhiém vius
14 33.646.000 may; s6 dong virus moi xudt hién
12 6.752; s6 website bi hacker (tin tic) trong
nwéc tin ¢ong 1a 118 bi tin tic nuwdc ngoai tdn
cong 1a 224 (tdng cong- 342 websites); s6
website dwoc BKIS phat hién c6 16 hdng 12 140.
Con s8 nay c6 xu hudng ngay cang ting,
chdng han nhu: chi riéng thang 6/2008 da
c6 2.675 dong virus méi; 5.462.000 may tinh bi
nhiém virus; 59 website bi tin cong; 30 website
c6 16 héng (chu yéu la cta cac co quan vién
thong, ngan hang, chung khoan); dén
thang 7/2008 co 3.060 dong virus mdéi
va 5.183.000 may tinh bj nhiém virus; 75 website
bi tidn cong (da phan 14 ciia cac corquan nha nude).
Nhimg nguyén nhan chi yéu 1am cho mang
bi xam nhap 1a: 1) Nhan thic vé an ninh thong
tin chua t6t treng d6i ngii can bd (tr quan ly
dén thira hanh); 2) Thi€u dau tv cho an ninh
-thdng tin; 3) Hé thong khong dwoc thiét ké tot
mdt cach tong thé; 4) Thiéu cac chinh sich va
bién phap quan ly an ninh thong tin.
Nhimg hinh thtc ma tin tic thuong s dung
dé xam nhap mang 1a: m4t/16 mat khau; Itra 4o
truc tuyén; tdn cong tir chéi dich vu; thu rac;
ma doc; 16 héng hé thong.

C6 nhiéu gidi phap dé dam bio an
ninh mang, trong d6 viéc dp dung
ISO/IEC 27001 - Hé théng Quan Iy an ninh
thong tin (ISMS - Information Security
Management System) 12 mot giai phap téng
thé, @i va dang duoc nhiéu quéc gia dic biét
chu trong.

Nhimg loi ich khi 4p dung ISO/IEC 27001:

- Tiéu chudn dugc thé giéi cong nhan 1a ¢b
ning lyc quan ly; 1a tiéu chi co ban cho kinh
doanh thwong mai dién tir, hé théng co thé phuc
héi nhanh sau thdm hoa; 1a chuin so sanh cia
nganh/linh vyc;

- Xay duyng duoc co ché an ninh thong tin,
quy trinh thyc hién t0t nhit va chi phi cé hiéu
qua d6i véi hé thdng quén ly an ninh théng tin;
nhin manh viéc dam bao chat leong va chimg
t0 12 mot hé thong quan ly an ninh thong tin
thich hop & trinh d6 cao;

- Bing chimg cla viéc quan tam dén khach
hang/ngudi dung; ting cudong dap ung yéu cau
d6i vai timg ca nhin va tudn thi luat bao vé bi
mat doi tw; chu trong yéu td long tin va sy tin
cay bén trong va ngoai doanh nghiép/té churc;
dap Ung yéu cau tuong lai cia khach hang, cac
bén va cac d6i tac, tic 1a dap vmg cac yéu cau
vé an ninh cua khach hang/ngudi dung; thu hut
khach hang mdi;

- Duy tri 4n tuong t6t vé doanh nghiép/to
chue; duy tri duge tinh canh tranh.

10 budc ap dung ISO/IEC 27001:

1. Xac dinh pham vi cua Hé thong Quan ly
an ninh théng tin (ISMS);

2. Xac dinh chinh sach an ninh thong tin;

3. Phan loai tai san thong tin;

4. Xéc dinh phuong phap luan déanh gi4 rdi
10;

5. Tién hanh danh gia rdi ro;

6. Xac dinh viéc chip nhén rii ro dua trén
nguodn lyc cla to chic;
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7. Xac dinh viéc chdp nhan rui ro va nhimg
diém ton tai;

8. Thuc hién va quan ly cac diém kiém soat
da lya chon;

9. Hoan chinh ké hoach duy tri va phat trién;

10. Chuén bi tuyén bd vé tinh kha dung.

10 yéu to dé ap dung thanh céng:

1. Co chinh sach an ninh thong tin, myc tiéu
vd cac hoat dong phan anh muc dich hoat
d6ng/kinh doanh;

2. Xac lap xu hudng va khuon kho thuc
hién, duy tri, kiém soat va cai tién an ninh
thong tin phu hop véi van hoa cia to chiic;

3. Hd tro cu thé va cam két tie tit ca cac cdp
quan ly;

4. Théong hiéu cc yéu cau an ninh thong tin,
danh gia rii ro va quan ly rii ro;

5. Marketing c6 hiéu qua vé an ninh thong
tin tdi tit ca cac nha quan ly, nhin vién cac bén
khac (dé€ ho nhan thic duge van dé);

6. Chi dao chinh sach va tiéu chudn vé an
ninh thong tin t6i tit ca cic nha quan ly, nhan
vién va cac bén khac;

7. Cdp quy/kinh phi cho cac hoat ddng quan
ly an ninh thong tin;

8. Cung cdp kién thirc, dao tao va gido duc
thich hop;

9. Xay dung quy trinh quan ly sw ¢ an ninh
thong tin;

10. Xay dung hé thong danh gia sat thuc
hoat dong.

Hién tai, Nhat Ban 1a qudéc gia dimg dau
trong viéc ap dung tiéu chuan ISO/IEC 27001
véi 2668 co quan/td chic da duoc cap chimg
nhan, tiép do 14 An Do- 381 va Anh- 347.
Trung Quoc méi chi c6 100 va My- 73 1a
nhimg nudc dang bit ddu ap dung manh me ISO
nay o

O Viét Nam, dn nay méi chi c6 4 don vi
tw van va chung nhin ISO/IEC 27001, d¢6 la:
BVC - Bureau Veritas Certification, TUV
Rheinland Vietnam, TUV NORD va TUV
SUD. S& don vi duoc chimg nhén cing chua
dén 10, d6 la: FCG Vietnam (CSC), FPT IS,
CMC Soft Co., Ltd, GHP FarEAST, ISB Cor-

¢ty = Trao doi

poration Vietnam,... tic 1a cac cong ty hoat
dong trong linh vuc cong nghé thong tin hodc
cong ty c6 von diu tr cla nudc ngoai. Ngoai
ra, c6 3 cong ty dang trong qua trinh thuc hién
la: HTP Soft, Quantic, VietUnion va mot s6
don vi da ap dung ISO 27001 nhung khong 1dy
ching nhan.

Trong s6 nhiéu 1y do din dén viéc ap dung
ISO nay con rat han ché & Viét Nam, co ly do
chi phi cao, gdp t6i 2 - 3 lan ISO 9000. Tuy
nhién, toi day, chic chdn s§ luong cac don vi
tiép can va ap dung ISO/IEC 27001 ¢& Viét
Nam sé tang, bdi vi:

- Yéu céu buc thiét ctia vin dé an ninh thong
tin va mang gin chit véi hoat dong va loi ich
kinh doanh cua mdi co quan; Yéu cidu ngay
cang cao vé an ninh théng tin cia d6i tac,
khach hang/nguoi dung;

- Céc co quan chinh phtt nhu B6 Khoa hoc
va Cong nghé (Tdng cuc Tiéu chuidn Do luong
Chit luong), Bo Thong tin va Truyén thong da
chu trong va khuyén nghi cac doanh nghiép/td
chue thue hién ISO/IEC 27001,

- Vén dé tang cudng thuong hiéu, stc canh -
tranh cua cac doanh nghiép/té chirc ngay cang
tré nén manh mé. :

ISO/IEC 27001 dang duoc ky vong s& thu
hit sy quan tim ctia nhiéu doanh nghiép/td chirc
nhu véi ISO 9000 trong thap nién 90 va s¢ mang
lai hiéu qua thiét thuc cho nhimg don vi 4p dung,
nhat 1a trong hoat dong va kinh doanh trén mang
INTERNET. Cac co quan thong tin KH&CN,
dic biét nhimg nha cung cap dich vu Intemnet
(ISP) va cung cdp ndi dung thong tin (ICP), 1a
noi quan tri nhimg mang 16n véi Ngan hang dix
liéu gébm nhiéu CSDL va nhiéu ngudn tin dién tir
quy gia, can c6 nhimg bude tiép can kip thoi d6i
voi vigc ddm bao an ninh thong tin ndi chung va
ap dung ISO/IEC 27001 ndi riéng.

Nguyén Tién Buc
Tai liév tham khao

ISO Regional Seminar & Workshop on ISO/JEC 27001 - Infor-
mation Security Management System (ISMS)., Hanoi, Vietnam, 25
August 2008.
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