BITDEFENDER VE XU THE PHAT TRIEN VUQT TROI
CUA TROJANS VA CAC NGUY CO TRONG NAM 2009

Hon 80% ma doc dugc phat trién trén thé gidi 1a Trojans, theo danh
gia cua E-Threats Landscape Report, mot tai li¢u nghién clru toan dién vé
cac mdi de doa duoc xuit ban boi BitDefender”, nha cung cip hang dau vé
nhitng giai phap bao mat dir liéu va phan mém chdng virus. Bao cdo tong két
nay, lan thr hai trong loat cac bao cdo bao mat, cung cap mot cai nhin toan
dién vé nhitng mbi de doa bao mat trong nim 2008 va nhitng du doan cho
nam 2009.

Cac chuyén gia bao mat cia BitDefender nhan thdy rang, nguoi st
dung Internet mdi ngdy phai ddi pho véi xap xi 2000 virus mai (bao gdm ca
bién thé), gan 50.000 vy Lira dao tryc tuyén mdi thang va hon 1.000.000 may
tinh b1 lg1 dung lam bots dé phat tan rootkits, Trojans va cac ma doc khac

trong nam.

Nhitng diéu can luu ¥ tir bao cdo cta BitDefender bao gom:

- Mirc d6 tang cua cac hiém hoa tir Internat 13 trén 460%;

- Sy khai thac 161 JavaScript truy van SQL tang gap ba lan;

- 75% Trojans tich hop nhiéu co ché théng minh nhu: co ché tir cap
nhat va ddc tinh nap dir li€u, co ché tai tép Xuéng tu dong va 1én lut
tang kha ning gian diép va chiém quyeén;

- Nhitng hang tit chung nhat thuong dung dé lan truyén ma doc bao
gdém cac thong tin vé nhitng nguoi ndi tiéng va dic biét 1a nhiing
su kién ndi bat, giat gan;

- Thu dién tir v6i van ban thuan co toi 80% la spam, trong thu cd

anh thi spam lai gidm con 1.5%;

- S6 luong thu dién tir spam chira dung nhitng ma doc dinh kém hay

cac lién két chira ma doc tang 400%;



Nhitng nudc phat tan ma doc nhiéu nhat 13 Phap, Trung Qudc, Hoa
Ky, Puc va Tay Ban Nha;

Gan 70% cac vu lira déo truc tuyén nhim vao nganh tai chinh trén
toan cﬁu;

K§ thuat spam méi minmicking- bat trudc, 1am theo, va thong bao
moi tor nhitng tap doan thong tin nhu CNN, CBS va ABC da duoc
gidi thicu;

Nguoi tao ra spam tip trung su chil ¥ cua ho vao nhitng thong bao

bién lai dé ting hiéu qua.

B4o cdo dy doan cac hiém hoa trong nim 2009 bao gém:

Nén cong nghé san xuat ma doc s€ ti€p tuc loi dung nhitng kha
nang trén nén mang cua Trojans va rootkit dé lam gidn di€p an cap

thong tin;

Gia dinh ma ddc cling s€ dugc nang cap va c6 nhirng thay doi quan

trong tang cuong kha nang hanh dong 1én 1ut va tu dong hoa;

Mot sy tang truong khac s& nhdm vao khai thac nhiing diém yéu
trong Ung dung, ma chu yéu 1a an cap mat khau (Trojans.
PWS.Chromelnject.A 1a dién hinh). Cac chuyén gia cua
BitDefender ciling xac dinh vao khoang trudc thang muoi hai, kha

nang tan cong nham tdi cac ung dung trén nén Web 2.0 s€ tang;

Nhing thiét bi di dong thong minh nhu SmatrPhone,...véi kha
nang ty truy nhap thuong xuyén ciing s& l1a muc tiéu nham t4i cia
cac malware di dong.
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