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TOM TAT

Nghién ciru nay thiét ké, trién khai va danh gia hiéu nang ciia hé thong mang riéng do (VPN)
noi bo bao mat trén Ubuntu Server bcing OpenVPN. Muc tiéu la ndng cao bao mdt va truy cdp tai
nguyén tir xa trong moi truong hoc thudt. Phirong phdp gom cai dit OpenVPN Access Server, thiét
lap kénh truyén dit liéu ma héa SSL/TLS va dp dung iptables theo chinh sich “Default Deny”. Két
qua thiee nghiém cho thdy hé thong két noi an toan véi dg tré thap (ting thém trung binh 2-3 ms),
théng leong on dinh dat khoang 85 Mbps doi véi truyén tép va 70 Mbps déi véi truy cdp web noi
bé , dam bao moi lwu heong tir xa dwoc md héa bang thudt todn AES-256-CBC. Gidi phdp cung cdp
VPN linh hoat, chi phi thdrp, hé tro lam viée tir xa an toan, bao vé tinh toan ven va bi mdt dir liéu.

Tir khoa: VPN, OpenVPN, Ubuntu Server, Mang riéng do, SSL/TLS, iptables, Truy cdp tir xa,
An ninh mang.

ABSTRACT

This study designs, deploys, and evaluates a secure internal VPN on Ubuntu Server using
OpenVPN. It aims to improve network security and remote access in academic environments. The
methodology involves installing OpenVPN Access Server, establishing SSL/TLS encrypted channels,
and applying iptables with a “Default Deny” policy. Experiments show secure connections with low
latency (average increase of 2-3 ms) , stable throughput of approximately 85 Mbps for file transfers
and 70 Mbps for internal web access , ensuring all remote traffic is encrypted using the AES-256-
CBC algorithm. The solution is robust, flexible, cost-effective, and enhances secure remote work
while protecting data confidentiality and integrity.

Keywords: VPN, OpenVPN, Ubuntu Server, Virtual private network, SSL/TLS, iptables, Remote
access, Network security.
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1. Gi6i thi¢u

Trong ky nguyén chuyén doi sd, xu
hudng 1am viée tir xa va két hop ngay cang
pho bién, an ninh mang va truy cép an toan
vao tai nguyén noi bd tr¢ thanh thach thic
16m, ddc biét trong moi truong hoc thuat
(Cisco, 2023; Gartner, 2022). Cac két ndi
mang truyén thong dé bi nghe 1én, chan dit
liu va tan cong ngudi trung gian, de doa
tinh bi mat va toan ven thong tin nhay cam
(Kumar & Singh, 2021). Nghién clru nay
tap trung thiét ké va trién khai mang riéng
4o (VPN) st dung OpenVPN, cong ngh¢
mi ngudén mé dya trén SSL/TLS, ndi bat
v6i bao mat cao, linh hoat, da nén tang va
chi phi thap (OpenVPN Technologies, 2024;
Stallings, 2017). H¢ théng duoc trién khai
trén Ubuntu Server, nén tang on dinh, hudng
bdo mat va dugc cong déng hd trg manh
(Canonical Ltd., 2024).

Trong bdi canh gia ting manh mé cta
cac hinh thic lam viéc va hoc tap tur xa,
nhu cau truy cdp an toan vao tai nguyén ndi
b clia to chirc ngdy cang trd nén cap thiét.
bac bi¢t trong moi truong hoc thuat, noi
dir liéu nghién ctu, tai li€u giang day va hé
thong quan 1y hoc tip mang tinh nhay cam,
viéc dam bao an ninh thong tin 13 yéu cau
bét budc. Cac giai phap VPN thuong mai
tuy cung cap muc do bao mat cao nhung
thuong di kém chi phi lon, phu thudc nha
cung cap va han ché kha niang tuy bién,
gay kho khin cho céc to chirc ¢6 ngan sach
CNTT han ché. OpenVPN, voi tu cach la
mot giai phap ma ngudn mo dua trén SSL/
TLS, nbi 1én nhu mot lya chon kha thi nho
tinh linh hoat, kha nang mo rong va mac do
béo mat cao. Viéc trién khai OpenVPN trén
Ubuntu Server - mot hé diéu hanh hudng dén
may chu, on dinh va dugc cap nhat bao mat
thuong xuyén - cho phép xdy dung ha tang
VPN noi bo dap ting dong thoi ba tiéu chi
quan trong: bao mat - hi¢u nang - chi phi.
Tuy nhién, trén thuc té, nhiéu nghién ctu
trude day chii yéu tap trung vao khia canh
Iy thuyét hodc so sanh giao thitc VPN, trong
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khi thiéu cac danh gia thuc nghiém cu thé
trong moi truong trién khai thuc té, dic biét
la moi truong hoc thuat. Do do, nghién cuu
nay dugc thyc hién nham 1ap khoang trong
d6 thong qua viéc thiét ké, trién khai va do
luong hi¢u nang cua mot hé théng VPN nodi
bd hoan chinh, dong thoi phan tich mirc d6
dap tmg vé bao mat va kha nang van hanh
thyc té. Téng quan nghién ctru cho thay dé
tai khong chi mang y nghia hoc thuat ma con
c6 gia tri ung dung cao, c6 thé duoc sur dung
nhu mot mo hinh tham khao cho céc truong
dai hoc, vién nghién ctru hoac td chirc vira
va nho dang tim kiém giai phép truy cap tir
xa an toan, tiét kiém va dé quan tri.

Muc tiéu 14 xay dung kénh truyén dit
liéu ma hoa (VPN tunneling) ddm bao xac
thuc nguoi dung va truy cdp an toan vao tai
nguyén ndi bd. Hé théng cho phép can bo,
giang vién va sinh vién két ndi tir xa bao mat
thong qua co ché ma hoa, xac thyc va kiém
soat truy cap, dong thoi giam thiéu riii ro an
ninh mang va bao v¢ tinh bi mat, toan ven dir
liéu (NIST, 2020; ENISA, 2023). Ngoai ra,
nghién cru danh gia hi¢u nang VPN thong
qua d6 tré, thong luong va chi phi ma hoa,
dong thoi so sanh véi cac giai phap VPN
mé ngudn md khéac, nham chtig minh rang
OpenVPN dap ting ca yéu cau bao mat 1an
hiéu nang mang cao, phu hop véi cac to
chire hoc thuat va nghién ctru c6 ngudn luc
CNTT han ché.

2. Co's¢' Iy thuyét va cac cong trinh lién quan

Nhiéu nghién ctu dd chi ra rang
OpenVPN vuot trdi so voi cac giao thic
VPN truyén thong nhu PPTP va L2TP/IPSec.
Diém manh ctua OpenVPN la tich hop thu
vién OpenSSL, hd tro cac thuat todan ma hoa
tién tién nhu AES-256, RSA, SHA-256, cing
co ché trao d6i khoa an toan Diffie-Hellman
va TLS Handshake, giup bao dam tinh bao
mat va toan ven dir liéu (Kumar & Singh,
2021; Stallings, 2017).

OpenVPN hoat dong & tang Giao van
(Transport Layer - tang 4 OSI) va hd tro ca
TCP 1an UDP. TCP cung cap truyén dir liéy
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dang tin cay trong mang khong 6n dinh, con
UDP giam d9 tré, phu hop v6i tmg dung thoi
gian thuc (OpenVPN Technologies, 2024).
Nho tinh linh hoat nay, OpenVPN phu hop
v6i moi truong yéu cdu ca bao mat manh
va hiéu ning cao, nhu cac t chirc hoc thuat
va doanh nghiép can truy cap tir xa (Li et
al., 2020).

Trén Linux, dac biét 1a Ubuntu Server,
OpenVPN duoc ua chudng nhd 6n dinh,
dé mo rong, va tich hop tbt vai iptables/
Netfilter. Cac cong cu nay cho phép trién
khai kiém soat truy cap chi tiét, chinh sach
Default Deny va tudong ltra trang thai, giup
ngan chan truy cdp trai phép va tang kha
nang chéng lai cac mbi de doa mang (NIST,
2020; ENISA, 2023).

Vé chi phi va bao tri, OpenVPN c6 loi thé
16 rét so voi cac VPN thuong mai: ma ngudn
mo, dé tiry chinh, minh bach va nhan cap nhat
lién tuc. Néu c4u hinh dung, OpenVPN c6 thé
dat hi€éu nang va mac bao mat twong duong,
tham chi vuot trdi so voi Cisco AnyConnect
hay FortiGate SSL VPN (Alshamrani et al.,
2022; Zhao & Sun, 2021).

Nhitng nghién ctru trude diy tao nén
tang vitng chic cho viéc trién khai VPN thuc
tién, giup chéng lai cac mbi de doa phé bién
nhu nghe 1én goi tin, chiém quyén phién va
tan cong vét can. Nho mat ma hi¢n dai va
nguyén tic thiét ké mang an toan, OpenVPN
1a giai phap bao mat hiéu qua, chi phi thap,
bao vé tai nguyén sb ndi bo va duy tri truy
cap tr xa an toan cho nguoi dung hop phap.
3. Phwong phép ludn va trién khai hé thong

- Phuong phap nghién ctru dugc ap dung
trong dé tai 1a Nghién ctru thuc nghiém
va phat trién (Experimental Research and
Development) tap trung vao viéc thiét ké,
trién khai va danh gia hiéu ning cua hé théng
VPN ndi bd bao mat. M6 hinh kién tric duoc
dé xuat bao gébm ba thanh phan chinh:

- May chu VPN (VPN Server): OpenVPN
Access Server cai dit trén hé diéu hanh
Ubuntu Server 20.04/22.04 LTS.
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- May khach VPN (VPN Client): Ung
dung OpenVPN Connect dung cho nguoi
dung dau cubi.

Mang noi b0 (Internal Network): Bao
gdm cac may chi, dich vu va tai nguyén
ndi bd can duge bao vé va truy cap an toan
thong qua ha tang VPN.

Kién trac nay dugc lya chon nham mo
phong mai trudng trién khai thuc té trong cac
t6 chirc hodc co s¢ hoc thuat, noi cé nhidu
nguodi dung dugc xac thuc (can bg, giang
vién, sinh vién) can truy cap tir xa vao cac
hé théng ndi bd nhu may chu co so dir lidu,
thu vién s hodc hé théng quan 1y hoc tap.
3.1. CAu hinh may chii va chimg thue

Qua4 trinh trién khai bit dau bang viéc
cai dit va cau hinh OpenVPN Access Server
trén nén tang Ubuntu Server. Mgt dai dia chi
IP 4o (Virtual IP Range) dugc xac dinh dé
cap phat dong cho cac may khach khi két ndi
thanh cong. CHt 15i ciia co ché bao mat trong
hé thong 1a chimg thuc dua trén ching chi
s6 (Certificate-Based Authentication), dugc
xay dung theo nguyén tic Ha ting khoa cong
khai (PKI) (Stallings, 2017; NIST, 2020).

M&i may khach dugc cip mot tép cu
hinh dinh dang .ovpn, chita chting chi sb
X.509 va khoéa riéng da dugc may chu ky boi
Certificate Authority (CA) ndi bd. Co ché nay
bao dam rang chi cac thiét bi hop 1¢, duoc
iy quyén méi co thé thiét 1ap kénh ma hoa.
Qua trinh TLS Handshake gitta may chu va
may khach xac thuc danh tinh hai bén, thiét
1ap khoa phién va tao dudng ham dit liéu an
toan, dugc mi hoa bang AES-256-CBC va
kiém tra toan ven bang SHA-256 (OpenVPN
Technologies, 2024; Zhao & Sun, 2021).

May chit OpenVPN dugc cau hinh dé hd
trg dong thoi hai ché do két néi UDP (cong
1194) va TCP (cong 443) nham dam bao
tinh linh hoat trong céac diéu kién mang khac
nhau, ddng thoi giup vuot qua cac tudng lira
c6 gidi han vé giao thirc. Céc tiry chon DNS
redirection va split tunneling duoc can nhéc
trién khai tiy theo yéu cau vé hiéu nang va
muc do bao mat dir lidu.
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3.2. Thiét 1ap twong lira va kiém soat truy
cap

Dé ting cudng an ninh hé thong, chinh
sach tuong Iura iptables nghiém ngét dugc ap
dung. Chinh sach Default Deny dugc thiét
1ap cho tat ca cac luu luong dén tir bén ngoai,
ngoai trir cong dich vu ctia OpenVPN (UDP
1194 hoac TCP 443), nham ngan chan moi
két ndi trai phép tir Internet (ENISA, 2023;
Canonical Ltd., 2024).

Cac quy tic Forwarding va Network
Address Translation (NAT) duoc cau hinh
dé cho phép cac goi tin da duoc giai ma tir
VPN di vao mang ndi bd mdt cach an toan.
Nho d6, cac may khach VPN co thé hoat
dong nhu cac thanh vién thyc thu cia mang
noi bo, voi quyén truy cap duoc kiém soat
va giam sat thong qua nhat ky tuong lua
(firewall logging) va co ché theo ddi phién
(session tracking).

CAu hinh tuong lira trén dam bao rang
luu lugng tir VPN duogc tich hop an toan vao
mang ndi bd ma khong 1am 16 cac dich vu bén
trong ra Internet. Pong thoi, hé thong duy
tri sy tach biét 10 rang gitra luu luong dang
tin cay (trusted VPN traffic) va luu lugng
khong dang tin cay tir bén ngoai, ddm bao
tinh bi mat, toan ven va sin sang (CIA) cua
tai nguyén t6 chirc.

3.3. So' d Kién tric hé théng

’ Internet ‘

VPN Server
OpenVPN Access
Server on Ubuntu

l |

Internal Web
Server

[ |

VPN Client

OpenVPN Connect
(Laptop/PC)

Internal File
Server

Hinh 1. So d6 kién trc hé thong.
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Hé thong duoc thiét ké theo mo hinh
VPN client-server, trong d6 may khach (VPN
Client) tir xa két ni dén may chu VPN thong
qua Internet bang giao thirc UDP (cong 1194)
hodc TCP (cong 443). Méy chi VPN duogc
cai dit OpenVPN Access Server trén nén
tang Ubuntu Server, dong vai tro 1a trung
tam xu 1y va dinh tuyén luu luong mi hoa.

Sau khi xac thyc thanh cong, VPN Server
tao mot dudng ham ma hoa (encrypted
tunnel) thong qua giao dién TUN/TAP, cho
phép truyén di liéu an toan giira may khach
va mang ndi bg. Tét ca luu lugng cia nguoi
dung dugc ma hoa bang SSL/TLS va giai
ma tai may chu trudce khi duoc chuyén tiép
dén céc dich vu ndi b.

- Trong mang noi by, hé théng c6 thé bao
gém nhiéu may chu va dich vu khac nhau,
chang han nhu:

- Internal Web Server: cung cap cac tng
dung web, cong thong tin hodc hé thong quan
1y hoc tap (LMS).

- Internal File Server: Iuu trir dit liéu, tai
liéu hoc thuat hodc t&€p chia sé ndi ba.

May khach sau khi két ndi VPN c6 thé
truy cap cac dich vu nay twong ty nhu khi ¢
trong mang ndi bd, dong thoi van duy tri 16p
bao mat va quyén riéng tu nho toan bo luu
hIO'ng dugc ma hoa va gbi gon trong duong
ham VPN. Diéu nay glup dam bdo rang dir
liéu nhay cam cta to chirc khong bi 16 ra
ngoai, ngay ca khi nguoi dung truy cap tu
mdi truong mang cong cong.

3.4. T6i wu hoa thong s6 MTU dé giam
phian manh géi tin

Trong hé théng VPN, viéc dong goi
(encapsulation) thém cac header bao mat cta
OpenVPN va SSL/TLS lam tang kich thudc
g6i tin gde. Néu goi tin vuot qua MTU tiéu
chuan cua Ethernet (thudng 14 1500 bytes),
no s€ bi phan manh, gay sut giam hi¢u nang
nghiém trong. P& khic phuc, hé thong da
thyc hién cau hinh t6i wu nhu sau: Sir dung
ky thuat Path MTU Discovery (PMTUD)
dé tim ngudng truyén tai an toan ma khong
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gdy phan manh goéi tin trén duong truyén
Internet gitta Client va Server. Trong tép
cAu hinh OpenVPN, tham s6 mssfix 1450
dugc ap dung dé gidi han kich thudc phan
doan tbi da cua cac goi TCP, dam bao sau
khi thém header VPN, tong kich thudc goi
tin van ndm trong giéi han MTU. Piéu chinh
gi4 trj tun-mtu xudng mirc phu hop (vi du:
1400 - 1470 bytes) tuy thudc vao thuat toan
ma héa AES-256-CBC dugc stir dung, nham
tranh viéc 16p IP phai thuc hi¢n phan manh
gai tin trude khi gui di.

4. Thuc nghiém

Hinh 2. Giao dién trang chu

Heé thong VPN trién khai thanh cong trén
Ubuntu Server, thiét 1dp dudng him ma hoa
6n dinh gitta may khach va may chi, cho
phép truy cap tai nguyén ndi bg an toan va
riéng tu. Thir nghiém két ndi v6i 1énh ping
va traceroute cho théy do tré thép, on dinh,
dong thoi toan b luu lugng di qua giao dién
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mang 40 TUN/TAP, bao dam khong 10 rira
mang cong cong. Kiém tra IP cong cong cua
méy khach sau khi két ndi VPN xé4c nhan dia
chi dugc thay bang IP ciia VPN Server, ting
cuong bao mat va quyén riéng tu.

Vé bao mat, cic quy tic iptables thuc
hién chinh sach Default Deny hi¢u qua; moi
truy cp trai phép tir bén ngoai déu bi tir chdi.
Dit liéu truyén qua VPN duoc ma héa bang
AES-256-CBC, dam bao thong tin nhay cam
khong bi doc khi bi danh chén.

Hiéu nang mang duoc danh gia thong qua
tbc do va do tré: do tré bd sung trung binh
2-3 ms, khong anh huong dén trai nghiém
ngudi dung; thong lwong truyén di liéu dat
~85 Mbps véi File Server va ~70 Mbps véi
Web ndi bg, du dap ung nhu cau truy cap cac
dich vu ndi bd va tir xa. Hi€u ndng co thé
t6i wu thém bé“mg nén dir li€u hoac lua chon
thudt toan ma hoa phu hop.

Mbi kich ban thir nghiém (Ping, Thong
luwong) dugc thyuc hién lap lai 30 lan trong
cac khung gio' khac nhau dé loai bo yéu t6
ngau nhién cta dudng truyén. Két qua thuc
nghiém chimg minh ring OpenVPN trén
Ubuntu Server cung cip giai phap VPN vira
bao mat vira hi¢u nang on dinh, phu hop voi
moi trudng hoc thuat va cac to chirc co ngudn
luc CNTT han ché, hd trg truy cap tur xa an
toan va bao vé dir liéu nhay cam hiéu qua.

Bang 1. Két qua thir nghiém

Thir nghiém Moi truong

Do tré

Thong luwgng

Két qua bao mat

(ms)

(Mbps)

Ping ndi bd | VPN Client — VPN | 12+ 0.5 - Tat ca gbi tin di qua
VPN Server VPN
Traceroute VPN Client — 13+£0.8 - Goi tin di qua
Internal Web Server TUN/TAP
Kiém tra IP VPN Client - IP cong cong hién thi
cong cong cua VPN Server
Truy cap SSH | Internet — Internal - Bi tir chéi (iptables
tu ngoai VPN SSH Default Deny)
Truyén file noi | VPN Client <> File | 15+1.2| 85+3.5 Dir liéu dugc mi hoa
bo Server AES-256-CBC
Web truy cap | VPN Client < Web | 14 £ 0.9 70+£2.8 Dir liéu dugc ma hoa,
ndi bd Server truy cap thanh cong

!
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Nghién ctru da thiét ké, trién khai va
danh gia thanh cong mot hé thong VPN noi
bd bao mat dua trén OpenVPN trén Ubuntu
Server. Hé thong cho phép can b, giang vién
va sinh vién truy cap an toan vao tai nguyén
ndi bo thong qua kénh dir liéu ma hoa AES-
256-CBC va xac thyc bang ching chi, dong
thoi duy tri hiéu ning 6n dinh véi d6 tré thap
va thong luong phu hop cho céc tng dung
hoc thuat va van phong tur xa.

OpenVPN Connect

Profiles

CONNECTED

OpenVPN Profile

dinh@192.168.1.165 [dinh-
7259595345935362516]

CONNECTION STATS

2.6KB/s

0B/s

BYTESIN
960 B/S

A\ BYTESOUT
| 119KB/S

DURATION PACKET
00:00:07

RECEIVELC
0 sec ago

YOUu

dinh

Hinh 3. Giao dién két nbi thanh cong dén
group PhongA

Giai phap VPN nay tiét kiém chi ph1 SO
véi cac san pham thuong mai va cung c0 an
ninh mang tong thé bang cach bao vé tinh
riéng tu, toan ven va bao mat dir li¢u. Tuy
nhién, h¢ théng hién con han ché vé kha nang
chiu 16i va m¢ rong, ddc biét khi nhiéu nguoi
dung dong thoi hodc trién khai quy mé 16n.

Cac hudng phat trién twong lai gdm:
Trién khai High Availability (HA) va Load
Balancing dé dam bao dich vu lién tuc.
Tich hop xéc thuc tap trung (LDAP, Active
Directory) dé quan 1y nguoi dung hiéu qua
hon. Tbi wu cau hinh OpenVPN (MTU, nén
dir liéu, thuat toan ma hoéa) nham giam do
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tré, ting thong lugng va ci thién trai nghiém
nguoi dung.

He thong VPN ndi bo duya trén OpenVPN
¢6 tiém nang mo rong cho cac to chuc quy
mo 16n va cac moi truong yéu cau bao mat
cao, dong thoi tao co sé cho nghién ciru tiép
theo vé t6i uu hoa hiéu ning va quan Iy an
ninh mang trong moi truong hoc thuat va
doanh nghiép.

5. Két qué nghién ctru va thio luin
5.1. D4nh gi4 hi¢u niing h¢ thong VPN

Két qua thyc nghiém cho thdy hé thong
VPN trién khai bang OpenVPN trén Ubuntu
Server dat hiéu ning 6n dinh va dap ung tot
yéu cau st dung thuc té. Do tré trung binh
chi tang thém khoang 2-3 ms so v6i két nbi
n6i bo thuan tiy, mic chénh 1éch nay duoc
xem la khong dang ké va khong anh hudng
dén cac hoat dong thudng ngay nhu truy cap
web ndi bo, 1am viéc v6i hé thong quan 1y
hoc tap hay truyén tép tin.

Thong lugng dat dugc ¢ mic ~85 Mbps
dbi voi truyén tép va ~70 Mbps véi truy
cap web noi bo cho théy chi phi ma hoéa cia
OpenVPN 1a chip nhan dugc trong moi
truong thir nghiém. Két qua nay phu hop véi
cac nghién ctru trude do, khang dinh rang
OpenVPN khi cdu hinh dung cé thé cung
cép hi€u nang ti€ém can két ndi khong ma
hoéa, dac biét khi str dung giao thirc UDP va
thuat todan ma hoa AES-256 (Li et al., 2020;
Alshamrani et al., 2022).

Mot diém dang cha ¥ 1a hé thong duy tri
duoc hiéu ning 6n dinh trong sudt qua trinh
thir nghiém, khong xudt hién tinh trang mét
két ndi hay suy giam thong luong dot ngot,
cho thay tinh 6n dinh cao ctia OpenVPN
Access Server trén nén tang Ubuntu Server
LTS.

Hé théng dat dugc thong luong on dinh
~85 Mbps 1a nho vi¢e tinh chinh cac thong
s0 MTU va MSS. Viéc thiét 1ap mssfix gitip
ngan chan hi¢n tuong phan manh goi tin
tai tAng giao van, tir d6 giam thiéu hao ph1

b‘,:

So 41 nam 2026 81"

Aﬁ;



Wl

Tap chi Khoa hoc Pai hoc Cuu Long

tai nguyén xu ly (overhead) trén may chu
Ubuntu va cai thién dang ké toc do truyén
tai dit liéu so v6i céu hinh mic dinh.

5.2. Panh gia mirc d§ biao mat

Vé khia canh bao mat, két qua kiém thu
chting minh rang hé thong dap tung day du
cac yéu cau an ninh co ban va nang cao.
Viéc 4p dung chung thuc dua trén ching
chi s6 X.509 gitip loai b nguy co tan cong
gia mao ngudi dung, trong khi co ché TLS
Handshake dam bao xac thyc hai chiéu giita
may khéch va may chu.

Chinh sach tuong Iira iptables theo mo
hinh “Default Deny” hoat dong hi¢u qua, khi
moi nd luc truy cap tryc tiép vao cac dich
vu ndi bo tir Internet déu bi tir chdi. Didu
nay cho thiy hé théng da thiét 1ap dugc ranh
gidi an ninh rd rang gitra mang cong cong
va mang ndi bg, gidm thiéu dang ké bé mat
tan cong (attack surface).

Viéc kiém tra IP cong cong va ludng luu
luong mang xac nhan réng toan bo dir liéu
ctia nguoi ding déu duge ma hoa va di qua
duong ham VPN, khong xdy ra hién tuong
1o 1i dit liéu (IP/DNS leak). Day 1a yéu tb
dac biét quan trong khi nguoi dung truy cap
tr cac mang cong cong khong dang tin cay
nhu Wi-Fi quan ca phé hodc ky tic xa.

5.3. So sanh véi cac gidi phap khac va
thao luin

So véi cac giai phap VPN thuong mai, hé
thong Open VPN duoc trién khai trong nghién
ctru ndy c6 uu thé rd rét vé chi phi, kha ning
tly bién va tinh minh bach. Mic du thiéu
mot sd tinh ning quan tri nang cao c¢6 san
trong cac san pham thuong mai, OpenVPN
van dap mg tbt cac yéu ciu cot 16i vé bao
mat va hi¢u nang cho moi truong hoc thuat.

Tuy nhién, nghién ctru ciing chi ra mdt
s6 han ché. Khi sé luong ngudi dung dong
thoi ting cao, hiéu nang c6 thé bi anh hudng
do gidi han tai nguyén phan cimg va viée xir
ly ma hoa tap trung tai mot may chu. Ngoéi
18 he thdng hién chua tich hop co ché du
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phong hodc can béng tai, do d6 van ton tai
nguy co gian doan dich vu néu may chu
VPN gap su cd.

Nhirng han ché nay mé ra huéng nghién
clru va phat trién tiép theo, bao gdm viéc
trién khai kién trac VPN phan tan, ap dung
High Availability, ciing nhu két hop cac co
ché xac thyc tap trung dé nang cao kha ning
quan 1y va mo rong hé thong.

5.4. Thach thire vé kha ning mé rong khi
s6 hrgng nguoi dung 16n

Hién tai, cac thir nghiém chi ghi nhan
s6 luong két ndi dong thoi & mirc rat thap,
khoang 0 dén 2 ngudi dung. Trong diéu
kién nay, hé¢ théng van hoat dong on dinh
va dat hiéu nang t6t. Tuy nhién, khi quy mo
m¢ rong lén 50 hodc 100 sinh vién truy cap
d6ng thoi, hé thong VPN sé& phai d6i mit véi
nhiéu thach thirc dang ké.

Trude hét, may chu co nguy co bi qua
tai CPU do chi phi ma héa. OpenVPN hoat
dong theo mo hinh mdi tién trinh xtr Iy don
ludng (single-threaded). Khi phai thuc hién
dong thoi cac tac vu ma hoéa AES-256-CBC
va xac thuc SSL/TLS cho khoang 100 két
nbi, CPU ctia may cha Ubuntu Server s&
chiu ap luc rat 16n. Diéu nay dan dén thoi
gian xu 1y goi tin tang 1én va lam giam hi¢u
ning tong thé cta hé thong.

Bén canh do, thong lvgng mang s€ bi
sut giam va d¢ tré ting cao. Khi bing thong
ctia may chu phai chia sé cho sb lugng 16n
nguoi dung, thong luong thuc t& ma mdi
sinh vién nhan duogc sé thép hon nhiéu so
voi muc 70-85 Mbps dat dugc trong cac thur
nghiém véi it ngudi truy cap. Pong thoi, do
tré cling khong con duy tri & mirc 12-15 ms
ma s& tang 1én do hién twong tic nghén hang
doi gdi tin tai may chu.

Ngoai ra, hé théng c6 thé gap tinh trang
can kiét dai dia chi IP ao. Néu ciu hinh ban
dau ctia dai IP cap phat dong khong du rong,
cac sinh vién két nbi sau sé& bi tir ch01 do
khong con dia chi IP kha dung dé cap phat
cho phién VPN mdi.
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Cubi ciing, can luu ¥ dén gi6i han cia
OpenVPN Access Server. Phién ban mién
phi thuong chi cho phép sé luong két ndi
dong thoi rat han ché, pho bién 1a 2 két ndi.
Vi vay, dé dap tmg nhu cau cta 50-100 sinh
vién, to chirc can can nhic nang cip 1én phién
ban thuong mai ¢6 ban quyén hodc chuyén
sang su dung OpenVPN Community Edition
nham loai bo cac gio1 han ve sd lugng két ndi.
6. Két luan

Nghién ctru da thyc hi¢n thanh cong
viéc thiét ké, trién khai va danh gia thuc
nghiém hé théng mang riéng ao ndi bo sir
dung OpenVPN trén nén tang Ubuntu Server.
Thong qua qué trinh trién khai thyc té, bai
bao rat ra mot s6 két luan chinh sau:

Hé thong da xay dung dugc mot hang
rao bao vé vitng chéc thong qua co ché ma
hoa AES-256-CBC va xac thuc dua trén
chtg chi s6 X.509. Viéc ap dung chinh
sach tuong ltra “Default Deny” véi iptables
da ngan chan hi¢u qua céc truy cap trai phép
tr Internet, dam bao tinh bi mat va toan ven
cho tai nguyén noi bo.

Két qua thyc nghiém minh ching rang
OpenVPN dap tng tot nhu cau st dung trong
mdi trudng hoc thuat véi do tré thap (chi ting
thém 2-3 ms) va thong luong 6n dinh (~85
Mbps cho truyén tép). Hé théng duy tri su
on dinh cao, khong xdy ra hién tuong ro ri
dir liéu hay mat két nbi dot ngot.

Giai phap sir dung ma ngudn mé giup
t6i wu hoa chi phi dau tu so véi cac thiét bi
thwong mai dit tién, trong khi vin dam bao
kha ning tiy bién linh hoat. Day 1a mé hinh
tham khao phu hop cho cac to chirc gido duc
va doanh nghiép vira va nhé c6 ngudn luc
CNTT han ché.

Mic du van con nhirng han ché vé kha
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nang chiu 16i va tinh m& rong khi s6 luong
nguoi dung 16n, nghién ctru di dat nén mong
vimng chic cho cac hudng phat trién tiép theo
nhu trién khai hé thong du phong (High
Availability), can bang tai va tich hop xac
thuc tap trung (LDAP/AD). Tong thé, hé
thong VPN duoc dé xuat 1a mot giai phap
an ninh mang hiéu qua, gop phan thic diy
moi truong lam viée va hoc tap tir xa an toan
trong ky nguyén sb.
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