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ABSTRACT

Nowadays, modern equipment installed in both civil and industrial domains is becoming
increasingly expensive. As a result, it is essential to prioritize the safequarding of these valuable
assets during their implementation and operational phases. This challenge is compounded by the
growing range of potential mishaps, necessitating a proportional increase in protective measures.
Additionally, monitoring and documenting such incidents requires specialized systems. To address
these complexities, our research group has developed a smart electrical cabinet that serves a dual
purpose: it detects anomalies and offers an autonomous circuit-breaking feature, thereby mitigating
the impact of possible disruptions on connected loads. The research outcome aims to design an
electrical cabinet that includes various mechanisms to detect, and safequard loads from potential
incidents, while also being capable of collecting operational data, recording incident occurrences,
and integrating with the central management system at the construction site.
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TOMTAT

Ngay nay, cac thiét bi hién dai dugc lp dat trong ca linh viic dan dung va cong nghiép ngay cang
tré nén dat dé hon. Do do, viéc uu tién bao vé nhiing tai san quy gia nay trong cac giai doan trién
khai va van hanh la rat can thiét. Thach thic nay cang tré nén phiic tap hon béi su gia tang clia cac
su ¢ tiém an, doi hoi cac bién phap bao vé tueng (ing phai dugc ting cutng. Ngoai ra, viéc giam sat
va ghi nhan cac sy ¢ nay yéu cau cac hé thong chuyén dung. D gidi quyét nhiing phic tap nay,
nhém nghién ciiu ctia chiing toi d& phat trién mot td dién thong minh véi hai chiic ndng: phat hién
cac su ¢6 va dong thai hudng dén viéc tu dong dong cat nham bao vé cac phu tai khdi cac su ¢d dién
ra. K&t qué nghién ctu hudng dén viéc thiét ké mot td dién bao gom nhiéu ca ché khac nhau d€ phat
hién va bao vé phu tai khéi cac su ¢6 tiém an, dong thoi ¢ kha nang thu thap dif liéu van hanh, ghi
lai cac sy 0 phat sinh va tich hgp vdi hé thong quan Iy trung tdm tai cong trinh.
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1. INTRODUCTION

In the modern 21 century,
electricity has become one of the
indispensable  factors  for  the
development of society and the
economy. From providing energy for
everyday electronic devices to driving
advancements in  industry and
technology, electricity plays an
undeniable role [1, 2]. However, the
societal demand for electricity is
overwhelming, leading to overloaded
power lines, resulting in unforeseen
accidents and harm to both individuals
and assets. Businesses are becoming
increasingly aware of this and are
placing greater  emphasis on
safequarding and monitoring their
electrical systems [3]. With the
emergence of modern technology,
businesses are showing more favor
towards smart devices to manage their
electrical systems. Therefore, the advent
of new technologies such as smart
electrical cabinets is attracting
significant attention. Smart electrical
cabinets not only improve energy
distribution but also represent a
significant step forward in optimizing
electricity usage and protecting
electrical systems. By integrating
technologies such as sensors, artificial
intelligence, and the Internet of Things
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(loT), smart electrical cabinet can automatically detect,
diagnose, and control energy-related issues, from
predicting and preventing incidents to optimizing
energy usage [4].

In the past, traditional electrical cabinets operated
based on mechanical principles and required manual
intervention from operators to monitor and control the
electrical system. Components in traditional electrical
cabinets were often configured rigidly and lacked
flexibility to adapt to specific requirements or system
fluctuations. Moreover, traditional electrical cabinets
often lacked network connectivity or remote interaction
capabilities,  limiting remote  monitoring  and
management, and requiring the physical presence of
operators to address issues [5]. In contrast, smart
electrical cabinets integrate automation technology and
network connectivity, enabling them to automatically
detect and respond to events in the electrical system
more autonomously and flexibly. This capability not only
helps optimize system performance but also minimizes
risks from incidents and downtime. Additionally, the
remote interaction and management capabilities via
network connectivity of smart electrical cabinet are
significant improvements, enhancing convenience and
flexibility in remote monitoring and management of the
system, while providing detailed and easily adjustable
operational information according to actual needs. These
qualities highlight smart electrical cabinets as a practical
and cutting-edge option, well-suited for various
industrial and modern infrastructure needs.

In this study, the research team designed and
developed a new electrical cabinet aimed at detecting
and protecting loads from hazardous electrical incidents.
It incorporates multiple safety mechanisms to ensure
system stability. The objective is to create a smart cabinet
that detects risks, alerts users, and collects operational
data. By integrating with a management system, it
becomes a crucial tool for maintaining system
performance and safety.

2. THEORETICAL FRAMEWORD/METHODS

Recent research on smart electrical cabinets aims to
improve their monitoring and protection capabilities.
Currently, common protection methods include electronic
protective relays, known for their high reliability and
flexible function adjustment. However, they can be costly
and rely on power sources. Smart sensors offer precise
measurements and easy installation but may have limited
functionality and require regular maintenance. For
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monitoring, SCADA is widely used due to its flexibility and
integration capabilities with various electrical devices and
systems, along with remote monitoring capabilities. Yet, it
demands careful investment and management. Another
method, loT, utilizes diverse sensors but heavily depends
on the internet and requires a complex data management
system. In this article, the research team proposes a cost-
effective loT-based approach, integrating data like SCADA,
to enhance management and monitoring convenience.

2.1. Overview

The smart electrical cabinet system consists of a set of
4 functional blocks:

* Measurement and fault detection block: monitoring
the consumption parameters of the power source,
identifying current-related issues (overcurrent, short
circuit, harmonic currents), voltage-related issues
(overvoltage, undervoltage, phase loss, short-term
voltage drop, short-term overvoltage, unbalanced phase
voltage, and voltage harmonics).

e Protection action block: closing and opening
protection of the electrical system through contactor
control.

e Central operation block: collecting, processing data,
and controlling the system.

e Display block: receiving data from the central
operation block and displaying system parameters and
statuses on the screen.

From the gathered electrical data, the system
processes and analyses information to issue warnings
and enact protective measures in case of anomalies.
Simultaneously, it stores and displays this data on the
screen interface for user access and monitoring.

The display block:
displaying system

parameters and
status.

Measurement and
fault detection
block

Central
operation block

Protection
action block

Fig. 1. Smart electrical cabinet’s functional blocks

2.2. The principles behind identifying and the
protective features of various incidents

2.2.1. Current overload

Overcurrent protection is activated when the current
surpasses a set limit, triggering the contactor to switch
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states. The time it takes from the occurrence of the fault to
the moment the contacts of the contactor switch state is
known as the operation time of the contactor. Higher fault
currents demand quicker responses to shield downstream
devices. The overcurrent protection characteristics of relay
protection devices within the system are precisely outlined
inthe IEEE C37.112-1996 standard. This standard delineates
the standardized characteristics of an overcurrent
protection relay (Fig. 2) [6].

Reset Characteristic

1 115t

Trip Characteristic
100 3 T

ss) | |

0.01 0.1 1 10 100
Multiples of Pickup

Fig. 2. The curve represents the overcurrent protection characteristics of a
relay as specified by the IEEE (37.112-1996 standard

The overcurrent protection features of the protective
device encompass two primary aspects: impact region
traits (during an event) and rest region traits (recuperation).

¢ The impact region traits: the operating region is
defined as when the overload current, |, exceeds the
preset current, Ip (I/lp > 1). The time characteristic of the
operation, based on the magnitude of the load current, is
determined by the following formula:

A
I p
(=) -1
Ip
Where: t(l) represents the duration from the
occurrence of the fault current | until the contact state

transitions.

t(l) =

+B )

A, B, P are coefficients selected based on the fast or
slow impact modes of the protective device specified
according to IEEE standards in the characteristic curve.

When current value is greater than the set current Ip,
the protective relay device will begin to operate in the
impact area. The impact time corresponding to a
determined fault current value is calculated according to
equation (1). The larger the I/lp ratio, the faster the
cutting time must be to protect the equipment promptly.
This period is also to ensure that the device can filter
transient incidents in a very short time, without affecting
the equipment, without needing to cut off the current [6].
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e The rest zone: The rest zone is defined as the
current passing through the relay being smaller than the
set current Ip (0 < I/Ip < 1). The time characteristic for the
relay recovery in this zone is determined by the following
equation:

t()=—0 @

Ly
Ip

Where: t(I) is the time it takes for the protective relay
device to return to its initial state after experiencing an
overcurrent event but before reaching the operation
time, during which no overcurrent occurs anymore.

tris a system that depends on the characteristics in the
characteristic curve.

When there is a change in current passing through the
relay, we employ the following conditional equation to
determine the moment when the protective device
activates:

To

[ T gt= 3)
o t(l)
Where: T, is the moment the relay operates;

t(I) - determined by equation 1 when | > Ip, or by equation
(2) whenl<lIp

2.2.2. Short circuit

The short-circuit incidents in the system are detected
based on the characteristic curve of the overcurrent Type
C (designed for normal loads) of the Panasonic MCB.
When the consumed current exceeds 5 times the rated
current, the protective device will confirm a short-circuit
incident and act to protect the electrical system [8].

Operating time characteristics curve
(Ambient temperature 30°C) (6A~63A)

Operating time

0.5sec |

-

145 200___ 400 600 1000 4000 _
13 o 2000 5000

Current(% of rated current)
Fig. 3. Impact characteristic curve of M(B
2.2.3. Phase lost incident

The phase loss event occurs when one or more phases
experience an open or complete loss of power in the
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electrical system. Depending on various conditions and
scenarios, the system can adjust the protection response
time when a phase loss incident occurs, ranging from 0.1
to 15 seconds [9].

2.2.4. Incident of phase voltage imbalance

Phase voltage imbalance occurs when there's a
significant difference in voltage between phases. Under
different conditions and scenarios, the system can adjust
the protection response level for phase voltage
imbalances, ranging from 5% to 25%, with response
times between 0.1 and 10 seconds [10].

2.2.5. Overvoltage, undervoltage, short-term
overvoltage, and short-term voltage sag incidents

Table 1. The table of prescribed time for voltage incidents to occur [7]

I f Range
ypeo . . -
disturbance Disturbance subtype Time | Min | Max
Value | Value
Short 10ms-1s
Sag long [ Ts=1min ) g3y | o
Long time )
. > Tmin
disturbance
Short <3mi
Under or mfn 0.990
Voltage | Voltage Long > 3min
Temporary short | 10ms-1s
- 1.5kv
Temporarylong | 1s-Tmin
Swell 1.0
Tempo‘rary > 1min
long-time 6kv
Over-voltage | <10ms

Overvoltage occurs when the phase voltage exceeds
the standard 230V + 10% [11]. To confirm this, the voltage
must stay high for over a minute, going beyond 110% of the

standard [7]. Undervoltage happens when the phase
voltage falls below the standard 230V - 10% [11]. It's
identified if the voltage remains between 10 - 90% of the
standard for over a minute. Short-term voltage sags occur
when voltage ranges from 10 - 90% of the standard for
periods from 10ms to 1 minute. During these times, the
system will quickly alert the operators. Short-term
overvoltage incidents arise when voltage exceeds 110% of
the standard for periods from 10ms to 1 minute. The system
promptly notifies operators about these occurrences.

2.2.6. Harmonic waves in the system

Harmonic waves are characterized by cyclical voltage
and current patterns resembling sine waves, but with
frequencies that are multiples of the fundamental
frequency of 50Hz. According to Article 7 of Circular No.
39/2015/TT-BCT issued by the Ministry of Industry and
Trade, the total harmonic distortion must not exceed 8%
for voltage and 20% for current [12].

2.3. Operating principles of the system
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Fig. 4. The principle of smart electrical cabinet
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Fig. 5. The main algorithm of the blocks in the electrical cabinet

Measurement, fault detection, protective action, and
display modules communicate through Modbus RTU to a
gateway device. This device converts the signal to
Modbus TCP-IP for interaction with the central server.
However, the overcurrent and short-circuit module,
needing quick response times, directly sends action
signals to the server without any conversion.

3. RESULTS AND DISCUSSION

3.1. Installation results for the equipment in the
electrical cabinet

Outlined below are the results obtained after
incorporating components into the smart electrical
cabinet system, following its operational principles. Inside
the smart electrical cabinet, you'll find devices from
measurement and fault detection groups, protection
mechanisms, and central processing units. Outside the
smart electrical cabinet are display devices, like phase
indicator lights and units showing operational details and
alerts, along with control buttons for power management.

Smart meter
device
Central
server

Display screen
showing operational
parameters and fault
alerts

On-site system
toggle button

Fig. 6. Results of installing devices inside and outside the electrical cabinet

Overcurrent,
shortcircuit
detection
device
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3.2. System operation results

The system's operational data will be measured and
displayed through the screen on the electrical cabinet.
This data includes voltage, current consumption, power
consumption, energy consumption, voltage harmonic
distortion, and current harmonic distortion.

Power
PhaseA
Phase B

Voltage

PhaseA 226,70 V
Phase B 22830 V
PhaseC 225900 V
Average 22597 V

U |

Current
‘Phase A 20!
Phase B

Phase C

Average

4125.23
4088.28
Phase C 4128.70
Total 12342.21

Back Power PF

Next

" 15.80 kWh
15.90 kKWh
16.10 kWh
47.80 kWh

E S Temp

Fig 7. The characteristic quantities of the power source in the system are
displayed on the screen

3.3. Operational alert and protective action outcomes
in the event of incidents

3.3.1. Overcurrent protection

In the event of an overcurrent, the short-circuit
overcurrent protection device promptly detects it and
initiates time calculations based on the protection
characteristic curve of the affected phase. Upon reaching
the intervention time with the overcurrent persisting, the
device sends a signal to activate the power source
protection to the central processing unit. The central
processing unit promptly executes protective measures
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to mitigate the overcurrent incident and subsequently
sends a warning signal to the display screen.

Over current of Relay
LT TEST

Time (s)

Bl .
0 T

002 01 02 041 055 066 0825 1 115 132 165 22 264 33 44

Fig. 8. The display screen has encountered an overcurrent fault,the
practical overcurrent characteristic curve from the device has been compared
to the theoretical one

To verify whether the device's tripping time aligns
with the overcurrent characteristic curve, the team
adjusts the overcurrent of the load at various levels. The
obtained results indicate close alignment between the
measured and theoretical data, demonstrating the
device's precise operational accuracy.

3.3.2. Short-circuit protection, Short-term under-
voltage and over-voltage fault alerts

Upon occurrence of a short-circuit fault on one or
multiple phases, the overcurrent and short-circuit
protection device directly detects it and sends a signal to
activate power source protection to the central
processing unit. The central processing unit will
immediately execute protective actions to safeguard the
electrical system from the fault and subsequently send a
warning signal to the display screen.

When the voltage drops below or exceeds
predetermined thresholds, the smart meter promptly
detects the anomaly and promptly sends an alert to the
system. Subsequently, the system displays the alert on
the monitoring screen for technicians to promptly
identify and address, mitigating the risk of prolonged
under-voltage or over-voltage occurrences.

'AShorTCircuTt

Phase B

Fig. 9. The display screen indicates a short circuit fault and shows a
warning of short-term under-voltage and over-voltage faults occurring in the
electrical system

3.3.3. Low-voltage, Overvoltage, phase loss, and
voltage imbalance fault protection

When a voltage sag occurs below a predefined
threshold, the smart meter will immediately detect and
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initiate intervention time calculation for protection. If the
voltage remains below the specified level for a minute, it
is considered a low voltage event. Similarly to low voltage
protection, overvoltage protection, phase loss,
unbalance voltage loss. when faults occur, the smart
meter will promptly detect them. After a predetermined
period, if the fault persists, the device will send a
protection activation signal to the central processing
unit. Subsequently, the device will activate power
protection, sending a signal to the central processing
unit. The central processing unit will immediately take
protective measures to shield the electrical system from
the event and then forward the warning signal to the
display screen, indicating the low voltage event, the
measured voltage, and the occurrence time.

Phaseloss

Phase A

Fig. 10. The display screen shows the errors that have occurred in the
electrical system along with the intervention time

4. CONCLUSIONS

Based on the results of operational and fault
protection testing, it's clear that the system operates in
line with established principles of measurement,
processing, data storage, display, and timely
intervention, meeting industry standards. Integrating the
smart electrical cabinet into the broader management
system of external electrical installations not only
provides automated incident protection but also enables
continuous monitoring, data collection, and incident
logging. This proactive approach helps anticipate and
mitigate potential issues in the electrical system. Moving
forward, the research team aims to further enhance
system accuracy and expand harmonic fault detection
capabilities to refine the electrical cabinet. Additionally,
integration with the building's BMS system will centralize
monitoring of electrical points and improve data analysis,
ultimately  optimizing  system  operation and
maintenance efficiency.
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