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TOM TAT

Nghién ctiu nay dé xuat mot hé thdng bao mat hai I6p két hgp gitta cong nghé thi gidc mdy va mang hoc séu nham nang cao kha nang phat hién va ngan
chdn cac hanh vi xam nhap bat hop phap trong cdc nha méy san xudt thong minh. Hé thdng st dung camera tiéu chuan dé nhan dang cac diém ddc trung trén
khudn mat, dac biét tap trung vao viing mét va miéng. Day la nhitng khu vuc dé quan sét su thay d6i khi ngudi dung thuc hién cac ct chi theo yéu cau ctia hé
thdng. Trén co s6 d6, nhom tac gia phét trién mot thuat toan lai giia tri tué nhan tao va thi giac may nhdm xay dung co ché xdc thuc kép. Lép bao mat thit nhat
thuc hién nhan dién khuon mat bang mé hinh tri tué nhan tao, trong khi I6p thit hai kiém tra tinh s6ng dua trén mé hinh toan hoc phan tich chuyén dong khuon
mat. K&t qua thuc nghiém cho thdy hé thdng dat do chinh xac nhan dién khodng 95% va hoat ddng dn dinh trong diéu kién dnh sang khac nhau, ké ca khi doi
tuong deo kinh. Phuang phap dé xudt ¢d tiém nang ting dung cao trong cac hé thng nha may san xuat cong nghiép doi hoi mic do bao mat nghiém ngat va
kha nang chdng gid mao khuon mat thoi gian thuc.

Tirkhéa: Nhan dién khudn mt, diém mdc khudn mat, thi gidc mdy tinh, tri tué nhn tao.

ABSTRACT

This study proposes a dual-layer security device that integrates computer vision technology and deep learning networks to enhance the detection and
prevention of unauthorized intrusions in smart manufacturing environments. The system employs standard cameras to identify facial landmarks, with particular
focus on the eye and mouth regions - areas where motion can be easily observed when users perform gestures as requested by the system. Based on this, the
authors develop a hybrid algorithm combining artificial intelligence and computer vision to establish a two-step authentication mechanism. The first security
layer performs facial recognition using an Al-based model, while the second layer conducts liveness detection through mathematical modeling of facial motion.
Experimental results demonstrate that the system achieves approximately 95% recognition accuracy and maintains stability under varying lighting conditions,
including scenarios where subjects wear glasses. The proposed method shows strong potential for application in industrial manufacturing systems that require
high levels of security and real-time protection against facial spoofing.
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1. GIGI THIEU

Su phat trién nhanh chéng cda tri tué nhan tao (Al)
trong thoi gian gan day da thic day qua trinh chuyén déi
cac hé thong bao mat tir phuong phap truyén théng sang
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cac gidi phap thong minh dua trén hoc may va thi gidc may.
Al dang ngay cang dong vai tro trung tam trong viéc tang
cuong kha nang phong thi trudc cac moi de doa cong
nghé véi nhiéu tng dung dién hinh nhu: hé thédng phat
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hién xam nhéap (IDS) [1], nhéan dién khudn mat va sinh trac
hoc [2], phan tich ma déc [3], phat hién IUa dao [4],...
Hossain va cong su [5] da dé xuat mot hé théng IDS su
dung mang LSTM dé phat hién cac cudc tdn cong vao
mang CAN trong cac phuong tién hién dai, dat d6 chinh
xac lén dén 99,995%. Tuy nhién, mét han ché 16n cta cac
hé th6ng nhan dién khuén mat hién nay la dé bi danh Itra
bai hinh anh, video hodc mat na. D€ giai quyét van dé nay,
nhiéu nghién ctu da phat trién cac ky thuat phat hién su
s8ng, yéu cau ngudi dung thuc hién cac hanh vi cu thé dé
xac minh tinh hgp 1é. Cdc mo hinh hoc sau nhu FaceNet [6],
ArcFace [7] va DeepFace [8]

doéng nai tiép. P-Net: thuc hién quét anh dau vao bang
clia s6 trugt kich thudc 12x12x3 dé dé xuat cac vuing nghi
ngd chiia khudon mat. R-Net: sang loc lai cac vung dugc dé
xudt ti P-Net, loai bé cac vung khéng chiia khuén mat. O-
Net: thuc hién xac dinh chinh xac cac vi tri méc trén khuén
mat, bao gém cac diém chinh (hai mat, mai, hai khoe
miéng). Qua trinh nay giup tao ra tap hgp cdc vung chia
khuén mat va toa d6 diém méc phuc vu cho budc nhan
dién va phan tich ti€p theo. Hinh 1 mé ta kién trdc cla
MTCNN.
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da 16p, két hgp giita phan tich |
hanh vi ngusi ding va xac |
thuc bang clt chi dong.

input size
48x48x3

Coéng nghé thi gidc mdy cling déng vai trd quan trong
trong viéc phan tich khuén mat, tir viéc phat hién diém
mac, theo déi biéu cdm dén phan tich trang thai mat va
miéng. Cac nghién cliu nhu phat hién nhay mat [9], danh
gia liét mat [10] hay phat hién buén ngu qua chuyén
dong ctia mat[11] da cho thay tiém nang cda cac tin hiéu
sinh trac hoc thai gian thuc trong viéc xac minh danh tinh.

Nham khéc phuc cac han ché trén, nhién ctu nay dé
xudt mét hé thong bao mat da I6p két hop gitra Al va thi
giac may. Lép dau tién st dung mo hinh Al (FaceNet +
MTCNN) dé€ nhan dién khuén mat, trong khi I6p thu hai
xac minh hanh vi bang cach yéu cau ngudi dung thuc
hién ctr chi khuén mat ngau nhién (nhu chép mat, mg
miéng) va so sanh véi mo hinh da hoc tu dir liéu Multi-PIE.
Hai I6p bdo mat nay hoat déng song song theo thoi gian
thuc dé ddm bao tinh chinh xac va an toan clia hé théng.
Chi tiét vé phuong phap va két qua thir nghiém sé dugc
trinh bay trong cac phan tiép theo cta bai bao.

2. VAT LIEU VA PHUONG PHAP

Trong hé théng dé xuat, budc dau tién cta quy trinh
nhan dang la phat hién chinh xac vi tri khuén mat trong
anh dau vao. Chung téi st dung kién trdc mang MTCNN
nham phat hién khuén mat va cac diém méc chinh nhu
mat, mai, miéng. MTCNN bao gobm ba mang con hoat
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Hinh 1. Kién trtc cta P-Net, R-Net va 0-Net

Sau khi phat hién khuén mat, hé théng strdung mang
FaceNet dé trich xuat dac trung khuén mat dudi dang véc
to 128 chiéu. Mbi véc to nay biéu dién duy nhat mot
khuén mat trong khéng gian nhuiing, cho phép do khoédng
cach Euclid gitra cac ca thé. Quy trinh huan luyén FaceNet
st dung chién lugc triplet loss, bao gom ba loai anh:
Anchor (anh géc can nhan dang), Positive (anh khac cua
cung mot ngudi véi anchor), Negative (dnh clia ngudi
khéac). Ham mat mat dam bao rang khoang cach giira
anchor va positive nhé hon khoang cach giira anchor va
negative mot gia tri ngudng a nhat dinh:

2

2

Viéc nay gilip hé thong tang cudng kha nang phan
biét gitra cac khuén mat khac nhau, dong thoi giam do
phu thudc vao diéu kién chiéu sang hay biéu cdm. Ham
mat mat dugc biéu dién béi phuong trinh (2):

L=i[||f( IR [+a

Qua trinh nay dugc tiép tuc cho dén khi tat ca cac hinh
anh cta cung mét khuén mat ngudi & gan nhau va cac

x7)—FOP) | = F(x?)
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hinh dnh clia cac khuén mat ngudi khac nhau & xa nhau.
Dé dat dugc hiéu qua dao tao cao cho mé hinh, ching ta
can diéu chinh mang sao cho Anchor va Negative cach xa
nhau nhat c6 thé, trong khi Anchor va Positive  gan nhau
nhat c6 thé:

{nf(x?)—f(xr)n_min

3
11 F(x*) = F(x") | |—> max (3)

Dé xacdinh su séng va tranh cac hanh vi gia mao bang
anh tinh hodac mat na, hé théng st dung mé hinh AAM
(Active Appearance Model) va AOM (Active Orientation
Model) @€ mé hinh hoéa cac dac diém déng cta khuén
mat. M6 hinh AAM bao gém hai thanh phan chinh Ia hinh
dang va ngoai hinh. Hinh dang biéu dién bang lugi tam
giac véi cac diém mdc ¢d dinh con ngoai hinh biéu dién
két cdu bén trong khuén mat thong qua cac bién déi
tuyén tinh. V& mat toan hoc, hinh dang dugc dinh nghia
la lugi tam gidc c6 cac dinh la toa dé cla cac diém dac
trung trén khuén mat dugc cho béi:

S= (X, Y1/ X0, Yy e X Y ) (4)

Trong dd, x;, yi (i =1...n) la toa d6 clia cac dinh, n la s6
dinh trong Iugi va cac diém chuén tuong tng. Ngoai hinh
cta khuén mat dugc bién déi bang cach két hop tuyén
tinh cac vecto bién déi hinh anh. Hinh dang s dugc biéu
thi duéi dang hinh dang co s& so cOng vai két hop tuyén
tinh clia k hinh dang riéng s::

s=5,+D,C (5)

Trong d6 @, =(s,,s,,...s,) vacachésé c=(c,,c,,..C,)
lan lugt la cac hinh dang riéng va cac tham s6 hinh dang.
Su xuat hién ctia cac AAM mé hinh déc lap dugc xac dinh
trong luGi cd s& so. Su xuat hién mo hinh dugc hoc bang
cach lam cong cac hinh anh dao tao. Mot su xuat hién z(x)
c6 thé dugc bidu dién nhu mét su xuat hién ca s& zo(x)
cdng vaSi mot té hop tuyén tinh cdia v hinh anh xuat hién
d_(x):

z(X) =2z, (x)+ D, (X)A (6)

Trong dé ®@,(x)=(z,(x),z,(x),..,.2,(x)), cac hé sb
A=(\,\,,...\,) la cac tham s6 vé ngoai hinh. Cac gia tri
so va s xac dinh mot dé cong tur so dén s. D6 cong biéu thi
W(x;c). Tap x la mot diém anh trong so, khi diém anh
trong anh | 13 W(x;c). Anh c6 cudng d6 I(W(x;c)). Mo
hinh AAM udc tinh cac gia tri t6i uu:

€A} =argminllW(x;0)—2,(x)— @, (Mg 7)

Viéc giai ham t6i uu trong phuong trinh (7) dugc coi la
khé do tén tai nhiéu cuc tiu cuc bd. Do dé, dé giai quyét
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van dé nay, mé hinh bién thé AOM dugc dé xuat. AOM
dugc mé hinh hoa badng su tuong quan clia hinh anh thuc
nghiém véi mo hinh hinh anh da hoc. Cac udc tinh t6i uu
dugc dua ra bai:
;
{E,i\} =argmaxM (8)
X DA
Phuong phap dé xuat dugc st dung dé tao chu thich
cho diém méc trén khudn mat dugc trinh bay bén trén.
Cac tham s6 mé hinh dugc hoc va hiéu chinh bang cach
st dung tap dir liéu Multi-PIE, bao gbm han 750.000 hinh
anh cda 337 déi tuong vdi nhiéu diéu kién chiéu sang, géc
nhin va biéu cdm khac nhau. Déi véi mébi khung hinh
video theo thdi gian thuc, cac diém mdc ciia mat dugc
phat hién. Ty I&é mat (EAR) gitta chiéu cao va chiéu réng
clia mat dugc dua ra bai:
_NIP, =Py [ +[IP, P [}
2 || P1 _P4 ||2
Ty 1é canh miéng (MAR) dugc dua ra bai cong thic:
[P, =Py I, +IP; =P, [, ++IP, =P ||,
2||P =P [,

EAR €)

MAR = (10)

Trong d6, P; (j=1...8) la cac vi tri m&c 2D. ||. ||, biéu thi
khoéng gian véc to chuan. Hinh 2 mé ta cac diém mdc dac
trung dé tinh toan khoang cach clia mat va miéng.

d)

Hinh 2. Cac diém mdc tai méat va miéng: a) Cac diém mac trong trang théi
m& mat; b) Cc di€m mac trong trang théi nhdm mat; ¢) Céc diém mac trong
trang thai mé miéng; d) Cac di€m méc trong trang théi dong miéng
3. KET QUA VA THAO LUAN

Dé danh gia hiéu qua cta hé théng bao mat hai lop
dugc dé xuat, ching t6i tién hanh thir nghiém trong céc
diéu kién khac nhau vé anh sang va trang thai ngugi dung
(deo kinh hoac khéng). Bong thdi, cac ct chi khuén mat
(nhdy mat, m& miéng) dugc theo doi va phan tich theo
thdi gian thuc nham xac dinh trang thai cia ngudi dung
trong tling tinh huéng. Cac thit nghiém dugc thuc hién
trong ba diéu kién chiéu sang: du sang, thiéu sang va anh
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sang yéu. Két qua cho thay ty 1& EAR va MAR c6 su thay
déi ro rét gidra trang thai ma va dong clia mat, cing nhu
trang thai m& miéng. Trong diéu kién du sang, EAR dao
dong tur 0,24 dén 0,28 (mat ma) va giam xuéng 0,07 - 0,12
khi mat nhdm. MAR trong trang thai miéng md dat
khodng 0,55, trong khi khi miéng déng dao déng quanh
0,28. Trong diéu kién thi€u sang, gia tri EAR van phan biét
dugc trang thai mat ma/nhdm, nhung d6 léch ting lén,
cho thdy anh hudng cta anh sang yéu t6i kha nang xac
dinh chinh xac. Trong diéu kién anh sang yéu, d6 6n dinh
clia hé théng gidam dang ké. EAR gilta mat trai va phai c6
su sai léch 6n, anh hudng dén do chinh xac khi phat hién
hanh vi. Hinh 3 +~ 8 mé ta ty 1é EAR va MAR trong diéu kién
cudng do anh sang tir dd sang, thiéu sang, anh sang yéu.

EAR Real-Time Plot
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Hinh 4.Ty 1& miéng trong diéu kién dd séng
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Hinh 5. Ty 1é mat trong diéu kién thiéu anh sang
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Hinh 9. Ty Ié mat khi deo kinh trong trong diéu kién dd sang

Thir nghiém tiép theo dugc thuc hién véi cac doi
tugng deo kinh (hinh 9). K&t qua cho thay rang ty & EAR
dao déng tur 0,25 - 0,30 (mat ma) va 0,12 - 0,15 (mat
nham), cho thdy hé théng van cé thé nhan dién chinh xac
céac cr chi mat ngay ca khi ngusi dung deo kinh. Trong khi
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dé ty 1&6 MAR khong bi anh hudng dang ké bai viéc deo
kinh, ching minh d6 6n dinh cla hé théng trong diéu
kién thay d&i phu kién ca nhan. Piéu nay cho thdy mé
hinh dé xuat c6 kha nang khang nhiéu phu kién tét, mot
yéu t6 quan trong trong cac Ung dung thuc té.

Lép bao mat tha hai dugc danh gia thong qua ba kich
ban kiém thur:

(1) C chi nhdm/md& mat: Hé théng yéu cau ngudi diing
thuc hién sé lan nhay mét ngau nhién trong khoang thoi
gian xac dinh. Néu s6 lan thuc hién khép véi yéu cau, xac
thuc dugc chap nhan; ngugc lai, hé théng tir chéi truy cap.

(2) Clr chi m&/d6éng miéng: Ap dung nguyén tic tuang
tu nhu kiém tra mat, kiém tra s6 lan m& miéng so vdi Iénh
hé théng.

(3) Két hgp mat va miéng: Ngusi dung phai thuc hién
déng thai ca hai loai cl chi. Day la bai kiém tra phuc tap
nhat, yéu cau hé théng déng bo xt ly da diém méc.

Két qua dugc thé hién trén hinh 10 + 12 cho thdy hé
théng hoat déng hiéu qua trong ca ba kich ban. Néu
ngudi dung st dung anh tinh hodc video, ho khéng thé
thuc hién dung cac ct chi dong nhu hé théng yéu cau, ti
dé giup loai bd cac hanh vi gia mao.

|

d
k3 g

. |

Hinh 11. Thuc hién xac thuc danh tinh va cr chi dong mé miéng
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Hinh 12. Thuc hién xdc thuc danh tinh va clt chi dong két hop mét va
miéng
4. KET LUAN

Nghién cttu nay da dé xuat mét hé théng bao mat hai
I6p dua trén su két hgp gitia tri tué nhan tao (Al) va céng
nghé thi gidc mdy, nham nang cao kha nang nhan dién
khuon mat va phat hién hanh vi gia mao trong cac hé
théng xac thuc sinh trdc hoc. C4u tric hé théng gom:
Lép bao mat tha nhat si dung mang hoc sau (FaceNet
két hgp MTCNN) dé nhan dién khuén mat dua trén dac
trung khong gian nhing; Lép bdo mat thu hai s& dung
mé hinh toan hoc (AAM, AOM) dé theo déi va xac minh
cac ct chi khuén mat theo thai gian thuc nhu chép mat
va m& miéng. K&t qua thuc nghiém cho thay hé théng
¢6 khd nang nhan dién khuon mat véi dé chinh xac
khoang 95%, hoat déng 6n dinh trong nhiéu diéu kién
moi trudng va hinh thic cla ngudi dung (ké ca khi deo
kinh). Thuat toan xac thuc c chi giip phat hién cac
hanh vi gid mao bang anh tinh hodc mat na, vugt qua
han ché phé bién clia cac hé théng Al don tang. Cac chi
sO sinh trac hoc nhu EAR va MAR dugc ching minh la
hiéu qua trong viéc theo déi trang thai mat va miéng, hdé
trg danh gia tinh séng clia d6i tugng. Bén canh nhiing
két qua kha quan, hé théng van tén tai mot s6 han ché
nhat dinh, dac biét khi van hanh trong diéu kién anh
sang yéu hoac khi diém méc khudn mat bi che khuat.
Trong cac nghién ctiu tuang lai, nhom tac gia du kién sé
tich hgp thém cac phuang phéap xt ly dnh tang cudng,
ky thuat hoc tdng cudng va téi uu hda thoi gian phan hoi
nham nang cao tinh chinh xac va hiéu nang hé théng
trong méi trudng thuc té phic tap hon.
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