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TOM TAT: Bai viét lam rd khai niém va cac dic diém cua toi pham Itra dao chiém doat tai san trén
khong gian mang; phan tich, nhan dién, téng hop céac phuong thirc, thu doan cua loai tdi pham nay. Trén
co s& d6 d& xuit mot sd giai phap ddi v6i cac co quan chie ning va khuyén cao dbi voi ngudi dan dé
nang cao hiéu qua phong ngira va dau tranh voi loai toi pham nay trong thoi gian téi.
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METHODS AND TRICKS OF CRIMINAL FRAUD TO APPROPRIATE PROPERTY IN
CYBERSPACE SOME SOLUTIONS FOR PREVENTING AND FIGHTING
ABSTRACT: This paper clarifies the concept and features of the criminal fraud to appropriate property
in cyberspace; analyzing, identifying and synthesizing methods and tricks of this type of crimes. Those
are on the purpose of proposing some solutions for authorities and recommendations for people to

enhance the effectiveness of preventing and combating this kind of crime in the coming time.
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1. PAT VAN PE

Trong diéu kién phat trién manh mé cua
cudc cach mang cong nghié€p 4.0 hi¢n nay,
khong gian mang tro thanh bo phan céu
thanh khong thé thiéu va dong vai trd quan
trong trong xay dung xa hoi thong tin va phat
trién kinh té tri thirc. O Viét Nam, ing dung
va phat trién manh m& cong nghé thong tin
trong cac linh vic doi sdng xa hoi, gop phan
day nhanh qua trinh cong nghiép hoa, hién
dai hoa dat nudc, phat trién kinh té, van
hoa, xa hoi. Mang Internet phat trién manh
mé véi toc dd nhanh, chi phéi moi linh vuc
cta doi séng xa hoi. SO lwong ngudi ding

54 TRUONG PAI HQC HAI PHONG

Internet & Viét Nam tinh dén ndm 2020 1a
68,17 tridu nguoi. S6 lugng ngudi sir dung
mang xa hi tang nhanh, riéng nguoi dung
Facebook ting gip 09 lan so véi toc do
tang dan sd, xép thir 7 trén thé gidi véi 58
tridu ngudi dung. Nhu ciu mua sam online
nhét 1a tir khi dién ra dich bénh Covid-19
dén nay ting nhanh. Cac (mg dung thanh
toan dién tir duoc sir dung ngay cang phod
bién. Riéng trong nam 2020 thwong mai
dién tr nudc ta ting khoang 15% dat quy
mo khoang 13,2 ty USD va s& tiép tuc ting
treong manh trong nhirg nam téi. Phan 1on
cac co quan, don vi, td chirc, c4 nhan hién
nay st dung cac ung dung mang trong cong



viée, giao dich, hoc tap va trao d6i thong tin
hang ngay [1].

Cung voi sy gia tang cua khong gian
mang, cac loai tdi pham st dung cong ngh¢
cao ngay cang phurc tap, nghlem trong, gia
tang ca vé sO vu va tinh chat, muc do, hau
qua. Trong cac loai td1 pham st dung cong
ngh¢ cao, hoat dong ltra ddo chiém doat tai
san trén khong gian mang hién nay hét stc
phd bién trén nhiéu nganh, nhiéu linh vyc,
thi doan hét sirc da dang, tinh vi, phirc tap
va thuong xuyén thay doi, khé nhan dién,
phurc tap gay thi¢t hai to 16n cho Nha nudc,
t6 chic va ca nhan, tro thanh van dé gay
nhirc nhéi du luén.

Chinh vi vay, viéc nghién ctu vé hoat
dong lira dao chiém doat tai san trén khong
gian mang, dic biét 1a tong hop cac phuong
thire, tha doan cac dbi tuong thuong su
dung dé nhan dién cac hoat dong nay, déng
thoi trién khai cac bién phap phong ngira,
ngan chan d4u tranh voi loai toi pham nay
trong doi song x4 hoi 14 mot yéu cau birc
thiét hién nay.

2. TONG QUAN NGHIEN CUU

Hién nay, da c6 mot s6 dé tai, cong trinh
nghién ctru khoa hoc lién quan dén cac van
dé vé an ninh mang, toi pham vé cong nghé
cao. Trén cac phuo’ng tién thong tin dai
chiing ciing di c6 nhiéu thong tin vé cac vu
viéc, canh bao cac phuong thuc, thu doan
vé cac hoat dong Iira déo trén khong gian
mang trén mot s6 linh vuc cu thé, tuy nhién,
dén nay chua c6 cong trinh nghién ctru nao
chuyén sau vé ndi dung nay. Bé dam bao
tinh méi, 1ap khoang trong trong linh vuc
nghién ctru, bai bao s& nghién ctru dé 1am r6
ndi ham ctia khai niém “Iira déo chiém doat
tai san trén khong gian mang”, phan tich
nhiing dac diém dac trung cua loai hinh t01
pham nay; thu thap tai li¢u tir tinh hinh thuc

té, phan tich, hé théng hoa dé tong hop 06
phuong thire, tha doan chil yéu vé cac hoat
dong ltra dao chiém doat tai san trén khong
gian mang hién nay; dong thoi, cin cir trén
cac chu truong, chinh sach cua Pang, phap
luat cua Nha nudc va tinh hinh thyc tién dé
nghién ctru, dé xuat 08 giai phap chu yéu
dbi voi cac cap, cac nganh chirc ning va
ngudi dan nham nang cao hiéu qua cong tac
phong ngira, dau tranh, ngin chin déi véi
cac hoat dong Iura dao chiém doat tai san
trén khong gian mang trong giai doan hién
nay va trong thoi gian toi.

3. KET QUA NGHIEN CUU

3.1. Khéi ni¢m va dic diém cia )i
pham lira dio chiém doat tai san trén
khong gian mang

Theo quy dinh tai Dicu 174, Diéu 290,
khoan 1, Piéu 8 B9 luat Hinh sy nim 2015
(stra d6i, b6 sung nam 2017) va cac vin ban
hudng dan thi hanh, toi lira dao chiém doat
tai san do nguoi cé du nang luc trach nhiém
hinh su thyc hién do ¢d ¥, xdm pham dén
khach thé 1a quyén sé hitu vé tai san cia
co quan, to chirc, ca nhin ma theo quy dinh
phai bi xtr Iy hinh sy [9].

biém dic trung cua t0i1 ltra ddo chiém
doat tai san 1a “bang thu doan gian ddi chiém
doat tai san ciia nguoi khac”. Tha doan gian
déi cua ngudi pham t6i phai c6 trude hanh
vi chiém doat va 1a nguyén nhan truc tiép
khién ngudi bi hai tin 13 that va giao tai san
cho ngudi pham toi. Doi véi hanh vi Lira dao
trén khong gian mang, thi doan gian dbi ¢
day thé hién bang viéc stir dung mang may
tinh, mang vién thong, phuong tién dién tr
dé dua ra nhitng thong tin sai sy that nham
gdy long tin d6i v6i chil tai san, 1am chi tai
san tin tudng ngudi pham tdi ma trao tai san
cho ho nham muc dich chiém doat tai san.

Cén ctr cac quy dinh cua phap luat va
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cac khai niém vé mang may tinh, mang
vién thong, phuong tién dién tir, khong
gian mang, Internet, thiét bi s6 c6 thé hiéu:
“To1 pham ltra ddo chiém doat tai san trén
khong gian mang 12 hanh vi nguy hiém
cho xa hdi dugc quy dinh trong B luat
Hinh su do nguo1i ¢6 nang luc trach nhiém
hinh su thyc hién bang viéc ¢b ¥ sir dung
mang may tinh, mang vién thong, phuong
tién dién tir dé thuc hién hanh vi gian déi
nham chiém doat tai san cua co quan, t0
chtrc, cd nhan™ [8].

T61 pham Itra ddo chiém doat tai san trén
khong gian mang c6 mot s6 ddc diém sau:

Tinh “an danh” va phuong thic hoat
dong “phi truyén thong” cia t6i pham trén
khong gian mang 1am cho cac déi tuong
pham t6i d& che gidu tung tich ddi v6i nguoi
bi hai. Cac dbi twong pham tdi c6 thé & mot
dia ban d€ thyc hién hanh vi lra ddo ¢ nhiéu
dia ban khac, khong c6 gidi han vé khoang
cach dia ly. Pay 1a mot trong nhing yéu t6
kich thich dan dén sy pho bién cua loai toi
pham nay trong thoi gian qua.

Céc dau vét quan trong phan anh vé hoat
dong pham toi vé mang may tinh thuong ton
tai du6i dang dit liéu dién tir, 4n trong cac
thiét bi luu trit, rat d& bi x6a bo, thay doi,
giy hu hong, tiéu hiy, an gidu, mi hoa, lam
cho viéc phuc hoi dit liéu hét sirc khé khan.

Pham vi anh hudng rong, tinh chat quc
té cta toi pham Ira dao trén khong gian
mang nhiéu khi can su phéi hop cia luc
luong chirc ndng trén nhiéu linh vue, dia
ban khac nhau. Sy khéc bi¢t trong hé théng
ludt phap va sy hop tac qudc té han ché 1a
ri0 can lam cho hoat dong dau tranh phong,
chdng toi pham trén khong gian mang, 13
diéu kién dé loai toi pham nay tiép tuc ton
tai, hoat dong, nhat 1a d6i v6i ddi tuong lira
dao tir nudc ngoai [2].
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2. Phuong thire, thi doan hoat dong
ciia tdi pham lira dio chiém doat tai sin
trén khong gian mang

Tinh hinh t6i pham lra dao, chiém doat
tai san qua mang dién ra phic tap voi nhiéu
phuong thirc, thu doan khac nhau, gay hau
quéa nghiém trong, anh huong dén quyén va
loi ich hop phap cta to chirc, ci nhan. Qua
tong hop cac phuong thirc tha doan chu yéu
bao gom:

(1) Lira dao qua cdac hinh thirc gia
mao: Gid mao la mot trong nhirng phuong
thirc, thu doan thong dung nhat cta cac ddi
twong dé thuc hién hanh vi lra dao, duoc
tién hanh bang rat nhiéu hinh thtc tinh vi,
da dang, cy thé gdm nhiing hinh thic chinh
nhu sau:

Gia danh cac co quan, t6 chuc thyc thi
phép luat: Cong an, Vién Kiém sat, Toa an...
goi1 dién thong bao cho nguoi bi hai ho hodc
ngudi than c6 lién quan dén céc to chirc toi
pham duong déy ma tuy, mua ban nguoi...;
yeu cau cung cap thong tin dé nhan gul buu
pham hodc gidy triéu tap, chuyén tién vao
tai khoan chi dinh trudc dé phuc vy diéu tra;
de doa bit giif, xtr 1y, yéu cau nan nhan phai
thong ké, khai bao, cung cap voi ddi tuong;
cac thong tin c4 nhan, tai khoan ngan hang
nham phuc vy diéu tra... [3].

Gia mao website dich vu chuyén tién
qudc té, cac ngan hang thuong mai, vi dién
tir, nhan vién cham soc khach hang, xur ly sy

... dé Itra nguoi dung truy cap; gia mao
cac doanh nghiép cung cép cac loai dich vu,
thong tin hd trg khach hang, giai dap thic
méc vé san pham, dich vu (nhu nhan vién
cac nganh dich vu dién, nudc, Internet) yeu
cau thuc hién chuyén khoan ndp tién néu
khong s€ khoa dich vu... dé tao suc ¢ép, yéu
cau nguoi bi hai thue hién theo yéu ciu cla
d6i tugng; gia mao can bo ngan hang goi



dién hodc nhan tin cho ngudi bi hai thong
bao c¢6 giao dich chuyén tién vao tai khoan
nhung bi treo va yéu ciu cung cip thong
tin dang nhap, mat khéau dich vu Internet
Banking va ma OTP dé nhan tién. Thuc
hién rat tién, chuyén tién vao tai khoan hodc
thanh toan hoa don r6i chiém doat..

Gia mao cac website, céng thong tin dién
tir ctia co quan nha nudc, to chic, doanh
nghi¢p, gia mao website cac chuong trinh
ndi tiéng... dé dan du ngudi dung truy cép.
Khi nguoi ding dién thong tin ding nhap thi
s€ bi trom cép thong tin cd nhan hoac cai dat
mi ddc vao thiét bi cua nguoi dung, phuc vu
cho muc dich chiém doat tai san.

Thiét lap cac tram BTS gid mao cac
doanh nghiép vién thong dé chin, chuyén
hudng céac thué bao di dong ctia ngudi dung
nham thu thap thong tin, dir liéu dé chiém
doat tai san (B§ Cong an da phat hién xu
Iy vu viée cac ddi tuong thiét 1ap tram BTS
gia mao cua MobiFone dé chuyén huéng
cac cudc goi cua khach hang, danh cap
thong tin thuc hién hanh vi ltra dao chiém
doat tai san).

(2) Lira dao qua cac hinh thirc kinh
doanh, giao dich, thuwong mai dién tw trén
khong gian mang

Giao dich thuong mai dién tir: Cac dbi
tuong md céac trang ban hang online, sau do
quang c4o, rao ban cac mat hang, quang céo
moi 1am nha phan phéi mat hang cia cong
ty, yéu cau nguoi tiéu dung chuyén khoan
hay dat coc dé dat mua, sau dé khong giao
hang hodc giao hang gia, hang kém chat
lwong, hang cii hong, hang khong 16 ngudn
gbc, xuat x@r, khong dang ban chit san
pham rao ban, giao khong du sd lwong dat
mua, sau d6 cit lién lac, x6a diu vét. Xam
nhap bat hop phap vao cac website ban
hang, thanh toan truc tuyén trom cip thong

tin thé tin dyng ctia ngudi nudc ngoai, sau
d6 dat mua hang hoa truc tuyén cé gi tri
cao chuyén vé Viét Nam tiéu thy.

Tao lap cac san giao dich, website, 1ng
dung kiém tien, st dung “mdi nhir” 14 cac
khoan loi nhuén cao dé kéu goi, 161 kéo dau
tu, kinh doanh tién 4o, ngoai hdi... theo mo
hinh da c4p. Sau d0, can thiép vao hé thong
k¥ thuat 1am nha dau tu thua 16 hodc danh
sap dé chiém doat tai san (Pién hinh nhu
ung dung CoolCat kéu goi nguoi choi tham
gia du doan ty gia vang, ngoai té, tién 4o...
website “webshopping.cc” va “shop555.cc”
16i kéo ngudi dan tham gia dau tu dudi hinh
thtre tranh don hang do...) [4].

Sur dung phuwong thurc kinh doanh da
cap: Cac dbi tuong lra ddo sir dung cac
khoan 1oi nhuan 16n dé hap dan, 16i kéo sd
lwong 16n nguoi dan dau tu vao cac du an
40, sau d6 danh sap hé théng dé chiém doat
tai san. Hoat dong cua cac san giao dich
quyén chon nhi phan (BO) gia ting, quang
cao rong rai trén cdc mang xa hoi nhu la
“san pham” cong nghé tai chinh, ing dung
“blockchain™ trong cudc cach mang 4.0,
khién “nha dau tu” 1am tudng cac san nay
duoc cép phép hoat dong tai Viét Nam nhu:
Wefinex, Raidenbo, Rosichi, The Legend...
Céc san giao dich BO nay thuc chét do cac
ddi tugng trong nudc thiét 1ap, diéu hanh;
thong qua d6i tuong moi gidi dé quang cdo,
161 kéo nguoi choi tham gia.

(3) Lura ddao thong qua thw dién ti,
mang xa hji va cdc dién dan trén khong
gian mang

Chiém quyén diéu khién tai khodn cdc
hop thu dién tur cia cac doanh nghi¢p, ca
nhan, sau do gia danh gui thu dién tir cho
dbi tac, thay doi cac ndi dung cua hop dong
xuat nhap khau, thay d6i tai khoan thanh
toan bang tai khoan cua d6i tuong lap
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lén dé khach hang chuyén tién vao. (Luc
luong chic ndng da phat hién céc bang
nhom hacker 14 nguodi nuéce ngoai, chu yéu
la nguoi Nigeria, st dung thu doan trén;
nhiéu doanh nghiép, ca nhan Viét Nam c6
hop ddng kinh t& voi nude ngoai bi lira dao
chiém doat s6 luong tién rat 16n, tir 2 - 3
nghin USD, dén hang tram nghin USD...)

Chiém quyén diéu khién cdc tai khodn
mang xa hoi (Facebook, Zalo, Twitter,
Viber....) cia nguoi dung, sau d6 mao danh
ngudi dung dé lira dao ban be, ngudi than
(nhu nhd hd tro tai chinh, vay tién, nho
mua thé dién thoai, yéu cau nguoi than,
ban be ctia nguoi tiéu dung thuc hién cac
giao dich...), ddi tic nham chiém doat tai
san. Dé chiém doat quyén quan tri cac tai
khoan mang xa hoi, cac doi tugng thuong
sit dung cac thii doan dan dy nguoi dung
mang x4 hoi truy cap vao cac lién két do cac
d6i twong 1ap nén vai cac ndi dung hap dan
nguoi dung nhu trod choi, boi toan, khao sat
tam 1y, khuyén mai, mua hang giam gia,...
qua d6 str dung ma doc dé trom cap thong
tin trong thiét bi nguoi dung.

Lira dio qua lam quen, két ban trén
mang: Véi su thong dung ctia cac dién dan,
phan mém, cac mang xa hoi, cac tmg dung
tro chuyén, lam quen, két ban, cac d6i tuong
str dung cac thong tin 40, anh gia, video gia,
tao dung nhiéu kich ban tinh vi dé tao long
tin cho nguoi bi hai. Mot sé d6i tuong st
dung tiéng Anh gia danh 1am ngudi nudc
ngoai, tim va két ban véi nhitng nguoi c6
nhu cau két hon v6i ngudi ngoai quoc, sau
d6 str dung céc 1y do dé ngudi bi hai chuyén
tién phuc vu cho cac muc dich tra hinh (nhu
nop phi dé nhan qua, dé héi 10, thuc hién
tha tuc Hai quan...).

(4) Liva dio qua cdc dich vu vién thong:
Céac dbi tuong Itra dao st dung céc dich vu
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vién thong dac biét 1a tin nhén loi dung su
mat canh gidc ctua ngudi dung dé chiém
doat tién cude vién thong. Cu thé nhu:

Str dung cac loai tin nhén rac, tin nhin
gai by, goi dién thoai dén dau so gia tri gia
tang, moi nguodi dung sir dung hodc xem céac
thong tin nhu thoi tiét, gia vang, thong tin
thoi su....dé lira dao nguoi dung nhan tin,
goi dién dén dau sb gia tri gia tang, thuc hién
cac dich vu ma nguoi dung khong sir dung
dén (tin nhin cho cac dau sé nay thuong cé
cude phi cao tir 3.000 - 15.000 dong/tin).

St dung phan mém gian diép cai trén
dién thoai thong minh tu dong gui tin nhén
dén dau s gia tri gia ting (wap charging)
mot cach ty dong va do dé cudc phi vién
thong cua nguoi dung bi trir tién ma nguoi
dung khong hay biét.

St dung k¥ thuat dé chiém doat quyén
st dung thé SIM nguoi dung (“hack™ SIM)
1a hinh thic dic biét nguy hiém do dbi
tuong c6 thé trom cip khong chi tién trong
tai khoan ma con co6 thé ban lai tai khoan
cho ngudi khac hodc chiém doat tién trong
ngan hang khi SIM dé duoc lién két voi tai
khoan ngan hang cia nguoi bi hai [5] .

(5) Cai md dic, phan mém gidn diép,
vao thiét bi ciia ngwoi ding, thu thdp
thong tin dé phuc vu hoat dong lira ddo:
Thong qua viéc dan du ngudi dung truy cap
vao cac lién két bat hop phap. Céc tap tin
chira ma doc 6 thé duoc tai, cai dit va mé
tu dong trén thiét bi ca nhan cua bi hai; cai
dat cac phin mém gian diép (spyware) vao
may tinh, dién thoai ctia nguoi dung. Céc
phan mém gian diép co chirc nang thu thap
dir li¢u, thong tin, tai li€u, hinh anh... trong
cac thiét bi thong minh; bi mat diéu khién
thiét bi thong minh ctia nan nhan dé ghi am,
chup hinh, ghi lai cac thao tic cia nguoi
ding va gui dit liéu vé cho ddi tuong. Sur



dung cac thong tin chiém doat dugc dé két
hop véi cac phuong thire, thii doan khac dé
thuc hién hanh vi Itra ddo. Ngoai ra, b::ing
cac thong tin thu thap duoc, cac déi tuong
con ¢6 thé sir dungdé chiém doat tién trong
tai khodn ngan hang; str dung thong tin nhay
cam dé de doa, téng tién hay phuc vu nhiéu
muc dich bat hop phéap khac.

(6) Cdc thii dogn dé chiém long tin
nguwoi bi hai

Pé dan du ngudi dung truy cip vao cac
lién két hodc tap tin chira ma ddc hoac thuc
hién theo cac yéu cau cua ddi tuong dé thuc
hién hanh vi ltra d4o, cac dbi tugng str dung
nhiéu thi doan trong do6 co thé hé théng mot
s0 cach thirc chinh nhu sau:

Loi dung vao tam ly chung cua nguoi
ding dé dua ra cac théng bao vé nhan qua,
trang thudng hodc loi dung cac thoi diém
dic biét dé dua ra cac Iy do thuyét phuc nhur:
nhan tién 1i xi dau ndm, nhap qua nhan dip
ngdy 1&, nhan qua khuyén mai... Loi dung
vao cac tinh hinh chinh tri, kinh té, xa hoi
ma du luan, xa hdi dang quan tam, c6 lién
quan dén dong dao nguoi dan, rao ban cac
mat hang thiét yéu, dang khan hiém, kich
thich tri t0 mo cua ngudi dung nhu dua céc
thong tin lién quan dén dich bénh Covid-19,
rao ban khau trang, thiét bi y té, tiém véc
xin phong dich; cac chinh sach vé cach ly,
phong téa; loi dung nhiéu ngudi dang gip
khé khin dé chao mai kiém tién online, st
dung clip, hinh anh néng dé dan duy...

Pua ngudi ding vao cac tinh trang khan
cap veé thoi gian, dit vao tinh thé néu khong
thuc hién ngay theo yéu cau, huéng din cia
cac d6i twong thi s& bi anh huong quyén loi.
Do do nguoi dung thuong khong kip c6 thot
gian dé can nhéc, kiém chimg va dé bj dan
du theo thu doan cua dbi tuong.

Str dung phan mém (Voice over IP) gia

s6 dién thoai, tao cac 4m thanh gia dé lura
dao khi goi dién thoai; st dung phén mém
gia mao tin nhan thuong hiéu (brandname)
clia cac co quan, doanh nghiép noi tiéng
dé tao 1ong tin cho ngudi bi hai (trong
ndm 2021 da phat hién thu doan gid mao
tin nhan cta cic ngan hang Vietcombank,
Vietinbank, Sacombank dé Iira déo). Cac
trang website gia mao c6 giao dién giéng
hoan toan vdi website that, c6 duong link
truy cap gan gidng véi duong link that, tao
sy nham 1an cho ngudi dung.

Loi dung tam ly dé bi dan du vao cac
hoat dong khi da c6 nhiéu ngudi tham gia,
cac dbi tuong tao cac khach hang 4o, binh
luén gia, tao ra ) lugng giao dich ao dé tao
1ong tin cho nguoi ding. Dién hinh nhu: dé
dan du ngudi dung vao cac hoat dong kiém
tién online, cac san giao dich chimg khoan,
ngoai hdi bat hop phép, cac ddi tugng dua
ra hang loat khach hang o dé binh luan,
phong van dua thong tin vé cac khoan loi
nhuan thu duoc...

Nghién clru dac diém, s¢ thich, nhu cau,
théi quen, cac moi quan hé ciia timg nguoi
dung dé de doa, lira dao; déng thoi cac doi
tuong khong chi st dung mot phuong thure
ma phdi hop sir dung nhiéu phuong thirc,
tha doan dé tao long tin cho nan nhan. Pua
ra cac chién thuat riéng d6i véi ting loai
nguoi dung nhu véi hoc sinh, sinh vién, véi
phu nit, v&1 nguoi cao tudi,....

3. Mot so6 bién phap ting cuong
phong, chdng t6i pham lira dio chiém
doat tai san trén khong gian mang

Véi nhitng dic diém dic trung vé
phuong thuc, thi doan pham tdi Itra ddo
chiém doat tai san trén khong gian mang,
trong thoi gian téi, dé nang cao hiéu qua
hoat dong phong, chéng loai td1 pham nay,
qua nghién ciru, ching toi dé xuat mot sb
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bién phép sau:

M5t la, cac cap, cac nganh trién khai
thuc hién nghiém thc, hiéu qua céc chu
truong cua Pang, phap luat cia Nha nude
lién quan dén cong tac bao dam an ninh
mang va phong chéng toi pham sir dung
cong nghé cao, trong do c6 td1 pham lira ddo
chiém doat tai san trén khong gian mang.
Dic biét 1a Nghi quyét s6 29-NQ/TW, Nghi
quyét s6 30-NQ/TW ngay 25/7/2018 cua
B¢ Chinh tri vé “Chién lugc bao vé T
qudc trén khong gian mang va “Chién lugc
bao v¢ An ninh mang Quéc gia”, Chi thi )
01/CT-Ttg ngay 18/02/2021 cta Thu tudng
Chinh phii vé ting cuong cong tac bio dam
an ninh mang, Chi thi s6 21/CT-TTg ngay
25/5/2020 ctia Thu tudng Chinh phu vé ting
cuong phong ngura, xur Iy hoat dong ltra dao
chiém doat tai san, bao dam quyén va loi
ich hop phap cia Nha nudc, to chiic, doanh
nghi€p va ca nhan trong sé hitu tai san.

Hai la, tang cuong cong tac thong tin,
tuyén truyén, canh bio vé hoat dong lira
d4o chiém doat tai san gén vO1 cac vu viéc,
vu 4n dién hinh. Noi dung tuyén truyén tap
trung vao cac ngi dung nhu:

Phd bién, cap nhat thudng xuyén céc
phuong thirc, thu doan ltra ddo; bao vé cac
thong tin ca nhan trén khong gian mang ,
han ché t6i da viéc chia sé cac thong tin
ca nhan chia s¢ thong tin c4 nhan, tam tu,
tinh cam, nguyén vong cua cd nhan trén
khong gian mang, cdc mang xa hoi 1a trén
cac mang xa hoi (facebook, zalo, viber...)
dé cac ddi twong khai thac thuc hién hanh
vi Ira dao (nhat 1a nhitng ngudi séng doc
than, nguoi gia, huu tri...); canh giac khi két
ban véi nguoi nude ngoai, dac bi¢t khi ho
dua ra cac 10 hira vé loi ich vat chat. Thuc
hién cac bién phap dé bao dam an toan nhur:
Khong thuc hién theo cac hudng dan, yéu
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cau trén mang khi chua cé sy kiém chimg;
khong truy cap vao cac trang web, email la,
khong tai, mo céc tai liéu, duong dan, tmg
dung khi chua r& ngudn gdc; canh giac voi
nhitng 101 gidi thi¢u, quang cao, chao moi
cac san phdm qua mang; khong cung cap
mi OTP do ngan hang giri cho bat ky ai,
ké ca nhan vién ngan hang;... Str dung cic
chuong trinh diét virus c¢6 uy tin. Cép nhat
ban trinh duyét, hé diéu hanh va céc chuong
trinh sir dung c6 ban quyén, cap nhat cic
ban va 16i thuong xuyén [6].

DPé cao canh giac khi nhan cac cudc
goi1 dén béng sb dién thoai cb dinh, khong
giao dich voi s6 dién thoai dau sb la, nguoi
goi tu xung la can by cac co quan nha
nude, dac biét 1a lyc luong Coéng an dé
thong béo, yéu cau diéu tra vu an qua dién
thoai, khong cung cip thong tin c4 nhan,
sO dién thoai, dia chi nha ¢... cho nhiing
nguoi chua rd nhan than lai lich, khong
nghe 10i ctia ddi tuong chuyén tién vao cac
tai khoan do cac ddi tugng chi dinh. Sang
loc k¥, kiém tra k§ thong tin quang céo,
rao ban vé hang hoa, danh tinh ngudi ban
hang qua mang, lva chon dia chi uy tin,
hinh thtrc thanh todn minh bach. Khong
cho muon, cho thué cic gidy to c4 nhan
c6 lién quan nhu can cudc cong dan, thé
ngan hang, khéng nhan chuyén khoan
hodc nhan tién chuyén khoan ciia cac ngan
hang cho nguoi khong quen biét, khong tin
tuong vao nhiing chiéu tro nhan thuong
qua mang ma yéu cau nap tién qua thé dién
thoai hodc chuyén tién qua tai khoan ngan
hang dé 1am thi tyc nhan thudng. Khi c6
thong bao trung thuong hodac nguoi gui
qua thi khong nhan khi chua xac dinh o ly
do giri va thong tin nguoi gui dé xac nhan
thong tin. Canh giac va thuong xuyén kiém
tra d6i voi cac dich vu cung cap thong tin



qua tin nhin trén dién thoai, yéu cau tong
dai x6a bo cac dich vu khong can thiét. ..

Ba la, 1am tt cong tac hudng dan co
quan, t6 chirc, doanh nghiép tham gia
phong ngtra vi pham phap luat trén khong
gian mang trong do c6 hanh vi ltra ddo
chiém doat tai san. Yéu cau, thanh tra, kiém
tra viéc chap hanh quy dinh ctia phap luat vé
thoi han bao quan, luu trit, cung cip thong
tin, dir liéu dién tr phuc vu cong tac phong
chéng t6i pham va vi pham phap luat khac
xam pham an ninh mang. Yéu cau co quan,
t6 chirc, doanh nghiép cung cap thong tin,
tai liéu, so liéu, chung cur lién quan cho co
quan chuyén trach khi c6 yéu cau theo quy
dinh cua phap luat. Kiém tra, giam sat hoat
dong hop tac voi cac t6 chirc, doanh nghiép
cung cap dich vu trén ha tang mang, khong
cung cép dich vu ¢6 ndi dung ltra dao; chu
dong trién khai cac bién phap canh bao, hd
trg, bao vé ngudi st dung. Thanh tra, kiém
tra, xu ly, giam sat cac trang thong tin dién
tu, tai khodn mang xa hoi cua cac t6 churc,
ca nhan co6 cac hoat dong c6 nguy co cao
nhu huy dong von, dau tu trai phép, doi tién
qua trung gian, quang cao mua ban hang
héa, dich vu mua ho hang hoa... tich hop
trén cac san phém dich vu buu chinh, vién
thong, cong nghé thong.

Bon la, nang cao hiéu lyc, hi¢u qua quan
Iy nha nudc vé an ninh mang, xdy dung co
ché dé tang cuong quan 1y, kiém soat ddi
v&i cac hoat dong thuong mai dién tir, thanh
toan dién tir. Cac doanh nghiép vién thong,
cung cap dich vu Internet ¢6 co ché luu giir
dﬁy du, chinh xac, bao mat thong tin cad nhan
ctia nguoi st dung dich vy; tang cudong quan
ly cac ndi dung quang céo trén moi trudng
mang, loai bo “sim rac”. Ra soat, xac dinh
nhimg so ho, thiéu sot, nhitng vin dé gay
vuéng méc trong cong tic phong ngira, X

Iy vi pham, dic biét 1a nhitng quy dinh vé
chimg ctr dién tir & phuc vu cong tac diéu
tra, xu 1y [7].

Ndam la, tang cuong nang luc cho co
quan chuyén trach trong phong chdng toi
pham cong nghé cao; trang bi cac thiét
bi, cong cy, phuong tién hi¢n dai; nang
cao kién thuc, kinh nghiém vé phap luat,
nghiép vy, k¥ thuat dé dau tranh véi loai
t0i pham nay. Luc lugng Cong an mo céc
dot cao diém tan cong, tran ap toi pham,
trong d6 co6 toi pham Lira dao chiém doat
tai san, dac bi¢t 1a to61 pham ltra dédo chiém
doat tai san trén khong gian mang. Tap
trung diéu tra, khoi to, xir Iy cac hanh vi
lra ddo chiém doat tai san, triét dé thu hoi
tai san bi chiém doat.

Sdau la, Ngan hang Nha nudc Viét
Nam ban hanh cic quy dinh d6i véi viéc
ung dung cac phuong ti¢n thanh toan mai,
tién tién, bao dam chat ché, an toan; tang
cuong kiém tra, phat hién kip thoi cac hanh
vi gian 1an, khong dung quy dinh phap luat
vé hoat dong thanh toan, trung gian thanh
toan, phong ngira ddi tuwong loi dung dé
thuc hién hanh vi vi pham phép luat; khic
phuc nhiing so ho, thiéu sot trong cac hoat
dong nhu cho vay, thanh toan, chuyén tién,
nhan tién... phdi hop xac minh, xir 1y toi
pham; kip thoi c¢6 bién phép phong toa,
ngan chén viéc tAu tan tai san trong cac vu
viéc, vu an [10].

Bay la, xay dung phong trao toan dan
bao vé An ninh T6 qudc trén khong gian
mang, trong d6 khuyén khich, hudng dan
nguoi dan tham gia cac hoat dong phong
ngtra, ddu tranh v6i cac hanh vi lra déao
chiém doat tai san trén khong gian mang;
kip thoi t0 giac t6i pham, phdi hop chat
ché véi cac co quan chuyén trach, cung cap
thong tin, tai liéu phuc vu qua trinh diéu
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tra, 1am 13, xtr 1y cac d6i tuong lra déo trén
khong gian mang.

Tam la, tang cuong cong tac hop tac
qudc té trong ddu tranh phong chéng toi
pham cong nghé cao, trong do cé tdi pham
lira ddo qua mang. Dic biét 1a phdi hop
trong xur 1y cac ddi twong lira dao xuyén
qudc gia. Lién két véi nudc ngoai dio tao,
tap huén nang cao nang lyc cho luc lugng
chirc nang vé phdi hop to chirc tap huan k¥
nang thu thap, bao quan, phuc hdi va phan
tich dir liéu, chimg cur dién tir tai Viét Nam;
k¥ ning diéu tra toi pham sir dung cong
ngh¢ cao.

4. KET LUAN

To1 pham ltra dao chiém doat tai san
trén khong gian mang 1a loai hinh tg1 pham
dac trung phat sinh trong su phat trién cua
thoi ky Cach mang cong nghi¢p 4.0, gay
hau qua nguy hiém, tic dong dén cac co
quan, t6 chuc, ca nhan, gay nhiéu hé luy
cho xa hoi. Pay ciing 1a loai t0i pham c6 su
két hop gitra toi pham truyén thong (Itra dao
chiém doat tai san) v4i tdi pham phi truyén
thong (t6i pham coéng nghé cao), phuong
thirc thi doan rat da dang, tinh vi str dung
yéu to tdm 1y va cac yéu t vé k¥ thuat cong
nghé, din dén cong tic phong ngira, ddu
tranh, ngan chan cé nhiéu khé khan, phuc
tap. Do d6, doi hoi cac cap, cac nganh, cic
luc lugng chirc nang can ¢6 su vao cudc
quyét liét cing v6i su nang cao tinh than
canh giac, y thic trach nhiém ctia moi cong
dan trong viéc chip hanh cac quy dinh cua
phap luat ciing nhu sy phdi hop, hd tro luc
lwong chirc ning dé timg budc ngan chin,
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day i loai t6i pham nay, xay dung khong
gian mang lanh manh, an toan phuc vu cho
su phat trién kinh té x3 hdi va sy an ninh, an
toan cho moi ngudi dan ./.
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