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TOM TAT: Trong xa hoi hién dai, Internet 1a mét dich vu dong vai tro quan trong
ddi vai tat ca cac to chuc cling nhu ca nhan. Bén canh nhiing o1 ich to 16n ma Internet
mang lai n6 ciing dong thoi phat sinh nhidu van dé can giai quyét, dic biét 1a vin dé
an ninh mang. Mang dugc x4c dinh boi phﬁn mém SDN (Software-Defined
Networking - SDN), duoc stt dung mot cach phd bién véi nhitng yéu té didu khién
linh hoat khi van hanh cac dich vu mang. Trong bai bdo nay, ching t6i trinh bay mot
cach téng hop cac co ché phat hién va giam thiéu thiét hai d6i véi tin cong DDoS
trong SDN, cu thé 13: phuong phap duya trén 1y thuyét thong tin, phwong phap dwa
trén hoc may, phuong phéap dua trén mang Noron nhan tao. Ching t6i cling gidi thiéu
cac 16 hong va thach thirc trong viée trién khai cac giai phap phong chéng DDoS ddi
v6i kién tric SDN.

Tir khéa: tin cong mang, mang duoc xac dinh bdi phan mém (SDN), tin cong tir
chdi dich vu phan tan (DDoS).

A SYSTEMATIC REVIEW OF CYBER ATTACKS DDoS IN SDN

ABSTRACT: In modern society, Internet plays a significant role for all
organizations and individuals. Besides the great benefits, Internet also raises many
issues that need to be solved, especially in network security. The Software-Defined
Networking (SDN) along with a highly flexible capability of control the components
when manipulating network services, is being widely adopted. In this paper, we
would like to present a synthesis of DDoS attack detection and mitigation
mechanisms in SDN, specially, Information theory-based DDoS defence solutions,
Machine learning-based DDoS defence solutions, Artificial Neural Network-based
defence solutions. We also indicate vulnerabilities as well as challenges in the
implementation of DDoS preventing solutions in SDN.

Keywords: cyber attacks, DDoS, SDN.
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1. MO PAU

Cong nghiép phan mém dang c6 sy
dich chuyén khong ngimg tir cung tng
dich vu truyén théng (cai dit trén may
tinh cd nhan) sang phuong thirc sir dung
dich vu dugc cung ing trén mang Internet
(tng dung trén nén Web) [4]. Boi vay,
xuat hién rat nhidu cic bai toan can giai
quyét lién quan dén mang may tinh, dic
biét 1a an toan va bdo mat thong tin trén
Internet. Cho dén nay, dd c6 nhiéu cach
tn cong trén mang may tinh nhu Worns,
Trojans, tdn coéng theo kiéu tir chdi dich
vu (DoS - Denial of Servive), ... 1a mot sd
hinh thtic tan cong pho bién trén Internet.
T4n céng DoS 1a phuong phap ngin chin
nguoi dung hop phdp truy cap vao tai
nguyén trén mang may tinh bang cach
viéc lam can kiét cac ngudn tai nguyén va
dan dén tir chéi truy cap.

Vi tée d6 phat trién khong ngimg
cia phan cung, ké tn céng di sir dung
da thiét bi trong DoS, khi d6 chuyén
thanh cac cudc tn cong tur chéi dich vu
phan tan (Distributed Denial of Service
- DDoS). Tan céng DDoS tao ra mot
ddi quan (bao gém cac hé thong may
tinh bi chiém quyén xam nhap va diéu
khién), duoc goi la mang botnet. bé
khoi dong mot cudc tan cong DDoS, ké
tan cong gui 1énh dén tat ca may tinh bj
xam nhap va kich hoat yéu cau tir tat ca
cac may tinh nay giri dén nan nhan lam
nan nhan bi qua tai véi luu lugng truy
cap vo ich. Do do, tai nguyén cua nan
nhin khong thé truy cap duoc dbi véi

nguoi dung hop phép va nan nhan dugc
cho 1a dang bi tin cong DDoS. Error! R
eference source not found. minh hoa
co ché tin cong tur chéi dich vu phan
tan.

VICTIM

Hinh 1. Co ché tin cong tir chéi dich vu phén tan

D3 c6 nhiéu phwong phap tiép can
dé phat hién va giam thiéu thiét hai ddi
v6i cac cude tan cong DDoS nhu mang
c6 thé lap trinh [12] (Programmable
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Networks) va mang dugc xac dinh bdi
phin mém [22] (Software-Defined
Networking - SDN), v.v. Trong do,
SDN dugc coi 1a mdt trong nhitng budc
tién dang ké mang lai hiéu qua cao ddi



v6i co s¢ ha tang tai thoi diém hién tai
boi tinh linh hoat, toc d6 trién khai va
kha nang lap trinh dong va don gian hoa
qua trinh quan 1y mang. Mac du, kién
truc SDN c6 kha ndng tdng cuong bao
mat cia hé théng mang dya vao bd diéu
khién tap trung nhung né ciing co
nhirg thach thic riéng can phai giai
quyét. Cu thé, vi qué trinh diéu khién
tap trung va chiu trach nhiém quan ly
mang nén day ciing s& 1a mot 16 hong
bao mat tré thanh muc ti€u cia cac cudc
tan cong DDoS.

Shin [6] d4 chi ra mot s6 cach thirc
tAn cong mang twong tmg véi cic tang
khac nhau cua kién tric SDN, cu thé 1a tan
cong DDoS trong céc 16p tmg dung, 16p
diéu khién va 16p dir li¢u, day la cac mat
phing muc tiéu cua cac cudc tin cong
mang. Mot s6 nghién ciru khéc ciling da tap
trung vao phat hién va giam thiéu tac hai
clia cic cudc tan cong DDoS trong bdi
canh SDN. Trong nghién ctru nay, ching
to1 tap trung vao cac khia canh sau:

(i) Trinh bay kién triic SDN mét
cach cu thé kém véi cdc tinh ning chinh
giip kién triic nay manh mé va linh hoat
hon so voi cac mang dua trén IP;

(ii) Pdnh gid mét cach chi tiét
cdc cudc tan céng DDoS doi véi kién
truc SDN;

(iii) Tong hop va phan logi cdc ky
thudt phdt hién va giam thiéu téc hai cia
cdc cudc tan céng DDoS trong SDN.

Cac phan tiép theo cua bai bao
duoc cAu tric nhu sau, Phan 2, chung toi
s& gidi thiéu vé kién trac SDN cung véi
cac didc trung co ban cia kién tric nay.

Phan 3 13 nhitng ndi dung danh gia mot
cach chi tiét cac cudc tan cong DDoS
dbi v6i kién trac SDN. Chung t6i tién
hanh phan loai cdc phuong phap phat
hién va giam thiéu tn cong DDoS trong
Phén 4. Cudi cung 1a két luan vé nhiing
van dé 1a thuc hién duoc cling nhu céc
cong viéc can trién khai trong thoi gian
tiép theo.

2. KIEN THUC CO SO

Trong phan nay, chung toi s& gidi
thiéu hai loai kién trac mang co ban: (i)
Kién triic mang duoc quan 1y dua trén dia
chi IPs va (ii) Kién tric mang duoc xéac
dinh béi phan mém (SDN).

2.1. Kién trisc mang dwa trén dia
chi IPs

Dbi véi phuong phap quan Iy mang
truyén théng thong qua dia chi IP, tang
diéu khién va ting dir liéu dugc tich hop
thanh céc thiét bi dung chung, diéu nay
dan dén tinh thiéu linh hoat trong trién
khai boi cac nha khai thac mang can cdu
hinh timg thiét bi mang bang cach sur
dung céc Iénh cf'lp thf,lp dé thuc hién cac
chinh sach mang cép cao. Phuong thirc
quan ly mang may tinh theo cach nay
duoc goi 1a tich hop theo chiéu doc
(vertically integrated).

2.2. Kien triic mgng dugc xdc dinh
boi phdn’mém (SDN) .

‘ Kién tch mang dugc xac dinh bang
phan meém (Software-Defined
Networking - SDN) la mé hinh mang
trong do tang di€u khién logic va tang dur
liéu dugc tach roi va qua trinh giao tiép
gitra hai tang nay dugc thiét 1ap boi cac
giao dién tmg dung lap trinh (APIs); toan
bd qua trinh dicu khién tng dung mang
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dugc xur ly tap trung. Hinh 2 minh hoa
kién tric mang dugc xac dinh thong qua
ph/ém mém. Mot s0 thuat ngir co s¢ trong
kién truc mang SDN la:

Mat phdng dit liéu: bao gém céc
thiét bi chuyén tiép goi khac nhau nhu bo
dinh tuyén, diém truy cap khong day, bo
chuyén mach va bo chuyén mach &o.
Trong SDN, chung 1a cac cong tic
OpenFlow. Cac thiét bj nay chua céc
bang luu lwong dé luu trit cac quy tic
chuyén tiép cac goi, dugce xac dinh hoan
toan bdi mat phang diéu khién va cac
thiét bi. Mat phang dir liéu tap trung vao
chuyén tiép cac gbi tin.

Giao dién huong Nam: Day la cac
giao thtc tao diéu kién kiém soat hiéu
qua trén mit phiang dir liéu (OpenFlow
[11], v.v.).

Téang diéu khién: Lién quan dén
b6 diéu khién SDN hoic NOS (Hé

diéu hanh mang) 1a bd nio cia toan
b6 mang (NOX [2], v.v.). Tang nay
chiu trach nhiém dua ra cac quyét
dinh chuyén tiép goi va trién khai
chung vao cac thiét bi mang.

Giao dién hiwéng Béc: N6 12 mot
giao dién gitta mit phang diéu khién va
mit phang tng dung. Cac API nay duoc
cung cap boi NOS cho cac nha phat
trién ng dung va giup lap trinh mang
va an cac chi tiét noi bo cua mang
(FML [9], v.v.).

Tang vmg dung: Con dugc goi 1a
mat phang quan 1y va la mat phang dau
tién trong kién trac SDN. T4t ca cac ng
dung, dugc viét boi cac nha phat trién dé
quan 1y mang, thyuc thi trén mit phing
nay. Trong SDN, giam sat 13i va cdu hinh
thiét bi mang dugc thuc hi¢n thong qua
mit phing tmg dung.

Application Plane

" IDS | Security 3rd Party
Access Control ’ [ Firewall ‘ [ Load Balancer [ Monitoring ] Application
Northbound APls ( FML, Procera, Frenetic, RESTful etc) ———» I «—— Morthbound APls ( FML, Procera, Frenetic, RESTful etc)

Control Plane

POX

POX

Eastbound
APls

Westbound
APls
{ ALTO,
HyperFlow elc.)

. FlODdngh'l -
FloodLight FloodLight
Beacon { ALTO
C{mtrnllar
Southbound APIs { OpenFlow, ForCES, PCEFIRS etc) ———» | ﬁ ﬁ <— Southbound APIs | OpenFlow. ForCES, PCEPIRS etc.)

Data Plane

3 Wireless Access 2

| Switch ' L Point l [ vSwitch J Router

Hinh 2. Cdc tang kién triic mang SDN
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Huong Pong va huong Tay: Trong
SDN, tét ca cac bo diéu khién mang dugc
tap trung vé mit logic, nhung co thé
duoc phan phéi vé mat vat ly. Cac bd
diéu khién nay giao tiép thong qua céc
giao dién hudong dong va huong tay. Vi
mot bo didu khién duy nhat chi c6 thé xu
Iy mt mang nho, vi vay néu no bi 15i,
toan by mang s€ bi xam pham. Trong
truong hop ndy, can c6 nhiéu bo diéu
khién va néu mot bo diéu khién bj 15i, ¢6
thé thong bao cho cac bd didu khién khac
dé tiép quan viéc xt 1y luu lugng
(HyperFlow [3], v.v.).

Kién trac ciia mang SDN mang lai
mot lgi thé 16n dbi v6i viée phat hién va

phong thu cac cudc tin cong DoS va
DDoS, cu thé nhu sau: (1) Tach biét mat
phing dit liéu va mit phing diéu khién;
(2) Cho phép hién thij thong tin toan cuc
vé mang; (3) Phan tich luu lugng dua
trén phan mém; (4) Kha nang lap trinh
mang dong; (5) Cap nhat chinh sach
mang dong.

Nhu véy, trong phan nay ching
t61 di gidi thidu mot cach chi tiét kién
truc cling nhu dac diém lgi thé cua
mang SDN. Hinh 3 minh hoa kién trac
mang dugc quan ly bdi dia chi IPs
(bd diéu khién phén tan) va kién trac
mang st dung SDN (bo diéu khién
mang tap trung).

Kién trilc mang truyén thﬁng (IPs)

Kién triic mang SDN

Distributed Control Plane

[ - controt

I - Data Pig

Centralized Control Plane

mf B

Plane

Hinh 3. Kién triic mang truyén thong va SDN

3. Tan cong DDoS ddi véi SDN
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Bang 1. Tong hop cac 16 hong trong Kién triic SDN

Loai 16 héng Céc diém chi y
Bao hoa by nhé dém St dung luu trir tiéu dé géi tin (bd chuyén mach) - OpenFlow

thiét 1ap cac chinh sach can luu trit thong tin trong bd nhd dém.

Tran bang luu lwong Cac bod chuyén mach can c¢6 bd nhd TCAM dé luu trir luu
lugng céc bang. Tuy nhién, b nhé nay bi han ché bai gia
thanh cao.

Tic nghén lién két gitra D61 voi mdi ludng luu lwgng méi, bd chuyén mach can thiét
mit phing dir liéu va 1ap chinh sach mdi cho Packet in va Packet out, diéu nay d&
mit phang diéu khién  dan dén tinh trang tic nghén lién két gitra hai mat phang.

Do bao cia bo dieu BO dicéu khién cling c¢6 thé bi bao hoa néu n6 nhiéu request doc
khién hai guri dén cung luc.

Kién trac SDN dugc tao ra dé khic  thé bi khai thac, dic biét 1a cac khia canh
phuc cac van dé con han ché trong bao tich hop theo chiéu doc lién quan dén ba
mat mang may tinh truyén thong. Tuy 16p chtrc ning cua kién tric mang. Cac
nhién dén lugt minh, SDN cling can phai 16 héng bdo mat nay duogc thé hién mot
duoc khic phuc céc van dé bao mat c6 cach chi tiét trong Hinh 4 va Bang 1.

Control Plane

Logically 'J ,,,,,,,,,,,,,,,,, ,‘:
Centralized g
Controllers S Flow Table Overflow

1
2
rL:\3‘/,' Data-Control Link Congestion
n Legitimate Trafficji IAttack Traffic » \z\ Controller Saturation
7] LS
\

Buffer Saturation

[ o Legitimate Traffic Data Plane

Legitimate User f i

: Packet Buffer
" e OFSwitch Flow Table
]
I_b!" — ek T

=

Attacker

Switch
Hinh 4. So' @6 mike khdi niém vé cdc 16 hong trong kién triic SDN
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Tir nhitng 16 hong trén, ké tin cong
c6 thé thuc hién cac loai tAn cong DDoS
dén kién tric mang SDN. Mét s6 loai tin
cong co ban bao gom:

1. Lam tran ngdp goi tin (Packet in
flooding): ké tan cong gui nhidu goi tin
dén vswitch bang cach gia mao IPs va
budc vswitch guri tin nhin packet in sb
luong 16n dén bo diéu khién va lam cho
bo diéu khién trd nén qua tai khong con
kha nang xir Iy nhitng yéu cu cua ngudi
dung hop phap.

2. Gid mao Switch(Spoofing of
Switch): ké tin cong gia mao dia chi
IPs va thiét 1ap kénh lién lac v6i bo diéu
khién dan dén bo diéu khién s& chim
dut giao tiép véi bo chuyén mach hop
phap dé chuyén sang giao tiép voi bd
chuyén mach doc hai va lam giam hiéu
sudt mang.

3. Tran bang luu luong (Flow
Table Overflow): v&i phuong phap
thiét 1ap dong, OpenFlow trong mit
phing diéu khién s& lién tuc thiét lap
nhitng chinh sdch md&i cho cac goi tin
duoc chuyén dén, thong tin vé chinh
sach méi dugce luu trit trong cac bang
luu luong va chi co gid tri trong thoi
gian nhét dinh. Trong truong hop, ké
tan cong giri nhiéu ludng gia mao dén
cac bo chuyén mach va bang luu lugng
cia switch s& hét bd nh¢ trong thoi
gian ngin va s& chi co cac quy tic gia

mao trong do. TAt ca cac muc nhép hop
1¢ s& bi x6a khoi bang quy trinh va ha
cAp hiéu suét.

4. Sy tac nghén cua cac API huéng
Nam (Congestion of Southbound APIs):
ké tdn cong giri nhidu ludng gia mao dén
bd chuyén mach 1am qué tai bang thong
duy nhit duoc sit dung boi cac APIs
huéng nam va tao tac nghén.

5. Do bao hoa ciia by diéu khién
(The Controller Saturation: B diéu
khién can 1am viéc theo thai gian thuc
dé tao ra cac quy tic diéu khién cac
g6i tin dén, boi vay ké tin cong co dé
tao nhiéu ludng gia dé lam qua tai bo
diéu khién.

6. Bao hoa bd nhé dém (Buffer
Saturation: By nh¢ dém dugc s dung
dé luu cac packet in trude trong khi
doi quy tic méi duoc thiét 1ap boi bod
diéu khién. Khi lugng request qua 16n
ciing sé& dan dén bdo hoa bd nhé dém.

7. Ung dung khong duoc xac thuc
ké tin

cong cd str dung mot sO ung dung trai

(Un-authorized Applications:

phép truy cdp vao tai nguyén cua hé
thdng thong qua céc tmg dung hop phap
(d3 duoc cap phép).

Nhing phan mau d6 trong Hinh 4
1a cac 16 hong d& dang bi khai thac va tin
cong; Hinh 5 mo6 td mdt cach chinh xéc
vi tri cta cac 16 hong trén cac tang cua
kién tric SDN.
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DDoS Attacks in SDN

Application
Plane

v
Data Plane

v

Control Plane Packet-In Flooding

Un-Authorized Applications

Flow Table Overflow

¥
Spoafing of Switch

4
Buffer Saturation

L 4
Saturation of Controller

+ . v
Communication

Links API

Congestion of Southbound

Hinh 5. Cdc kiéu tan cong DDoS ¢ cdc 16p khdc nhau ciia SDN

4. CAC GIAI PHAP PHAT HIEN
VA GIAM THIEU THIET HAI TAN
CONG DDOS TRONG SDN

D3 ¢ rit nhiéu nghién ctru quan
tam dén van dé vé phat hién va phong
chéng tin céng DDoS trong mang SDN.
Trong phan niy, chung t6i s& tong hop
cac ky thuat dwoc ap dung dé dua ra cac
giai phap phat hién va giam thiéu thiét
hai trong cac cudc tan cong DDoS.

Tuy vao tiéu chi va co ché duoc sir
dung, cac giai phap phat hién DDoS dén
nay dugc phan thanh mot s6 loai, cu thé
nhu sau: (i) Giai phap phong chdng
DDoS duya trén 1y thuyét thong tin, (ii)
Giai phap phong chdng DDoS dua trén
hoc may, (iii) Giai phap phong chéng
DDoS dua trén mang tri tu¢ Noron nhan
tao. Mot sb tiéu chi st dung trong danh
gia cac giai phap phat hién DDoS la: (1)
nam xudt ban, (2) pham vi cia gidi phdp
(phat hién, giam thiéu, v.v.), (3) thudt
toan/khong gian dwoc sw dung,(4) cac
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théng sé dwoce quan tam, (5) mdt phang
bi tan c¢éng va (6) ndi dung chinh ciia cdc
nghién cuu.

4.1. Cac giai phap phat hién
DDoS sit dung ly thuyét théng tin
trong SDN

Ly thuyét thong tin dua trén cac
phép do Entropy va khong gian phan ky
duoc st dung mdt cach rong rai dé phat
hién tin cong DDoS trong SDN. Entropy
dai dién cho dac tinh ngﬁu nhién vé tinh
nang mang va khong gian phan ky cho
phép biéu dién su giéng nhau cua hai
phan phdi xac suat. Bang cach sir dung
Entropy va khong gian phan ky trong
phan tich s6 liéu c6 thé thay hanh vi cua
mang hién tai cé su khac biét gi so véi
hanh vi ciia mang thong thuong hay
khong, tir d6 cho thay nhiing dau hi¢u
clia cac cudc tAn cong DDoS. Bang 2 tom
tat cac nghién ctru st dung ly thuyét
thong tin trong phat hién va phong chdng
cac cudc tin cong DDoS trong SDN



Biang 2. Mgt s6 gidi phap phat hi¢n tin cong DDoS sir dung Iy thuyét thong tin

Tac A A M:sjlt
STT| gig, | Pham | Thuat /Thong phang N¢i dung chinh
9 Vi toan SO tan
nam cong
IP ) - M6-dun giam sat dya trén trang
Botie nguén | Ung [théi duoe sir dyng dé nam bat hru
VéACéC Phat IP dich du{lg lugng tir cdc thiét bi chuyén mach
cong | hién |Shannon| Piéu |dua trén qua trinh xu 1y trang thai
1 SU | Giam | Entropy Con:g khién [trong chuyén doi.
[13] nhe N%uon Dit |- Mb-dun giam thiéu s& cai dit cac
(2017) C(?ng liéu |quy tac ludng méi cho cac ludng
bich doc hai.
- Ung dung chay trén bo diéu khién
Tsai val ~.. s& giam sat luu luong truy cap dén
. Giam D , 2 A 1A
(iac thidu Entropy ’ bidu va tinh toan entropy dé tim d¢ 1éch
2 | cong ] IP dich . |trong luu lwgng mang.
Phat | Shannon khién X A T
su [7] hié - Néu phat hién ra cudc tan cong,
(2017)| ™Men né s& gitp thyc hién chién luge
giam thiéu dé chan céng cu thé.
- Khi phat hién tic nghén, switch
giri thong tin cua cac goi dén bod
diéu khién va bo diéu khién s& tinh
Kalkan! toan entropy cua S:éc cap va f:hi ra
Vva clc Glém P _Jsu khac biét gira cac gia tri
3 | cong thiéu Entro nguédn Bi@u entropy vuot qua ngu&ng, cugc tan
su '[1 0] Phat py IP dich khién |cong DDoS dugc phéE hién.
(2018) hién - Giai doan giam thiéu chu dong
thuc hién ndm chuc nang nhu Tao
ho so cdp IP dang ngo, Tinh dlem
Xac dinh ngudng, Tao quy tac dé
giam thiéu cac cudc tan cong.
‘S];l}lzz |- Tac gia sir dung khoang cach thong
4 | cong Phét Entropy IP dich Di.é"u tin nhu m(}t thude do dé dinh luong
Sl.f 5] hién |tOong quat khién |dd léch cua cac luong luu lugng
(2018) mang.
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- Sir dung hai mo-dun trong bd diéu
khién, mo-dun thu thap thong ké va
mo-dun phat hién bat thuong.

Entropy
S?h(zo Shannon
va cac
R A GE
5 | cong E‘hAat IP dich
su [8] ien GID
(20 1 8) KL-phan
ky

- St dung cac thuée do 1y thuyét
thong tin dé phan bi¢t céac sy ki¢n
chép nhoang tir cac cudc tan cong
DDoS toc d6 cao

Pieu
khién

4.2. Cac giai phap phat hién
DDoS sir dung hoc may trong SDN

Mot sb phuong phap thuong dugc
st dung la Support Vector Machine
(SVM), M6 hinh Markov 4n (Hidden
Markov Model - HMM), Cay quyét dinh
(Decision Tree - J48), Advanced Support

Vector Machine (SVM), Naive Bayes
Logistic regression, Random Trees,
Binary Bat algorithm, Random forest, va
K-nearest neighbour (KNN). Rat nhiéu
nghién ctru da ap dung cac thuat toan nay
trong phat hién tan cong DDoS nhu dugc
tom tét trong Bang 3.

Bang 3. Mt s6 gidi phat phat hién va giam thiéu tAn cong DDoS sir dung hoc may

Thuat
srr| Taceid Pham) toan/Chi [, o o) Mat N¢i dung chinh
nam vi so0 phat phang
hién
- Phuong phép nay phat hién va giam
thiéu tan cong tran ngap bang cach su
. dung phan loai entropy va SVM.
\ , SVM IP nguon - Entropy dugc sir dung dé xac dinh
Huva | phat cd - 2.
(A .| Sh ong . [nhling thay d6i trong mang.
cac cong | hién annon- 1, oy4n 1P | Picu
L | ser15 . entropy , 2 |- Mo-dun Phat hién DDoS thuc hién
r [15] | Giam dich khién
(Lvachon| . ", ba nhiém vu: thu thép thong tin, trich
(2017) | nhe tinh nang) Giao thire xudt tinh ning va phat hién tan con
& cong dich gvap g
- Co ché giam thiéu tin cong dugc
trién khai dua trén danh sach trang va
cap nhat dong cac quy tic chuyén tiép.
Dehkordi BayesNet . - Hé thdng nay so sanh cac tinh ning
va caC | Phat 148 SO0 | piay |mang véi cac gid tri ngudng duoc
2 | cong su | pien | | chketfm khién |Xac dinh trudc dé phat hién tan cong
1 i Hoi quy | tin nhan DDoS.
[14] logisticcay
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(2017) ngau Toc do - Cac mo6 hinh hoc may két hop vai
nhién | yéu ciu twong quan dé ting do chinh xac cia
luu lugng hé théng hién cé.
Thoi
lugng
- Céc tac gia da dé xuat mot IDS hai
o giai doan giGip phat hién sy bat
Li va céc Thuat toan| thuong trong mang mot cach thong
cong su | phat nhi p}‘lan Bovtmh Pidy |minh bang cich nam bat cic ludng
3 .. | Bat Rung | nang .2
[16] hién x N khién | mang.
ngau dong ,
(2018) nhién - Thuat toan Bat dugc st dung dé
chon cac tinh ning tir cic ludng
mang.
Thoi gian - Trich xuat cac tinh nang bang cach
trung st dung nim dic diém tir dir ligu
binh - duoc cung cap bai mo-dun thu thap
Guozi va entropy bang luu lugng.
cac cong cua }P - Trinh phan loai KNN duoc st dun
4 sw [17] ¢-Entropy nguon dé phﬁrll3 loai mang hién tai 1a luﬁ
(2018) 0- lugng truy cap bat thuong hoic binh
entropy thuong theo két qua.
cua IP
dich
- Céc tac gia dé xuat mot quan thé
Phuong phéap phat hién hanh vi bt
D’eepei va KNN thuong luu lugng dir lidu trong bo
cac cong L ., |diéu khién SDN.
su Phat| SVM |Thoi gian| Di€u L
3 hién | ... |khac bigt|khién |- Téc gid ket hop KNN-SOM, NV-
[18] ' Naive ' SOM va SVM-SOM va nhan thay
(2019) Bayes raing SVM-SOM tao ra kha ning
phat hién cao hon ty 1€ va d¢ chinh
Xac.

4.3. Cac giai phap phat hién
DDoS sit dung mang Noron nhin tao
trong SDN

Mang Noron nhéan tao (ANN) co
kha nang tu hoc, tu to chuc, kha nang
chiu 13i t8t hon va manh m& hon, tinh

song song 1a nhitng vu diém cta né nén
duoc nhiéu nha nghién ciru quan tim va
str dung dé phat hién cac cudc tin cong
DDoS. Tém tit cic phuong phép tin
cong DDoS st dung mang Noron nhan
tao duoc trinh bay trong bang 4.
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Bang 4. Mot s giai phap phat hién tin cong DDoS sir dung mang Noron nhén tao

Tac

STT| gia Pl;z_;m ];l;:,:st Théng s6 11\1/[2::‘: Noi dung chinh
nam phang
86 lwong goi - M6-dun kich hoat phat hién tan
trén moi cong DDoS tang ty 1€ phan hoi
ludng kich hoat sy kién.
oL S6 byte moi - K§ thuat BPNN duoc sir dung dé
Cu} va, ludng phat hién sy bat thuong trong Iuu
cac Glim Khoang thdi| .., [lwong sau khi dugc kich hoat boi
1 | cong t}l)l}lleu STORM gian k}il_qu mo-dun kich hoat phat hién tan
su at . . 1en |.A
[19] | hién Toc d9 goi e ,
i trén moi - Mo6-dun giam thiéu chan luu
(2016) N P s ,
ludng luong dé giam thiéu tac dong cua
Tée do byte mo-dun dang dién ra theo hudng
trén mai cua mo-dun phat hién.
ludng
Sb goi trén - Quy trinh phat hién nan nhan
mdi nguoén bang cach st dung tinh nang thé
S byte trén tich dong chay va tinh nang khong
Xu va mdi ngudn doi xung toc do dong chay.
cac Sé goi - Sau khi phat hién, quy trinh phat
) cong | phat SOM khong dbi | Piéu hién ké tan cong st dupg bd phan
su | hién xtmg tir khién |loai dya trén SOM dé xac dinh
[17] ngudn cudc tan cong.
(2016) S6 lugng
byte khong
doi xtng tir
nguon
. - Trich Xu?i:[ hanh vi tam thoi cgﬁa
Cui v3 S6 goi trén mét cugc tan cong va mang than
urva Gis moi luong kinh lan truyén nguoc dugc dao
c%if ml{aér;l S6 luérlg Didy tao dé trich xuat mo hinh tan cong.
3 éug phat | BENN trén moi Khidn |- M0-dun phong thu tan cong day
[2(')] hién cong mot muc nhap ludng dén cong tac
(2018) i Khoang thoi OF tuong ung, sau do cong tac
gian nay loai bo tt ca cac goi dén cong

cu thé cua nan nhan.

66

TRUONG DAl HOC HAI PHONG




- Mang than kinh CNN, RNN va
LSTM
Cac m6 hinh dugc sir dung dé phat
hién tan cong trong mang.
Ly va Cdng ngudn - Mo6-dun Deep Learning DDoS
o | Phat |~y . . Detector sit dung mé hinh deep
Cac | . cang dich N ) P T
A 1en . . | Dt |learning da dugc dao tao dé phat
4 |cong | RNN' | Cong ngudn | r:a; s e oh 5
su 1] Giam g li€u |hién xem céc goi duoc nhip trong
- LSTM | IP dich IP A 2 A .S
(2018) nhe X cong tac OpenFlow hién tai cé
nguon phai 1a goi tan cong hay khong.
- Goi tan cong s& duge chuyén tiép
dén mo-dun Thong ké thong tin
cho muc dich thong ké; néu
khong, n6 s€ khong duoc xtr 1y.
- Mo-dun giam sat thu thép thong
Entropy cua tin Iuu lugng tir cac cong tac va
IP nguon sau do xur ly chuyén tiép dén mo-
Nam Gis Entropy cua dun Thuét toan.
cong | 1am cong dich x|~ M0O-dun thuat toan phan loai
thieu , | bicu - < s \
5 | su. .. | SOM | Entropy cta |, .z |trang thai mang 1a binh thudng
Phat ; 2 77 khién || 7, IS
[22] hién giao thirc goi hodc dang bi tan cong.
(2018)] - tin - Mb-dun giam thiéu tao ra cac
Téng sb goi chinh sach méi va chuyén tiép cac
tin quyét dinh nay téi cac thiét bi
chuyén mach cling nhu may chu.

4.4. Panh gia cac ky thuat giam
thiéu DDoS trong SDN

Giam thiéu tin cong DDoS ciing 1a
mot khia canh quan trong dé bao vé tai
nguyén mang dang bi tdn cong. Cac nha
nghién ctru di str dung nhiéu k¥ thuét nhu
di chuyén két ndi, di chuyén goi, han ché
bang thong ludng vao, diéu chinh thoi
gian chd va phuong phéap diéu khién cac
giao thirc truyén thong, v.v. Bai bio nay
da tom tit cac phuong phap giam thiéu
cac cudc tan cong tir chdi dich vu phan

tan, mdi phuong phap déu c6 nhing dic
trung riéng can xem xét va giai quyét.

* Cac giai phap dua trén 1y thuyét
thong tin st dung cac gia tri ngudng
duoc xac dinh trude (tuy thude vao hoat
dong ciia mang co s&) dé phat hién sy bat
thuong. Do cac mang dua trén SDN chua
dugc trién khai cong khai nén dé xéc
dinh hanh vi co ban chinh xac cua cac
mang dya trén SDN la mdt thach thuc
ddi v6i cac nha nghién ctru. Bén canh do,
viéc khong c6 san cac bo dit lidu chuan
dé thé hién luu luong truy cdp binh
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thuong va khi bi tn cong cling 1a van dé
md can giai quyét. Cac nha nghién ctu
da str dung mot ) cong cu tao luu lugng
dé mo hinh héa luu lugng thong thuong
tuy nhién n6é khong thé phan anh chinh
xac duge téc do mang ngay nay. Nhitng
cong cu nay khong thé tao ra mot ty 18
thich hop cia luu lugng truy cap nén,
thong thuong va tn cong. Vi vay, du
doan chinh xac vé hanh vi mang co s&
ciing 1a mot 16 hdng nghién ctru trong cac
giai phap hién co.

* Cac gidi phap dua trén cac ky
thudt hoc may can bo dir liéu thé hién luu
luong truy cdp binh thuong dé huin
luyén may hoc phat hién DDoS. Viéc
khong c6 bo dir li¢u luu lugng truy cap
binh thuong thuc su cia mang SDN cling
1a mot thach thue ddi véi cac ky thuat
nay. Cac nha nghién ctru da str dung cac
tap dit liéu téng hop dé huin luyén may
hoc, tuy nhién n6é khong dam bao do
chinh xac nhu dit liéu dugc thu thap
trong thyc té&. Béi vy, huin luyén may
hoc mot cach chinh xac cac hanh vi binh
thuong 1a mot trong nhitng van dé cin
phai duong dau.

* Giai phap phat hién va giam thiéu
DDoS dya trén Mang noron nhan tao
(ANN) can st dung nhiéu tham sb dé
tinh toan trang thai hién tai ciia mang.
Hau hét cac giai phap bao mat nay duoc
trién khai trén mit phang diéu khién cua
kién trac SDN. Bo diéu khién tap trung
chiu trach nhiém hoach dinh chinh sach;
n6 ¢o thé phuc vu téi 20 000 yéu cau
ludng méi néu nd dang quan 1y 150 thiét
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bi chuyén mach, vi vay bd diéu khién
phai lam viéc rdt nhidu dé xu 1y luu
luong mang mot cach hiéu qua. Tuy
nhién, chi phi tinh toan bd sung nay cia
nhiéu tham s ¢6 thé anh hudng dén hiéu
suét cta bo diéu khién. Vi vay, $6 luong
tham s6 dugc st dung dé phat hién DDoS
c6 thé giam trong cac phuong phap dua
trén ANN.

5. KET LUAN VA HUONG
PHAT TRIEN

Su phét trién nhanh chéng ciia cac
ung dung va cac dich vu trén Internet
ddng thoi cling dan dén nhimg méi de
doa tiém an vé van dé bao mat. SDN la
mot cach tiép can mdi, mdt trong nhiing
giai phap manh mé va dang tin cdy bdi
kha nang linh hoat trong vi¢c thich ung
toan cuc d6i v4i su phat trién bén viing
cua Internet cung vai cac dich vu cua no.
SDN phan chia chirc niang cua cac 16p
mot cach rd rang va don gidn hoa qua
trinh quan 1y, mang lai sy d6i méi trong
bao mat mang. Tuy nhién, kién traic SDN
cling dat ra nhitng thach thirc khong nhé
trén khia canh dam bao an toan an ninh
mang d6i véi cac cude tin cong DDoS.

Bai b4o nay, cung cdp mot cai nhin
tong quan vé kién trac phan 16p SDN
cung v6i nhitng diém manh cia no trong
viéc phat hién va phong tha cic cudc tan
cong DDoS. Ngoai ra, chung toi cling
phan tich nhiing 156 hong bao mat cua
kién trac nay din dén céc cudc tan cong
DDoS méi. B diéu khién 13 thanh phan
chju trach nhiém cao nhéat kién trac SDN
va 12 mét trong nhirng muc tiéu 16n nhat



clia cac cudc tan cong. Mot s6 khia canh
khac nhau trong kién trac SDN can duoc
quan tAm va xtr Iy nhu khéng c6 sin bd
diéu khién, kha nang md rong, bao mat
ctia chuyén mach SDN va lién két truyén
thong, sy phu thudc vao bd diéu khién
trung tdm, v.v. Mot sb phuong phéap tin
cong DDoS dang duoc sir dung phd bién
bao gdm, cac phuong phap sir dung ly
thuyét thong tin, str dung phuong phap
hoc may va st dung mang tri tu¢ Noron
nhan tao.

D3 c6 nhiéu nghién ctru dé cap dén
ndi dung vé phat hién va giam thiéu tac
hai cua cac cudc tdn cong DDoS. Tuy
nhién, cac nghién ctru van con dang &
ché do roi rac, chua hinh thanh duoc
phuong phap giai quyét mot cach téng
quan. Boi vdy, ching t6i s& tiép tuc
nghién ctru va xay dung mdt frame-work
dé giam thiéu duoc chi phi hoat dong cua
bd didu khién ciing nhu phong chdng
dugc cac cudc tin cong DDoS trong thoi
gian thyec.
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