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MO PHONG MANG MAY TiNH TRUONG PAI HOC KHANH HOA

Tran Cong Can

Truong Pai hoc Khdanh Hoa

Tém tit

Thuee 1 cho thay, sinh vién nganh cong nghé thong tin méi ra trieong thuong gdp nhiéu kho khan khi tac
nghiép quan tri mang may tinh ciia cde 16 chie (doanh nghiép, co quan nha nudc, ...). Vi vy, cdn xdy dung céc
bai thue hanh sdt thuc 1é umg dung mang mdy tinh ciia céc t6 chite, qua do gitip sinh vién ndng cao k neing
quan tri mang mdy tinh. Do kho khdn vé kinh phi, viéc trang bi phong thuc hinh c6 ddy di thiét bi la kho kha
thi. Trong khi do, phdn mém mé phong mang may tinh cho phép mé phong mot hé thong mang may tinh twong
dwong hé thong mang may tinh trong thuc té. Trong bai bdo nay, tdc gid thuc hién mé phéng hé thong mang
may tinh cua Truong Dai hoc Khanh Hoa. Két qua mo phong khong chi ching 10 kha ndng img dung hitu hiéu
cua ky thuat phdn mém mé phong, ma con co thé dung lam bai tdp thuc hanh mo phong mang mdy nnh giup
sinh vién tiép cén phuong phdp phdn tich, thiét ké, thiét Idp mang may tinh ciia mét t6 chirc trong thue té.

Tir khoa: Mang may tinh, mé phong mang, an toan mang.

Dé mb phong mang may tinh cua Truong Pai hoc Khanh Hoa, sau day viét tat 1a UKH - University of
Khanh Hoa, trudc tién can khao sat thyuc té ing dung mang may tinh cua truong. Can ci két qua khao sat va
chuan thiét ké mang LAN (Local Arca Network) ¢ két ndi voi mang Internet, xdy dung mo hinh mang may
tinh cua UKH. Sau do, lya chon phan mém mo phong va tién hanh mo phong mang may tinh dya trén mo hinh
mang dugc xay dung.

1. Thuyec trang mang may tinh ciia UKH giang day, thuc hanh cho sinh vién va yéu cau quan
Iy, hoat dong nghicp vu cua can bo nha truong. So
dd két ndi mang may tinh dang st dung tai UKH
dugc trinh bay trong Hinh 1 dudi day.

Do diéu kién kinh phi kho khin, mang may
tinh cia UKH, mac du chua duoc thiét ké ding
chuan, nhung duoc b6 sung, nang cap thiét bi qua
nhiéu giai doan, vé co ban c6 thé dap ung yéu ciu
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Hinh 1: So do két ndi mang may tinh dang sw dung tai UKH



Vé kién trac mang LAN: cac thiét bi chuyén
mach (switch) trong mang noi bd két nbi theo kién
tric Star — Bus. Nhuoc diém 16n nhét cua kién tric
Star — Bus la cho phép truy nhap chung méi truong
truyén dan (shared medium). dan dén hiéu qua sur
dung hg thong truyén din khéng cao (trung binh
khoang 60% bang thong). Khi hong méot sw1tch nam
gita duodng bus, cac thlet bi mang tir n6 vé cudi
duong bus bi ngat két ndi véi mang.

Vé két n6i voi mang Internet: str dung dudng
truyén tbc do 100Mbps két ndi va chia sé thong tin
trén mang Internet voi tén mién ukh.edu.vn, nhung
chua thiét lap thiét bi Internet Firewall dé kiém soat
truy nhap gitta mang ndi bé va mang Internet. Cac
may tinh thuc hanh va hé thong mang khéng day
WiFi dat trong mang ni bd va dung chung duong
truyén Internet nay.

Vé cac phin mém tng dung trén mang: c6 3
ung dung quan ly dugc dung trong ndi bo la Quan ly
dao tao, Quan ly thu vién, Quan ly van ban va diéu
hanh; ¢6 4 ung dung chia s¢ thong tin cho sinh vién
va nguoi dung trén Internet la Website Dai hoc
Khanh Hoa, Website tra ctu thoéng tin thu vién,
Website cung cap thong tin v& dao tao cho sinh vién,
Website hd trg day hoc truc tuyén; hé thong thu dién
tr duge Google cung cap mién phi.

Vé t6 chuc hanh chinh: c6 24 don vi truc
thudc la cac phong ban, Thu vién, khoa, trung tam
voi 390 lao dong. S6 lwong nguoi dung trong mang
LAN khéng qua 120 nguoi, chii yéu & cac phong
ban va thu vién (97 nguoi). O cac khoa, c6 3 may
tinh ciia ban chi nhiém khoa két n6i mang LAN.
Cac giao vién chu yéu lam viéc ¢ nha. O cac trung
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tam, s6 luong nguoi ding mang LAN khong nhiéu
(tir 2 dén 5 nguoi). UKH ¢6 2 co s0. Coso 1 1a tru
s& chinh, noi lam viéc cua cac don vi truc thudc. Co
s 2 dung cho vi¢c day hoc, cach Co so 1 khoang
4km, c¢6 2 may tinh lam nhiém vu két ndi v& Co so 1
thong qua mang Internet dé st dung cic phan mém
quan ly dung trong noi bo.

Thuc trang néu trén cho thady mang may tinh
hién nay cua UKH c6 3 nhuoc diém can khic phuc:
(1) kién trac mang LAN kiéu Star — Bus c6 nhiéu
han ché (néu trén); (2) chua st dung Internct
Firewall dé kiém soat truy nhap khi két n6i mang
LAN véi mang Internet; (3) cac may tinh thyc hanh
(150 may tinh nim cudi duong Bus) va mang khong
day WiFi két n6i mang dé truy cip Internet, nhung
duoc dat trong mang ndi bo, din dén viéc chiém
dung bang thong cua mang ndi bo. Mat khac cac
chuan bao mat cua mang khong day WiFi (WEP,
WPA, ...) co6 kha nang bao mat khong cao, lam gia
ting nguy co mat an toan thong tin. Noi dung dudi
day s& phan tich, dé xuat tai cau tric va xay dung
moi mé hinh mang may tinh cuia UKH nhim khéc
phuc 3 nhuoc diém nay.

2. Pé xuit tai cAu tricc mang may tinh ciia
UKH

2.1. Kién tric mang Campus

Kién trac mang Campus [1,10, 11]¢6 uu diém
vé hidu ning, tinh linh hoat, tinh mo, tinh ké thira
ctia mang may tinh, dugc ding phd bién cho thiét ké
mang LAN.
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Hinh 2: Kién tric mang Campus Three-Tier va Two-Tier

Kién tric mang Campus Three-Tier (Hinh 2a)
gdm 3 16p: 16p truy nhip (Access Layer), 16p phan
phéi (Distribution Layer) va 16p 18i (Core Layer).
Lép truy nhép 1a 16p ngoai cung, gém cac switch
(thuong dung switch layer 2) két ndi cac may tinh
cta nguoi st dung vao hé théng mang LAN. Lop

Kién truc mang Campus Two-Tier (Hinh 2b)
gdm 2 16p: Lop truy nhap (Access Layer) va 16p

phan phdi la 16p giita, két ndi cac switch cua 16p
truy nhap va phan phéi Iru lugng truy cap mang cua
chung v¢ 16p 161. Lop 161 lam nhiém vu két noi tat ca
cac switch & 16p phan phéi va dinh tuyén truy cap tai
nguyén mang, toi thiéu phai dung loai switch layer
J.

16i/phan phoi (Core/Distribution Layer). Nhu vy,
trong kién tric nay, 16p 16i kiém nhiém chirc ning
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clia 16p phan phoi. Khi can ning cap mang may tinh,
viéc chuyén tir kién tric Campus Two-Tier thanh
kién tric Campus Three-Tier dugc thuc hién rat
thuan loi: cac thiét bi 16p truy nhap duoc ké thira,
can b6 sung thiét bi switch cho 16p phan phéi; thiét
bi switch cua 16p 16i (trong kién tric Campus Two-
Tier) ¢6 thé duoc st dung trong 16p phan phdi va
trang bi mai thiét bi switch c6 hiéu nang 1én hon cho
16p 161

Kién trac mang Campus duoc to chirc theo
kién trac Star - Star. Trong do, 10p 16i tao thanh
“trung tdm mang”, cac may tram duoc két ndi vao
16p truy nhip. Vi vy, né dam bao vai tro va toc do
truy cdp mang cua cidc may tram la nhu nhau.
Truong hop mot thiét bi mang trong 16p truy nhap bi
hong thi chi mot nhanh trong kién tric Campus bi
ngat két noi, cac nhanh con lai van hoat dong. Nhur
vay, kiéq trac mang Campus da khic phuc duoc
nhuoc diém néu trén cia kién tric mang Star - Bus.
Vi cac t6 chirc co quy mé 16n (6 trén vai trim may
tinh nguoi dung), c6 thé ap dung kién trac mang
Campus Three-Tier.

2.2. Phan tich, tdi ciu triic mang mdy tinh
ciia UKH

V61 thyc trang mang may tinh cua UKH duoc
trinh bay 6 muc 1, bai bao dé xuat lua chon kién tric
Campus Two - Tier dé tai cau tric, xdy dung mang
may tinh cua UKH.

Trong mang LAN, dé st dung bing théng
mang hiéu qua, tranh vi€c phat gdi tin quang ba
(broadcast) trén toan mang, can dit may tinh nguoi
st dung trong moi don vi truc thudc vao mot mang
LAN ao (VLAN - Virtual LAN). Bang 1 dudgi day
liét ké danh sach VLAN trong mang LAN cua UKH,;
cac may chu dung trong ndi bd dugc dat vao VLAN
¢6 tén la SrvFarm va st dung k¥ thuat dinh tuyén dé
nguoi su dung truy cap dugc cac dich vu mang trén
cac may chu nay: nhitng don vi truc thudc co sd
lwong may tinh két néi mang LAN it, chic ning
nhiém vu twong tu nhau (cac khoa, cac trung tam)
duoc tap hop vao mét VLAN. C6t cudi trong Bang 1
la s6 hiéu VLAN-ID (s6 hiéu dinh danh) cua cac
VLAN.

Bang 1: Danh sich VLAN trong mang LAN cia UKH

STT Don vi sit dung VLAN VLAN Name|VLAN-ID
1. |Phong Quan ly Dao tao va Khao thi PDT 10
2. |Phong Truyén thong va HT qudc té PHT 11
3. |Phong Ké hoach va Tai chinh PKT 12
4. |Phong Quan ly Khoa hoc PKH 13
5. |Phong Cong tac Sinh vién PSV 14
6. |Phong Quan tri Thiét bi va Du an PTB 15
7. |Phong T6 chirc va Hanh chinh PTH 16
8. [Phong Thanh tra, Phap ché va Dam bdo chat luong PTT 17
9. |Thu vién PTV 18

10. |Khoa Du lich

11. |[Khoa Ly luan co ban

12. |[Khoa Ngoai ngit

13. |[Khoa Nghé¢ thuat

14. |Khoa Su pham Khoa 20
15. |[Khoa Khoa hoc Ty nhién va Cong nghé

16. [Khoa Quan ly Van hoa va Giao duc

17. |Khoa X3 hoéi va Nhan vin

18. |Trung tam CNTT va Gng dung my thuat

19. |Trung tam DT va Cung trng DV Du lich - Nghé thuat

20. |Trung tdm Giao duc Qudc phong

21. |Trung tam Giao duc thuong xuyén TTam 30

22. |Trung tam Ngoai ngit va Tin hoc

23. |Trung tdm Ung dung CN Sinh hoc va Mbi truong

24. |Trung tdm hd tro sinh vién va hop tac doanh nghiép

25. |Quan tri mang Admin 50

26. |Cac may chu cua mang LAN (LAN Servers) SrvFarm 52

Mang may tinh cia UKH c6 két ndi véi mang
Internet, chiu tac dong cuia cac cudc tan cong mang
ngay cang tinh vi va nguy hiém. D¢ dam bao an toan
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thong tin, can co thiét bi Internet Firewall nhim
ngan chdn cac truy nhap trai phép va cho phép loc
cac goi tin khong muon gui di hoac nhan vao. Thiét



bi Internet Firewall quyét dinh nhiing dich vu nao tir
bén trong duoc phép truy cdp tir bén ngoai, nhiing
ngudi nao tir bén ngoai dwoc phép truy cap dén cac
dich vu bén trong, va ca nhitng dich vu nao bén
ngoai dugc phép truy cap bdi nhitng nguoi bén
trong. Dé thiét bi Internet Firewall lam viéc hiéu
qua, tat ca thong tin tir trong ra ngoai va nguoc lai
déu phai thuc hién théng qua n6. Chi nhitng trao doi
dugc phép boi ché do an ninh ctia hé thong mang ndi
b6 méi duoc luu théng qua thiét bi Internet Firewall.
Tu do, dung thiét bi Internct Firewall thiét lap 3
viing mang: Ving mang néi bo, két ndi vao cong
Inside cua thiét bi Internet Firewall, Ving mang
Internet, két nbi vao coéng Outside cua thiét bi
Internet Firewall; va Viing mang DMZ la ving mang
dat cac may chu cho phép truy cap tr Vung mang
Internet, két ndi vao céng DMZ cua thiét bi Internet
Firewall. Thiét bi Internet Firewall cho phép ngudi
dung noi bd truy cap cac dich vu mang o Vung
mang DMZ va Vung mang Internet. Trong khi do,
nguoi dung tr Vung mang Internet chi dugc phép
truy cap cac ung dung dit ¢ Vung mang DMZ,
khong dugc phép truy cap vao Vung mang ndi bo.

Cac may chu ung dung néi bo cia UKH dit
trong Ving mang noi bo, & 16p 15i trong kién tric
mang Campus. Nguoi ding cia UKH c6 nhu cau su
dung mang Internet dé truy cp cac ing dung noi bo,
g6m: nguoi dung di cong tac, gido vién lam viéc &
nha, 2 may tinh tac nghiép ¢ Co so 2. Dé dap ung
nhu cau nay, st dung k§ thuat VPN (Virtual Private
Network — mang riéng ao0) dé thiét 1ap kénh truyén
an toan tir Vung mang Internet vao Vung mang noi
b6 cho nguoi dung cua UKH. Thiét bi cua nguoi
dung doéng vai tro la VPN client, thiét bi Internet
Firewall dong vai tro la VPN server. Khi mét VPN
client truy cap vao VPN Server, VPN Server yéu cau
xac thuc thong tin nguoi dung (tai khoan, ma PIN,
...). Sau khi xac thuc thanh cong, VPN Server dung
k¥ thuat Tunneling, con goi la k¥ thuat “duong
ham”, dé tao ra mot mang riéng ao trén nén mang
Internet. Dit lidu truyén giita VPN Client va VPN
Server dugc ma hoa riéng cho tirng VPN Client.

Dé giam chi phi, thay vi thué 2 duong truyén
két n6i Internet, mot duong danh riéng cho mang
LAN, m6t duong khac danh riéng cho cac may tinh
thuc hanh va mang khong day WiFi, UKH st dung
chung mét duong truyén Internet cho ca hai muc
dich nay. Nguoi dung may tinh thyc hanh va nguoi
dung mang khéng day WiFi cia UKH duoc xem
nhu nguoi ding tir moi trudng Internet. DE thyc hién
diéu nay, st dung mét thiét bi dinh tuyén dé phan
duong truyén két ndi Internet tir ISP (Internet
Service Provider) thanh 2 nhanh, mét nhanh ndi vao

cong Outside cua thiét bi Internet Firewall, mot
nhanh danh cho cac may tinh thyc hanh va mang
khong day WiFi. Vi cach két ndi nay, toan bo luu
lwong truy cdp Internet cua cac may tinh thuc hanh
va mang khong diy WiFi khong di qua thiét bi
Internet Firewall, do d6 nang cao hiéu qua truyén
thong cua mang LAN va tranh nguy co giy mat an
toan thong tin tir mang khong day WiFi.

2.3. M6 hinh mang mdy tinh ciia UKH sau
khi tdi cdu tric

Tur nhitng phan tich néu trén, mo hinh mang
may tinh cia UKH - sau khi tai cau tric - duoc trinh
bay trong Hinh 3 dudi day. Trong do:

- Ving mang ndi bg dugc thiét ké theo kién
trac Campus Two - Tier. Lop truy nhap gdm 5 thiét
bi switch layer 2 (tir SwAcl dén SwAc5), co thé két
ndi dén 120 may tinh (néu dung loai switch 24 cng)
hodc 240 may tinh (néu ding loai switch 48 cong)
vao mang LAN. Lop 16i gom 1 thiét bi switch layer
3 ¢o tén la SwCore, két ndi 4 may chu ndi bo (LAN
Servers) va dinh tuyén tat ca dia chi IP (Internet
Protocol) cua may tinh néi bo vé cong Inside trén
thiét bi Internet Firewall dé su dung cac dich vu
mang trén Vung mang DMZ va Ving mang Internet.
Co6 3 may chi chay phan mém ung dung quan Iy
dung trong n6i bo, duoc xay dung trén nén tang Web
(Web-Based Application), gom: UIS (phan mém
quan 1y dao tao), QLVB (phan mém quan ly vin ban
va diéu hanh - eOffice), QLTV (phan mém quan ly
thu vién). May chu DHCP-DNS cung cép dich vu
DHCP (Dynamic Host Configuration Protocol) dé
cép dia chi IP tu dong cho cac may tram va dich vu
DNS (Domain Name System) dé phan giai tén mién
cho mang ndi bg, chuyén tiép phan giai tén mién vé
may chi DNS cua ISP dé phan giai tén mién trén
Vung mang Internet.

- Vung mang DMZ c¢6 4 may chu (DMZ
Servers) cung cp thong tin va dich vu cho nguoi
dung néi bo va nguoi dung trén Internet, duoc xay
dung trén nén tang Web, gdom: www (Website ctia
UKH), DaoTao (cung cap thong tin vé dao tao cho
sinh vién), ThuVien (cung cap thong tin trong Thu
vién ciia UKH) va elearning (h tro dao tao truc
tuyén).

- Trong Vung mang Internet, thiét bi dinh
tuyén RtToISP két nbi voi mang cua ISP va phan
duong truyén Internet thanh 2 nhanh. Mot nhanh noi
vao cong Outside trén thiét bi Internet Firewall.
Nhanh con lai ndi vao switch c6 tén la Swint dé chia
sé duong truyén Internet cho cac may tinh thuc hanh
va mang khong day WiFi cia UKH.
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Hinh 3: M6 hinh mang may tinh Truwong Pai hoc Khianh Hoa

3. Luwa chon phin mém md phéng mang
may tinh

Hién nay c6 nhiéu phan mém dung dé mé
phong mang may tinh [13]. Theo muc dich st dung,
¢6 thé phan nhimg phan mém nay thanh 2 nhém: a)
Nhém dinh huéng vé mo phong danh gia hiéu ning
mang (ns2 [16], Omnet++ [17], Opnet [18], ...),
b)Nhom dinh hudng vé mé phong ting dung mang
(GNS3 [19], Boson NetSim [20], Cisco Packet
Tracer, ...).

Viéc mé phong mang may tinh cua UKH
trong bai bao nay thudéc nhom moé phong tng dung
mang. Bén canh muc tiéu chuan hoa dé nang cap hé
thong mang may tinh caa UKH khi co diéu kién vé
tai chinh, bai bao con trinh bay phuong phap mé
phong mét mé hinh ing dung mang may tinh cu thé
dé sinh vién ¢6 diéu kién tiép can, van dung tong
hop kién thirc vé mang may tinh di hoc vao viéc
phan tich, thiét ké va quan tri mang may tinh. Do do,
tiéu chi dé chon phdn mém mé phong trong bai bao
nay 1a: (1) Phu hop diéu kién trang bi may tinh cua
sinh Vlen ¢6 cau hinh khong cao; (2) Cho phép su
dung mién phi trong gido duc: (3) Puoc str dung phd
bién & cac t6 chic dao tao vé mang may tinh.

Trong nhém cac phan mém mo phong tng
dung mang néu trén, cac phan mém GNS3, Boson
NetSim phai stt dung hé diéu hanh cua thiét bi mang
thuc dé mo6 phong. Diéu nay tuy 1a wu diém, nhung
nhiing phdn mém nay khong duoc phép cung cap
mién phi hé diéu hanh cua thiét bi mang thwe. Mt
khac, vi dung hé diéu hanh cua thiét bi mang thuc,
nén khi mo phong mang c6 nhiéu thiét bi thi yéu cau
phan cing cua may tinh chay moé phong phai ¢ cau
hinh cao va dung lugng RAM phai du lon.

Phan mém Cisco Packet Tracer [14, 15] phu
hop ca 3 tiéu chi chon phan mém mo6 phong ung
dung mang néu trén. Phan mém nay duoc s dung
cho cac khéa hoc Cisco Networking, c¢d6 dong dao
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cong dong nguoi st dung hd tro 1an nhau, duoc cung
cap mién phi tai dia chi www.netacad.com, co phién
ban cho cac hé diéu hanh: Microsoft Windows 32
bit, Microsoft Windows 64 bit, Linux 64 bit, IOS va
Android. Trén trang www.netacad.com, Cisco
Packet Tracer duoc dung cho cac hoat dong hoc va
danh gia cac khoa hoc: IT Essentials, CCNA
Routing and  Switching, CCNA  Security,
Introduction to IoT, IoT  Fundamentals,
Cybersecurity Essentials, Networking Essentials,
Mobility Fundamentals.

Cisco Packet Tracer cung cap giao dién do
hoa lam vic rat tryc quan. Bang cac thao tac kéo -
tha, nhan chudt, nguoi s dung dé dang khai bao va
cAu hinh cac thiét bi mang. Cisco Packet Tracer
cung cap cac giao thic dinh tuyén: Static, RIP,
OSPF, EIGRP va BGP. V¢ thiét bi, Cisco Packet
Tracer cho phép khai bao va cau hinh cac thiét bi
chuyén mach, dinh tuyén, tuong lira, WiFi, cac thiét
bi trong linh vuc IoT (Internet of Things) hodc linh
vuc Smart Home ¢6 hé diéu hanh teong duong véi
h¢ diéu hanh trén thiét bi thyc. Vé dich vu mang,
Cisco Packet Tracer cho phép khai bao va cau hinh
cac may chu dich vu mang: DNS, DHCP, DHCPv6,
HTTP, HTTPS, FTP, EMAIL, AAA (Access
control, Authentication, Auditing), NTP (Network
Time Protocol), IoT.

4. Céu hinh thiét bi mang trén phin mém
mo phong Cisco Packet Tracer

M6 hinh mang may tinh trong Hinh 3 dugc
thiét lap trong Cisco Packet Tracer nhu Hinh 4 dudi
day. Trong do, phan mo phong mang Internet gdm
cac thiét bi: dinh tuyén RtISP, chuyén mach SwISP,
may chu SrvISP chay dich vu DNS cua ISP va m6
phong trang web google.com, may tinh PC Internet
dai dién cho nguoi dung mang Internet.

So db trong Hinh 4 ding 3 16p dia chi IPv4
danh riéng. Mdi VLAN trong Ving mang noi bg sur



dung 16p dia chi danh riéng cua 16p mang A theo
quy tac 10.0. VLAN-ID.0/24 (VLAN-ID dugc phan
b6 trong cot cubi cua Bang 1). Ving mang DMZ sit
dung 16p dia chi danh riéng cua l6p mang B vdi dia
chi mang 1a 172.16.1.0/24. Vung mang Internet st
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dung lop dia chi danh riéng cua lop mang C
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Hinh 4: So d6 két néi mang mdy tinh Truong Pai hoc Khinh Hoa

Trong Vung mang ndi bd, dé thuan tién cho
viéc cau hinh va quan ly cac VLAN, st dung giao
thac VTP (VLAN Trunking Protocol) vdi VTP
Server duoc khai bao & SwCore. Cac switch con lai
trong Vung mang ndi bd duoc khai bao la VTP
Client. Trong giao thirc VTP, chi can khai bao mot
lan cac VLAN & VTP Server, cac VTP Client tu
dong duoc dong bo théng tin vé VLAN tir VTP
Server.

Viéc van chuyén cac goi tin cua cac VLAN tir
16p truy nhap vé 16p 18i dugc thuc hién theo nguyén
ly Trunking, nghia 1a trung chuyén cac goi tin cho
cac VLAN. Trén thiét bi switch, cac cong ding dé
két nbéi voi may tinh dugc goi la cong truy cap
(Access Port), duoc gan vao cac VLAN; cac cong
ding dé trung chuyén cac goi tin cho cac VLAN goi
la Trunking Port. Cong ngh¢ EtherChannel cua
Cisco cho phép “b6™ tir 2 dén 8 cong mang trén mot
thiét bi switch thanh mot Logic Trunking Port dé
tang toc do trung chuyén goi tin va du phong cho su
¢6 duong truyén. Khi mot két n01 vat ly tham gia
trong Logic Trunking Port bi ngat két nbdi (hong
cong mang, hong cap mang, ...), toc do truyén goi
tin qua Logic Trunking Port s& bi giam, nhung van
dam bao viéc van chuyén géi tin qua né. Day la wu
diém va cin duoc ap dung trong mang LAN. Trong
Hinh 4, cac thiét bi switch trong 16p truy nhap su
dung 2 céng mang toc do 1Gbps dé tao thanh mot
cdng Logic Trunking Port tbc do 2Gbps két ndi vé
SwCore.

Thiét bi SwCore thuc hién chirc nang dinh
tuyén cho tit ca cac VLAN trong mang. Viéc dinh
tuyén nay dan dén tinh trang cac VLAN co thé
truyén thong v6i nhau. Dé tang cuong an ninh mang,
can thiét 1ap chinh sach an ninh dé: (1) nguoi sur
dung trong mot VLAN khéng truy cap duoc thiét bi

mang trén cac VLAN khac cua nguoi st dung,
nhung truy cap dugc cac may chu ndi bo; (2) nhiing
may chu ung dung chi duoc phép su dung trong mot
vai VLAN thi thuyc hi¢n cAm truy cdp vao chung
trong cac VLAN khong dugc phép truy cap. UKH
¢6 may chu ndi bo chay tng dung Quan ly thu vién,
chi dung trong Thu vién, khong cho phép cac don vi
khac st dung. Pé thuc hién chinh sach an ninh nay,
st dung ACLs (Access control lists) cho tiung
VLAN cua ngudi sir dung dé loc va chan (deny) cac
g6i tin xuat phat tir cac dia chi IP cia VLAN d6 dén
cac dia chi IP can chian trong mang LAN, va cho
phép (permit) truy cap dén cac dia chi IP dich khac.
Chinh sach an ninh nay di ngan chin viéc chuyén
goi tin tir ngudn truy cap, cit giam dang ké luu
luong truyén thong khéng can thiét, gop phan nang
cao hiéu qua truyén thong cua mang LAN.

Co6 2 loai ACLs la Standard va Extended.
Standard ACLs chi loc cac goi tin dya vao dia chi IP
nguon cia goi tin, khong thé sir dung cho chinh sach
an ninh néu trén. Extended ACLs cho phép loc cac
g6i tin theo dia chi IP ngudn, dia chi IP dich, giao
thirc, chi s6 cong ng dung cua goi tin, vi vy, no
phit hop cho chinh sach an ninh néu trén. Mbi ACLs
1a mét danh sach tudn tu cac cau lénh, goi la ACEs
(Access Control Entries), dé ap dung trén mot
Interface nao d6. ACLs duoc kiém tra tun tu cac
ACEs tu trén xuéng, nén khi tao ACLs can dam bao
cac ACEs ¢ trén khong phu dinh cac ACEs ¢ dudi,
cac ACEs cu thé dit o trén, cac ACEs chung chung
dit bén dudi. Sau day la cac 1énh cau hinh ACLs cho
VLAN16 (Phong T6 chic va Hanh chinh) nhim
ngan chan viéc truy cap vao may chu ung dung
Quan ly thu vién (c6 dia chi IP 1a 10.0.52.4/24),
ngan chan viée truy cap vao cac VLAN cua nguoi st



dung khac, cho phép truy cép cac dia chi mang khac
(khong bi cam):

ip access-list extended ACLVLAN16

deny ip 10.0.16.0 0.0.0.255 host 10.0.52.4

deny ip 10.0.16.0 0.0.0.255 10.0.10.0 0.0.0.255

deny ip 10.0.16.0 0.0.0.255 10.0.50.0 0.0.0.255
permit icmp 10.0.16.0 0.0.0.255 any

permit ip 10.0.16.0 0.0.0.255 any

int vlan 16

ip access-group ACLVLANI16 in

D¢ van chuyén toan bd luu lugng truy cip tir
Ving mang ndi bo, thong qua thiét bi Internet
Firewall, ra Vung mang DMZ va Vung mang
Internet, mot cong trén SwCore dugc chuyén sang
ché d6 no sw1tchport de cho phép gan dia chi IP cho
n6. Cong nay ndi vé cong Inside trén thiét bi Internet
Firewall dé dinh tuyén va van chuyén toan bo truy
cap tu Vung mang ndi bo ra Vung mang DMZ va
Vung mang Internet.

Thiét bi Internet Firewall duoc thiét 1ap mac
dinh hoat dong theo co ché dong, nghia 13 n6 dong
tat ca cac dich vu mang. khong cho phép truy cap tir
vung mang c6 cap bao mat thap dén vung mang co
cap bao mat cao. Pé dam bao an ninh mang, thiét bi
Internet Firewall duoc thiét lap cép ddo bao mat
(security level) cho cong Inside ¢ cip cao nhét, cong
Outside ¢ cip thip nhit, va cong DMZ nim & mirc
giita. D& nguoi dung tir Vung mang ndi bd truy cap
dugc dich vu mang trén Vung mang DMZ va Vung
mang Internet, phai mo cac dich vu mang cho phép
truy cap trén chidu vao (in) cua cong Inside va
Dynamic NAT (Network Address Translation) tat ca
dia chi IP nguoi dung trong Vung mang ndi bo thanh
cac dia chi IP trén lop mang cua cong Outside. D¢
nguoi dung tir Vung mang Internet truy cép duoc
cac dich vu mang trong Vung mang DMZ, thyc hién
Static NAT tung dia chi IP cua may chu trong Vung
mang DMZ thanh dia chi IP trén 16p mang cua cong
Outside va thiét lap Extended ACLs trén chiéu vao
(in) cua cong Outside dé cho phép truy cap cac dich
vu mang trén Vung mang DMZ tr Vung mang
Internet. Ngoai ra, can thiét lap dich vu Clientless
SSL VPN trén thiét bi Internet Firewall dé cho phép
nguoi dung UKH truy cap cac may chu noi bo tu
Vung mang Internet thong qua két ndi VPN voi giao
thirc bao mat SSL (Secure Sockets Layer) cua trinh
duyét web.

5. Két qua md phéng va thao luin

Qua trinh m6 phong dugc thuc hién thong qua
viéc cAu hinh va kiém tra két qua cAu hinh cac thiét
bi mang trén so db Hinh 4 trong phian mém Cisco
Packet Tracer. Két qua kiém tra cho thdy viéc cau
hinh hé théng mang hoat déng dap g cac yéu cau
dé ra: (1) trong Ving mang ndi bg, tir mot VLAN
khong thé truy cap vao thiét bi mang trén VLAN
khac; tt VLAN cua Thu vién truy cap dugc may chu
Quan ly thu vién, nhung tit cac VLAN khac thi bi
cAm truy cip vao may chu nay; toan bd nguoi dung
trong Vung mang ndi bo truy cap duoc cac dich vu
mang trén cac may chu ndi bo, trén Vung mang
DMZ va Vung mang Internet; (2) nguoi dung tu
Vung mang Internet truy cdp dugc cac dich vu mang
trong Vung mang DMZ, su dung giao thue https trén
trinh duyét web va néu cung cap dung tai khoan truy
cdp VPN thi truy nhap dugc cac dich vu mang trén
cac may chu néi bo.

Két qua mo phong mang may tinh cua UKH
trén ddy con cho thay ket qua ap dung phuong phap
giang day theo hudng tiép can va giai quyét van dé
tir thuc tién, di diéu kién van dung trong phuong
phap day hoc dua trén giai quyét van dé [7, 9], di
duoc thuc nghiém boi [8] cho két qua dao tao tot
hon cac phuong phap day hoc truyén thong.

6. Két luan

Xuat phat tir nhu ciu ing dung mang may tinh
cua Truong bai hoc Khanh Hoa trong thuc té va
viéc van dung tong ‘hop cac kién thirc nén tang veé
mang may tinh (thiét k& mang LAN, chuyén mach
va dinh tuyén, dich vu mang, an toan mang, ...)
trong giang day ly thuyét va thuc hanh cho sinh vién
nganh cong ngh¢ thong tin, bai bao dd phan tich,
danh gia thuc trang, dé xuAt mo hinh tai cAu tric
mang may tinh cua Truong Pai hoc Khanh Hoa va
mé phong hoat dong cia md hinh nay trén phan
mém Cisco Packet Tracer. Két qua mo phong khong
chi ching to kha niang ung dung hiru hiéu cua k¥
thudt, phan mém mo phong, ma con co6 thé dung lam
bai tap thuc hanh giup sinh vién ting budc hoan
thién va ning cao k¥ nang quan tri mang may tinh.
bé nang cao k¥ nang nghé cho sinh vién, dap ung
yéu cau ing dung mang may tinh cta x4 hoi, cAn c6
thém cac bai tap thuc hanh mo6 phong mang may tinh
clia cac to chuc khac, dic biét 1a nhom cac doanh
nghiép nho va vira (chiém ty trong trén 97% doanh
nghiép & Viét Nam). Cach tiép can va giai quyét van
dé mo phong mang may tinh Truong Pai hoc Khanh
Hoa cua bai bao co thé ap dung dé mo phong mang
may tinh cta cac t6 chirc khac.
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NETWORK SIMULATION OF UNIVERSITY OF KHANH HOA
Tran Cong Can

University of Khanh Hoa

Abstract:

In fact, new information technology graduates are offen faced with difficulties in managing computer
networks of organizations (enterprises, government agencies, ...). Therefore, it is necessary to develop practical
exercises on the application of computer networks of organizations, thereby helping students improve computer
network management skills. Due to budget constraints, it is unworkable to have a fully device equipped lab.
Meanwhile, computer network simulation software allows to simulate a network system equivalent computer
network system in reality. In this article, the author simulates the computer network of Khanh Hoa of
University. Simulation results not only demonstrate the applicability of technique, simulation software, but also
can be used as a exercise about simulation of computer network, helping students approach analytical method,
designing, setup a computer network of an organization in reality.

Keywords.: computer network, network simulation, network security.



