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Tom tit: Su bo tri, phdn chia hé thdng mang internet ¢ Truomg dai hoc cho phi hop voi hé thong quan 1y,
co 6 Vit chdt nham gip hé théng mang duoc b6 tri mot cach khoa hoc, tiét kiém va dem lai hiéu qua cao
la rdt can thiét. Trong nghién cieu néty chiing toi khao sat thuc trang vé phwong phdp ldp ddt va cdc théng
$6 ky thudt cua hé théng mang tai Truong Pai hoc Khanh Hoa. Két qua la budc déu danh gid dwoc uu,
nhuwoc diém cia hé théng mang hién co va dé xudt dwoc moé hinh hé théng mang 16i wu cho Tl ruong Pai
hoc Khdanh Hoa. M6 hinh nay dwoc thiét ké theo timg khdi module dua theo timg khoi chirc ndng, danh gid
duoc cdc phan viing mang, giup hé thong mang dwoc quan 1y dé hom, linh hoat hon va chay 6n dinh hon.
Tir khéa: Thiét ké ha tang mang, mang do, tuwong lira, Access Control List

1. Dit van dé

Co6 thé hiéu, mang may tinh la mot hé
théng mang ludi cac may tinh duoc két noi
v6i nhau theo mét duong truyen vatly, ching
duoc két ndi theo mot kiéu kién triic nao do.
Muc dich nham thu thap, trao ddi dix liéu va
chia sé tai nguyén gita cac may tinh cho
nhiéu nguoi cung st dung.

Hién nay trén thé gidi co cac loai mang
may tinh duoc s dung pho bién trén nhu:
mang ngang hang (Peer — to — Peer), mang
khach — chi (Client — Server), mang lién két
nbi (mang theo web). Trong mang lién két ndi
nay lai chia thanh: mang cuc bd (LAN: Local
Area Network) va mang dién rong (WAN:
Wide Area Network) [1,2]. Mdi loai mang c6
nhiing uu, nhuoc diém va muc dich su dung
khac nhau.

Dé tim hiéu vé hé thong mang ctia Truong
Pai hoc Khanh Hoa, chung t6i khao sat cac
thiét bi hién dang st dung cuia hé théng mang,
cu thé 1a khao sat cach lép dat va xem thong
s6 mang, chiing t6i nhan thay rang mo hinh
mang hién tai cia Truong Pai hoc Khanh
Hoa la mang hinh sao, két ndi may tinh bang
cac Switch thong thuong (Cisco SFO0D-08),
str dung hai duong truyén Internet ctia hai nha
cung cap la Viettel va FPT. Tong dung luong
cua hé thong nay 1a 700MB duoc két nbi vao

2 cong WAN ctia router Draytek Vigor 2925
Dual Wan Security. Router nay sé& dinh tuyén
va cung cap dia chi IP cho toan bd cac may
tinh gdm: may Server + may tinh cia cac
phong ban trong truong dé truy cap Internet
va gilta cac may tinh khong c6 chia sé dir liéu.
Viéc trao doi dit lidu giita cac may s& thong
qua cac ung dung trén Internet nhu: Zalo,
Gmail, ...

Khao sat cua ching t6i cling phu hop voi so
d6 ma tac gia Pham Minh Tuyén da dua ra
trén Hinh 1 [3].

V61 m6 hinh mang nhu trén, theo chiung t6i
s€ c6 nhiing uu diém va nhuoc diém nhu sau:
Uu diém: dé lap dat, don gian, chi phi lap dat
ré.

Nhuoc diém: kho quan tri, bao mat kém,
khong quan ly duoc viéc truy cap Internet.
Thuc vdy, & hinh 1 ta c6 thé thay hé thong
mang chua duoc quy hoach bai ban, chap va
va st dung cac Switch Cisco SFO0D-08. Cac
Switch nay ré tién, don gian nén khong co
duogc cac tinh nang cia mot Switch hién dai
(chia VLAN, Access Control List) nhu: toc
do truyén trén cac Switch nay thap 10/100
Mbps, kha ning chiu tai cua thiét bi Router
Draytek Vigor 2925 khong cao (khoang 80
truy cap dong thoi).
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Hinh 1. So do mang noi bo truong DH Khdanh Hoa [3].

Vi so d6 & Hinh 1, khi s6 luong may tinh
nhiéu lén s& lam ting s6 luong goi tin
broadcast, do tré giita cac nit mang sé& ting
1én, 1am cho hiéu suit mang khong cao, hoat
dong khong hiéu qua. Mat khac, khi cac may
tinh duoc ndi vao cac Switch, tao thanh mot
mang duy nhat sé& rat dé lay lan virus khi co
mot may tinh nao do trong mang bi nhiém,
dan dén viéc khong an toan cho cac may
Server [1,2].

Vi vdy, dé hé thong mang nay hoat dong
duoc hiéu qua va an toan thi can cai tién lai
hé théng mot cach khoa hoc hon.
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2. Két qua nghién ctru va thao luin

2.1. M6 hinh hé théng mang dwoc thiét ké
bang cich phan chia theo ting Kkhdi
(module)

Mot md hinh mang hop 1y can phai phan
chia thanh cac module dua theo chuc nang,
dé dé thiét 1ap cac chinh sach riéng cho ting
vung theo yéu cau thuc té.

Nhiing uu diém cua viéc phan chia module
khi thiét ké hé théng mang gém: tach bach,
13 rang, truy tim 131, su c6 dé dang hon, dé
md rong hé théng hon va giup co diy du



thong tin dé chon lua ding thiét bi mang cho

ting vung.
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Hinh 2. Hé thong mang thiét ké theo
nguyén tic phan chia theo ting khéi chuc
nang (module) [3]

Core/Distribution Block la module trung
tam cua hé thong, chiu trach nhiém két noi
cac module con lai voi nhau. Thiét bi & vung
nay thuong la cac Switch layer 3 (Cisco
Catalyst 3560G, 3560-X, ...), dong san pham
thiét bi chuyen mach cap do doanh nghiép va
1a nhiing thiét bi chuyén mach, c6 toc do truy
nhap nhanh.

Access Layer Block 1a module cung cap
két ndi cho nguoi dung cudi. Uu tién khi chon
thiét bi thudc vung nay la cung cap nhiéu
cong két ndi downlink cho nguoi dung, dong
thoi phai co két ndi Uplink toc do cao dé két
ndi 1én ving Core/Distribution, t6i uu hoa chi

sO gia thanh/cong downlink. Thong thuong
thiét bi st dung tai module nay la cac Switch
layer 2.

Server Farm Block 1a module cung cap
két ndi cho cac may chu trong mang noi bo.
Thiét bi chon ¢ 16p nay céan c6 cong két ndi
downlink téc d6 t6i thiéu la 1Gbps va hoat
dong o 16p 2.

Internet Access Block 1a module nam &
ngoai cung cua hé thong mang, cung cap két
nbi Internet cho nguoi dung ndi bo. Thong
thuong thiét bi duoc chon & module nay can
hd tro cac tinh ning: dinh tuyén, NAT/PAT,
Firewall, Remote Access VPN.

Dmz Block 1a module két ndi truc tiép voi
module “Internet Access Block”. Co chuc
ning cung cap cac dich vu ra ngoai Internet:
Mail, Web.

Wan Block 1a module cung cap két noi
dén cac chi nhanh khac. Thong thuong, thiét
bi trong module nay can hd tro cac cong giao
tiép WAN (Serial, FTTH, ADSL, ...)

2.2. Xdy dyng mé hinh mang t6i wu cho
truong Dai hoc Khanh Hoa

Qua két qua khao sat thuc trang hé théng
mang cda Truong Pai hoc Khanh Hoa va véi
nhiing uu diém nhu trén cia md hinh hé
théng mang duoc thiét ké theo cac khoi
module, chung t6i dé xuat mo hinh hé thong
mang tai truong PH Khanh Hoa nhu Hinh 3.

Viettel-FPT

Wifi danh cho gidng vién, sinh vién k&t n6i d& truy c3p Internet
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Hinh 3. M6 hinh mang 16i wu cho T ruong Dai hoc Khdanh Hoa

M0 hinh nay bao gom cac khdi chire ning
sau:

Khéi Core/Distribution chiu tai chinh va
do st dung thiét bi Switch Layer 3 nén phu
trach luén viéc cap IP cho toan bd may tinh
trong truong.

Khoi Access Layer cung cap két nbi dén
nguoi dung cubi bao gom: may tinh ctia cac
phong ban, khoa, cac thiét bi wifi két ndi dén
laptop hodc cac thiét bi thong minh cta sinh
vién, giang vién dé truy cap Internet.

Khéi Server Farm bao gdm: 3 Server
hién tai cua truong.
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Khéi Internet Access, gitta khoi Internet
Access va Core/Distibution ta thém mot thiét
bi tuong lua.

Cac khéi chie nang két ndi voi nhau bang
cac cap dong tiéu chuan UTP CATS5 dé dam
bao dat duoc toc do truyén tot nhat, thiét bi
phan cting phai phu hop véi chuc nang cia
ting khdi, tranh hién tuong that c6 chai.

Céu hinh mang 40 (VLAN: Virtual LAN)
cho md hinh mang trén, mdi phong ban hodc
khoa 1a mot VLAN ndi cac may tinh trong
phong ban hoac khoa d6 voi nhau. Viéc chia
thanh cac VLAN s€ giup giam bdt so luong
goi tin broadcast, giup toc do truyén trong
mang duogc tot hon, méi VLAN la mot phan
vung mang co 16p dia chi mang khac nhau
nén sé han ché duoc su khuéch tan virus.

Cau hinh Access Control List (ACL) dé
han ché nguoi dung cudi truy cap qua nhiing
module khéc, truy cap nhiing Ung dung
khong thudc pham vi truy xudt cia minh. Vi
du: Latop hoic thiét bi théng minh clia giang
vién, sinh vién khi két ndi dén wifi chi truy
cap duoc Internet ma khong duoc phép truy
cap vao hé thong mang noi b0 cua truong.
Khi can uu tién duong truyén cho mot van dé
nao d6, chang han nhu: hop truc tuyén, thi
truc tuyén, ta s& chan viéc truy cap Internet
hoac han ché bang thong (luu luong truy cap)
tam thoi & cac may tinh khong can thiét trong
hé thong mang.

Thiét bi twong lira nam gitra khoi Internet
Access va khdi Core/Distribute dung dé chin
vi€c truy cap trai phép tir bén ngoai, loc cac
website doc hai, chong tin cong DoS, chin
file chira virus, ...

3. Két luin

Khao sat, danh gia duoc thuc trang hé
thong mang internet ciia Truong Pai hoc
Khanh Hoa; danh gia duoc uu, nhuoc diém
cua hé théng. Dé xuét duoc md hinh hé théng
mang hién dai hon, t6i uu hon cho Truong
Pai hoc Khanh Hoa. M6 hinh nay toan b cac
may tinh duoc chia thanh cac VLAN giup
giam bét sb lugng cac goi tin broadcast, han
ché viéc truy cap trai phép tr mot VLAN nao
do, bo phéan ky thuét dé quan ly, bao tri, g&
16i khi ¢6 su cd. Ngoai ra, trong mot s tinh
hudng thi m6 hinh mang nay con thé hién su
linh hoat, bao mat va chay on dinh hon.
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OPTIMIZING THE NETWORK MODEL FOR UNIVERSITY OF KHANH HOA

Nguyen Pham The Vinh
University of Khanh Hoa

Abstract: The arrangement and division of the LAN system at the University to suit the management

system and facilities in order to help the network system be arranged in a scientific, economical and highly

efficient manner is very necessary. In this study, we survey the current status of installation methods and

technical parameters of the network system at University of Khanh Hoa. The result is an initial assessment

of the advantages and disadvantages of the existing network system and an optimal network model for
Khanh Hoa University is proposed. This model is designed according to each module block based on each
function block, evaluating network partitions, making the network system easier to manage, more flexible

and running more stable.
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