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Tom tat: Cach mang cong nghiép lan thir tu lan toa sau réng, théng tin mang da trd thanh nguon tri thirc
chd yéu, ndng dong va co anh huéng manh mé t6i hoat dong hoc tap, nghién cttu va cong tac tu tuéng
trong toan xa hoi. Bac biét la cdc nha truong quan doi, thong tin mang khong chi ho tro qud trinh giang
day - hoc tap ma con gop phan truc tiép vao viéc xay dung doi ngd s quan tré co tu duy hién dai, ndng
Ire khoa hoc t6t va kha ndng thich ting voi su phat trién ctia khoa hoc quan s hién dai. Tuy nhién, mét
trai cta khéng gian mang cung nhiing yéu té phc tap cta chién tranh thong tin dat ra nhiéu yéu cau méi
dbi voi hoc vién. Vi vy, cdn c6 cac giai phdp nang cao chét liong khai théc théng tin mang cho hoc vién nhu:
hoan thién co ché, quy ché quan Iy va dinh huéng st dung théng tin mang; doi méi chuong trinh dao tao,
tich hop ky ndng khai thac théng tin mang vao cac hoc phan mén hoc; phét trién hé sinh thai s6, hoc liéu
S0, thu vién dién tir va kho dit liu ding chung; xay dung moi truong hoc tap tich cuc va van hoa tu hoc, tu
nghién ctu cua hoc vién; tang cuong kiém tra, danh gia ky nang khai thac thong tin mang trong qué trinh

gido duc, dao tao.
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1. Pat van dé

Trong bdi canh cudc Cach mang coéng nghiép
lan th tw lan tda sau rong, théng tin mang da tré
thanh ngudn tri thirc chd yéu, ndng déng va cé anh
hwdng manh mé t&i hoat dong hoc tap, nghién
clru va cong tac tw twdng trong toan xa hoi. Do
v&i Quan dbéi Nhan dan Viét Nam, dac biét la cac
nha trwdng quan doi, théng tin mang khéng chi hé
tro qua trinh gidng day - hoc tap ma con gép phan
trwc tiép vao viéc xay dwng doi ngl si quan tré co
tw duy hién dai, nang Iwc khoa hoc tot va kha nang
thich (rng v&i sy phat trién cta khoa hoc quan sy
hién dai. Tuy nhién mat trai cla khc“mg gian mang
cung nhirng yeu td phtrc tap cta chién tranh théng
tin d&t ra nhiéu yéu cau mai dbi véi hoc vién. Vi vay,
viéc nang cao chéat lwvong khai thac théng tin mang
tré thanh nhiém vu quan trong, cap thiét va mang y
nghia chién lwoc trong qua trinh ddi mai, hién dai
hda gido duc - dao tao trong Quan doi.

2. N6i dung nghién ctru

2.1. Co sé& phép ly va thuec tién

Co s& phép ly: Hé thdng quan diém, chi truong
cta Pang, Nha nwéc va Quan ddi vé cong nghé
théng tin, chuyén déi s6 va an toan théng tin tao
nén tang phap Iy quan trong cho viéc nang cao
chét lwgng khai thac thong tin mang trong cac nha
truo’ng quan doi. Chién luoc Chuyen ddi s6 quéc
gia dén ndm 2025 dinh hwéng dén 2030 xac dinh
phat trién ngwoi hoc cé nang luc sé, biét khai thac
thong tin mang hiéu qua. Luat An ninh mang nam
2018 quy dinh rd trach nhiém quan ly, bao vé thong
tin, xt ly d& liéu va hanh vi dwgc phép trong moi
trwdng mang. Bé Qudc phong ban hanh nhiéu chi
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thi va quyét dinh vé chuyén dbi sé, xay dwng hoc
liéu dién tir, quan ly st dung Internet trong quan
ddi, bao ddm an toan théng tin quan sw,.. Cac
van ban nay théng nhét dinh hwéng gilp cac nha
tredng quan doi quan ly hoat dong khai thac théng
tin mang mét cach chat ché, hiéu qua va phu hop
dac thu méi tredng quén sur.

Co sé thuec tién: Trong thuc té, lwc lwvong hoc
vién quan doéi ngay cang c6 kha nang tiép can coéng
nghé nhanh, biét str dung théng tin mang phuc vu
hoc tap, nghién ctu va nang cao hiéu biét. Nhiéu
hoc vién, trwdng s quan da xay dwng hé théng thw
vién dién ttr, bai gidng sb, kho di¥ liéu néi bo, mé
réng ng dung céng nghé vao quan ly dao tao. Tuy
nhién, kha ndng phan tich, danh gia, kiém ching
théng tin ctia mot bd phan hoc vién con han ché;
thoi quen khai thac nguén tin chinh théng chua
that sy bén virng; ki nang st dung tai liéu nuéc
ngoai, tai liéu hoc thuat va di¥ liéu quan sy mé
con yéu. Mot sd hoc vién thiéu y thtec vé an ninh
mang, doi luc vo tinh chia sé théng tin khong phu
hop I1&8n mang xa hoi. Hé théng hoc liéu s6 & nhiéu
trwdng chwa ddng bo, chwa that sy hdp dan hoac
dé truy cap.

Thue tién do cho thay can co hé thdng gidi phap
toan dién, khoa hoc va phu hop véi dac thu quan
ddi nham phat huy t6i da mat tich cwc clia thong tin
mang, dong thdi han ché rdi ro, bao dam tinh dinh
hwéng tw twdng, an toan, bao mat quan sur.

2.2. Gidi phép néng cao chét lrong khai théc théng
tin mang cho hoc vién

2.2.1. Hoan thién co ché, quy ché quan ly va
dinh huwéng st dung théng tin mang

Co ché va quy ché quan ly théng tin mang déng



vai tro dinh hwdng cho toan bd qua trinh tiép canva
khai thac thong tin clia hoc vién. Trong moi treong
quan s, moi hoat déng lién quan dén Internet déu
chiu sw chi phdi nghiém ngat ctia cac quy dinh bao
mat, an ninh théng tin va quan ly tw twéng. Do do,
cac nha trwdng can ra soat, bd sung, hoan thién
hé théng van ban quy dinh lién quan dén st dung
Internet, hoc liéu s6, bao mat div liéu, quan ly truy
cap va khai thac tai lieu quan sw. Quy ché can ré
rang vé pham vi théng tin dwoc phép tim kiém, chia
sé&; trach nhiém cta hoc vién khi st dung mang; ché
tai xt ly cac hanh vi vi pham; quy dinh vé tai khoan truy
cap, hé théng giam sat va canh bao an ninh.

Can duy tri hoat déng kiém tra, danh gia, nhéc
nhé va gido duc thuwéng xuyén vé nhan thire an ninh
mang cho hoc vién, dac biét la nhan dién nguy co
tr hoat dong gian diép mang, thu thap di liéu phi
phap, tAn cong vao tw twdng va chién tranh théng
tin t cac thé luc thu dich. Khi c6 co ché rd rang,
hoc vién sé yén tdm khai thac thdong tin va nadng cao
y thirc trach nhiém khi tiép can khong glan mang.
Can tién hanh ra soat dinh ky hang nam déi vai toan
bd hé théng quy dinh, nhdm dam bao tinh cap nhat
trudc toc do thay dbi ciia cong nghé sé va tinh hinh
an ninh mang. Pac biét, cac nha trwong phai phéi
hop véi co quan chuyén mén thudc Bo Québc phong
dé ban hanh nhitng hwéng dan cu thé hon vé mirc
dd cho phép truy cap thdng tin mé, thdng tin hoc
thuat qudc té, ciing nhw phwong thire xt ly khi phat
hién hanh vi truy céap trai phép.

Hoan thién hé thdng phan quyén truy cap, dam
bao tinh “dung déi twong - dung nhiém vu - ddng
muerc d0 bdo mat”. Khoéng it hoc vién ling tdng do
thiéu rd rang vé tai liéu nao dwoc phép khai thac, tai
liéu nao thudc danh muc han ché. Khi phan quyén
duwoc thiét k& hop ly, hoc vién sé thuan loi hon va
tranh dwoc cac sai sot vo y. Bén canh do, viéc to
chtrc cac budi toa dam, trao ddi vé an toan théng tin
trong mdi trwdng quan s cling rat can thiét. Cac
budi sinh hoat nay gitp hoc vién nhan ré thm quan
trong cla viéc chap hanh quy ché, nang cao y thirc
trach nhiém ca nhan va tinh than canh giac truéc
cac hinh thc thu thap div liéu, cai cam ma déc,
tAn cong Ira ddo (phishing) dang ngay cang tinh
vi. Cac nha trwong phai tang cwdong ap dung cong
nghé vao kiém soat hoat ddng mang; hé théng nhat
ky truy cap, twong Ira ndi bd, canh bao hanh vi bat
thwong,... Diéu nay gilp giam sat hiéu qué nhung
van gitr dwgc mdi trudng hoc tap thodi mai, chi
ddng sang tao cho hoc vién.

2.2.2. B6i méi chuong trinh dao tao, tich hop ky
nédng khai thac théng tin mang vao cac hoc phéan
moén hoc

Pé hoc vién khai thac théong tin mang hiéu qua,
k§ ndng nay can dwoc trang bi mot cach hé théng
va phu hop véi tivng cap hoc. Chwong trinh dao
tao phai duorc thiét ké theo huwéng tich hop ky nang
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s, k§ nang tim kiém tai liéu va ky nang nghién ctru
théng tin mang vao cac mén hoc. Nhirng ndi dung
nhw tim kiém nang cao, phan tich théng tin, kiém
ching ngudn tin, danh gia doé tin cay, trich dan hoc
thuat, st dung co sé& dir liéu khoa hoc, khai thac
tai liéu tiéng Anh,.. cn duwoc dwa vao chwong trinh
dao tao, dac biét tai cac mén phuwong phap nghién
ctru khoa hoc, khoa hoc xa héi va nhan van, nghé
thuat quan s, chi huy tham mwu, tin hoc quan su.

Khi tich hgp nén duwgc thwe hién mét cach ty
nhién bang cac bai tap thwc hanh, chuyén dé, thao
ludn nhom, thwc hanh khai thac di liéu, xay dwng
dé cwong nghién ciru. Khi hoc vién dwoc yéu cau
tim kiém thong tin mang dé thwc hién cac nhiém
vu hoc tap, ho sé hinh thanh thoéi quen chi déng
tiép can théng tin, phan tich va xt ly di liéu. Giang
vién cling can dbi méi phwong phap day hoc theo
hwdng tang cwdng hoat déng nghién ctru doc lap
cla hoc vién, giao nhiém vy gén v@i khai thac thong
tin hoc thuat, khuyén khich s dung tiéng Anh trong
tim kiém va doc hiéu tai liéu. Phat trién chuong
trinh dao tao phai di theo hwéng “dao tao nang lwc”,
dac biét 1a nang lwc sb nhw tinh than cac chuwong
trinh chuyén ddi sé trong quan ddi yéu ciu. Déi voi
hoc vién sT quan, ky nang khai thac thdong tin mang
khdéng chi phuc vu nhiém vy hoc tap ma con la yéu
cau thiét yéu trong qua trinh céng tac sau nay.

Can bd sung ndi dung dao tao vé ky nadng tim
kiém hoc thuat nang cao. Hién nay, hoc vién c6 théi
quen tim kiém qua cac cong cu phd théng nhung
it biét cach st dung cac bd loc néng cao, tir khoa
chuyén nganh hay cach tiép can cac co s& di liéu
c6 do tin cay cao. Do d6, cac nha trwong can xay
dwng cac budi thwe hanh chuyén sau, dic biét 1a vé:

- Céach str dung coéng cu tim kiém nang cao
(advanced search).

- Ky thuat doc nhanh tai liéu hoc thuat (skimming,
scanning).

- Phan tich cAu trac bai bao khoa hoc dé danh
gia chat lwong ngudn tin.

- U’ng dung Al hoc thuét hé tror phan tich tai liéu
nhwng van tuan thd chudn mwc hoc thuat.

- B6i méi phwong phap gidng day phai theo
hwéng chuyén dich tir “truyén thu mét chiéu” sang
“hwéng dan - dan dat - hé tro” tao diéu kién dé hoc
vién phat huy nang lyc ca nhan va kha nang tim
kiém tri thirc mai. Glang vién tr@ thanh ngu&i trong
tai, dinh hwéng, dan dat thay vi nguwoi cung cap
toan bd thong tin, hoc vién sé ty chd hon trong khai
thac tri thire trén mang.

2.2.3. Phéat trién hé sinh thai s6, hoc liéu sb, thw
vién dién tir va kho di¥ liéu dung chung

Day la gidi phap mang tinh quyét dinh, vi chat
Ilwong khai thac théng tin mang phu thudc rat1on vao
“ngudn tai nguyén s&” ma nha truéng cung cap. Hé
sinh thai s trong quan d6i phai bdo dam vira hién
dai, vlra an toan, vira phu hgp véi dac thu nhiém vu.
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Mét trong nhirng diéu kién quan trong dé nang
cao hiéu qua khai thac thong tin mang chinh la xay
dwng ha tang sb hién dai, ddng bo va dé s dung.
Cac nha trwdng quan doi can dau tw xay dung
thw vién dién tl v&i ngudn tai liéu phong pha, chat
lwong cao, cé kha nang két ndi véi cac co sé dir
liéu trong nwéc va qudc té. Hoc lieu sb phai dwoc
chuén héa, cap nhat thuwéng xuyén va dam bao bao
mat. Xay dwng kho di¥ liéu ndi bé chira cac tai liéu
quan sy, bai gidng, md phéng huan luyén, ban do
thdng tin, bao cao khoa hoc, dé tai nghién ciru cap
nganh, cap bo. Kho di liéu phai dwoc phan quyén
truy cap theo cap do bao mat phu hop, dong thoi
tich hop cong cu tim kiém théng minh gitp hoc vién
nhanh chéng truy cap tai liéu can thiét.

Ngoai ra, ha tAng k¥ thuat nhu may cha, hé théng
lwu triy, phan mém quan ly truy cap, cdng cu chng
ma doc, hé théng giam sat an ninh mang,.. can dwoc
dau tw dong bo. Khi hé sinh thai sb dwoc hoan thién,
hoc vién c6 thé tim kiém, lwa chon va str dung ngudn
thong tin mot cach thuan loi, an toan va hiéu qua
hon. Kho tai liéu hoc thuat mé& (Open Access) cling
can dwoc khai thac, két ndi véi cac co sé div lieu
quéc té co uy tin nham mé rong tdm nhin khoa hoc
cho hoc vién. Tuy nhién, can c6 hé théng sang loc
tw dong dé loai bd cac ngudn dir liéu khong phu
hop. D& liéu quan sw ndi bdo phai dwoc td chirc
khoa hoc theo cac cap dd bao mat, dic biét 1a cac
tai liéu lién quan dén chién thuat, kj thuat, mé hinh
vii khi, hé théng chi huy, diéu khién. Hoc vién can c6
kha n&ng tiép can tai liéu “mé& nhwng han ché” phuc
vu huén luyén ma khéng anh hwéng dén an ninh.
Mét diém quan trong khac 1a ap dung cong nghé
phan tich dr liéu (data analytics) vao hoat déng hoc
tap: vi du nhw danh gia mdrc dé str dung tai liéu clua
hoc vién, théng ké théi quen truy cap, phat hién xu
hwdng hoc tap dé phuc vu cong tac quan ly dao tao.

2.2.4. Xay dwng méi treong hoc tép tich cuc va
vén hoéa tw hoc, tw nghién ctru cla hoc vién

Viéc nang cao chét lwong khai thac théng tin
mang khéng chi phu thudc vao ha tAng hay chwong
trinh dao tao ma con gén véi vai trd ctia moi treong
hoc tap va dong lwc phan dau ctia mébi hoc vién.
Nha truwdng can tao dwng khong khi hoc thuét tich
cwe, khuyén khich chia sé tai liéu, trao ddi hoc thuat,
tranh luan khoa hoc va phan bién théng tin. Cac cau
lac b6 hoc tap, nhém nghién ctru, t6 hoc tap chuyén
sau theo nganh hoac theo chu dé giup hoc vién co
thém co hdi luyén tap ky nang tim kiém va phan tich
théng tin.

Van héa tw hoc can dwoc xay dwng dwa trén tinh
than cha dong, tw giac va y thirc hoc tap subt doi.
Khi hoc vién chii ddng tim kiém tri thirc, ho sé hinh
thanh théi quen tiép can ngubn tin da chiéu, biét
dbi chiéu va so sanh théng tin. Nha trudng can ton
trong sy sang tao, khuyén khich hoc vién bao cao
két qua nghién ctu, trinh bay phat hién mai, tham
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gia hoi thado khoa hoc va thwc hién cac deé tai nghién
ctru nhé. Nhirng hoat dong nay giup hoc vién nang
cao ky nang khai thac thong tin, rén Iuyen tw duy
phan bién, phat trién kha nang g|a| quyét van dé va
tang cwdng ban Iinh chinh tri khi tiép xuc véi khong
gian mang.

DPé duy tri méi trwéng hoc tap tich cwe, giang
vién déng vai tro dinh hwéng quan trong. Giang
vién can hwéng dan hoc vién si dung ngudn tin
chinh théng, cung cap danh muc tai liéu tham khao
uy tin, ddng thdi rén luyén phwong phap nghién
ctru khoa hoc cho hoc vién. Viéc gidng vién thwong
xuyén twong tac voi hoc vién qua hé théng hoc tap
trwe tuyén cting gop phan duy tri théi quen tim kiém
théng tin chinh xac va dung huéng.

2.2.5. Tang cwong cbng tac giao duc chinh trj
tw tudng, ndng cao ban linh khi tiép xuc véi théng
tin mang

Khéng gian mang la noi tén tai nhiéu thdng tin
sai léch, xuyén tac, chéng pha Dang, Nha nuéc va
Quén doi. Vi vay, V|ec nang cao chét lvong khai
thac théng tin mang can gan vai gido duc chinh tri
tw twdng, gitp hoc vién nhan dién ding ban chat
théng tin x4u doc, hiéu rd am muu tha doan cua
cac thé lwc thu dich va cé ban Iinh virng vang trwdc
nhitng tac dong tiéu cwc. Nha trwong can tang
cudng cac hoat déng sinh hoat chinh tri, hoc tap
nghi quyét, tuyén truyén vé bdo vé nén tang tw
twdng cla Pang, 16ng ghép ndi dung nhan dién tin
gia va xr ly thong tin doéc hai trong cac bai giang,
budi sinh hoat ho&c dién dan thanh nién.

Khi hoc vién c6 ban linh tw twdng virng vang,
ho sé biét phan tich, danh gia théng tin mét cach
khach quan, khong bi 16i kéo, kich dong. Diéu nay
la yéu tb then chét giip ho khai thac théng tin mang
dung muc dich, ding dinh hudng chinh tri va phu
hop yéu cau xay dwng quan doi trong tinh hinh méi.

Trwéc hét, can tang cwcmg ndi dung glao duc
vé nhan dién tha doan chéng pha clia cac thé luc
thu dich trén mang: gia danh tai khoan quan nhan,
lan truyén tin bia d&t, kich déng tam ly, xuyén tac
lich str quan ddi... Cac vi du thyc té can dwoc dwa
vao bai hoc dé hoc vién thay r6 tinh nguy hiém. Xay
dwng ky ndng “mién nhiém théng tin doc hai”, blet
twr choi twong tac, biét phan tich déng co cia ngudn
tin, biét kiém tra d4u hiéu gid mao. T chirc cac
budi toa dam, dién dan “Thanh nién v&i khéng gian
mang”, giup hoc vién ndi I1én quan diém, chia sé
kinh nghiém phan bac théng tin sai trai. Pay ciing la
méi trérng quan trong dé ciing ¢b ban Iinh chinh tri.

2.2.6. Tang cuong kiém tra, déanh gia ky ndng
khai thac théng tin mang trong qua trinh giao duc,
dao tao

Kiém tra, danh gia 1a dong lwc thac day hoc
vién nd luc hoc tap. D& nang cao ky nang khai
thac théong tin mang, can xay dwng hé théng tiéu
chi danh gia rd rang, bao gém kha nang tim kiém



tai liéu, phan tich va téng hop théng tin, st dung
nguén tin hoc thuat, trinh bay khoa hoc va tuan thu
quy dinh vé trich dan. Viéc danh gia co6 thé thyc
hién thong qua hé thdng cac bai tap, tiéu luan,
nghién cru khoa hoc, bai bao cao chuyén dé hoac
bai kiém tra ky nang.

Tang cwong cac cudc thi “tim kiém théng tin
nhanh, chinh x&c, hiéu qua”, “xay dung hd so nghién
clru tw nguon tin mang”, “phan tich tinh huéng dwa
trén dir liéu s&”,.. qua d6 gép phan rén luyén kj ndng
khai thac thong tin clia hoc vién, tao moi triro'ng canh
tranh lanh manh, thuc d4y tw duy sang tao va ban linh
théng tin. Bén canh d6, can c6 co ché phan héi hai
chiéu: giang vién nhan xét kj tirng bai, hoc vién c6
quyén hai lai dé& hoan thién. Khi qua trinh danh gia
tr& thanh hoat dong hé tro ch» khéng chi kiém tra,
k§ nang khai thac thong tin sé& phat trién rat nhanh.

3. Két luan

Nang cao chét lwong khai thac théng tin mang
cho hoc vién cac nha trwedng quan ddi trong giai doan
hién nay 1a nhiém vu quan trong, cé y nghia chién
lwoe trong cong tac giao duc - dao tao. Bay vira la
yéu cau cla s phat trién khoa hoc céng nghé, vira
la trach nhiém cla quan ddi trong qua trinh xay dwng
lwe lwong si quan tré cd tw duy hién dai, ban linh
chinh tri viPng vang va kha nang thich (rng véi xu thé
tac chién trong diéu kién chién tranh cong nghé cao.
Viéc trién khai ddng bo cac gidi phap néu trén sé gop
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phan gitp hoc vién lam chi khéng gian mang, khai
thac thong tin hiéu qud, an toan va dung hwéng. Bay
cling 1a co s& quan trong gép phan xay dwng cac
nha trwdng quan déi chinh quy, théng minh, hién dai,
dap ng yéu cau xay dwng Quan doi Nhan dan Viét
Nam trong th&i ky méi =
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Improving the quality of network information exploitation for students of military schools in the current period
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Abstract: With the widespread impact of the Fourth Industrial Revolution, online information has become a primary, dynamic,
and influential source of knowledge, impacting learning, research, and ideological work throughout society. Particularly in the
military schools, network information not only supports the teaching and learning process but also directly contributes to building
a team of young officers with modern thinking, strong scientific capabilities, and the ability to adapt to the development of modern
military science. However, the dark side of cyberspace and the complexities of information warfare place many new demands
on trainees. Therefore, solutions are needed to improve the quality of online information access for students, such as: improving
mechanisms and requlations for managing and guiding the use of online information; innovating training programs and integrating
online information exploitation skills into moaules; developing digital ecosystems, digital learning materials, electronic libraries,
and shared data repositories; building a positive learning environment and a culture of self-study and research among students;
strengthening the testing and evaluation of online information exploitation skills in the education and training process.
Keywords: Quality, cyber information, cadets, military school.
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