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Tom tat: Bai bao nay tap trung danh gia mic do an toan thong tin ctia mot hé thong phan mém quén Iy thong
qua phurong phap kiém thir thuc nghiém. Truge tién Ia nghién ciu durge xay dung dua trén co s6 ly thuyét vé
cac moi de doa bdo mét phd bién nhu SQL Injection, ma ddc, nghe Ién mang va I6i cdu hinh hé thong. Tiép
theo, cac cong cu bao méat gom SQLMap, Malwarebytes, NetworkMiner, Nmap va Nessus dtrgc st dung dé
kiém thit trong méi truong mo phong. Két qué thuc nghiém cho thay hé thong van ton tai mot so ri ro bao
mat, bao gom nquy co SQL Injection, truyén di ligu chua durgc ma hoa day du va cdu hinh cong dich vu chua
t6i . Trén co'sG d6, bai bdo nhdn manh vai tro cua kiém thir bao mat trong viée phat hién sém 16 hong va dé
Xuat cac bién phap cai thién nhdm nang cao mutc do an toan cho hé thong phan mém quan ly.

Tir khoa: Danh gia bao mat, 16 hong hé thong, kiém thir thuc nghiém.

Nhan bai: 14/1/2026; Bién tap: 15/1/2026; Phan bién: 16/1/2026; Duyét dang: 20/1/2026.

1. Pat van dé

Su phét trién nhanh chéng cla cong nghe thdong
tin da thuc day viéc (r’ng dung phan mém quan ly vao
hoat dong kinh doanh ban [é. Cac ctra hang kinh
doanh kinh doanh hién nay thuwéng st dung phan
mém dé quan ly khach hang, san pham, hoa don
va giao dich tai chinh. Nhirng d¥ liéu nay mang tinh
nhay cdm cao va co gia tri Ion déi voi doanh nghiép.
Trong giao duc, cac nha trwdng thwong rng dung
cac phan mém chung vao linh vic gido duc. Nguy
co mét an toan théng tin cang tré nén cao hon.

Diéu nay c6 thé dan dén ro ri di liéu khach hang,
that thoat tai chinh va anh hwéng nghiém trong dén
uy tin clia doanh nghiép.

Xuét phat tir thyc t& d6, bai bao tap trung phan
tich bdo mat cho mét hé thong phan mém quan ly
& mérc ng dung va hé thdng, théng qua kiém thiy
thwec nghiém bang cac cong cu bdo mat théng dung.
Muc tiéu la danh gia mirc d6 an toan hién tai ctia
phan mém va dé xuét cac bién phap cai thién phu
hop vé&i diéu kién trién khai tai cac doanh nghiép
vira va nhé & Viét Nam.

2. N6i dung nghién ctru

2.1. Co sé ly thuyét vé an toan théng tin trong ky
nguyén sb

2.1.1. Khéi niém vé mirc do an toan théng tin
trong ky nguyén sé

An toan théng tin (ATTT) la trang thai ma trong
do théng tin va cac hé thdng théng tin dwoc bao
vé khdi cac mbi de doa vé truy cap trai phép, s
dung sai muc dich, tiét 16, gian doan, sira d6i hoac
pha hoai. Muc tiéu ctia ATTT la bdo ddm ba yéu
t6 cbt 18i: Tinh bado mat (Confidentiality), thong tin
chi dwoc truy cap bdi nhirng ngwdi duwoc phép.
Tinh toan ven (Integrity), thong tin khéng bi thay
déi hodc hw hai trong qua trinh lwu tre, x& ly, va
truyén tai. Tinh s8n sang (Availability), théng tin va
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hé théng ludén sdn sang phuc vu khi nguoi dung
hop phap can dén.

Mtrc dd ATTT dwoc hidu la mirc d6 dap ng
céc tiéu chuan va yéu cau bao vé théng tin trong
mot hé thdng nhét dinh, phan anh kha naéng chéng
chiu, ngén ngtra, phat hién va khac phuc céc rai ro,
tan céng hoac sy cb lién quan dén dir liéu va cong
nghé thong tin. M&rc d6 nay cé thé duwoc danh gia
thdéng qua cac tiéu chi nhw: Kha nang bao vé dir liéu
trwdc cac cudc tan cong mang. Mrc do6 tuan thu cac
quy dinh, tiéu chuan an toan (ISO/IEC 27001, NIST,
v.v.). Nang lwc (rng phé va phuc hdi sau sy cb an
ninh mang. Nhan thirc va hanh vi clia ngwdi dung
dbi voi ATTT.

Trong ky nguyén s, khi hau hét cac hoat dong
cla con nguw¢i, doanh nghiép va chinh phi dwoc sb
héa, mirc d6 ATTT trd thanh yéu t6 séng con, quyét
dinh dén uy tin, hiéu qua hoat déng va niém tin xa
hoi dbi voi hé thong sO.

2.1.2. P&c diém ATTT trong ky nguyén sé

Pham vi va quy mé rong. D& liéu va hé théng
thong tin dwoc két ndi toan cau, vwot khadi bién gisi
quéc gia, dan dén pham vi rii ro mé réng va kho
kiém soat.

Tbc dod phat trién cong nghé nhanh. Cac cong
nghé ma&i nhw tri tué nhan tao (Al), Internet van vat
(IoT), dién toan dam may (Cloud Computing), va
chudi khédi (Blockchain) viva mang lai tién ich, vira
tao ra 16 hdng bao mat méi.

Tan cong mang ngay cang tinh vi. Téi pham
mang st dung ky thuat cao, tw dong hoa, va cé
kha n&ng tn cong quy mé Ién, gay thiét hai nghiém
trong cho céa nhan, t6 chirc, tham chi la quéc gia.

Phu thudc cao vao di liéu. D liéu tré thanh “tai
san s&” quan trong, nén mat mat hodc ro ri div liéu
anh hwéng truc tiép dén loi ich kinh té, chinh tri va
an ninh quéc gia.

Yéu td con ngudi van la mét xich yéu. Du céng



nghé bao mat ngay cang tién tién, hanh vi bat can
ho&c thiéu hiéu biét clia ngwoi dung van 1a nguyén
nhan chinh dan dén vi pham ATTT.

Déc diém trén day dat ra yéu cau nhuw sau: Xay
dwng hé théng chinh sach va tiéu chudn bao mat
thdng nhat. Moi td chirc, doanh nghiép can tuan
tha cac tiéu chudn quéc té vé ATTT va cé quy trinh
quan ly rdi ro ro rang.

Tang cwdng nang lwc giam sat, phat hién va trng
phé sw cb. Ap dung cac cong nghé giam sat thoi
gian thuc, phan tich hanh vi bat thwong, va cé doi
ngil chuyén trach xt Iy sw c6 nhanh chéng.

Dam béo an ninh trong tirng 1&p ha tang sb. Tw
phan cirng, phdn mém, di¥ liéu dén mang truyén
théng déu can co ché bao vé thich hop.

Dao tao, nang cao nhan thirc cho ngudi dung.
Xay dwng “van héa ATTT” trong toan xa hoi, dac biét
trong mdi tredng giao duc va co quan nha nudc.

Phdi hop qudc té va phap ly chat ché. Céc qudc
gia can hop tac trong chia sé thong tin, phong chong
tan cong mang, va hoan thién khung phap ly vé bao
vé d¥ liéu ca nhan, an ninh mang.

Tém lai, mirc @6 ATTT trong ky nguyen s6 khong
chi phan anh nang lyc ky thuat cta hé théng, ma
con la chi s6 niém tin sb cua xa hoi. Pam bao ATTT
la yéu cau thiét yéu dé phat trién chinh phu sé,
kinh té s va céng dan sb mét cach bén virng. Vi
vay, viéc nang cao murc 46 ATTT can dwoc xem la
nhiém vu chién lwoc ctia moi td chirc va ca nhan
trong thoi dai chuyén dbi sé toan cau.

2.1.3. Pé&c diém vé mirc d6 ATTT trong linh vuc
giao duc

Trong linh vyc gido duc, ATTT khong chi lién
quan dén bao vé di¥ liéu ca nhan ctia hoc sinh, sinh
vién, gidng vién va can bd quan ly ma con bao gébm
viéc béo vé dir liéu hoc tap, két qua nghién ctru, hé
thdng hoc trwc tuyén va ha tang cong nghé théng
tin clia cac co sé giao duc. Mirc @6 ATTT trong linh
vic nay c6 nhirng dac diém riéng biét, chiu anh
hwédng bédi dac thu moi trwong sw pham, tinh mé
cta thong tin hoc thuat va qua trinh chuyén dbi sb
trong quan ly - giang day.

Pé&c diém 1: Khéi luong dir liéu I6n va da dang

Nganh giao duc lwu trir va xt ly mét lwong div
liéu khéng 16, bao gdbm: D liéu c& nhan cta hoc
sinh, sinh vién, giang vién (hd so, diém s, thong tin
dinh danh, strc khée, hoc phi,...). D& liéu hoc tap,
nghién ctru, khéa luan, tai liéu hoc liéu sb. D liéu
quan ly dao tao, tuyén sinh, va hoat déng hoc thuat.

Dac diém 2: Mdrc do nhan thire vé ATTT chua
déng déu

Péi twong s dung céng nghé trong gido duc
rat da dang - tlr can bd quan ly, gidng vién dén
hoc sinh, sinh vién. M6t bd phé&n ngui dung chuwa
co y thirc va kj nang bao mat thong tin, thwong
xuyén st dung mat khdu yéu, chia sé tai khoan,
hoac truy cap vao céac trang web, duworng dan khéng
an toan. Nhiéu co s& gido duc chwa chu trong dao
tao k§ nang ATTT co ban cho nguwoi hoc va gido

NGHIEN CUU UNG DUNG KINH NGHIEM

vién, khién hé théng dé bi tAn cong hoéc khai thac
16 hdng tir yéu td con nguoi.

Déc diém 3: Hé théng cong nghé théng tin chua
dbng bo va con han ché

O nhiéu trwong hoc, dic biét 1a cap phd théng
va cac co s& gido duc ving sau ving xa, ha tang
coéng nghé théng tin con yéu, thiéu dau tw cho may
cha, twong Itra, thiét bi bdo mat. Nhiéu phan mém
quan ly hoc tap thi trwc tuyén, cong thong tin dién tor
chwa dwoc kiém dinh an toan, dan dén 16 héng dé
bi khai thac. Viéc str dung nhiéu nén tang hoc truc
tuyén cla bén thi ba (Google Classroom, Zoom,
Microsoft Teams, Moodle, v.v.) lam tang nguy co ro
ri di¥ liéu néu khodng cé bién phap bao vé bé sung.

Péc diém 4: Tinh mé& va tinh chia sé théng tin cao

Giao duc la Iinh viec doi héi mé, minh bach va
chia sé tri thirc, do do6 théng tin thwong xuyen dwoc
trao doi gitra cac ca nhan, té chirc, qudc gia. Viéc
mé& truy cap hoc liéu, nghién ctru khoa hoc, co sé&
di liéu hoc tap co thé dan dén nguy co mét kiém
soat ngudn théng tin. Tinh mé& ctia méi trwdng hoc
thuat khién ranh gidi gitra chia s hoc thuat va bao
mat di liéu tr& nén mong manh, dac biét khi ap
dung cdng nghé dién toan dam may ho&c hé théng
quan ly hoc tap truc tuyén.

Pdc diém 5: Sw phu thudc ngay cang Ién vao
nén tang sé va dich vu truc tuyén

Qua trinh chuyén dbi s gido duc lam cho hoat
doéng day - hoc, quan ly va danh gia phu thudc nhiéu
vao ha tang s6: céng hoc tap, hé théng LMS, phan
mém quan ly thi, tuyén sinh, v.v. Khi cac nén tang
nay gdp sw cd hodc bi tAn céng (vi du: tAn cong
DDoS, ma ddc, ro ri div liéu), hoat déng gido duc bi
gidn doan hoac té liét. Do d6, mwc dé ATTT trong
gido duc gan lién v&i d6 6n dinh va kha nang phuc
hdi clia hé théng cdng nghé.

Péc diém 6: Lién quan chét ché dén yéu té phap
ly va dao dirc nghé nghiép

D liéu gido duc chtra nhiéu thdng tin nhay cam
vé ca nhan va két qua hoc tap, vi vay viéc bao mat
khong chi 1a yéu cau ky thuat ma con la nghia vu
phép ly va dao dirc cla nha trwong va gido vién.
Viéc tuan thu cac quy dinh nhw Luat An ninh mang
2018, Nghi dinh 13/2023/ND-CP vé bao vé di liéu
cé nhan, cung cac chinh sach clia B6 Gido duc va
Dao tao la yéu cau bét budc.

Péc diém 7: Nhu céu cép thiét xay dung “vén
hoéa ATTT hoc dudng”

Trong modi trwong hoc dwdng, can hinh thanh
van héa ng x an toan trén khéng gian mang,
giup hoc sinh - sinh vién c6 théi quen khéng chia sé
thdng tin ca nhan trén mang xa hoi. Biét nhan dién
va phong tranh tin gia, Ilra ddo trwc tuyén. Biét bao
vé tai khoan hoc tap va di liéu ca nhan. Viéc nay
gop phan nang cao mirc A ATTT bén virng tor gbc
- t¥ nhan thtrc dén hanh vi.

Tom lai, mirc d6 ATTT trong linh vyc giao duc
phan anh nang luc sé va kha nang bao vé di liéu
hoc dwong trong bdi cadnh chuyén dbi sb québc
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gia. V&i d&c thu la moéi trudng mé, da dbi twong
va c6 yéu ciu cao vé tinh chia sé, Iinh vuc gido
duc can chu trong dau tw dong bo vé ha tang ky
thuat, thé ché quan ly, va gido duc nhan thirc dé
dam bdo ATTT toan dién va bén virng.

2.2. Céc mbi de doa ATTT trong ky nguyén sb

2.2.1. Céc 16 héng va ky thuat tdn céng phé bién

Hé thdng quan ly quan ly cé thé dbi mat véi nhiéu
dang tan cong khac nhau, trong d6 ndi bat nhw sau:

Thir nhét, SQL Injection. K& tan céng chén ma
SQL ddc hai vao dir liéu diu vao cla (rng dung nham
thay déi logic truy van, tlr d6 doc, stra hodc x6a div
liéu trai phép trong co' s& di¥ liéu. Cac bién thé nhw
blind SQL Injection, time-based hay second-order
SQL Injection lam t&ng m&c d6 nguy hiém do khé
phat hién bang cac co' ché thong thuong.

Ther hai, phan mém doc hai va tan cong chubi
cung ng. Ung dung c6 thé bi cai cdm trojan,
backdoor hodc bi nhiém ma doc théng qua thw vién
bén thr ba khdng an toan, b cai bi chinh stra hoac
moéi trirdng build khong dwoc bdo vé chat ché.

Thir ba, nghe Ién va tan céng mang, Viéc truyén
d¥ liéu khong ma héa hodc cau hinh TLS yéu co thé
dan dén ro ri théng tin dang nhap va di liéu nhay cdm
thdng qua cac ky thuat sniffing hay Man-in-the-Middle.

The tw, cac 16i cAu hinh va kiém soat truy cap.
Bao gébm mé& céng dich vu khéng can thiét, phan
quyén khéng chat ché (IDOR, Broken Access
Control), hoac thiéu co ché giam sat va ghi log.

2.2.2. Céng cu hé tro phéan tich va kiém thi
bao mét

Pé danh gia toan dién ATTT cho hé thdng, bai
bao st dung két hop nhiéu cong cu:

Mét la, SQLMap la cong cu ma ngudn mé dung
dé tw dong phat hién va kiém tra 16 héng SQL
Injection trong cac trng dung sr dung co s& dir liéu.

Hai la, Malwarebytes |a cong cu hé tro phat hién
va loai béd ma doc, déng thei ngan chén cac phan
mém khéng mong muén nham dam bdo an toan
cho hé théng.

Ba la, NetworkMiner la céng cu hd tro phan tich
lwu lweng mang nham phat hién va danh gia nguy
co ro ri théng tin trong qua trinh truyén di liéu.

Bbn 1a, Nmap la coéng cu dung dé& quét mang,
phat hién cac thiét bi, céng dich vu dang mé va hd
tro danh gia tinh trang bao mat ctia hé théng mang.

N&m |a, Nessus la cong cu dung dé quét va danh
gia 16 héng bao mat trong hé théng, gitp phat hién
cac diém yéu va rii ro ATTT.

2.3. Phurong phép nghién ctru va thue nghiém

2.3.1. Quy trinh nghién ctru

Quy trinh nghién ctu gdm cac bwéc chinh sau:

Mét Ia, nghién ctru ly thuyét vé cac mbi de doa
ATTT thuwdng gép dbi véi hé théng phan mém quan
ly, bao gdm tAn cong SQL Injection, phan mém déc
hai, nghe 1én mang, quét cong va khai thac 16 héng
hé théng.

Hai Ia, lwa chon cac cong cu kiém thtr bdo mat
phu hgp da dwoc trinh bay trong hai file tai liéu, bao

230  Gido chiic Vet Nam

gdm SQLMap, Malwarebytes, NetworkMiner, Nmap
va Nessus.

Ba la, xay dwng kich ban thwc nghiém dwa trén
chtrc néng va ludng di liéu dién hinh ctia mot hé
thong phan mém quan ly.

Bén Ia, thu thap két qua phan tich di lieu dau
ra tr cac cong cu va dbi chiéu véi cac tiéu chuan,
khuyén nghi ATTT.

2.3.2. Méi trvong va doi trong thuc nghiém

Thwe nghiém dwoc tién hanh trong méi trweng
kiém th(r nhdm dam bdo an toan va khéng anh
hwédng dén hé théng thuc té, trong dé hé théng
phadn mém quan ly dwoc trién khai thtr nghiém
trén nén tdng Windows, st dung méi trwdng phat
trién Visual Studio va hé quan tri co sé& div liéu SQL
Server. Cac cong cu bao mat dwoc cai dat va s
dung dung quy trinh, déng thei qua trinh kiém thiy
duwoc thuwe hién trén dir liéu moé phdng, déng thoi
qua trinh kiém thtr dwoc thwe hién trén div liéu md
phong phu hop v&i cac chudn muc nghién clru va
yéu cau vé bdo mat thong tin.

2.3.3. Néi dung va quy trinh thue nghiém

Mét la, kiém thtr 16 hdng SQL Injection béng
SQLMap: Pau tién, tién hanh xac dinh cac diém
nhap liéu va tham sb truy van trong hé théng phan
mém quan ly. Céong cu SQLMap duwoc st dung
dé tw dong kiém tra kha nang ton tai 16 hdng SQL
Injection thong qua cac ky thuat nhw boolean-
based, error-based va time-based.

Quy trinh kiém thir SQL Injection bang SQLMap
dwoc thwe hién nhw sau:

Dautién lalénh khéichay: Str dung lénh sqlmapu
[URL] --batch dé bat dau quét tw dong tham sé muc
tiéu.

Tiép theo la phan tich tw ddng: SQLMap tw dong
glri cac payload (Boolean, Time-based, Union...) dé
kiém tra phan hdi tir may chd va nhan dién Hé quan
tri co s& dir lieu (MySQL, Oracle, SQL Server...).

Két qud néu co 16i: Hién thi thong
bao vulnerable kém loai payload da khai thac thanh
coéng. Péng thoi, ngwdi dung cé thé dung thém
lénh --dbs (liét ké database) hodc --dump (trich xuét
dir liéu) dé kiém tra mirc O ATTT.

Hai Ia, phan tich va phat hién ma doc bang
Malwarebytes: Hé théng dwoc quét bang phan
mém Malwarebytes nham phat hién cac phan mém
doc hai, trojan hoac cac chuwong trinh khéng mong
mudn. Qua trinh quét dwoc thwe hién & ché dd quét
toan bd dé ddm bao kiém tra toan dién. Sau khi quét
xong sé& xuét hién cac mdi de doa dén hé théng
hodc phan mém. Déng thdi, Malwarebytes sé dua
ra nhirng |&i khuyén dé& ngwdi dung bdo mat hé
thdng tét hon. Tir d6 gitp danh gia mirc d6 an toan
clia mdi trwéng trién khai phan mém.

Ba la, phan tich lwu lwong mang bang
NetworkMiner. D& danh gia nguy co rd ri thong tin
qua mang, lvu lwong div liéu trao doi gitra cac thanh
phan ctia hé théng duwoc thu thap va phan tich bang
NetworkMiner. Céng cu nay cho phép trich xuét thong



tin dang nhap, dir liéu truyén & dang plaintext va cac
tép duoc truyén qua mang. Qua d6 cho thdy mét so
dir lieu dwoc truyen & dang khéng ma hoa, tiém an
nguy co’ ro ri thdng tin trong qua trinh trao ddi div liéu.

Bén 1a, quét cong va dich vu béng Nmap: Céng
cu Nmap dwoc str dung dé quét cac cdng mang va
dich vu dang hoat déng trén hé théng. Muc dich cta
bwéc nay 1a xac dinh cac cdng mé khong can thiét
hodc cac dich vu tiém an nguy co méat an toan.

N&m la, quét 16 héng hé thdng bang Nessus:
Nessus dwoc str dung dé quét va danh gia cac 16
hdng da biét trén hé thdng. Cong cu cung cap danh
sach chi tiét cac 16 hdng, mirc dd nghiém trong va
khuyén nghi khac phuc.

2.3.4. Két qua thurc nghiém

Két qua thwc nghiém cho thay hé théng van con
tdn tai mot sé rdi ro vé ATTT can dwoc khac phuc. Cu
thé, phdn mém c6 kha néng bi tAn cong SQL Injection
tai mot s6 diém nhap liéu néu khéng st dung truy
van tham sb, lam tang nguy co' mét an toan di liéu.
Tiép theo, trong mét sb kich ban truyén di liéu, luu
lwong mang chwa dwgc ma héa day dd, dan dén
nguy co' bi nghe 1én hodc danh cap théng tin. Mat
khac, hé théng chwa phat hién ma déc & mic do
nghiém trong, nhwng van cé kha nang phat sinh cac
phan mém khéng mong muén khi ngudi dung cai dat
thém cac cdng cu tir bén ngoai. Cudi cung, viéc mot
s6 cdng dich vu dwgc mé khodng can thiét cho thay
cau hinh hé théng chwa dwoc t6i wu, can duoc siét
chat hon dé nang cao mirc d6 bao mat tdng thé.

Bén canh d6 con c6 nhirng han ché nhw: Thyc
nghiém dugc tién hanh trén phién ban demo v&i
quy mé nhd, chwa phan anh day da cac kich ban
trién khai thuc té 16n. Ddng thdi, chwa danh gia sau
cac co ché bdo mat nang cao nhw phéat hién xam
nhap (IDS/IPS) hoac phan tich hanh vi ngudi dung.

NGHIEN CUU UNG DUNG KINH NGHIEM

3. Két luan

Bai bao tap trung nghién ctru va danh gia moc
dd ATTT cGa mét hé théng phan mém quan ly
théng qua phwong phap kiém thir thwe nghiém két
hop nhiéu cong cu bdo mat thong dung. Nghién
ciu dwoc xay dung trén nén tang ly thuyét vé
cac mbi de doa ATTT va trién khai kiém thir trong
moéi trwyng moé phéng cac hinh thirc tAn cong phd
bién. Cac cong cu nhv SQLMap, Malwarebytes,
NetworkMiner, Nmap va Nessus dwoc st dung dé
phat hién 16 héng SQL Injection, kiém tra ma doc,
phan tich lvu lwong mang va danh gia ciu hinh
hé thdng. Két qua cho thay hé théng c6 thé ton tai
nhiéu rdi ro bdo mat néu khong duoc thiét ké va
van hanh dung theo cac nguyén tac an toan, qua dé
nh&n manh tdm quan trong cla viéc kiém thtr bao
mat va tich hop ATTT ngay tir giai doan phat trién
phan mém =
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Assessing the information security Ievel of a management software System based on experimental methods.

Nguyen Thi Phuong Linh
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Abstract: This paper assesses the information security level of a management software System through an experimental security testing
approach. First, the study is developed based on a theoretical analysis of common security threats, including SQL Injection, malware,
network eavesdropping, and system configuration vulnerabilities. Subsequently, a set of widely used security tools namely SQLMap,
Malwarebytes, Network Miner, Nmap, and Nessus was applied to conduct security testing in a controlled experimental environment.
The experimental results reveal that the system still suffers from several security risks, such as potential SQL Injection vulnerabilities,
unencrypted data transmission, and suboptimal service port configurations. Therefore, these findings demonstrate the necessity of
systematic security testing for early vulnerability detection. Finally, the paper proposes appropriate mitigation measures to enhance the
overall security level of management software systems.

Keywords: Security assessment, system vulnerabilities, experimental testing.
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