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TOM TAT

Giao thire dinh tuyén theo yéu cau AODV va AOMDV hoat dong v6i niém tin rang cac
nut trong mang 1a than thién, vi thé chung khong dugc thiét ké nhiam muc dich an ninh. Ké tan
cong da khai thac mot s6 16 hong dé thuc hién nhiéu hinh thirc tn cong mang. Trong d6, hanh
vi tAn cong 16 xam (grayhole) dugc thuc hién twong ty nhu tén cong 16 den, nhung kho phat hién
hon. Bai bao nay tap trung phan tich, danh gia tac hai cua tan cong 16 xam den hiéu nang cua
giao thuc dinh tuyén theo yéu cau. Két qua mo phong trén NS 2.35 cho thay rang, co ché dinh
tuyén da duong ciia giao thirxt AOMDV c¢6 thé giam thiéu tac hai ciia tn cong 16 xam so véi
giao thiic AODV.

Tir khéa: AODV, AOMDYV, 16 xam, MANET.

INFLUENCE ANALYSIS OF GRAYHOLE ATTACK TO ON-DEMAND
ROUTING PROTOCOL PERFORMANCE ON MANET NETWORK

ABSTRACT

The on-demand routing protocols AODV and AOMDYV operate on the belief that the
nodes in the network are friendly. Therefore, they are not designed for security purposes.
Attackers have exploited a number of vulnerabilities to perform many forms of cyberattacks,
including grayhole attacks, which are similar to black hole attacks but more difficult to detect.
This paper focuses on analyzing and evaluating the harmful effects of grayhole attacks on the
performance of the on-demand routing protocol. The simulation results on NS 2.35 show that
the multipath routing mechanism of the AOMDYV protocol can reduce the harm of grayhole
attacks compared to the AODV protocol.

Keywords: AODV, AOMDYV, grayhole, MANET.

1. GIOI THIEU

MANET la mdt mang khong day do cac
thiét bi di dong két ndi voi nhau tao nén mang
ddc lap, khong phu thudc vao co sé ha tﬁng.
Céc nut trong mang c6 thé di chuyén doc 1ap
theo moi hudng, chung két hop v6i nhau dé
guri dit lidu t6i nat ndm & xa khu vuce két ndi,
moi nit hoat dong ngang hang, co vai tro nhu
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nhau, vira 1a mot thiét bi dau cudi (host) vira
dam nhan chirc nang cua mot bo dinh tuyén
(router) giup dinh tuyén dit liéu. Mo hinh
mang thay d6i thuong xuyén do cic nit mang
gia nhdp hodc roi bé mang, nho vady ma
MANET phu hop dé sir dung trong cac
truong hop déc biét nhu: ctru hd, ctru tro thién
tai, chién thuat trén chién truong, t6 chirc hoi nghi.
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Céc giao thirc dinh tuyén trong mang
MANET dugc phan chia thanh ba loai chinh:
dinh tuyén cha Gng (proactive), dinh tuyén
phan mg (reactive) va dinh tuyén lai ghép
gilta hai loai trén. Dinh tuyén la mot dich vu
chinh dugc cung cAp tai tng mang (network
layer), nut nguodn str dung tuyén dudng dén
dich dugc kham pha va duy tri nho vao cac
giao thuc dinh tuyen (RP). Bay 1a myc tiéu
ctia nhiéu loai tin cong tir chdi dich vu (DoS)
(Singh & Singh, 2012), trong d6 nit doc hai
¢ gang gitr tai nguyén clia minh nhung lai
doc chlem tai nguyén cua nit khac, chang han
nhu tin cong black hole (Sanchez-Casado va
cs., 2015; Xiaopeng & Wei, 2007), sink hole
(Khalil va cs., 2008), gray hole (Kumar va
cs., 2013), worm hole (Chamoli va cs., 2012)
va flooding (Chamoli va cs., 2012) thudc hinh
thirc tin cong DoS. Tét c4 hinh thirc tan cong
nay déu anh huéng dén qua trinh kham pha
tuyén, d6i khi 1am 1éch huéng duong di cua
g6i tin dan dén con dudng co nat doc hai do
tin tac thiét 1ap nham muc dich nghe trom,
pha hai géi tin.

Tén cong 16 xam thyc hién qua hai giai
doan: Giai doan 1, nit doc hai tu quang cdo
cho nut nguon rang ban than nd ¢ tuyén
dudng dén dich véi chi phi tot nhit, nhd vy
ma nat doc hai c6 thé danh lLra nat nguén
chuyén huéng dén dich théng qua no. Giai
doan 2, nat doc hai nhan tat ca goi tin tir
ngudn chuyén dén va huy géi tin theo tan suat
khéac nhau, d6i khi nit doc hai thé hién nhu
mot nit binh thudng nham tranh bi phat hién.
Dé quang ba ban thin co tuyén dudng di dén
dich voi chi phi thap nhat, ntit doc hai ciing
sit dung goi FRREP (tuyén gia mao), cic
budc thuc hién tuong tu tan cong black hole.
Bai bao s€ danh gia anh hudng va dinh hudng
giai phap han ché anh hudng cua tan cong 16
xam lén trén giao thiic AODV va AOMDV.

CAu triic cac phan tiép theo cia bai bao
nhu sau: Phan 2 trinh bay phwong phap
nghién ctru. Phan 3 trinh bay cach thirc nut
doc hai thyc hién tin cong, két qua mo phong
tan cong 16 xam trén hai giao thirc AODV va
AOMDYV st dung NS-2.35, ttir d6 dua ra phan
tich danh gid mtc d6 nguy hai dbi voi hai
giao thirc ndy. Ngoai ra, phan nay ciing trinh
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bay dinh huéng ,dé nang cao an toan nodi
chung va chong tan cong 10 xam cua hai giao
thirc trén ndi riéng va cudi cung 1a ket luan.
2. PHUONG PHAP NGHIEN CUU

Nghién ctru 1y thuyét: Bai bao tap trung
nghién ctru cac cong trinh dd cong bd trong
va ngoai nudc lién quan t6i vin dé an ninh
trong giao thirc dinh tuyén ciia mang tiy bién
di dong.

Mo phéng: St dung cong cu mo phdéng
NS2, bai bao danh gia khach quan anh huéng
ctia hinh thirc tan cong 16 xam t6i hiéu ning
giao thire dinh tuyén theo yéu cau AODV,
AOMDYV cua mang MANET.

3. KET QUA NGHIEN CUU
3.1. Tén cong 16 xAm

Phan nay tap trung trinh bay tin cong 16 xam
va md ta trén giao thuc AODV va AOMDV.

3.1.1. Co ché kham pha tuyén ciia AODV va
AOMDYV

AODV (Perkins & Royer, 1999) 1a giao
thirc dinh tuyén phan u'ng, kham pha tuyén
thong qua gbi yéu cau tuyén (RREQ) nhén
tuyén thong qua goi tra 101 tuyén (RREP), duy
tri tuyen thong qua g6i HELLO va cap nhat
tuyen bang g6i RERR. Khi nat ngudn N
mudn gu:l 201 tin dén nut dich Np ma khong
¢6 tuyén dudng di trong bang dinh tuyén, N
kham pha tuyén bang cach phat quang ba goi
yéu cau RREQ dén céac nut lang giéng cua no.
Nut _trung gian N; luu duorng di ngugc vé
ngudn vao bang dinh tuyen (RT) va t1ep tuc
quang ba goi RREQ dén tat ca lang giéng clia
n6, qué trinh nay tiép tuc cho dén khi nit dich
Np nhdn duge goi yéu cau tuyén. Khi nhan
dugc thong diép RREQ, nut dich Np tra 1oi
g6i RREP chira thong tin duong di vé& ngudn
Ns dua vao thong tin duong di ngugc da dugc
luu trude d6. Nut trung gian chuyén tiép goi
RREP vé ngudn Ns va luu duong di dén dich
Np vao bang dinh tuyén. Viéc tra 16i tuyén
cling c6 thé thyuc hién tai cac nit trung gian
néu ton tai duong di du “twoi” dén dich.

Giao thuc AODYV duya trén vector khoang
cach nén chi phi dinh tuyén (HC) duoc tinh
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dua trén s6 nut tir ngudn Ns dén dich Np, day
chinh 1a gia tri HC trong goi yéu cau RREQ
(hodc goi tra 161 RREP), HC s& tang 1 moi khi
mot nit chuyén tiép thong diép RREQ (hoac
RREP). Ngoai ra, moi nit lu6n duy tri s6 thir
tur (SN) dé 1am co so xac dinh do “tuoi” cua
tuyén vira kham pha nham tranh lip tuyén.
Dua vao gia tri HC va gia tri SN cua nit dich
Np (DSN) trong goi RREP, nut nguon Ns cép
nhat duong di méi néu théa man diéu kién 1a
tuyén duong vira kham pha da "tuoi" va c6
chi phi tot nhat.

— RREQ

> RREP O Nit

Ving phat song

Hinh 1. Kham pha tuyén véi giao thirc AODV

Hinh 1 md ta nGt ngudn N; khdm pha
tuyén dén dich Ng bang cach phat quang ba
g6i RREQ dén cac lang giéng {N,, Ng}. N,
khong 1a nat dich nén tiép tuc quang ba dén
tat ca lang giéng ciia nd gdom {Ns, N7}, qua
trinh tiép tuc thye hién tai Ne va cac nit trung
gian khac cho dén khi ntit Ng nhan dwoc goi
yéu cau tuyén. Mdi nut chi xir Iy géi RREQ
mdt 1an nén N7 huy goéi RREQ nhan duoc tir
Ns vi da nhan trude do tir Na.

Giao thire dinh tuyén AOMDV (Kundur
va cs., 2018) dugc phat trién dya trén y tuong
cua giao thitc AODV. Vi vay, giao thuic
AOMDV ciing thugc giao thirc dinh tuyén
phén tng va kham pha tuyén thong qua goi
yeu cau tuyén (RREQ), nhén tuyén thong qua
g6i tra 101 tuyén (RREP), duy tri tuyen thong
qua g6i HELLO va cép nhat tuyén bang goi
RERR. Piém khac biét cua giao thuc
AOMDV so v6i AODV la nut nguon (hodc
dich) kham ph4 ra nhiéu tuyen trong khi
AODV chi kham pha ra mot tuyén duy nhat.
Khi niit nguon Ns mudn giri géi tin dén nut
dich Np ma khong cé tuyén duong di trong
bang dinh tuyén, Ns kham pha tuyén bang
cach phat quang ba goi yéu cau RREQ, nut
trung gian N; luu duong di nguoce vé ngudn
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vao bang dinh tuyén va tiép tuc quang ba gbi
RREQ. Go6i RREQ duogc quang ba dén nut
dich trén nhiéu huéng khac nhau. Khi nhan
duoc goi RREQ, nut dich Np tra 101 goi RREP
chtra thong tin dudng di vé& ngudn Ns trén
nhiéq tuyén khac nhau. Nut trung gian
chuyén tiép g6i RREP vé ngudn Ng, va luu
duong di dén dich Np vao bang dinh tuyén.
Viée tra 161 tuyén ciing c¢6 thé thyuc hién tai
cac nut trung gian néu ton tai duong di du
“tiroi” dén dich. Giao thitc AOMDYV dya trén
vector khoang cach nén chi phi dinh tuyen
(HC) duogc tinh dya trén s6 nut tir ngudn Ns
dén dich Np, déy chinh 12 gia tri HC trong goi
yéu cau RREQ (hodc goi tra 161 RREP), HC
s& tang 1 mdi khi mot nut chuyén tiép thong
diép RREQ (hoac RREP). Ngoai ra, moi nit
ludn duy tri sé thir tu (SN) dé lam co sé xac
dinh d6 “twoi” cua tuyén vira kham pha nham
tranh lap tuyén.

Dic diém quan trong nhat cua giao thirc
AOMDV chinh 1a kha ning tim kiém dong
thoi nhidu duong khong giao nhau (disjoint)
va khong 1ap téi cung mot dich. Giao thuc
AOMDV hd trg co ché tim kiém va sir dung
ca hai loai duong khong giao nhau la duong
khong giao nhau theo nut (node disjoint) va
dwong khong giao nhau theo lién két (link
disjoint). Véi mot cap nat ngudn — dich, hai
duong dugc dinh nghia 1a khong giao nhau
theo nut/ lién két néu khong ton tai mot nat/
lién két trung gian nao thudc vé ca hai dudng.

Pé dam bao co ché tranh dinh tuyén lip
trén cac duong khong giao nhau, voi cung
mot s6 the ty dich, giao thitc AOMDV sir
dung hai quy tic sau: (1) Quy tdc quang bd
dirong: Khong quang ba mot dudng ngin hon
nhirmg duong da quang ba; (2) Quy tac chdp
nhdn dwong: Khong chdp nhan mot duong
dai hon nhiing duong da quang ba.

3.1.2. Tdn céng 16 xam

Tén cong 16 xam thudng gip trong giao thic
dinh tuyén theo yéu cau AODV va AOMDV,
day 1a mot dang bién thé cua tin cong 15 den
gdy ra ting hao phi dudng truyén, giam hiéu
ning mang bang cach huy goi tin di qua no. Nit
16 xam rat kho phét hién vi khi tham nhap vao
mang né s€ hoat dong dudi hai trang thai: binh
thuong va tin cong. O trang thai binh thudng
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nut 15 xam hoat dong gidng nhu cc nat an toan
khac. Tuy nhién, vao mét s0 thoi diém, nd s& &
trang thai tin cong. Néu nut 16 xam tan cong,
bat ki khi nao nhén duoc goi tin yéu cau tuyen
RREQ n6 déu tra 10i ban than c6 tuyén tot nhat
t6i dich, danh lra nit ngudn giri goi tin qua
minh va hiy géi tin (Hinh 2).

+RREQ -

O wit

RREP

Vung phat song Huy goi

Hinh 2. M ta tin cong 16 xam

Trong Hinh 2, nat ngudon N; kham pha
tuyén dén dich N va Ny 1 nat tin cong 15
xam. Khi nhan duoc goi yéu cau tuyén, nut
doc hai Ny tra 161 nat ngudn N, goi tra 1oi
tuyén gia mao (FRREP) v6i chi phi tot nhat
(HC=1) va gia tri SN du 16n.

Nt ngudn N; nhan duoc hai géi tra 10
tuyén theo hudng 13 {N,—N3— N,—N;} va
{Ns—N11—Nip0—~No—N7;—N,—N;} cling c6
duong t6i dich. Nut N; luu vao bang dinh
tuyén con dudng t6i Ng qua Na. Tuy nhién,
khac véi tAn cong 16 den, khi nhan duogc cac
6i dit liéu nat tan cong 16 xam khong huy tat
ca cac cac dir liéu ma chi hily mot phan cac goi
tin nén may dich rit kho phat hién. Nut tan
cong 16 xam thuong chon goi tin d& hay mot
cach ngau nhién hay theo dia chi IP.

3.2. M phéng tin cﬁng 16 xam

Phéan nay trinh bay vé sirdung hé mo phong
NS-2.35 dé mé phong tin cong 15 xam trong
giao thitc AODV va AOMDV, so sanh giira
hai giao thirc vé s goi tin bi mat, do tré trung
binh cua goi tin, ti 1€ goi tin phan phat thanh
cong. Cac thong sé mo phong dugc tong hop
trong Bang 1, trong d6 pham vi truyén séng
ctia nut di dong 1a 250 m, s6 niit tham gia mo
phong 1a 50 nat, tbe d6 di chuyén tir 0 m/s t6i
20 m/s, tbe d6 giri goi tin 1a 4 goi tin/gidy, véi
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vung md phong 1000x1000 m va thoi gian mo
phong 1a 600 s vai 4 nat 10 xam tan cong.

Bang 1. Chi tiét théng s6 mé phéng

Tham s6 Gia tri
Exjiﬁridtirggiz song vo tuyén 250 m

S6 nut tham gia md phong 50 nut

Vung mé phong 1000x1000 m
Thoi gian m6 phong 600 s

Tbe do di chuyén cuc tiéu 0 m/s

Toc do di chuyén cuc dai 20 m/s

Dang truyén thong CBR

S6 nguon phat 10 nguon phat
Tbe do giri goi tin 4 gb6i tin/gidy
Kich thudc goi tin 512 bytes

S6 nit tin cong grayhole 4 nlt

Tac gia st dung cac Iya chon cua kich ban

nhu sau:
set Channel/Wireless ;# Channel type
opt(chan)  Channel
set Propagation/Two ;# Radio
opt(prop)  RayGround propagation model
set Phy/WirelessPhy ;# Network
opt(netif) interface type
set Mac/802_11 # MAC type
opt(mac)
set opt(ifq) Queue/DropTail/ ;# Interface queue
PriQueue type
setopt(ll) LL ;# Link layer type
set opt(ant) Antenna/OmniAn ;# Antenna model
tenna
set opt(x) 1000 ;# X dimension of
topography
set opt(y) 1000 ;#Y dimension of
topography
set opt(cp) "scen/huy/scen-  ;# Scenario of
50" simulation
set opt(sc) "scen/huy/scen-  ;# Connection
50" pattern
set 50 ;# Max packet in
opt(ifglen) ifq
set opt(nn) 50 ;# Number of
mobilenodes
set opt(rp) AODV/AOMDV ;# Routing protocol
set 600.0 ;# Time of
opt(stop) simulation end
set "nam_out.nam" ;# Nam out
opt(nout)
set "trace out.tr" ;# Trace out
opt(tout)
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Cac nt 16 xam duoc cai dat nhu sau:

1. $ns_ at 0.0 "$node 20 set ragent
grayhole"

2. $ns_ at 0.0 "$node 24 set ragent
grayhole"

3. $ns_ at 0.0
grayhole"

"$node 28 set ragent

4. $ns_ at 0.0 "$node 38 set ragent
grayhole"

Sau khi thyc hién chuong trinh m6 phong,
chung t6i thu dugc két qua nhu tai Bang 2:

Bing 2. Két qua mé phéng tin cong 16 xam
trong giao thire AODV va AOMDV

S6 niit 18 x4m 0 1 2 3 4

£ ... .. AODV 1447 7959 8270 8981 9294
S0 goi tin bi

mat (g6i)

AOMDV 6729 11262 11168 11353 11614

Po tré AODV 0.116 0.05 0.075 0.039 0.020
trung binh

(gidy)

AOMDYV 0.041 0.086 0.022 0.015 0.016

Tilégéitin \opy 9344 2052 16.00 6.40
phan phat

thanh cong

(%)

Bai bao danh gia véi tat ca 3 kich ban mo
phong trong mang ¢ 50 niat mang. S6 nut 15
xam c6 trong mang lan luot 1a: 0, 1, 2, 3, 4.
Trong céc kich ban trén, tac gia cho sb nut 15
xam tang dan va s& tAn cong mot sb gbi tin
bat ki trong cac goi tin guri di.

3.57

AOMDYV 69.55 16.81 13.69 732 4.85

$6 g6 tin bi mat

12000

10000

—
g e
2 e
= %o —
8
5 /
H 6000 /. AODY
= / AOMDV  —a
g /
2 /
g 4000 Foof
= /
o] /
@ /
000
/
0
0 1 3 4 5

S6 nat ;:‘in cong gﬁyhole
Hinh 3. S6 géi tin bi mit khi c6 tdn cong 16 xam
Tai Hinh 3 cho thay khi c¢6 nut 16 xAm pha

hoai, s6 goi tin bi mat ting rat 16n dic biét 1a
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giao thire AODV. Khi sb niit tn cong ting
dan tir 1 t6i 4 thi giao thitc AOMDYV 6n dinh
hon AODV béi vi goi tin s€ dugc gui lai
thong qua tuyén phu.

B§ tré trung binh cia géi tin

015 -

AODV —s—

obr hoMDY .

Thi gian 1 trung binh (gidy)

005 L

o 1 2 3 4 5

$6 miit ;én cong Grayhole
Hinh 4. D§ tré trung binh ciia goi tin

Tiép theo Hinh 4 cho thdy do tré trung
binh cua goi tin cao nhat khi mang c6 2 niit 16
xam ddi vé6i giao thie AOMDV va 1 nat dbi
vdi giao thire AODV. Giao thitc AOMDYV khi
c6 tir 2 nat 16 xam tan cong thi khong thay d6i
nhiéu vé d tré trung binh.

T1i 1€ goi tin phén phit thanh cong
100

50

0

AODY —s—
AOMDY  —a

0

n

Ti I phan phat goi tin thanh céng (%}

0 1 4 s

$6 nat 2tz"m cbng G'sayhole
Hinh 5. Ti 1€ géi tin phan phat thanh cong

Hinh 5 cho thiy ti 1& s6 géi tin phan phat
thanh céng giam manh khi nat 16 xam thuc
hién tan cong. Trong do, ti 1& sé gbi tin phan
phat thanh cong cta giao thirc AODV bi thay
d6i nhiéu hon so v6i AOMDV do co ché
kham pha tuyén chi c6 duy nhat mot dudng.
Khi c6 4 nut tAn cong thi ti 18 goi tin phan phat
thanh céng cia AODV thip hon so véi
AOMDV.

So v6i tn cong 16 den thi tan cong 16 xam
s€ gdy mat cac goi tin dir li€u it hon do ¢6 thoi
diém nut 16 xam hoat dong nhu cac nut binh
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thuong. Tuy nhién, chinh vi co ché hoat dong
nhu viy ma s€ kho bi phat hién va ngén chan.

Nhu viy, qua cac kich ban ta thiy rang
giao thirc AOMDV t6t hon giao thirc AODV
khi c6 nat 16 xam tan cong. Vi kich ban 50
nut mang, s6 lwong nut 16 xam ting dan thi
giao thic AOMDV c¢6 ti 1& s6 g6i tin bi mat it
hon, ti 1¢ phan phat géi tin thay doi it hon, do
tré trung binh nhé hon, so véi giao thic
AODV. Két qua mé phong ciing cho thiy, tin
cong 16 xam da 1am giam hiéu ning ctia mang
MANET va s& rat kho phat hién.

3.3. Pinh huwéng nghién ctru chéng tin cong
16 xam

Phan nay trinh bay dinh hudng chdong
tdn cong 16 x4m trong hai giao thirc AODV
va AOMDV st dung mat khau dung mot
lan (OTP).

Gia sir mdi nut déu ton tai bang mat khéu
OTP duoc tao ra tir khoa K va ham bam. Cac
khoa K nay s& dugc cung cip béi mot nit
trung tdm khong tham gia vao qua trinh kham
pha tuyén. Mdi nit s& dugc cap nhat bang mat
khau OTP cua céc niit lang giéng. Nat ngudn
Ns kham pha tuyén dén nuat dich Np bang
cach quang ba géi RREQ. Géi RREQ duogc
khoi tao kém theo OTP ctia nut ngudn Ns.

Tét ca cac nit trung gian khi nhan duoc goi
RREQ s& kiém tra OTP cuia nit giri, néu OTP
dtng véi thong tin duge luu thi s€ giri goi
RREQ con khéng s& hay géi, ctr tiép tuc nhu
vay khi goi RREQ dugc gui téi nit dich Np.

Tai nat dich Np s& tién hanh kiém tra OTP
ctia nut ngudn Ns néu diing ciia nit ngudn Ns
lahop 1€, g61 RREQ duoc chép nhan, nut dich
Np guri goi tra 11 tuyén RREP vé nut ngudn;
nguoc lai, goi RREQ bi huy.

4. KET LUAN

Sau khi phan tich va danh gia anh hudng
ctia tin cong 16 xam 1én hai giao thirc dinh
tuyén AODV va AOMDV, bai bao di dinh
huéng giai phap st dung OTP nham xéc thuc
giita nut ngudn Ns va nat dich Np, xac thuc
gifra cac nut trung gian. Giadi phap nay htra
hen s€ dem lai hiéu qua tdt. RS rang co ché
xéac thuc OTP va phan phdi khoa K s& ting
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chi phi nhung chéc chén hiéu qua mang lai s&
khic phuc dugc didu nay. Tuong lai, tic gia
s€ tiép tuc nghién ctru, md phong, hoan thién
giai phap néu trén.
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