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Tom tat

Bai viét ban vé dp bao mdt ciia thudt todn affine va kha nang ap dung thudt toan bao mdt trong
thuee té. Nhitng gidi phdp nham ndng cao dé bdo mdt ciia thudt todn, thém khéa md va dp dung dwoc
cho vin ban tiéng Viét khi s6 ky tw trong bang chi cdi vieot rdt xa con sé 26 trong bang chir cdi,
thwong duwoc thdo ludn nhiéu trong ma hoa thong tin.

Trinh bay két qud. i phan mém thuee hién cdc giai phdp trén.

Phdn mém viét bang ngon ngit Visual Basic98.
Tir khéa: Affine, do bao mdt, ma héa van ban tiéng Viét, phan mém ma héa sir dung ma affine.
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Abstract:

This article discusses the security of the affine algorithm and its practical applications. It proposes
solutions to enhance the security of the algorithm, including adding encryption keys and applying it
to Vietnamese text, where the number of characters in the alphabet far exceeds the 26 characters
in the English alphabet, which is commonly discussed in information encryption. The article also

presents the results of software that implements these solutions, developed using Visual Basic98.
Keywords: Affine, security, Vietnamese text encryption, affine encryption software.

I.Dzjtv’:?'mdé o S
The gidi bat dau thoi ky chuyén doi so.
Thong tin khong nhitng duoc luu gitr tai cac
may tinh ca nhan, ma con trén cac hé thong
luu giit ma khong nhat thiét chi c6 cha nhan
moi thAm nhdp duge. Sy tham nhap trai
phép xay ra thuong xuyén khong phai chi &
murc ca nhin, ma con ¢ cap cao hon. Nhitng
thong tin quan trong can dugc gilr an toan
bang viéc bién ddi ching (encnptlon) thanh
dang khong hleu dugc. Ly thuyét vé€ ma hoa
da dugc phat trién va tng dung tur rat som,
tuy vay, trong thoi dai ngay nay, van can
phat trién dé phu hop voi nhu cau hién tai.
Ma héa bang phuong phap affine [1, tr. 22]
da duogc biét dén va str dung tir khé 1au. Tuy vay,

ngdy nay, khong thé ding duoc mi dudi dang
thuan tiy vi tinh bao mét ctia mé qué thap.

Thuat toan affine [1-4]:

Mat ma affine 12 mot trwong hop dac
bi€t cia mat ma thay thé don ky tu nhung
téng quat hon. Khi dung mi affine thuan
tay, sO luong cua chir cai trong bapg chir cai
c6 kich thugec m duge gan mot so tir pham
vi [0; m-1]. Sau do, s dung s6 hoc modulo
dé doi sang mdi s tuong ung v6i mot chir
cai khac. Trong bang chir cai goc 5O tha tw
1a x, duoc chuyén sang mot sd méi, sd thu
tu 1a y theo phép toan affine theo cong thirc:
y=(ax+b) mod m. O day, ta ap dung phép
toan s6 hoc modulo. A va m phai la cac sd
nguyén té ciing nhau.
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2. Phén tich d§ bao méat cia ma

Ham ma héa: Y=(ax+b) mod m, trong
d6, x 1a s6 tht tu cta chit cai ban dau trong
bang chit ci, m 12 s chit cai trong bang chit
céi, a 12 sb nguyén t6 cung nhau v&i m, con
b 1a s6 bat ky, cudi ciing, y 1a s6 thi tu trong
bang chir cai d@ ma hoa.

Yéu ciu nguyén t6 ciing nhau gitra a va
m dam bao cho mdi chit cai trong bang cii
ludn chi c6 1 chir cai trong bang mai va chi
c6 thé, ta méi co thé tim lai x khi biét y theo
cong thire sau: x=a’!(y-b). Trong do, a! la
nghich ddo cua a theo modul m. Nghia la,

a'la mod m=1.

Ta c6 thé thdy cac bién ddi khi ma hoa
cdn clr vao cac bién doi trong bang sau day:

Cot “s6 ban dau” 1a cot ghi sb tht ty cia
ky tu trong bang chit cai. Cot ghi “ky tu” la
ky tu bang chir cai ¢ s6 thir ty bén trai. Cot
thir 3 va thir 4 1a cac ky tu tiép theo.
Nhu véy, c6 thé thdy s6 33 Gng véi “I”; 54
ung voi “6”. Sau khi dung ham ma hoa theo
affine vdi lya chon a=3 va b=3, ta dugc bang
tiép theo. Theo bang do, ky tw “!I”” bién thanh
“f* con sb “6” bién thanh ¥, voi a=13:b-3,
ta co cac chir tuong ing “°” va “A”.

Sau bién déi

s§ y=mod(3x+3,256) y=mod(13*x+3,256)
s6 ban ban
ddu  Kytu ddu Ky tu

33 | 54 6 102 f 165 ¥ 176 ° 193 A
34 55 7 105" i 168 - 189" % 206 1
35 # 6 8 108”7 1 171« 202" & 219 O
36 S 57 9 m” o 178 © 2157 x 22 e
37 % 58 1a” r 177+ 228" & 25 &
338 & 59 ; 1177 u 180 - 217 & 2|
39| ° 60 < 1207 x 183 - 234" b 15
a0 | 61 = 123] { 186  © 1" 2 28
a ) 62 > 126" ~ 189 % 2" 1 a )
2 = 63 ? 129" 192 A 377 % 54 6
a3+ 64 @ 132 195 A so” 2 67 C
@ 65 | A 1357 ¢ 198 £ 63" 2 80 P
a5 66 | B 138" § 201 E 76 L 93 ]
%6 . 67 | C 1417 204 i 89 v 106 j
a7/ 68 | D 144" 207 i 1027 f 19w
a3 o 69 | E 1477« 210 oS 1s” s 132,
a9 1 70 | F 1507 - 213 8 N 128 ¢ 145 ¢
s0 2 717 6 1537 ™ 206 @ a1’ 158 %
51 3 % | H 156" e 219 O 154~ % 171 «
52 4 73 1 1597 ¥ 22 b 1677 & 184
53] s 74 ) 162" 25 4 1800 ° 197 A

A

Néu ta co

Nghia 1a, cung mot ky tu, co thé bién
thanh cac ky tu khac nhau néu ding a va b
1a nhiing s khac nhau.

Khi a va b nhu nhau cho ca mot van ban
duoc ma hoa thi cac ky tu gidng nhau trong
van ban gdc s& giéng nhau trong vin ban di
m3 hoa. M3 hoa nhu thé s& cho ta bao mat
khong cao. Vin ban mi hoa dé bi pha ma va
phuong phap bao mét affine gin nhu khong
duogc tng dung trong thyc té [2-4].

Dé ning cao do bao mat, phuong phap
t6t nhat 1a mdi ky tu trong vin ban, ta ding

‘ABCDEFGH?” thi véi bién d6i affine v6i a=3,b=3 ta s& c6 dong chi nhiw trén

mot bo a va b riéng. Chi it 1a cho cac ky tu
lién nhau. Cach tao bd a va b nhu thé ¢6
thé tao nén khoa ma (key word) cho phuong
phép ma hoa.

Yéu ciu cua key word dya trén nguyén
tdc bao mat Kerckhoffs [2]:

1. The system must be practically, if not
mathematically, indecipherable;

2. It should not require secrecy, and
it should not be a problem if it falls into
enemy hands;

3. It must be possible to communicate
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and remember the key without using written
notes, and correspondents must be able to
change or modify it at will;

4. It must be applicable to telegraph
communications;

5. It must be portable, and should not
require several persons to handle or operate;

6. Lastly, given the circumstances in
which it is to be used, the system must be
easy to use and should not be stressful to use
or require its users to know and comply with
a long list of rules.

Piéu 2 cia nguyén tic néu rd: “N6
khong can phai giit bi mat, va n6 sé khong
thanh van dé néu no roi vao tay ké thu (It
should not require secrecy, and it should not
be a problem if it falls into enemy hands)”.
Mubn viy, key word phai phy thudc vao
nhiéu tham sé khac nhau nhung van phai du
16 dé nguoi ap dung thuat toan khong phai
thyc hién qua nhiéu thao tac hodc phai nhd
thong tin.

3. Nang cao d9 bio mit - mo phong, thuit toian

Keyword duong nhién phu thugc tung
ky tu cua tr khoa, chiéu dai cua tir khoa, Vi

Khoa CNTT-DTVT DHHE the length of the encryption key can be up to 500

tri cuia ky tu trong van ban can mi héa va
chiéu dai ctia van ban can ma héa. Tir khoa
khong ¢b dinh vé chidu dai nhung duong
nhién, chi nén dung cac ky ty in dugc va
khong phai 1a ky ty diéu khién. Moi sy phu
thudc nhu trén c6 thé dé thay d6i dé ma hoa
cac loai van ban khac nhau. Tu khoa voi
cac tinh nang nhu trén duoc thuc hién trén
phan mém da dugc xay dung va thyc hanh
dé danh gia nhu dudi day:
4. Phin mém tim s6 ddo cho He_so_a

Fori=1To So_ m

If (He so_a*iMod So_m=1) Then

Me.Caption = Str(i) + Me.Caption

Invert =1

End If

Next
5. Phan mém tao hé s6 ma héa khi c6
key word

Fori=1 To Len(Van_ban)

j=1Mod 15

"Text6 = Text6 + Str(j)

so bl =So b+j+ 5+ (Len(Van_ban)
Mod 30) + Key ma(j) + 1

next

Help Binh Minh

Text3

Message

Encrypt Key_word

Hoa Binh Text4

University

Encrypted

After

Decript  |1€Xt5

cript

= En:
| Save File Key_word

Decript

Encript!_number Deript!

Mubdn mi héa, ta nhap vao 6 ghi TEXT3, khi nhan vao Encript, ta bién text3 thanh text4
- thong tin 2 ma hoa va kiém tra viéc ma hoda, giai ma bang text5 khi nhan vao decript.

S

B x

Help  Binh Minh

Message |Con con cd con vac con ndng

Encrypt Key_word

Bodean ON4yLEJj5SA'C 10y LEJUHIO

University

Encrypted

After

Decript  |16Xt5

Encript .
Save File Kgy_.,ﬂ,d Decript

Enciipt!_number Deript!

Va khi nhan vao decript, ta duoc vin ban ban dau trong text5.
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5 comayloi: 0 e =l2] = ]
Help  Binh Minh
Message |Con con cd con vac con ndng
Encrypt Key_word
Y s p ey p- S
Hoa Binh Encrypted ON4y"LEJj6Sa’C  -+0y’LEJuHIS
University

After
Decript

Con con cd con vac con ndng

Save File

Encript
Key. word | DECTpt | Encipl_number | Deipll

Trong vi du nay, tir “con” duoc 1ap lai nhiéu lan, nhung vin ban di ma hoa khong hé
c6 sy lap lai.

Béy gio, hiy thuc hién mot s6 thay ddi nho:

‘| l=lE@] = |

Help _Binh Minh

‘ Message |Con con ¢d con vac con ndng ba con

Encrypt Key_word

s Bu6314A60A0  SaubH40D0 > HIl4,

University

Encrypted

Atter
Decript

Con con ¢d con vac con ndng ba con

Encript .
Save File | Key_word | DECriPt
\

Ta thém vao tir “ba con” vao cudi dong...Vian ban mi hoa bay gio da khac han... nhu
hinh v&.
Bay gio, ta thuc hién thay d6i nhé ¢ tir khoa:

Encript]_number  Deript]

=1
Help

=] = |

Binh Minh

‘ Message |Con con ¢ con vac con ndng ba con

Encrypt Key_waord

MHoaBinh 1'6614A60A0 SEUBE140D0 >"Hirl,

University

Encrypted

Atter
Decript

Con con ¢d con vac con ndng ba con

) Encript .
Save File | key_word | PECTiPt

Thém s6 12 vao trude trong tir khoa, van ban ma hoa bay gio da khac han.
Nhu the, ngay ca khi phan mém nay roi vao tay doi thu va doi thu nhén dugc van ban
ma hoa, cling kho phat hién ra van ban ban dau.

Ercript]_number  Deript]

6. Két luan phan mém c6 thé tao van ban bao mat cho

Bang cach thém key word, mi affine
da dugc nang cap dang ké vé do bao mat.
Bang chir cai dugc mo rong dén 256, do do,

Tai liéu tham khio

mot vin ban bat ky ¢ trong may tinh. Phan
mém dang dung dé xur ly cac bai text dung
font TCVN3 (ABC).
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