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Tém tat: Noi dung bai viét phan tich mot s6 hinh thirc tAn cong mang, gdm
tan cong 10 den, 10 xam va ngap lut, cai dit cac hinh thirc tan cong nay va danh gia
tac hai cta ching do6i véi hiéu nang giao thirc dinh tuyén AOMDYV bang m6 phong

trén NS2.
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Abstract: The paper analyzes several types of network attacks, including black
holes, gray holes and floods, installs these attacks, and assesses their harm to AOMDYV
routing protocol performance by simulating on NS2.
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Giéi thiéu

Mang tiy bién di dong (MANET) la
mot mang khong day do céc thiét bi di dong
két ndi voi nhau tao nén mang doc lap,
khong phu thudc vao co so ha tang. Moi
nat mang trong MANET di chuyén doc lap
va két hop v6i nhau dé giri dit liéu t6i nit
ndm & xa. Mi nat ¢o vai trd nhu nhau, hoat
dong ngang hang va c6 kha nang nang dinh
tuyén. M6 hinh mang c6 thé thay dbi thuong
xuyén, nén MANET phu hop dé sir dung &
noi chua c6 két ciu ha tﬁng mang hodac khu
vuc khong 6n dinh nhu: ctru trg, ciru ho khi
xay ra tham hoa thién tai va chién thut trén
chién truong [1].

Dich vu dinh tuyén la mot dich vu
duge cung cép tai ting mang. Mdi nit
sit dung tuyén dén dich duoc kham pha
khi can thiét va duy tri nho vao cac giao

....................................................................
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thirc dinh tuyén. Hau hét cac giao thirc
dinh tuyén nguyén ban khong dam bao an
ninh, nén ching bi tan cong tir chdi dich
vu (DoS) [2], tiéu biéu 1a tan cong 156 den
[3 va 4], 16 chim [5], 16 xam [6], 16 x4u
[7] va ngap lut [8]. O day tap trung phan
tich hinh thirc tan cong 16 den, 16 xam va
ngap lut, dong thoi danh gia tac hai do
chung gay ra bang moé phong trén NS2, sir
dung giao thtc AOMDV.

Giao thirc dinh tuyén AOMDYV

Giao thtrc dinh tuyén AOMDV [9]
dugc phat trién dua trén ¥y tudng cua
giao thue AODV [10]. Vi vay, giao thuc
AOMDYV ciing thudc giao thirc dinh tuyén
phan tng va kham pha tuyén thong qua
g6i yéu cau tuyén (RREQ), nhan tuyén
thong qua géi tra 10i tuyén (RREP), duy
tri tuyén thong qua géi HELLO va cap
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nhat tuyén bang goéi RERR. Diém khac
biét cua giao thirc AOMDYV so véi AODV
la nut nguon (hoac dich) khdm pha ra
nhiéu tuyén trong khi AODV chi kham
pha ra mot tuyén duy nhat.

Khi nat nguén NS mudn gii goi tin
dén nut dich ND ma khong c6 tuyén duong
di trong bang dinh tuyén, NS s& kham pha
tuyén bang cach phat quang ba gbi yéu cau
RREQ, nut trung gian Ni s€ luu duong di
nguoc vé ngudn vao bang dinh tuyén va
tiép tuc quang ba géi RREQ. Goi RREQ
duoc quang ba dén nut dich nhan theo
nhiéu huéng khac nhau. Khi nhan dugc goi
RREQ, nat dich ND tra 161 goi RREP chtra
thong tin dudng di vé ngudn NS trén nhiéu
tuyén khac nhau. Nut trung gian chuyén tiép
g6i RREP vé ngudén NS va luu duong di
dén dich ND vao bang dinh tuyén. Viéc tra
lo1 tuyén cling c6 thé thuc hién tai cac nit
trung gian, néu ton tai dudng di di “tuoi”
dén dich. Giao thirc AOMDV dua trén véc-
to khoang cach, nén chi phi dinh tuyén (HC)
duoc tinh dya trén sb nut tir nguén NS dén
dich ND. Day chinh Ia gia tri HC trong goi
yéu cau RREQ (hoic gbi tra 161 RREP), HC
s& tang 1 mdi khi mot nat chuyén tiép thong
diép RREQ (hoic RREP). Ngoai ra, mdi
nut ludn duy tri s th ty (SN) dé 1am co so
xac dinh do “twoi” cua tuyén vira khdm pha
nham tranh lip tuyén.

- RREQ

- RREP O Nut

Vang

Hinh 1. Kham pha tuyén véi giao thirc
AOMDV
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Hinh 1 mé ta nit nguén N1 kham
pha tuyén dén dich N8 bang cach phat
quang ba goi RREQ dén cac lang giéng
{N2, N6}. N2 va N6 khong la nuat dich,
nén tiép tuc quang ba géi RREQ. Qua
trinh tiép tuc thyc hién tai cac nut trung
gian khac. G6i RREQ dén dich trén hai
tuyén 1a {N1->N2—N3—-N4—-N5—
N8} va {NI->N6—-N7->N9—>N10—
N11—-N8}. Khi nhan dugc goi
RREQ, nut dich N8 tra 101 goi
RREP vé ngudn trén hai tuyén Ia
{N8—->N5—-N4—-N3—>N2—->N1} va
{8>NI11->NI0—>N9—->N7—->N6—NI1}.
Két qua la niit dich N8 kham ra hai tuyén
1an luot ¢6 chi phi 1a 5 va 6 ching, tuyén
c6 chi phi 1a 5 chang dugc uu tién chon,
tuyén con lai dé du phong.

Mot s6 hinh thic tAn cong trén
mang MANET

Co ché kham pha tuyén cta giao thirc
AOMDV chua ¢6 co ché an ninh. Nut
ngudn NS chip nhan tit ca cic géi RREP
nhén duoc dé cap nhat duong di moi, néu
thoa mén diéu kién 1a tuyén vira kham pha
da “twoi” va co chi phi tot hon tuyén cil.
L6 hong bao mat nay bi tin tac khai thac dé
thye hién nhiéu hinh thirc tin cong mang.

Dudéi day s€ mo ta chi tiét mot sb
hinh thtc tdn cong, gom 18 den, 16 x4m
va ngap lut.

Tén cong 16 den

T4n cong 15 den 13 hinh thirc tin cong
pha hoai, co thé thuc hién véi mot hodc
nhiéu nut doc hai. Khi st dung két ni hai
nat doc hai voi nhau dé tan cong, dugc
goi 1a cong tac tan cong [11]. TAn cong 16
den thuc hién qua hai giai doan: d‘du tién,
nut doc hai quang ba goi tra 10i tuyén gia
mao vé nguodn dé tu quang cao cho nut
ngudn rang ban than nod co tuyén di dén
dich voi chi phi tot nhat. Két qua 1a nut
doc hai c6 thé danh lira niit ngudn chuyén
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huéng dén dich thong qua nd. Tiép theo,
naut doc hai nhén tat ca goi dir liéu tir
nguodn va huy chung. Néu cong tac tin
cong, thi géi tin dir liéu dugc chuyén tiép
dén nit doc hai thir hai va bi huy tai nit
nay nham han ché bi phat hién. Két qua
1a g6i dir liéu cua cac luong UDP bi huy,
con ludng TCP thi bi gian doan, vi khong
nhan duoc tin hiéu ACK tir nat dich. Mot
hinh thirc tin cong c6 ban chat twong tur
tan cong black hole 1a tin cong sink hole
duogc trinh bay trong [5].

—+RRE(Q)

- RREP

*FRREF O Mat Vung

Hinh 2. M6 hinh mang c6 nit 16 den

Quan sat Hinh 2, ta thiy nat nguon
N1 kham pha tuyén dén dich N8 xuét
hién nat doc hai NM. Khi nhan dugc goi
yéu ciu tuyén, nut doc hai NM tra 1oi
nat ngudn N1 goi tra 10i tuyén gia mao
(FRREP) véi chi phi tot nhat (HC=I)
va gia tri SN du 16n dé dam bao tuyén
la da “tuoi”. Trong trudong hop nay, nut
ngudn N1 nhan dugc hai goi tra 10 tuyén
theo huong {NM—N4— N3—N2—N1}
va {N8—>NI1->N10—-N9—->N7—->N6—
N1}. Tuyén twong tmg v6i goéi FRREP ¢6
chi phi dén dich 1a 4, tuyén khi nhan g6i
RREP tir ngudn c6 chi phi 1a 6. Két qua
tuyén thong qua nat doc hai duoc vu tién
chon do c6 chi phi thap va rat “twoi”.

Tén céng 16 xdm

Tan cong 16 xam 1a mot truong hop
dic biét cia tan cong den, nhung murc do
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pha hoai thip hon. T4n cong 16 ciing thuc
hién qua hai giai doan: dau tién, nt doc
hai tu quang c4o cho nut ngudn rang ban
than né c6 tuyén duong dén dich véi chi
phi tdt nhat, nho vay ma nut doc hai co
thé danh lira nat ngudn chuyén hudng dén
dich thong qua né. Tiép theo, nut doc hai
nhan tit ca goi tin tir ngudn chuyén dén
va huy goi tin theo tin suit khac nhau.
Doi khi nat doc hai thé hién nhu mot nit
binh thudng nham tranh bi phat hién. Dé
quang ba ban than c6 tuyén duong di dén
dich vé6i chi phi thip nhat, nat doc hai
ciing su dung g6i FRREP va céc budc
thyc hién tuong tu tan cong 16 den [6].

Tin cong ngdp lut

T4n cong ngap lut [8] 12 hinh thirc tin
cong tir chéi dich vu (DoS), dé dang thuc
hién véi cac giao thirc dinh tuyén theo yéu
cau, trong d6 nit doc hai giri tran ngap
cac goi gia mao cho cac nut khong ton tai
trong mang, hoac truyén mot luong lon
cac goi dir liéu vo ich co thé gy nghén
mang. Két qua 1 1am suy hao tai nguyén
mang, ting hao phi truyén théng vi phai
Xt 1y cac goi tin khong can thiét. Tuy
thudc vao goi tin st dung dé tan cong, nd
s& thudc cac dang tin cong ngap lut goi
HELLO, go6i RREQ, hoac g6i DATA.

- Ngdp lut goi HELLO. G61 HELLO
duogc phat dinh ky dé thong bao sy ton tai
clia nlit v6i lang giéng trong mang khong
day. Pay la diém yéu bi tin tic loi dung
dé phat tran ngap gbi HELLO, budc tat ca
cac nut lang giéng phai tiéu ton tai nguyén
va thoi gian xtr Iy g6i tin khong can thiét.
Hinh thirc tin cong nay chi gay hai dén
cac nit lang giéng ctia nut doc hai. Hinh 3
cho théy nut djc hai NM chi gay hai cho
cac nit lang giéng khi thyc hién hanh vi
tan cong ngap lut goi HELLO.

- Nedp lut géi DATA. Hinh thiic tin
cong nay chi gay hai tai mot sb nut trong
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mang. Dé thuc hién tan cong, nat doc hai
phat qua murc goi DATA dén mot nit bat
ky trén mang, anh hudng dén kha ning
xtr Iy ctia cac nut tham gia dinh tuyén dir
lidu, tang hao phi bang théng khong can
thiét, gy ngh&n mang va rét goi.

-+ RREQ

"HELLO O Nut

Ving
Hinh 3. M0 hinh mang c6 nut ngap lut

- Ngdp lut géi RREQ. Gbi yéu cau
tuyén RREQ duoc sur dung dé thuc hién
kham pha tuyén khi can thiét, vi thé tin tic
loi dung g6i ndy dé phét quang ba qua mirc
lam tran ngdp luu lwong khong can thiét
trén mang. Tan cong ngap lut gbi RREQ
gdy hai nang nhat, béi né anh hudng dén
kha nang kham pha tuyén cua tat ca cac
nut khac trong hé thdng, tao ra cac con bio
quang ba goi tin trén mang dé chiém dung
bang thong, ti€u hao tai nguyén tai cac nut
va ting hao phi truyén théng. Hinh 3 cho
thay nut doc hai NM sé& gay hai cho tat ca
cac nut trong mang, khi thuc hién hanh vi
tin cong ngap lut g6i RREQ.

Panh gia két qua bang md phéng

O day sir dung hé mo phong NS2 [12]
dé danh gia tac hai cta tin cong 15 den, 15
xam va ngap lut. Mdi mé hinh c6 50 nut,
hoat dong trong pham vi 1.000m x 1.000m,
cac nut mang di dong t6i da 20m/s, md hinh
di dong ngiu nhién Random Waypoint
[13], duoc tao ra boi cong cu/setdest. Giao
thirc dinh tuyén AOMDYV, thoi gian mé
phong 500s, vung phat song 250m, hang
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doi FIFO, ¢ 10 két ndi UDP, ngudn phat
CBR, kich thudc goi tin 512 byte, ngudn
phat dau tién bat dau phat ngay khi mo
phong, cac ngudn phat tiép theo cach nhau
5 gidy. Nut doc hai thyc hi¢n tAn cong 16
xam chuyén trang thai tn céng sang binh
thuong va nguoc lai sau mdi 15 gidy.
Trong tin cong ngap lut, nut doc hai phat
g61 RREQ voi tan suat 10 g6i moi gidy.

Bdng 1. Tham s6 mé phong

Thong s0 Gia tri
Khu vuc dia 1y (m) 1000 x 1000
Vung thu phat séng (m) 250
Thoi glan mo phong (s) 300
Tong so nut mang 50
Van toc di chuyén (m/s) 1..20
Giao thtrc dinh tuyén AOMDV
Giao thirc van chuyén UDP
Nguon phat dir liéu CBR
Kich thudce goi tin(bytes) 512
Hang doi FIFO (DropTail)

Tham s6 dugc sir dung dé danh gia
1a: ty 1& chuyén goi tin thanh cong, thong
luong mang va phu tai dinh tuyén.

- Ty 1é chuyén géi tin thanh céng
(PDR). Tham s danh gia do tin cdy cia
giao thuc dinh tuyén duoc tinh toan dua
vao s6 luong chuyén goi tin thanh cong
dén dich/téng sb goi tin da gui;

- Phy tdi dinh tuyén (RL). Tham s6
nay dé danh gi4 tac hai cua hinh thirc tin
cong flooding, dugc tinh dya trén tong
sd goi tin diéu khién tham gia vao qua
trinh kham pha tuyén (da dugc gui hodc
chuyén tiép) tai tit ca cac nat / tong goi
tin gui thanh cong;

- Thoi gian tré trung binh. La thong
sO trung binh thoi gian truyén mot goi tin
dir liéu tur nguén dén dich, duge tinh bﬁng
tong thoi gian giri goi tin thanh cong/tong
sd gbi tin nhan thanh cong.
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Két qua mé phong (Hinh 4) cho thdy  ting réat cao. Khi bi tin cong 15 den, phy tai

tan cong ngp lut g6i RREQ da anh huong
dén kha ning kham pha tuyén cta nut
ngudn, nén ty 1& giri goi tin thanh cong
giam. Két thiic 300s mo phong, ty 18 giri
g6i tin thanh céng cia AOMDYV lan lugt
1a 69,01% va 67,47%, tuong ung voi moi
truong mang binh thuong (MN) va moi
truong bi tan cong ngdp lut (FD), giam
1,54%. Vi cliing kich ban mé phong tin
cong 16 xam, thi ty 1& giri goi tin thanh
cong cua giao thic AOMDV chi dat
58,3%, giam 10,71%, nguyén nhan 1a do
tan cong 16 xam (GH) v6i muc dich pha
hoai, nén ty 1& giri gbi tin thanh cong dén
dich giam nhiéu. Trong khi mé phong bi
tin cong 16 den (BH), thi ty 1& gui goi tin
thanh cong cua giao thic AOMDV chi
dat 47,52%, giam 21,49%. Nguyén nhan
1a do tin cong 18 den ciing nham muc dich
phé hoai goi tin, nhung mirc do phé hoai
ning hon 16 xam.
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Hinh 4. Ty 1€ giri goi tin thanh cong

Biéu d6 phu tai dinh tuyén (Hinh 5)
cho thdy phu tai dinh tuyén ting rat cao
khi bi tn cong ngap lut géi RREQ. Ké dén
14 tAn cong 16 den va thap nhat 14 tin cong
16 x4am. Sau 300s mo phong, phu tai dinh
tuyén cia AOMDV ting 20.17 goi (tir 2,86
g6i 1én 23,03 g6i) khi b tin cong ngap lut.
Nguyén nhan 13 do hinh thirc tin cong nay
su dung goi RREQ phat dinh ky, nén tao
quéang ba goi RREQ 1am phu tai dinh tuyén

dinh tuyén tang tir 2,86 1én 4,56 goi va t6i
3,75 géi khi bi tan cong 16 xam.

30

L=
A

20
BNM

BBH
B8GH
aFD

Phu tai dinh tuyén

Thii gian mé phong

Hinh 5. Phu tai dinh tuyén

Biéu dd thoi gian tré trung binh (Hinh
6) cho thay tin cong ngap lut di can trd
qué trinh kham pha tuyén, nén thoi gian
tré trung binh dé dinh tuyén thanh cong
mot goi tin dir licu dén dich tang cao. Két
thuc 300s mo phong, thoi gian tré trung
binh cua giao thirc AOMDYV 14 0,094s, khi
bi tin coéng ngap lut di ting 1én 0.272s.
Thoi gian tré trung binh khi bi tdn cong
16 den va 16 xam giam hon so véi moi
truong mang binh thuong. Nguyén nhan
1a do hau hét cac goi tin trén tuyén xa bi
huy boi nit doc hai, chi mot lugng nhod
g6i tin di trén tuyén ngan duoc dinh tuyén
thanh cong dén dich.
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Hinh 6. Thoi gian tré trung binh

Két luan

O trén da trinh bay mdt so hinh thirc

tan cong va danh gia tac hai cua ching
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d6i véi giao thire dinh tuyén AOMDV.
Két qua moé phong cho thiy tin cong
ngdp lut go6i RREQ da giy hai dén kha
nang kham pha tuyén cta giao thirc dinh
tuyén AOMDYV, lam giam ty 1& gui goi
tin dit liéu thanh cong dén dich va ting
rat 1on hao phi truyén thong. Tn cong
16 den nham muc dich pha hoai, nén lam
giam rat 1on ty 18 gii goi tin gui thanh
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cong. Tan cong 16 xam ciing pha hoai
goi tin, nhung muc do thap hon. Nhu
vay, trong cac hinh thic tan cong thi tan
cong 15 den gy hai nang nhat, tin cong
ngap lut géi RREQ chu yéu gay hai vé
hao phi truyén thong.

Phat hién tin cong mang va giai phap
an ninh s& duoc dé cap trong mot nghién
ctru khac./.

Tai liéu tham khao

1. H. Jeroen, M. Ingrid, D. Bart, and D. Piet, “An overview of Mobile Ad hoc
Networks: Applications and challenges,” J. Commun. Netw., vol. 3, no. 3,

2. T. Cholez, C. Henard, I. Chrisment, O. Festor, G. Doyen, and R. Khatoun, “A
first approach to detect suspicious peers in the KAD P2P network,” in Conference on
Network and Information Systems Security, 2011, pp. 1-8.

3. N. Luong Thai and T. Vo Thanh (2014). An innovating solution for AODV
routing protocol against the Blackhole node attack in MANET. J. Sci. Da Nang Univ.,

vol. 7, no. 80, pp. 133-137.

4.N. Luong Thai va T. V4 Thanh (2015). Pé xudt giao thitcc AODVSC2 nham chong
tan cong 16 den trén mang MANET. Toan van Ky yéu hdi thao @ 17, pp. 56-61.

5. L. Sanchez-Casado, G. Macia-Fernandez, P. Garcia-Teodoro, and N.
Aschenbruck (2015). Identification of contamination zones for Sinkhole detection in
MANET:. J. Netw. Comput. Appl., vol. 54, pp. 62-77.

6. X. Gao and W. Chen (2007). 4 novel Gray hole attack detection scheme for
Mobile Ad-hoc Networks. in IFIP International Conference on Network and Parallel

Computing Workshops, pp. 209-214.

7. 1. Khalil, S. Bagchi, and N. B. Shroff (2008). MobiWorp: Mitigation of the
Wormhole attack in mobile multihop Wireless Networks. Ad Hoc Networks, vol. 6,

no. 3, pp. 344-362.

8.Y. Ping, D. Zhoulin, Y. Zhong, and Z. Shiyong (2005). Resisting flooding attacks in
ad hoc e.works. Int. Conf. Inf. Technol. Coding Comput. - Vol. II, vol. 2, pp. 657-662.

9. M. K. Marina and S. R. Das (2006). Ad hoc on-demand multipath distance
vector routing. Wirel. Commun. Mob. Comput.

10. C. E. Perkins, M. Park, and E. M. Royer (1999). Ad-hoc On-Demand Distance
Vector Routing. Proc. Second IEEE Work. Mob. Comput. Syst. Appl., pp. 90-100.

I1. R. Jaiswal and S. Sharma (2013). 4 Novel Approach for Detecting and
Eliminating Cooperative Black Hole Attack using Advanced DRI Table in Ad hoc
Network. Adv. Comput. Conf. (IACC), 2013 IEEE 3rd Int., pp. 499-504.

12. T. Issariyakul and E. Hossain (2009). Introduction to Network Simulator NS2.

Springer, pp. 1-438.

Ngay nhan bai: 11/10/2019

Tap chi
Kinh doanh va Cong nghé
$6 06/2020

59



