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Tém tit: Mang tuy bién di dong (MANET) 1a sy két hop cta cac thiét bi ¢ kha
nang di dong, két ndi v4i nhau dé truyén thong qua moi truong khong diy va khong
phu thudc vao co sé ha t?mg. Do dic diém mang nay luon c6 su thay ddi vao ra cia cac
nat, tin tic c6 thé loi dung dé thuc hién cac hinh thtrc tan cOng mang nham muc dich
nghe trom, huy goi tin, pha hoai kha ning dinh tuyén dit liéu cta cac giao thirc dinh
tuyén. Bai bao tap trung trinh bay cach thirc thuc hién mot sb hinh thirc tan cong nhu
black hole, sink hole, gray hole, ﬂoodlng, va worm hole. P& xuit cic hudng nghién
ctru nham phong chéng cac hinh thuc tan cong ké trén.

Tir kh6a: MANET; dinh tuyén; tin cong mang, phong chong tin céng mang ....

Summary: Mobile Adhoc Network (MANET) is a combination of mobile devices,
connecting with each other to communicate via wireless environment and independent
of infrastructure. Because of this network always changing in and out of nodes,
hackers could take advantage of this to perform network attacks in order to eavesdrop
on, destroy packets, devastate data routing capabilities of routing protocols. The
article focuses on the presentation how to perform some types of attacks such as black
hole, sink hole, gray hole, flooding, and worm hole, proposal of research directions to
prevent the above attacks.

Keywords: MANET; Routing, cyber attacks, cyber attack prevention, ...

1. Giéi thiéu vé MANET

Mang tiy bién di dong (MANET —
Mobile Ad hoc Network) la mot mang
khong day do céc thiét bj di dong két ndi
v6oi nhau tao nén mang doc 1ap, khong
phu thudc vao co sé ha ting (Hinh 1). Cac
nut trong mang c6 thé di chuyén doc lap
theo moi hudng, chung két hop v6i nhau
dé gui dit liéu téi nat nam ¢ xa khu vuc
pht séng, mdi nut hoat dong ngang hang,
c6 vai tro nhu nhau vira 1a mot thiét bj dau

....................................................................

* #** Khoa Cong ngh¢ thong tin,
Truong DPH KD&CN Ha Noi.

cudi (host) vira ddm nhan chirc ning cua
mot bo dinh tuyén (router) gitp dinh tuyén
dir liéu. M6 hinh mang thay d6i thuong
xuyén do cac niat mang gia nhap hoac roi
bo mang. Nho vdy ma MANET phu hop
dé st dung ¢ noi chua c6 co s ha tang
mang hoidc khu vuc khong 6n dinh, nhu:
ctru ho, clru tro thién tai va chién thuét
trén chién truong, hoi nghi.

Mang khong diy di xudt hién tir
nhiéu thap nién, cho dén nhiing nim gan
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Hinh 1. M6 hinh mang tuy bién di dong
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day v6i su bung nd cac thiét bi di dong
da cho ra do1 mang MANET. Mot sb dac
tinh va thach thirc xuat hién trong mang
MANET nhu sau:

a, Dac tinh

Tinh linh hoat cao, hd tro cac thiét bi
di dong nén khong bi rang budc vé vi tri
dia Iy nhu mang hitu tuyén. Ngoai ra, ta
con ¢6 thé dé dang bd sung hay thay thé
cac thiét bi tham gia mang, ma khong can
phai ciu hinh lai t6-pd mang. Tuy nhién,
han ché 16n nhit cia MANET la toc do
truyén chua cao so v6i mang hitu tuyén,
kha ning bi nhidu va mat goi tin ciing 1a
vén dé rat dang quan tam. Mot s6 dac tinh
ctia mang MANET gom:

- Phi cdu triic: MANET duoc tao nén
tir cac nat doc 1ap, cac nut giao tiép véi
nhau khi ¢6 nhu ciu, cac nat co vai tro
nhu nhau.

- To-p6 mang di dong: Nut trong
mang MANET di chuyén doc lap, tu do
gia nhap hoic roi khoi mang, dan dén lién
két gilra cac nut co thé bi mét hodc thiét
1ap, diéu nay lam cho mé hinh mang thay
d6i thuong xuyén.

- Bang théng thap va khéng on dinh:
Do két ndi khong day nén biang thong thap
hon nhiéu so voi mang c¢6 day, mo hinh
mang thay doi thuong xuyén dan dén dé
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Ving phat song

nhidu, nghén dudi tac dong cua cac yéu tb
moi trudng.

- Tai nguyén han ché: Hau hét cac
thiét bi di dong hi¢n nay c6 kha nang xtr
Iy thap, bd nhd han ché, niang luong va
kha nang luu trit han ché.

- Vung phat song ngan Vung phat
song cua cac thiét bi ngén, nat mudn giao
tiép v6i nat khac phai qua cac nit trung
gian, tai nguyén cua nit han ché nén dé
nghé&n, mat goi.

b, Thach thire

Thach thic vé an ninh 1a vo cing
quan trong, vi mot s 16 hong bao mat da
bi tin tac loi dung dé thuc hién cac hinh
thirc tan cong mang nham muc dich nghe
trom, pha hoai goi tin gdy mat an toan va
anh huong dén hiéu ning cia hé thong.
Tin tac loi dung de thuc hlen nhiéu hinh
thirc tin cong tai tt ca cic ting trong mo
hinh OSI (Bang 1).

Bing 1. Céc hinh thire tin cong mang MANET

Tang Loai hinh tin cong

Ung dung  |Viruses, Worms

Van chuyén [SYN flooding, ACK storm
Mang Blackhole, sinkhole,

grayhole, wormbhole, flooding

Lién két dit liéuSelfish Misbehavior

Vit ly Jamming attack
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2. Mt s6 hinh thirc tin cong trong
mang MANET

Trong céc hinh thirc tan cong thi tin
cong tai ting mang s& lam léch huédng
duong di cua géi tin, diéu nay co thé dan
dén con duong co6 nut doc hai do tin tac
thiét 1ap nham muc dich nghe trom, pha
hai, gdy mét an toan thong tin va thiét hai
dén hiéu nang cua hé théng. Mot s hinh
thirc tdn cong tiéu biéu nhu blackhole,
sinkhole, grayhole, wormhole, flooding.

a) Tan céng 16 den / 16 chim
(Blackhole / sinkhole)

Tan cong 16 den co thé thuc hién
v&i mot hodc nhiéu nit doc hai riéng ¢,
trong truong hop st dung hai nut doc hai
két ndi v6i nhau thi hinh thic nay dugc
goi 14 cong tac tdn cong. Két qua 1a goi
tin dir liéu ciia cac ludng UDP bi huy,
con ludng TCP thi bi gian doan vi khong
nhén dugc tin hiéu ACK tir dich. D¢ thuc
hién tin cong 16 den, nut doc hai thuc
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hién qua hai giai doan: Giai dogn 1, nlt
doc hai tu quang cao cho niit ngudn rang,
ban than né co tuyén duong dén dich véi
chi phi tot nhat, nho vy ma nat doc hai
c6 thé danh lira nat ngudn chuyén hudng
dén dich thong qua né. Giai doan 2, nit
doc hai d6n nhan tat ca gdb1i tin tu nguén
chuyén dén va huy (drop) tat ca, nén day
duoc goi 1a hinh thirc tin cong pha hoai.
Trong cong tac tan cong 16 den thi goi
tin dit liéu dugc chuyén tiép dén nut thu
hai, va bi huy tai nat ndy nhiam tranh bi
phat hién. M6t hinh thirc tin cong c6 ban
chét twong tu tin cong 16 den 14 tin cong
16 chim.

Hinh 2 mé ta ntit nguén N1 kham pha
tuyén dén dich N8 xuat hién nat doc hai
N4 thyc hién hanh vi tin cong 16 den. Khi
nhan duoc goi yéu cau tuyén, nut doc hai
N4 tra 161 nat ngudn N1 géi tra 10i tuyén
gia mao (FRREP) véi chi phi tot nhat
(HC=1) va gia tri SN du 1on.

Hinh 2. M6 hinh mang cé nit doc hai (N4)

—» RREQ -#»RREPO Nt

Nut nguén N1 nhan duoc
hai goéi tra 101 tuyén theo hudng
la {N4—N3—N2—N1}, va

{N8—>N11-NI10—->N9—>N7—-N2—-N1}.
Tuyén twong tmg v6i g6i FRREP ¢6 chi phi
dén dich 1a 3, tuyén khi nhan géi RREP tir
nguon ¢ chi phi 1a 6. Két qua 1a géi RREP

Mit goi

Viing phat song

bi huy, nit ngudn chap nhan gbi FRREP
dé thiét 1ap duong di dén dich theo hudng
{N1—-N2—N3—N4} do c6 chi phi thap.
T4n cong 16 den nham muc dich gay
hai nén anh huong rat 16n dén hiéu ning
mang MANET, muc d¢ thi¢t hai trong
tan cong 16 den phu thudc vao vi tri ctia
Tap chi
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ngu@)n phat, dich nhan va vi tri nit ddc hai
xudt hién trong hé thong. Cac giao thirc
dinh tuyén theo yéu cdu tiéu biéu nhu
DSR, AODV, TORA la myc tiéu gay hai
ctia hinh thirc thirc tin cong nay.

b) Tan céng 16 xam (Grayhole attacks)

T4n cong 16 xam 1a mot trudng hop
dic biét cua tan cong 16 den, nhung mtc
d6 phé hoai thdp hon. Tan cong 16 xam
cling thuc hién qua hai giai doan: Giai
doan 1, nut doc hai tu quang cdo cho nut
ngudn rang, ban than né cé tuyén duong
dén dich véi chi phi t6t nhat, nhd vay ma
nit doc hai co thé danh lira nat nguén
chuyén huéng dén dich théng qua né.
Giai doan 2, nat doc hai don nhan tit ca
g6i tin tir ngudn chuyén dén va huy géi tin
theo mot tan sut khac nhau, d6i khi nat
doc hai thé hién nhu mot nat binh thuong
nham tranh bi phat hién. Bé quang ba ban
than c6 tuyén dudng di dén dich voi chi
phi thap nhat, nat doc hai cling sir dung
g61 RREP gid mao, cac budc thyc hién
tuong ty tin cong 15 den.

¢) Tan céng 16 sau (Wormhole attacks)

Tan cong 16 sau voi muc dich cha
yéu 13 nghe trom, goi tin khong bi huy
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nén khong anh hudng dén hiéu qua dinh
tuyén, c6 thé thuc hién thong qua mat
lién két riéng (out-of-band chanel) hodc
khong (encapsulation). Dé thuc hién tin
cong, hai nat doc hai phdi hop voi nhau
dé chuyén tiép goi tin dén dich ma khong
lam tang chi phi. Két qua 13, nat ngudn
xac lap duong di qua tuyén dudng chira
nut doc hai, vi co chi phi thap hon tuyén
thuc té. Vi hinh thirc tin cong nay, thong
tin cta goi tin diéu khién khong thay dbi
nén hinh thirc tAn cong nay di qua mit
hau het cac giadi phdp an ninh.

Tdn céng cé sir dung lién két riéng
(Out-of-band chanel)

Pé thuc hién tin cong, tin tac su
dung 2 nat doc hai (M1, M2) két ndi voi
nhau thong qua mot lién két c6 day goi
1a lién két wormhole. Khi nhan goi yéu
céu tuyén RREQ, niit doc hai M1 chuyén
tlep gb1 RREQ dén M2 thong qua lién
két riéng, M2 tiép tuc chuyén tiép RREQ
dén dich, muc dich la khong lam taing HC
(hop count). Két qua 13, nat ngudn xac 1ap
duong di qua tuyén dudng chira lién két
wormbhole, vi ¢6 chi phi thip hon tuyén
thuce té.

Hinh 3. M6 hinh tin cong 16 siu c6 lién két riéng

6 7

—» RREO -* RREP O Nut

Ving phit song ®—® Lién ket
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Hinh 3 mo ta qua trinh nat nguon N1
kham pha tuyén dén dich N8 trong mb
hinh mang c6 hai nt doc hai (M1, M2)
thuc hién hanh vi tin cong 15 sau. Goi yéu
cau tuyén RREQ dén dich theo hai tuyén
{NI->M1->M2—-N8},va{N1->N2—N7
—N9—-NI10—-NI11—-N8}. Khi nhan goi
RREQ, nut dich N8 tra 161 goi RREP theo
hudng {N8—>M2—>M1—>N1} két qua 1a
nat ngudn xac 1ap tuyén dén dich thong
qua nut hai nat doc hai.

Tin cong khong ding lién két
(Encapsulation)

Hinh thirc tdn coéng nay khong sir
dung lién két riéng, hai nut doc hai (M1,
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M2) xuét hién trong hé thong nhu nut binh
thuong. Khi nhan duoc géi tin yéu cau
tuyén, nut doc hai M1 déng g6i RREQ va
chuyén nhanh dén M2 thong qua cac nit
trung gian. M2 m¢ géi RREQ trude khi
quang ba dén dich. Qua trinh dong va mo
61 cling duoc thyuc hién 1an luot tai M2
va M1 khi nhan géi tra 10i tuyén RREP tir
dich. Muyc dich cua viéc lam nay la khong
lam tang HC khi di tr M1 d&én M2 va
nguoc lai. Két qua la, nut nguén xac lap
duong di qua tuyén chira ntit doc hai vi co
chi phi thap hon tuyén thyc té, tuy thudc
vao vi tri xuat hién M1 va M2 ma tuyén
chira mot hoac ca hai nat doc hai.

Hinh 4. Md hinh tn cong 16 sau khong sir dung lién két riéng

—» RREQ -

-» RREF () Nut

M6 hinh mang (Hinh 4) cho thay
nut doc hai (M1, M2) xuét hién trong hé
thong khong str dung lién két riéng. Khi
nhan dugc géi RREQ tir ngudn N1 theo
huéng N1—-N2—N7 va NI-N6—MI,
nat N9 thiét 1ap duong di nguoc vé ngudn
N1 thong qua nat doc hai M1 c6 chi phi
HC=2, g6i RREQ dén tir N7 khong duoc
chap nhén do c6 chi phi HC=3. Nut dich
N8 nhan dugce goéi RREP dén tir nat N11
va M2, gbi dén trude 1a tir N11 nén N8
phat goéi RREP vé ngudn theo hudng
N8—NI1—->N10—-N9—-MI—-N6—NI.

Vung phat song @ Poc hai

Nhu vay, két qua kham pha tuyén cua nat
nguén N1 ¢6 chira nat doc hai M1.

d) Tan céng ngdp lut (Flooding
attacks)

Tan cong ngap lut 1a hinh thirc tan
cong tur chdi dich vu (DoS), dé dang thuc
hién véi cac giao dinh tuyén theo yéu cau,
trong d6 nat doc hai gui tran ngap cac goi
gia mao cho cac nat khong ton tai trong
mang, hoac truyén mot lugng 16n cac goi
dir liéu vo ich co thé gay nghén mang.
Két qua 1am suy hao tai nguyén mang,
tang hao phi truyén thong (overhead) vi
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phai xtr Iy cac goi tin khong can thiét. Tuy
thudc vao gbi tin str dung dé tan cong ma
no6 thudc cac dang tin cong ngap lut goi
HELLO, go6i RREQ, hodc go6i DATA.
Tén cong ngdp lut géi RREQ 1a gay hai
ning nhét, boi nd tao ra quang béa gbi trén
mang, chiém dung bang thong dan dén
hao phi truyén thong ting cao.

Ngap lut goi HELLO: Trong giao
thitc AODYV, g61i HELLO dugc phat dinh
ky dé thong bao su ton tai cua nut véi
lang giéng. Tin tic loi dung diém nay
diém phat tran ngap goéi HELLO 1am tang
hao phi truyén thong.

Ngdp Iut géi RREQ: Géi yéu ciu
tuyén RREQ trong AODV dugc nit sir
dung dé thuc hién kham pha tuyén khi
can thiét. Tin tic phat quang ba qua mirc
g01 RREQ lam tran ngdp luu lugng khong
can thiét trén mang, anh huong dén kha
ning kham phé tuyén cua nit khac, va
tang hao phi truyén thong.
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Ngdp lut goi DATA: Nut doc hai phat
qua murc gbi dir liéu dén mot nat bat ky
trén mang anh huong dén biang thong,
kha nang xur 1y, va gdy nghén tai mot s6
nat tham gia dinh tuyén dir liéu.

3. Panh gia cac hinh thirc tin cong

Céc hinh thirc tin cong tai ting mang,
tiéu biéu nhu tin congblackhole, sinkhole,
grayhole, wormhole, va flooding cé thé
duoc phan loai theo mdt sb tiéu chi. Theo
hoat dong: Gom tan cong chu dong (active
attack) va bi dong (passive attack). Tan
cong chit ddng nham muyc dich pha hoai,
lam sai l1éch hoat dong binh thuong cua
hé théng, tan cong bi dong nham thu thap
thong tin trai phép. Theo muc dich: Gom
tan cong dé pha hoai thong tin va tin cong
nghe trom. Theo vi tri: Gom tin cong tir
bén ngoai (external) va tan cong nodi bd
(internal). Trong d0, tn céng bén ngoai
kho nhan biét va giy hau qua nghiém
trong hon tAn cong ndi bo.

Bdng 2. So sanh dic diém ciia cac hinh thirc tin cong mang

Ténl cong Hoat d(f)pg Mu‘c dich Vi tri .
Chu dong| Bidong | Pha hai [Nghe trom Trong Ngoai
T4n cong 16 den . . .
Tan cong 16 chim . . .
T4n cong 16 xam . o . .
Tan cong ngap lut . . .
T4n cong 16 sdu . o . .

(*) Thyc hién (°) Tuy chon

Quan sat dic diém cta cac hinh thuc
tdn cong mang (Bang 2) cho thdy, tat
ca hinh thirc tan cong déu nim & vi tri
bén ngoai mang. Ba hinh thic tan cong
la blackhole, sinkhole, grayhole thuoc
nhém tin cong chu dong nham muc dich
pha hoai. Ching c6 dic diém chung 1a,
chu dong tao ra duong gia mao thong qua
thay do6i thong tin goi kham pha tuyen
nham danh lira nat ngudn. Tan cong 16

sdu ciing 1a hinh thtc tn cong chu dong
thong qua viéc chuyén tiép goi kham pha
tuyén dén dich nham muc dich khong
tang chi phi. Muc dich tdn cong 1a nghe
trom thong tin khac véi tin cong ngép lut
nham muyc dich tang hao phi truyén thong
ctia hé théng.
4. D¢ xuit huwéng nghién ciru phong
chdng tin cong trong MANET
Nghién ctru dic diém céc hinh thirc
Tap chi
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tAn cong, két qua giai phap an ninh da
cong b, dya vao mot sd ton tai dé tim
ra giai phap cai tién nham nang cao kha
nang an ninh, huéng tiép can dé dé xuat
giai phap an ninh gom: (1) Phat hién tin
cong; (2) ngan ngira tan cong; (3) cai tién
tham s xac dinh chi phi dinh tuyén; (4)
va dinh tuyén tién hoa an ninh.

Chuong trinh mé phong NS 2.35
duge st dung phd bién nhim mé phong
cac két qua nghién ctru. Tham s6 dugc
str dung dé danh gia két qua nghién ciru
phong chdng tin cong mang thuong la:
Ty 18 chuyén goi tin thanh cong, thong
luong mang va phu tai dinh tuyén.

« Ty 1¢ chuyén géi tin thanh cong
(PDR): Tham sb danh gia d tin ciy cua
giao thuc dinh tuyén, duoc tinh dua vao
s6 lugng chuyén goi tin thanh cong dén
dich / tong s6 goi tin da guri.
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« Théng lwong mang: La thong sd
do luong thong tin truyén thong, duoc
tinh bang (t6ng sd goi tin giri thanh cong *
kich thudc goi tin) / thoi gian mo phdng.

e Phuy tdi dinh tuyén (RL): Tham s
nay dé danh gi4 tac hai cta hinh thirc tin
cong flooding, dugc tinh dya trén tong
s6 goi tin diéu khién tham gia vao qua
trinh kham pha tuyen (da dugc gul hoac
chuyén tiép) tai tat ca cac nut / tong goi
tin gui thanh cong.

5. Két luan

Bai bao nay di trinh bay chi tiét mot
s6 hinh thirc tAn cong tiéu biéu tai tang
mang, va danh gia tac hai ctia chung véi
giao thtrc dinh tuyén trong mang tity bién
di dong. Van dé phong chéng tan cong
black hole, gray hole, worm hole, va
flooding 14 huéng tiép can nghién ciru cua
chung toi trong tuong lai./.
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