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Tém tit: Giao thic dinh tuyén AODV va AOMDYV trong mang MANET hoat
dong voi niém tin rﬁng cac nut trong mang la than thién, chinh vi thé tin tic da khai
thac diém yéu nay dé thuc hién nhiéu hinh thirc tan céng mang. Trong do, tan cong
ngap lut (Flooding) d& dang thuc hién va giy thiét hai 16n dén hiéu ning mang. Trén
co s sir dung NS2, bai bao phan tich tac hai cia hinh thirc tan cong ngap lut dén hiéu
nang cua giao thirc dinh tuyén AOMDV va AODV.

Tir khéa: AODV, AOMDYV, MANET, tan cong ngép lut.

Summary: The AODV and AOMDYV routing protocols in the MANET network
operate with the belief that the nodes in the network are friendly. Thus, hackers have
exploited this weakness to carry out many forms of network attacks. In which, flooding
is easy to perform and causes great damage to network performance. Based on the use
of NS2, the paper analyzes the impact of flood attack on the performance of AOMDYV
and AODYV routing protocols.
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1. Gioi thiéu
Mang tuy bién di dong (MANET)
[1] 1a mang tu cau hinh cia cac nat di
dong két ndi voi nhau théng qua cac lién
két khong day, tao nén mang ddc 1ap. Cac
thiét bi trong mang c6 thé di chuyén mot
cach tu do theo moi hudng, do do lién két
clia n6 véi cac thiét bi khac cling thay doi
mot cach thuong xuyén. Voi cac dic diém
ndi bat nhu hoat dong khong phu thudc
vao co s ha tang, trién khai nhanh, linh
hoat & nhiéu dia hinh khéac nhau, mang
MANET dang ngay cang c6 vai trd quan
trong, co thé duoc ung dung vao nhiéu
linh vuc trong cudc séng, nhu an ninh,
quan sy, rung sau, noi thién tai.
Giao thirc dinh tuyén AODV][1] tbi

....................................................................
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thiéu hoa s6 ban tin quang ba can thiét
bang cach tao ra cac tuyén trén co sd theo
yéu cau. Qua trinh tim duong dugc khoi
tao bat ¢t khi nao mét nit can truyén tin
v6i mot node khac, ma khong tim thay
tuyén duong lién két toi dich trong bang
dinh tuyén.
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Hinh 1.1. Giao thitc AODV

Tap chi
Kinh doanh va Cong nghé
$6 13/2021

79



NGHIEN CUU TRAO POI

Hinh 1.1 mo ta giao thirc dinh tuyén
AODV, niit nguén NS khi mudn giri goi
tin to1 nat dich ND thi n6 s€ guri go61 RREQ
dé kham pha tuyén tdi cac nut trung gian.
Khi x4c dinh dugc tuyén du tuoi t6i dich,
nat ND s& gt lai goi RREP dén nat ngudn
NS thiét 1ap tuyén (NS — N1 — N6 - ND).

Giao thurc dinh myén AOMDYV duoc
phat trién duwa trén giao thirc dinh tuyén
AODV. Hai giao thurc nay c6 sy khac biét
16n nhat, chinh 13 s lvong duong duoc tim
thdy sau mdi tién trinh tim duong. Trong
khi giao thitc AODV chi tim duy nhat mot
duong tdéi dich, thi giao thuce AOMDV
cho phép tim nhiéu hon mot dudng phu
hop cai dit vao bang dinh tuyén.

Nhitng diém yéu co ban cua mang
MANET dén tir kién traic md peer-to-
peer. Nhitng ké tin coéng c6 thé xim
nhap vao mang thong qua viéc tdn cong
cac node, tir d6 lam t€ liét hoat dong ctia
mang. Mot s6 cac cach tin cong dugc
tin tdc su dung nhidu nhu: Blackhole,
Grayhole, Wormhole, Sinkhole, Rushing
and Flooding [5]. Trong dé, tdn cong
Flooding gay anh hudng nang toi hi¢u
nang mang. Tn cong ngdp lut g6i RREQ
duoc thé hién & Hinh 1.2.
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Hinh 1.2. Tén cong ngap lut g6i RREQ

Trong tin cong ngap lut géi RREQ
tai Hinh 1.2, gbi yéu cau tuyén RREQ
dugc nut tan cong N6 phat quang ba qua
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mirc, lam tran ngdp luu luong khong can
thiét t6i cac nat khac trong mang. Céc nit
trong mang lién tuc nhan goi RREQ gay
ra hao phi tai nguyén, tang phu tai dinh
tuyén tham chi tic nghén. Ngap lut goi
RREQ gay tac hai nghiém trong tdi toan
bd cac nat trong mang, thay vi chi danh
huong toi nut lang giéng nhu ngap lut
g01 HELLO hodc chi anh hudng nit trén
tuyén nhu trong ngap lut goi DATA.

2. Mot s6 nghién ctru lién quan dén
tin cong ngap lut

Mot sb nghién ctru di dugc cong bd
nham phat hién tin cong ngap lut. Cac giai
phap nay chi1 yéu dira vao tan suat phat goi
RREQ (s6 luong goi RREQ trén mot don
vi thoi gian) dé phat hién tin cong. Mot
nat thuc hién phat goi RREQ qua nhiéu s&
duoc cho 1a doc hai, néu vuot qua gia tri
ngudng. Han ché ctia cac giai phép 13, néu
nut doc hai phat goi v6i tan suat thap hon
ngudng thi no s€ tranh dugc bi phat hién.
Han ché nay duoc khic phuc bang cac giai
phép dua trén linh vyuc khai pha dir li¢u.

Céc giai phap dua ra nham chéng tin
cong ngap lut ¢6 hai huong chinh la phat
hién va ngan chédn. Giai phap theo hudng
phat hién tdn cong c6 vu diém 1a chi phi
thap, dé thuc hién, nhung dem lai hiéu
qua an ninh khéng cao; nguoc lai, giai
phap theo hudng ngin chin tin cong co
kha ning an ninh rat cao, nhung c6 nhuoc
diém 1a chi phi dinh tuyén 16n.

3. Két qua mo phong

Phan nay trinh bay vé sir dung hé
NS-2.35 dé mé phong tan cong ngap lut
trong giao thirce AODV va AOMDV. Céc
thong s6 mo phong dugc tong hop & Bang
3.1, trong d6 s nat tham gia mo6 phong
14 100 nit, cac nat ¢d dinh trén mo hinh
ludi, voi ving moé phong 2000x2000m
va thoi gian mo6 phong 1a 200 s véi 1 nit
tan cong.
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Bdng 3.1 Chi tiét tham s6 mé phéng

Tham s6 Gia tri
S6 nat tham gia mo phong| 100 nut
Nt tan cong 1 nut
Vung mo phong 2000x2000m
Thoi gian mo phdng 200s
Topo mang Grid
Dang truyén thong CBR
S6 nguon phat 20 ngudn phat
Kich thudc goi tin 512 bytes

Bing 3.2 Két qua md phong tac hai tn cong ngip lut 1én giao thirc AODV va AOMDV

Tan suit tan cong (gbi/gidy) Normal 10 20 30 50
S6 géi tin bj hity (g6i) AODV 187 149 491 4366 4771
’ AOMDV| 194 311 606 1204 1951
Géi dinh tuyén (géi) AODV | 3337 | 202613 | 416628 | 812752 |1011724
’ AOMDV | 22205 | 222315 | 422337 | 587065 | 650061

Hinh 3.1 Két quaz md phéng tin cong
ngap lut trén NS 2.35

Hinh 3.1 mo ta qua trinh tan cong
ngdp lut st dung cong cu NS 2.35, cac
niit duoc cb dinh trén md hinh ludi, mdi
nit cach nhau 150 m, nat dau tién & vi tri
250x250. Cac nut gui duogc cai dat & cac
diy hang dau va nut nhan ¢ hang cudi,
sao cho qué trinh giri tin di qua nhiéu nat
trung gian. Nat tan cong 13 nit 50 & hang
giira nham muc dich danh gia tac hai khi
ngap lut 16n nhit cho mang.

Hinh 3.2 S6 g6i tin bi mat
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Hinh 3.2 cho thay s goi tin bi hily khi
nat doc hai phat tin cong. Khi tan suit tin
cong goi RREQ tr 0 toi 20 thi giao thue
AODV it bi anh huéng hon AOMDYV,
nhung khi tan sudt goi cao trén 20 goi thi
giao thtc AODV bi anh hudng manh vi
co ché don duong.
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Hinh 3.3 S6 g6i dinh tuyén
Hinh 3.3 mo ta s6 goi dinh tuyén trong

thoi gian 200 gidy mo phong véi 1 nat doc
hai va khi tan suat tan cong g6éi RREQ

Ky thuéat — Céng nghé

tang thi hi¢u ndng mang bi anh hugng lén
d6i voi giao thitc AODV, con giao thirc
AOMDYV chiu anh huéng it hon.

4. Két luan

Bai bao nghién citru tdn cong ngip
lut va cai dat tin cong ngap lut trong hai
giao thirc dinh tuyén AODV va AOMDV.
Nhom tac gia thdy rang, giao thic AODV
bi anh hudng nhiéu hon so véi giao thirc
AOMDYV, véi tin suét goi tin phat trén 20
6i thi ¢6 sy dot bién. Diéu nay xay ra
do sb goi xir Iy tang dan toi ngudng tic
nghén. Tuong lai nhom tac gia s& cai tién
va cai dit giao thirc an ninh phong chdng
tan cong ngap lut..
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