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NGHIEN CUU PHAT TRIEN CHU KY PIEN TU
DUA TREN HE MAT MA HOA KHOA CONG KHAI RSA

TS. Lé Xudn Trieong’
Nguyén Van Truong’

TOM TAT

Chit ky 50 la mét hinh thirc duge dimg dé dinh danh ngieoi dimg trong cde giao
dich dién tir hién nav. Quy trinh xdy dung chit ky 56 thuong dwa vio edc thudt todn DSA,
ma phé bién nhdt la hé mar md khoa cong khai RSA. D¢ bao mdt cua RSA dua vao do
kho khi phan tich mét s6 nguyén dicong lom thanh tich cde thira s6 nguyén t6 va thucng
duwgc gan lién vai cde phép tinh Ity thira modulo véi cdc sé nguyén iém ti 1 024 dén 2048
bit. Trong bai bdo nay sé gzoz thiéu phm)'ng phdp thao tdc tinh todn véi sé nguyén lom,
nguyén tic chon e, d. n dé giam thiéu thoi gian thire thi. Bén canh do, Bai bdo mé ta mo
hinh, quy trinh hoat déng ciia 2 chudn chit ky s6 PKCS#Iv1.5 va RSA-PSS, gidi thidu
cong nghé Sharepoint dé quan Iy thu thip chir ky s6.

Tir khéa: M3 hoéa, thudt todn RSA, Montgomery, 10y thira modulo, PKCS#1v1.5,
RSA-PSS, thu thap chit ky s6 trong sharepoint.

ABSTRACT

Nowadays in electronic transactions, the digital signature is a form to identify
users. Construction processes of digital signature are usually based on algorithm DSA, of
which the most popular is the RSA public key cryptography. The security of RSA bases on
the difficulty when analyzing a large positive integer which generates prime factors and
normally associates with the modular power exponentiation with large integer numbers
from 1024 to 2048 bits. This paper will introduce methods to calculate large integer, the
principle of selecting e, d, n to minimize execution time. Besides, the paper describes the
model, the process of operation of 2 digital signature standard PKCS # 1v1.5 and RS4-
PSS, as well as the Sharepoint technologies to manage digital signature collection.

Keywords: Crytography, RSA Algorithm, Montgomery, modular exponentiation,
PKCS#1v1.5, RSA-PSS, Collect Signature SharePoint.

1. GIOI THIEU

Cung v6i sy phat trién nhanh chong
clia cong nghé thong tin, hiu hét cac giao
dich, cac van ban tai liéu duge hau trir va
truyén qua mang. Néu ta sir dung hinh thire
chit ky truyén théng nhu trén s& ndy sinh
ra nhiéu van dé: c¢6 thé ¢ nhiing thong tin
gian 14n xut phat tir bén giri hay bén nhan,
théng tin bi stra doi trong qué trinh truyén

di. ngudi gl phi nhan nhimg théng tin gay
bat 1oi cho minh, thong tin bi ro ri,... Do d6
dat ra yéu ciu la théng tin duge truyén toan
ven, va xdc minh duge thdng tin ngudi g
Mét trong nhitng giai phap dugc Gng dung
dé giai quyét van dé nay 1a chit ky dién tur
ma hinh thirc pho bién ciia n6 1a chir ky so.
Churky s& cho phép ky tai lidu, van ban
vi gom tit ca cic tinh ndng clia chit ky tay:

' Phé tricemg khoa, Khoa Céng rnghé thing tin, Truomg Dai hpe Mé TEHCM.
! Sinh vién Khoa Céng nghé thong tin, Truong Dai hoc Mo TPHCM.
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Kha ning xac minh

Chéng gia mao

Khéng thé str dung lai

Khéng thé thay dbi

Chéng chdi bo

Phirong phap nghién ciru:

Tim hidu mé hinh hoat déng chit
ky s0: phuong phap tao, cach thire
chimg thue, quan |y chit ky so trong
thue té,...

Tim hiéu va nghién ciru cac md hinh,
chuan chir ky so Uing dung, tich hop
trong cac ung dung ching thuc:
PKCS#1v1.5, RSA-PSS.

Nghién ctru thudt gidi RSA: quy trinh
hoat déng, phuong phép tao khoa. d6
bao mét va img dung RSA véi chit
ky so....

Nghién ctru phat trién thuat todn RSA
vgi g dung s6 nguyén lon.

» Tim kiém va phan tich cac thuft giai gin
lién v&i RSA khi tao chir ky s6: MD5,
SHA, Miller-Rabin, Euclid, Euclid
m& rong, Fermat, Chinese-Remainder,
modular exponentiation,...

+ Tim hiéu phuong phap tao va xac
nhéin chit ky trong céc loai file: word,
excel, pdf, open office,...

» Nghién clru xay dung ung dung gia
lap chung chi sb voi thuat toan tinh
sb nguyén lon.

2. COSO LY THUYET

2.1. Chir ky sb

Chir ky sb (Digital signature) 1a mét
tap con cda chit ky dién ti, la md hinh s
dung cic ky thuit mat ma dé gan véi médi
ngudi s dung mot cap khéa cong khai - bi
mat va qua d6 c6 thé ky cac van ban dién
tr cing nhu trao ddi céc théng tin mat.
Khoa cong khai thuong duec phan phéi
thong qua ching thue khoa cong khai.

Hinh 2.1. So' dé cich tao chiv ky dién tir

¥

|_Bantinrsdaky |

F-}Bfui tin dien i
+ Khoa bi mat go

Hhm bi’un 5 chia ngudi gir

\

B t6m tuge = Mahoa >

_ Chu ky ;O(CKS) -

L+ Gén CKS vao ban tin dien ti >

“ﬁ_ Caky EHEE

Gini di
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Hinh 2.2. So' d6 xdc nhén chir ky s6

L

T Bintindaky -
2

€ o

__TaEII E-an tin va_CKSv,

Khéa cong khai
cla ngudi gii lCKS) -

fr;_-;'_Gié_j_ }nﬁ dugg’),_
himg -

.

Khong ditng nguwin g

Phuong thirc hoat dong cua chir ky
sO bao goém 3 thudt toan sau:

» Thuit toan tao khoa: khai tao mot
cip bao gdbm khéa cong khai va khoa
bi mét

+ Thuat todn ky sb: sir dung thuéat toan
bam dé bam taj liéu s& ky dién tir thanh
tai liéu rat gon (message digest), sau
do ding khoa bi mat dé ky dién ti lén
tan liéu.

« Thuat toan kiém tra chit kv s6: khoa
cong khai cia ngudi ky duge dung
dé giai ma chit ky thanh mot thong
diép, gia tri nay dugc so sadnh véi gia
tri bam cua tai liéu dé xdc dinh tinh
hop 1€ cua chir ky.

2.2. Ham bam

Dinh nghia: Ham bam H nhdn dau
vao la mot thong tin X va diu ra 1a mot
chudi c6 d9 dai cb dinh. Chudi nay duoc
goi 1a ban thong tin tom luge (message
digest) cua thong tin X, va kich thudce cua
chudi tiry thude vao ham bam sir dung

" Ban tin dién ti o=
<_Ham bam >

_ Diing nguwdigei ¥ Ehing
‘Ban tém luge 2~——--"Giong nhau Y- :1:=|_'

(g mhen l Bdn tin b thay d6i

Ban tin la toén ven

Tinh chit ciia ham bim:

» Déu vao 1a mét chudi bat ky va sinh
ra 1la mét chuoi ¢6 do dai ¢6 dinh .

+ Laham mot chiéu.

« (o tinh phi dung do cao: tirc 1a rét kho
dé tim ra H(X) = H(X’) véi X # X'.
Mot s loai ham biam: MD5(128

bits), SHA1(160 bits), SHA2

« MD5(*abcd”) = E2FC714C4727EE9

395F324CD2ETF331F

» SHA1(*abcd”)=81 FESBFEB7576C3
ECB22426F8ES57847382917ACE

Hién nay. viéc xdc dinh loai ham
bam phi hop két hop véi RSA ciing vo
cung quan trong. D3 tr 1au MD5 da khong
con duge phat trién trong cac img dung
chir ky sb. Trong khi d6 SHA1 13 dang
ham bam dugce su dung rong rii nhét hién
nay, duge hd tro béi hau hét cac tng dung:
Microsoft Office 2007, Adobe Acrobat
professional,...
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2.3. Thuat toan RSA
Hinh 2.3. Quy trinh heat dgng trong RSA

AtaochBky -—» DoRetancl

Ading
private key dé
tao chi ky

So lwge vé RSA:

* Chon 2 s6 nguyén td p va q sao cho
kich thudce tinh theo bits gin tuong
duong voi n = p*q (|nl 1a chiéu dai
cta gia tri khoa cén tao), p#q.

* Tinh @(n) = (p-1}(q-1).

*» Chon ¢, sao cho | < e < @(n), va
ged(e, o(n))=1.

« Tinh toan gia tri d thoa mén biéu thire
dong du: ed = | (mod @(n)).[2]

* PO bdo mat cia RSA 1a viée tinh
duge p.q tu n. Tuy nhién viéc phan
tich s6 n ra p.q theo phuong phap
va hé théng may tinh hién nay co
thé mat ca hang tram nam voi n di
lém. Do do &0 bao mat cda thuat toan
duge dam bao.

RSA ding trong mi hoa dir liéu:

+ Quy tic md hoa: ¢ = RsaPublic(m) =
m*modn, | <m <n-1.

+ Quy tic giai ma: m = RsaPrivate(c) =
¢! mod n.[2]

Trong d6 ¢: dit liéu d3 ma hoa, m: dir
liéu ban dau

RSA diing trong chir ky s6:

+ Chit ky: s = RsaPrivate(m) = m® mod
n, 1 <m<n-1.
+ Xac nhén: v = RsaPublic(s) = s* mod

n.[2]
Trong d6 s: la chir ky, m: vdn ban
cin ky

Ding public key
cliaA dé xic
nhan chi¥ ky

3. CAITIEN RSA PE UNG DUNG
VOT SO NGUYEN LON

Piéu quan trong nhit dé dam bao do
bao mat chit ky sé ung dung trong thuc
té 1a chudi ky ma (chudi ky sé dinh danh
ngudi dung) phai Ién véi d9 dai tr hang
ngan bit trd [én. Tuy nhién viéc ma hoa va
thao tac tinh toan trén sd nguyén lén véi
cac giai thuat thong thuong thi thoi gian
thuc thi dé tao khéa bi mdt va chit ky 6 1a
rat lon. Duéi day 13 cac nguyén tic va gidi
thuat quan trong dé tang toc do tmh toan
56 16m va d6 bao mat cho chir ky sé:

Nguyén tic chon ngiu nhién 2 sb
nguyén to lom p, q:

» Tao ngu nhién p dam bao p 1a 56 1& va

Ipl =5
* Tao ngiu nhién q dam bao q 1a sd 1é va
q=b-2
2

~ Trong do b 14 chiéu dai khoa cén tao,
ki€ém tra tinh nguyén t6 cia p, q dung giai
thuadt Miller-Rabin.|[2]

Trong h¢ mat ma RSA, d6 bao mat
cta thudt toan la dua trén viée tinh toan sé
lon v n=p*q. Viéc chon 2 56 nguyen to
P, q néu dung giai thuat kiém tra sé nguyén
td thong thuong s¢ khéng déap ing duoc
yéu cau vé thoi gian thue thi.

Giai thuit:

Ma gia:
while not Prime(p) do,
p=pt2
return p
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Trong truong hop:

+ Néu p = q. tang p [én 2 va thuc hién
lai doan ma trén.

« Néunhu p<q, hoan ddi p va q (néu sir
dung dinh 1y sd du trung quoc)

Giai thuit Miller-Rabin trich tir

Wikipedia:
béau vao: n > 3, k va a xac dinh
xac suat chinh xdac coa thuﬁt gidi

Dau ra; composite: n khong la sd nguy: én
18, probably prime: n 12 sb gia nguyén té.

M3 gia:

Loop: repeat k times:
x «— a”d mod n
repeat s — 1 times:

X « x"2 modn

return composite

return probably prime

pick a random integer a in the range [2. n — 2]

ifx=1orx=n— 1 then do next Loop

if x = | then return composite

if x = n — 1 then do next Loop

. . . k
X4c suat dé n nguyén 16 1a; (1 - (%] );
vol k 1a s6 1an thue thi, [2]).

Ngoal ra ¢con ¢6 mot 5O giai thuat
kiém tra sé nguyén t6 khac nhu giai thuat
Fermat. giai thudt Solovay—Strassen. Tuy
nhién cic giai thudt nay toc dd thuc thi
chdm nén khéng con ding nita.

Nguyén tic chon e:

Cong thirc nguyén thiy chon e trong
RSA: 1 < e < ¢(n), va ged(e, e(m) = 1.
Tuy nhién do gid tri cta ¢(n) twong doi lon
(khoang vai ngan bits) nén toc do tinh toan
tuong déi cham.

Dé ting toc d6 thuc thi ta chon e theo
cong thirc Fermat ftx) =2+ 1. duoc goi
1a 50 nguyen t6 Fermat. 2]

« Do o(n) = (p-1)(g-1) nén thay vi
kiém tra ged(e, @(n)) = 1 ta kiém tra
ged(e.p-1) =1 va ged(e,g-1) = 1. Vi
kich thudc (p-1) va (q-1) chi bang
mot nira, (n) nén toc do sé giam di
dang ké.

+ Khie > 2 dékiém tra ged(p-1.e) = 1,
ta d¢ dang sir dung cong thitre (p mod
¢y!=1.

Giai thuat:

Piu vao: 2 sé nguyén té p. q.
Dau ra: e thoa man 1 < e < @(n), va
ged(e, o(n)) = 1.
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Mi gia:
setx =0
do then
e=2"+1

x=x+1

while true

return{e).

if (p mod ¢) =1 and (g mod ¢) != 1 then break

Nguyén tic tinh d:

bé tinh gia tri d trong hé mit ma
RSAed=1(mod o(n)) cé nhiéu giai thuat
thuong dung nhét 14 hé thire Bezout va
-Euclid m& rong. Tuy nhién h¢ thic Bezout
chi phil hop trong tinh todn bang tay véi
cdc gid tri nho. Trong khi dé giai thuat
Euclid mé rong img dung trong tinh toan
biéu thirc ax + by = ged(a, b) bing cich
dung théin cdc gia tri phu, lai phu hgp véi
viée tinh todn vai s6 1on.[2]

Coéng thue tinh d trong RSA: d = ¢!
mod ¢(n), tuong duong de + kp(n) = 1. Vi
ed=1(mod @(n)) théoa man véid =d + ke(n)
véike Z vaged(e, (n)) = 1, dudi day 1a giai
thudt sira doi tir Euclid mé rong dé dam
bao d > (:

Gidi thujt:

Diu vao: 2 gid tri e, o(n).

Paura: d=e’ mod ¢(n), d > 0.

Ma gia:
seta=-¢e, b= ¢(n)
setx2=1.x1=0
while b > 0. do

q = floor(a/b), r=a - gqb, x = x2 - gx1.

a=b,b=r, x2=xl.xl =x.
set X = x2.

if x <0then set x =x +b;
setd =x

and return(d)

Ung dung dinh Iy s6 dw Trung
Quodc trudng hgp dic biét va cong thire
Garner:

Pé tao chir ky, ta dung private key la
cap (n.d) cong thire:

s = RsaPrivate(m) = m? mod n

Cac gia tri khda dugc tinh trude:
-1
dp = (&) mod (p-1)
1

dQ= @) mod (q-1)

]
glnv = @) mod p
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Cdng thire tinh chit ky s:
© 5= m® mod p
* 5,=m*“mod q
* h =glnv.(s -s.))mod p
. § = 52+h.q

private key s& goém 5 gia tri 1a (p. g,
dP, dQ, ginv). 2]

Khi dung dinh Iy sé du Trung Quéc
vao trong RSA, thi cac gia tri dP, dQ va
qlnv dugce tinh trude nén gidm dang ké
thoi gian khi tao chit ky. Viée thuc hién
tinh toan trén ham mi sé tang theo hé sb k
mi 3 (k la sO bits cua gia tri mod), do do
vigc thuc hién phép toan mod trén p va g
s& hi¢u qua hon nhiéu khi ding mod n vi p
va g chi co kich thudc gin bing mét mra n.
Do do6, toan bd chi phi thoi gian tinh toan

trén p va q tiét kiém 1a khoang: /, (.-E)—;a
S s M

Cac cong thirc trén dugc phat trién
dua vao co so0 cua 2 dinh [¥: truong hop

dac biét cia dinh 1y s du Trung Qubc.
dinh 1y Euler va cong thirc Garner dé xay
dung cong thirc chia nho khéa bi mét, tang
tdc do thue thi khi tao chir ky s6.[2]

4. SO SANH PKCS#1V1.5 VA
RSA-PSS

Cac chudn chit sd duge phong thi
nghiém RSA Data Security Inc phét trién.
N6 dua vao cac ciu tric ASN.1 va thiét ké
cho phu hgp vdi chimg thu X.509, cac tiéu
chuan nay do ANSI thiét k&, theo d6 dr
liéu duoe chia thanh timg khdi nhé nhit Ja
8 bit (octet), dé ting cudmg do bao mét cua
dir liéu khi ma hoa hoac chit ky sb.

Hi¢n nay da phan cac h¢ thong
ing dung chit ky s6 déu su dung chuan
PKCS#1v1.5. Tuy nhién chuian nay vin
¢on ton tai nhing diém yéu va cé thé bi
tan cong. Trong khi do RSA-PSS 1a mot
chudn chit ky méi da khoa 1ip cac diém
yéu cia PKCS#1v1.5 théng qua tinh ning
dong khi tao chiy ky.

Hinh 4.1. So d6 hoat déng chuin chir ky PKCS#1v1.5

M

l

Padding

~ASN.1

H(M)

Chudn chit ky PKCS#1v1.5 vin dugc
xem la an toan khi ap dung dé tao chit ky
s&. Tuy nhién, Nhimng diém yéu bj tin cong
thuong 14 do trong qua trinh trién khai thuc
thi PKCS#1v1.5 khong dap ung dugc cdc
yéu ciu vé do bao mat, mot nguyén nhan
khéc1a déntirmd hinh thiétké PKCS#1v1.5

khong dap ting yéu cau dong. Hai hinh
thic tdn cong vao PKCS#1v1.5 dién hinh
la T4n cong Bleichenbacher (2006) ciia
nha mit md hoc Deniel Bleichenbacher
va Tan cong bing phuwong phap giy 15i
(2006) nha mat ma hoc Eric Brier cung cdac
cOng su.
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Hinh 4.2, So d6 hoat déng

chuin chir ky RSA-PSS

M

Padding

ASN.1 | HM)

Padding salt

maskedDB

Chuin chir ky RSA-PSS thay vi chi
bam rdi tao chir k¥ thi gid tri ham bim
phai trai qua mét quy trinh ky mé trude
khi thye su tao chir ky. Chuén RSA-PSS
dugc phat minh bai hai nha khoa hoc 13
Mihir Bellare va Phillip Rogaway. Do
tinh ngdu nhién trong RSA-PSS, nhirng
ké tdn cong khong thé biét trude dir liéu
sé duge ky mi nhu thé nao. Do d6 din
toi hoan toan thit bai trong tin céng
bang cach gdy 16i hé thong, théng ké hay
thir sai. [6]

5.HIEN THU'C UNG DUNG
5.1. Phuong phap tinh toan s 16n
* Biéu dién s nguyén lén:

Hau hét cac hé mat ma bét déi ximg
déu yéu cau sir dung cac sb nguyén 1én co
sO bit tir 1024 bit tré 1én dé dap rng d) bao
mat. Do dé viéc xay dung mot kiéu dit liéu
[on, hd trg cac phép todn nhu s6 nguyén
thong thudng la can thiét.

Trong thuc t& cic sd nguyén dugc
bitu dién theo phuong trinh da thire sau:

= K k-1 |
n=ab*+ta b+ .. t+abta

trong do. b dai dién cho hé s0b>=2,
va gia tri don vi a thudc khoéng gian (0 <=
a<=b-1.[8]

n=ab +a b+ . tab +a
m=c¢b +c b+ . +cbtc,

n+m=(a +c)b"+(a_ +c b+

Trong ngdn nglt lap trinh, mdt mang
cac byte lién tiép dung dé dai dién gia tri
cho sb nguyén 16n, mét phan t cia mang
chinh la gia tri don vi cua s6 nguyén 1on.

Quy trinh tinh toan sd nguyén lén
chinh 1a viéc thao tac giira cdc da thic
v(i nhau:

Ha, beb (a4 o)

Giai thuit cyng voi b =28 ;
Dau vao: 2 gia tri nguyén 1om bil, bi2
Diu ra: result = bil + bi2
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Ma gia:
set carry =0,1=0
while i < len, do

begin

carry = sum >> 8
result[i] = sum
i=i+1;

end

return (result)

sum = bil[i] + bi2 + carry

* Phwong phap tinh lily thira modulo:

Lay thira modulo 1& mdt trong nhimng
phép toan quan trong nhét trong cdc hé
théng ma héa. Viéc tdi uu viée tinh toan
phép tinh nay phu thude véao rit nhidu yéu
td nhu kich thuéce thong sé diu vao, mirc
¢ hoat ddng ctia phan mém, phan cimg va
cac thudt toan trong toan hoc.

Ba thuat giai c6 thé dwoc tng dung
dé giai quyét cac phép todn modulo trén
sd nguyén lon 14 thuat giai Clasical, Barret
va Montgomery. Tuy nhién thuit gai
Montgomery dugc xem la phuong phép tinh
phép nhan modulo hiéu qua nhét nhér viée
tranh cac phép tinh chia khi tinh modulo. [9]

Y tudng co ban clia thudt giai khi tinh
toan z= x.y mod m la chuyén ddi x, y sang
mién gia trj Montgomery. Trong mién gia
tri Montgomery cac phép tinh nhan modulo
duge thue thi nhanh hon nhiéu so véi vung
gid tri ban ddu. Do do, dbi voi viée tinh
toan Hiy thira modulo gdm mét tip hop cac
phép nhan modulo dugc thuc hién, chi phi
tinh toan s& giam hon rét nhiéu. Dic biét
cac phép nhan modulo Montgomery-rat dé
tinh toan trong hé nhi phin véi cac phuong
phép day n bit qua trdi hoac qua phai.

Dinh ly Montgomery:

« Cho2gidtri x,vand 0 <x,y<m

* Viung gia tri  Montgomery:
X = xR mod m, ¥ = yR mod m.

* Phép tinh nhin modulo Montgomery:
7 =%yR" mod m = xR(yR)R"' mod m
= xvR mod m.

« Két qua gia tri tra vé trong ving
Montgomery dugc dinh nghia bai
ham MP(x.§).

« Két qua: z = ZR" mod m = (zR)R"
mod m.

» Gid tri domain cua x c6 thé duoe tinh
bing MP(k. R? mod m). Vi MP(x, R?}
= (xRR)/R {mod m) = xR {mod m).

« Két quaz=x*y mod m dugc tinh bang
MP(z. 1). ViMP(Z 1) = MP(zR, 1) =
(zR)/R {mod m) = z (mod m). [10]
Thuit giai tinh toan ham

MP(x,y) (trich t&r handbook of applied
cryptography):

Gid tr] a trd vé cua ham MP sé& duoc
cOng vai bdi s cua m, viéc thue hién phép
tinh dién ra trén tirng gi4 tri don vi u, cua
s& nguyén I6n khi biéu dién trong hé sd b.

Piu vao: so nguyén duong m = (m_
1 'mOmI)h,X =(X"_| o 'xOx!)bAy =(}'HA| o 'yoyl)h
vdi x>=0, m > y, R = b" thoa méin gcd(m,b)
=1,m"=-m" modb. [2]

bdu ra: xyR!' mod m
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Ma gia:
seta=10
for i from 0 to n-1do

begin

end
if a >=m then a = a-m

return {(a)

u=(a +xy)m modb

a =(a+xy+um)/b

Thuit gidi tinh liy thira modutoe: 1a

sur két hop cua phép nhdn modulo va phép

duyét Iiiv thira theo co s6 2 (nhi phan) tir
trai qua phai e = (ee ...€.¢ ), [2]

Ma gia:

for1int downto 0

X = MP(x, R? mod m), d = MP(1, R* mod m)

a=MP(4, 3)

if e =1 then a = MP(&, x)
a=MP(a, 1)
return{a)

5.2. M6 phéng @ng dung cip phat
ching thw 50

Day la ing dung mé phong qua trinh
cép phat chimg thu s6 cla cac t6 chirc o
phép nhan, dugc cip phep cua B Thong
tin va Truyén thong. Ung dung duge phat

trién trén platform window form dugc tich
hop v&i hé thong cac thudt todn RSA va
SHAT1, vdi cac chtre nang thu thip thong
tin khach hang, kich thudc khéa, tao va
quan ly chung thu sé trong co s dir liéu
SQL Server.

Hinh 5.1. Quy trinh cap phat chiing thw sb

‘ Tiép nhén thong [ Xay dung

Tao chilng
| tin tao khoa { dir liéu khéa

thur 56

LJ Cép nhét co

Tao chirng thur
sb hoan thanh

Ky ti ligu voi
chimg thir sb

s@ dit lidu

Céc chirng thu sb dugc tao thanh file.
pl2 dung duoc cai truc tiép vao trong win-
down hay luu trir trong smart card hodc

USB Token dé tao chit ky sd trong céc (mg
dung: Microsoft office, Adobe Acrobat
Professional, Open Office,...


Pham Ngoc Huyen
Textbox

Pham Ngoc Huyen
Textbox
46

Pham Ngoc Huyen
Textbox
    TẠP CHÍ KHOA HỌC TRƯỜNG ĐẠI HỌC MỞ TP.HCM - SỐ 8 (1) 2013


TAP CHi KHOA HOC TRUONG DAI HOC MO TP.HCM - SO 8 (1) 2013 47

Hinh 5.2. Chitng thir s6 dwoc xiy dung v&i khoa 2048 bits trong co s dit liéu

-
Name

{3} 10e000000b00O00RO00CIF00000F001 pl 2
[ 10004000b00000000000900000£002.p12
(% 10600 4000bO00020000000900000F003.p12
[ 10e00d000b000020000000300000004.p12
[ 10e004000b000C20000000900000F205.p12
{2} 100000060000 20000000900000£006.p12
(8} 1000 d0OOBOOC0AD000OGOIV0000FONT . p1 2

Drate modified

4/20/2012 7:19 PM
472072012 7:19 PM
2/11/20121:18 PM
2/1372012 2:40 PM
2/13/2012 2:40 PM
2/13/2012 543 PM
472042012 7119 PM

Type Size

Personal information Exchange 4 KB
Personal Information Exchange 4KB
Personal Information Exchange 4 KB
Personal Information Exchange 4 KB
Personal Informaticn Exchange 4 KB
Personal Information Exchange 4 KB
Personal Information Exchange 4 K8

Hinh 5.3. File chiimg thir s6 tao ra tir img dung

SOHD D Chirng ChiS

Butge ky bdi:
Db Quoc ia;

1 "} 10200d0000000050000000900000 001
2 " 10e004000b00000C000009T0000 002
3 HDO3  10e000000b0000A0000000900000003
4 HDOA  10e004000B0000a0000000900000 04
5  HDO5  1De00d000RO000S00000D0S00C00FO05
6  HDOS  10e00d000b0000a0G000D09C0000D0E
7 HDOB  10s00d000LI000A000COG000000I00T

PublicKey

3081689023181 000C014E9EBT147683A4BCEFBZDFSFBEDE4. .
308189028181 00£AB503EBA4F 1 7TDB 18FF 995080351 76A838...
3081880281810 22DEBEGIIFCICA44291CA9047BIFISLED. .
308189028181008E6316EAZ4F 1 383E743E 1 CFDOBU2B7BAGA.. ..
308189028181 00AE TEADEFG4C129D67 I6F7OEFCFAGDFIDDD. ..
3081894628181008439FB9FB3IEBDE2387 4 C7 0FDD164232503...
30818902818100A8119CED43ESASZCB2CTAEDAB301FCFAETH. ..

Hinh 5.4. Chir k¥ s6 trong Adobe Acrobat Professional

r\:ﬁu &n Van Trrang
inh/TP: HS Chi Mlnh

Tran Nhau Tan, C.u Quan;
thdng tin, Tén: Mguyen V.

« Phon

uyéin; QlO ©ja chi: 100
Khaa cong nghé
9 Eman

'rruongnguyenlﬁ-ln@ mall.

da: Demo ky fite Pl
Llen h&: 9 o Van Tan Ci
‘Thai glan: 30,”05/2012 US 1? 5

5.3. Collect Signature workflow
SharePoint

Thuc hién thu thap chit ky sb tur dong
dung cong nghé sharepoint: day 1a mét cong
nghé mai cia Microsoft, hé trg kha nang quan
ly va thu thap chir ky tir ddng trén cac loai tai
liéu Microsoft Office nhu word, excel,. ..

Collect Signature Workflow trong
Sharepoint quan ly va theo do1 ty dong

tit ca tién trinh cta ting c4 nhan nhu
thong tin nguoi di ky, thoi gian ky, trang
thai thu thip chir ky. Collect Signature
workflow cho phép tuy chinh danh sach
ngudi ky tai ligu, viée thu thap chir ky la
dong thai hodc theo thir tw ngudi ky trong
danh sach. Piéu nay dic biét ¢ ich trong
truong hop tai liéu ¢in chir ky cua nhiéu
cip, phong ban.
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Hinh 5.5. So' 46 hoat déng Collect Signature workflow trong Sharepoint

workflow bit ddu
trén mdl tai lidu

workflow gan cong viée va
20 mail tdi timg ngudi ky

A nhdn email théng bao
vé viéc ky tai lidu

B nhin email thong bao
ve vic ky tii liéu

A mé tai ligu tir email
va thye hign ky s0

B mé tai lidu (I email
va thue hién ky sd

Dé hoan thanh
v xac nhén théng tin k¥,
A thye hién mdl trong cic
thy chon:
+ Xac nhin ky
+ Uy nhiém viéc ky cho

D¢ hoan thanh
va xac nhén théng tin ky.
B thue hign mot trong cac
tay chon:
* Xdc nhdn ky
+ Uy nhiém viée kv cho

ngudi khac ngudi khac

Warkflow két thic

sach nhitng ngudi ky tai lidu, khoi dong
workflow. Workflow bit dau tu dong thuc
hién thu thap chir ky tu dong.

Tién trinh ciia Collect Signature
workflow:

« Bit diu workflow: Tai tai li¢u lén
SharePoint Server site, c¢fp nhat danh

Hinh 5.6. So' d6 tién trinh bit diu collect signature workflow

Upload tai liéu l&n .
Sharepoint site

r Chon Workflow

¥

Thiét 1ap danh sach
ngudi ky taj ligu

Thiét 13p thong sb thu thip:
* Theo thir 1y
- Bong thon

¥
| Khoi dong Workflow

v

*» Thuc hién ky tai liéu: Email s€ ngudi mé tai liéu cta minh théng qua link
dugc goi t6i timg ngudi tham gia ky, méi  lién két trong Qutlook, ky tai liéu.

Hinh 5.7. So' dd tién trinh nhin va ky tai li¢u

Sharcpeint goi mail
thong bao ky 1ai liéu

Ngudi ding mé
tai ligu qua mail

Sharepoint cap nhit
trang thai ky

—> Thuc hién ky s6
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Trang thai ky cida tai liéu: khi ky cuoa ting ngudi tham gia. Khi tit ¢ chir
workflow dang trong qua trinh hoat ddng, ky da dugce thu thip workflow két thic.
moi ngudi co thé xem thong tin, trang thai

Hinh 5.8. Trang thdi workflow khi bit diu thu thip chir ky

[ Moricliow Informudion
Intintor: DAJRGTMCLruprg Document: Coilect3gnature Test
Startedt 4711720129 25 PR Stalus In Progress

Lasi rup: 4/31/7017 4. 5€ Pe

Workflow viedahzation

(& cper i wize

128% {7

Start custom task process

Currently Assigned Tasks' 2

@
.

Hinh 5.9. Mail yéu ciu thwe hién ky s6 tai lidu.

2% Open this task...

Tasks - This document requires your signature

Sharepcint Signature <truongnguyenl&6l10@&@gmail.com>
weie Wed LLABA/2012 456 PM
truongnoesyen 15 Lo gl . Covy

Task assigned by DAIHOCMO\truong on 4/11/2012.

Due by 1/1/0001
Collect Signatures stoarted by DAIHOCMOZ\ruong on 4112012 4.56 PM
Comment:

To complete this task
1. Review CollectSignaiure Yot
2. Perform the specific acvities required for this tack.

3. e the Open this tesk button to mark the tesk a3 completed. [ you conpot update this ask, you
might not hane sccess to it )

Hinh 5.10. Trang thai workflow két thic thu thip chir ky

" Workiisw Inlormation
Inftimtor DAIHGCHOVruong Dorument: CallecSignmure_Tesl
Started: 4/131/2012 £:55 FM Status: Compleled

Last rer: 4/11/1012 5:45 PM

& - &

DAIHOCHO\ruong  tam
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6. KET QUA PAT PUQC VA

PANH GIA

Hé mat md RSA duoc xem 1a mot
trong nhimg hé DSA phé bién ting dung
cho chir ky sb. Trong bai bao niy da md
ta quy trinh xdy dung md hinh chir ky s6
RSA, v6i cac thudt giai Miller-Rabin dé
kiém tra tinh nguyén td cia sb nguyén t6
l6m p, g; Euclid mé rong, Fermat dé t6i wu
viéc sinh cac gia tri khéa (e. d, n); dinh ly
sé dur Trung Quéc ding chia nhd dir liéu
dé gitip qua trinh tao chit ky nhanh hon,
cling véi doé 1 sur so sanh gitta hai chudn
chir ky PKCS#1v1.5 vd RSA-PSS.

Bén canh d6, bai béo biéu dién hinh
thire t6n tai cda céc gid tri s6 nguyén voi
mét hé sb b bat ky, dé xay dung mét day
cac byte lién tiép nhau dai dién cho gia
tri cla sb nguyén lon. Viée tinh toan trén
s6 nguyén 16n, dac biét [a phép tinh Iy
thira modulo dugc trinh bay qua thuit
giar Montgomery. Cac gid tri X.y,...S€
dugc chuyén qua ving Montgomery dé
thue hién phép nhdn modulo dua vao dich
chuyén n bit gi4 tri trong hé nhj phén.

Bang viéc img dung RSA va SHAI,
bai bio mo ta img dung mé phdng ding
dé tao chimg thu sd, mét loai file dic biét
(.p12 hoic .pfx) dung dé ky sb trén cac
loai tai licu. Pong thei, bai bao gidi thidu
va mo ta quy trinh thu thip chir ky tu dong
bang workflow sharepoint tmg dung trong
co quan, doanh nghiép dé tang hiéu qua
lam viéc.

7. KET LUAN VA TRIEN VONG

Nghién ciru di dua ra nhitng phuong
phap dé hién thuc thuat gidi RSA trén s6
nguyén lén. Qua do ing dung RSA xay
dung chuong trinh cAp phat chung thir s,
thue hién viée ky sd trén file word, excel,
pdf,. ..

Hién nay, nhiéu nudc trén thé gisi
khdng chi trién khai img dung chit ky s6
trén mang mady tinh ma con phat trién chir
ky s rén mang dién thoai di dong dé thuc
hién cac giao dich dién tr. Huong di nay
giup diy nhanh giao dich, don gian hoa
mua sdm truc tuyén va gitp ngudi ding
¢é thé truy cép moi lic, moi noi dé xur Iy
cong viéc.
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