HNUE JOURNAL OF SCIENCE DOI: 10.18173/2354-1059.2019-0010
Natural Sciences 2019, Volume 64, Issue 3, pp. 82-88
This paper is available online at http://stdb.hnue.edu.vn

MAT NA NHAN CHONG TAN CONG DPA LEN AES TREN SMART CARD

Nguyén Thanh Tung' va Tran Ngoc Quy”
Trung tdm Thuc hanh Ki thudt Mdt ma, Hoc vién K7 thugt Mdt ma
Khoa Pién tir Vién thong, Hoc vién K7 thudt Mt ma

Tom tat: Mat na la giai phap hitu hiéu dé chdng tan cong phan tich ning luong vi sai (DPA).
Mt na phai che duoc tat ca gia tri trung gian cua thuat toan khi hoat dong mat ma. Viéc thay
thé mat na day da bang mat na nhan giai quyét duoc van dé dung lugng, thoi gian (nhat 12 vai
nhiing thiét bi c6 tai nguyén han ché). Bai bao trinh bay phuong phap st dung mat na nhan
chéng tin cong DPA cho thuat toan AES trén Smart Card.

Tir khoa: DPA, AES, mit na, gid tri trung gian, Smart Card.

1. Mé dau

Tén cong phan tich nang luong 1a mot loai tan céng kénh ké, khdng xam lan. Ké tan cong
thuc hién khai thac nang lwong cua thiét bi mat ma dé tim ra khda ma. Qua trinh tan cong thuc
hién viéc do va phan tich tiéu thu dién ning khong can chi phi 16n nhung dic biét hiéu qua, cac
thiét bi mat ma khi d6i mat véi tan cong phan tich nang lwong thuong khdng bi hu hai va cac tham
s6 khong bj thay d6i nén rat khé c6 thé nhan biét thiét bi dang bi tin cong [1-3].

Tan coéng phan tich ning lugng vi sai (Diffirence Power Analysis - DPA) tan cong 1én gia tri
trung gian cua thudt toan khi hoat dong mét ma dé tim khoa bi mat. DPA s& thanh c6ng néu gia tri
trung gian ma ké tdn cong thu dugc c6 lién quan v6i ban 1d va khoa cua thuat toan. Ki thuat mit
na sir dung gia tri ngau nhién dé che céc gia tri trung gian nay, lam cho niang luong tiéu thu doc
1ap véi gia tri trung gian cua thiét bi khi hoat dong.

Bai bao “M¢t gidi phdp chong tan cong DPA hiéu qua” [2] da trinh bay so 6 mit na day du
chéng tan cong DPA trén AES. Tuy nhién, so d6 mit na day du can sb luong 16n vé bo nhé va
thoi gian, khong phu hop voi cac thiét bi nhoé nhu Smart Card. Dé giai quyét vin dé nay, bai bao
dé xuét phuong phap mét na nhan bao gom hai loai: mit na nhén thich nghi va mat na nhan don
gian chong tan cong DPA 1én thuat toan AES trén Smart Card, dong thoi danh gia vé tinh an toan
va hiéu nang cua cac lugc dd dé xuit.

2. Noi dung nghién ctru
2.1. Phuong phap mit na chong tin cong DPA Ién thuit toan AES trén Smart Card

AES 12 mot ma khoi, co do dai khoi bang 128 bit va cac df dai khoa bing 128, 192 hay 256 bit,
Vi thiet ke st dung cac phep thay the va hoan vi nén AES co the khang dugc tan cong, tao uu the
ve toc do, dung luong va don gian trong thiét ké va dugc danh gia 1a hé ma manh [4-6]. Smart Card
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thuc thi AES duoc sir dung rong réi trén nhiéu linh vuc nhu an ninh quéc gia, truyén thong, tai
chinh, ngan hang.

Tén cong DPA khai thac ning luong tiéu thy thuc té cua thiét bi mat ma dwa vao gia tri trung
gian ma no xu ly trong qud trinh thuc hién thuat todn mat ma. Du dugc danh gia 1a hé ma manh,
khang duoc cac loai tin cong da biét, nhung AES van khong khang duoc tan cong DPA. Véi
chién lugc thu vét nang lugng tiéu thy, xay dung tap gia tri trung gian gia dinh, phan tich, so sanh
qua d6 khai thac dugc khoa bi mat cua thuat toan, DPA da tham thanh cong khéa cua thuat todn
AES qua 13 vét nang luong [7, 8].

Dé chéng duoc tan cong DPA thi phai lam cho ning luong tiéu thu cua thiét bi doc 1ap véi
gia tri trung gian. Tan cong DPA hoat dong dua trén viéc nang luong tiéu thu cua thiét bi mat ma
phu thudc vao gia tri trung gian v ma né xir li. Khi che gia tri trung gian v véi mat na m (ngau
nhién) thi gia tri trung gian ma ké tan cong thu duoc vy, doc 1ap vai v, vi vy ning luong tiéu thu
clia vy, ciing doc 1ap voi ning lugng tiéu thu cua v. Do vay, ké tan cong khong khai thac chinh xéac
duoc gia tri trung gian “that” cua thuat toan [5].

Tuy theo tirng thuat toan ma c6 thé st dung mat na boolean, mat na arithmetic hay két hop [9].

- Mit na boolean che gia tri v béng gia tri ngau nhién m véi phép tinh: v, =v @ m

Ham boolean c6 dang: f(v @m) = f(v) @ f(m), ham nay co thé d& dang tinh toan, thay ddi gia
tri va g& bé mat na.

- Mit na arithmetic che gia tri v bang gi4 tri ngdu nhién m qua cac phép tinh:

+ Mt na cdng: v, = Vv + m (mod n)

+ Mt na nhan: v, = v x m (mod n)

Mod n theo mod cua thuét todn mat ma.

Yéu cau khi thuc hién mit na gdm:

- Mat na phai dugc tinh trudc;

- Mit na phai che duoc tit ca cac gia tri trung gian cua thuat toan;

- Mat na phai dugc go bo tai dAu ra dé thuat toan hoat dong binh thuong.

Céc phép bién doi cua thut toan AES c6 ca ham Boolean va ham Arithmetic, cic phép
AddRounKeys, MixColumns, ShiftRows 14 cac phép bién ddi tuyén tinh nén dé dang sir dung mat
na Boolean.

Bién d6i SubBytes thyc hién hai phép tinh (phép nghich dao va phép bién déi affine), Hinh 2.
Phép nghich dao 1a phép bién doi phi tuyén (F'(x @ m) # £(x) @ F(m)). Vi vay, viéc thuc hién
mit na cho bién d6i nay s€ kho khan, phurc tap, hon nita an toan cua thudt toan AES ciing phu
thudc nhidu vao phan phi tuyén nay.

2.2. Mit na nhin chong tin cong DPA 1én AES trén Smart Card

Bai bao sir dung tinh chit caa phép nhan nghich déo trén trudng hiru han theo cong thuc:
fixxm) = (x x m)™* = f(x) x *(m) dé dé xuat mat na nhan cho thuat toan AES trén Smart Card.
Bién dbi SubBytes ciia AES duoc thé hién tai Hinh 1.

Inversion i
A Al Affine B
in GF(2°) Transformation f

Hinh 1. Bién doi SubBytes trong AES

y
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~ Khi thyc hién mit na, can phai bién doi phii hgp dé phép nghich dao. Bién doi SubBytes céi
tién duogc thé hién tai Hinh 2.

ifi Affine
Modlf_led Al X - _
Inversion ~| Transformation f
in GF(2%)

A X

A\ 4

B® X

\ 4

Hinh 2. Bién di SubByte cdi tién
2.2.1. Mat na nhan thich nghi
Dé c6 két qua bién doi trong phép Modified Inversion in GF(2°) tai Hinh 2 (tir gia tri A @ X
thanh A @ X), mat na nhan thich nghi sir dung thém gia tri ngau nhién Y, thuat toan nhu sau:
Algorithm 1: Mgt ng nhén thich nghi
INPUT:AD X, X, Y
OUTPUT: Inv(A) + X,

LLAD X) IxY
22 (AP X)xY 1 ® (XxY)
3EXXY /!
4: Atx Y? /@ XxY?
5 (ATxYhH+ (XxYHh IxY
6: (AT D X)
So @ mat na nhan thich nghi dwoc biéu dién tai Hinh 3.
|
® - VY

[e—— X

>
X
<
e x
«— <

AXY O X x Y

Ale X

Hinh 3. So' d6 mdt ng nhan thich nghi
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2.2.2. Mit na nhan don gian
Dé tiép tuc giai quyét van dé dung luong, bai bao dé xuat mat na nhan don gian. Mat na nhan
don gian khéng str dung gié tri ngau nhién Y, thuat toan nhu sau:

Algorithm 2: Mgt ng nhdn don gian cho bién déi SybBytes()

INPUT: A @ X, X
OUTPUT: Inv(A) @ X,

LASD X I x X
22(AD X)xX [ @ (X xX)
3 AxX /Tt

4: At x X*t /P11

5 (ATx XY @1 I x X

6: AT X

So @6 mat na nhan don gian cho SubByte dugc biéu dién tai Hinh 4

X2 AP X X

o

Y
P

Inversion on GF (2 8)

N

[ —P

T

Alpx

Hinh 4. So d6 mdt ng nhdn don gidn

2.3. Van dé an toan va hiéu ning ciia mit na nhan
2.3.1. Van dé an toan

* An toan If thuyét

Su khac nhau gitra mot vong AES chua thuc hién giai phép mat na va vong AES da thuc hién
mat na duoc thé hién ¢ Hinh 5.
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| A | [ aex |
I I
[ ByteSub ] [ Modified ByteSub }

I

| | B o X1 |

| | | Ce X2 |
'
[ MixC olumn ] [ MixColumn ]
' I
I [ vew |
E"EJ" | K ‘ érEH { KEeXaeX3
I [ ox |

Hinh 5. So sanh mgt vong AES

Theo so d6 Hinh 5 thi tir diém khoi dau cua thuat toén t6i diém cudi cua thuat toan (tir A @
X dén E @ X) khong co gia tri trung gian ‘that’ nao xuat hién. Giai phap di bao vé duoc thuat
toan trudc tin cong DPA.

* Két qua thuc nghiém

Thuc thi trén Smart Card Atmega 8515, tién hanh cai dat thuat toan AES-128 binh thuong
(Hinh 6a), AES c6 mat na day da (Hinh 6b), AES c6 mat na nhan thich nghi (Hinh 6c) va AES c6
mat na nhan don gian (Hinh 6d). Cho thuat toan ma hda vai byte khoa bi mat k = 63. Quan sét cho
thay khi khdng thuc thi mat na, vét niang lugng thu dugc c6 dinh nhé cao, qua d6 xac dinh duoc
khoa bi mat cua thuat toan (khoa 63). Khi tan cong DPA 1én cac so d¢6 mat na, qua hinh 6b, 6¢, 6d
khong tim thay dinh nho 1én (tat ca khoa tuong tu nhau). Vi vay tin cong DPA khong tim duoc
khoéa dang cua thuat toan.

Ket qua tan cong DPA, 256 trace tuong quan Ket qua tan cong DPA, 256 trace tuong quan
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a. Tan cong DPA lén AES binh thwong b. Tén cong DPA 1én AES c6 mat ng day dii
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Ket qua tan cong DPA, 256 trace tuong quan Ket qua tan cong DPA, 256 trace tuong quan
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C. T4n cong DPA Ién AES c6 méit na nhin thich nghi  d. Tin céng DPA Ién AES c6 mit na nhin don gidn
Hinh 6. Tan cong DPA 1én AES

2.3.2. So sanh hi¢u ning
Két qua danh gia vé thoi gian va dung lugng nhu sau:
Bdng 1. So sdnh cdc so dé thuc thi mdt ng

N . Thoi gian Bo nh¢ ROM Bo nhe RAM
So db thyc thi i 3’589MHZ N oyten
AES binh thuong 18,1 ms 730 42
AES c6 mit na dy du 78,3 ms 3795 4250
AES c6 mit na nhan thich nghi 58,7 ms 1752 121
AES cb mat na nhan don gian 37,8 ms 1563 118

Theo két qua & Bang 1, so d6 AES ¢6 mit na day du (thuc hién cac bang mat na cho hop thé) [2]
tén 3795 bytes ROM va 4250 bytes RAM. Trong khi dé so d6 AES c6 mat na nhan thich nghi
(voi sy xuat hién cua gia tri Y) ton 1752 bytes ROM va 121 bytes RAM. Dic biét, so d6 AES
thuc hién mat na nhan don gian chi tén 1563 bytes ROM va 118 bytes RAM. Hai so d6 mit na
nhan da giai quyét dugc bai toan vé dung luong va thoi gian khi thuc hién mat na dé chdng tan
cdng DPA cho thuat todn AES trén Smart Card.

3. Két luan

Bai bao trinh bay li thuyet va thuc nghiém phuong phap mat na nhan cho thuat toan AES-128
trén Smart Card. Cac so dd mit na dé xuét che cac gid trj trung gian bang cac gia tri ngau nhién
chéng duoc tan cong DPA 1én thuat toan AES. Mat na nhan thich nghi va mat na nhan don gian
bao dam cé4c yéu cau vé dung luong va thoi gian cho thiét bi nho, tai nguyén han ché nhu Smart Card.
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ABSTRACT
Multiplicative masking resistant to DPA on AES Smart Card implemention

Nguyen Thanh Tung" and Tran Ngoc Quy®

'Department of Practice Cryptography Techniques, Academy of Cryptography Techniques
“Department of Electronics and Telecommunications, Academy of Cryptography Techniques
Mask is an effective solution to countermeasure differential power analysis (DPA). The mask

must cover all intermediate values of the algorithm. Multiplication mask solves the capacity and
time issue (especially for devices with limited resources). The article presents the method of using
multiplication mask resistant DPA attack for AES algorithm on Smart Card.
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