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GIAI PHAP PH(‘)N(; CHONG TAN CONG QUA NGUOI TRUNG GIAN
VAO MANG CUC BQ KHONG DAY

Tran Ngoc Bio, Nguyén Céng Phu
Truong Pai hoc Su pham Tp,HCM

TOM TAT: Ngay nay, mang cuc bé khéng ddy ngdy cang tré nén phé bién, nguoi ding
c6 xu huéng sir dung mang khong ddy, nhat la nhitng ngweoi lam kinh doanh, véi chiéc mdy
tinh xdach tay hodc cdc thiét bi hé tro khong ddy khdc nhw PDA, Mobile phone,..ho ¢é thé ¢ bat
ky noi nao co cung cap dich vu truy cdp khong ddy dé truy cap Internet hodc truy cdp vao hé
théng mang riéng ciia cong ty dé trao doi thong tin gitta cdc mdy tinh trong hé thong mang noi
bo. Tuy nhién, bén canh nhing thudn loi trén, hé thong mang khong day ciing chira dung rdt
nhzeu riii ro va nguy co tan cong cia hacker. Bdo cdo nham trinh bay gidi phdp phong chong
tan cong qua trung gian vao mang khéng ddy. Gidi phdp cé tén goi AMIMA — Against Man-In-
Middle Attack. Hé thong AMIMA cung cdp 3 dich vu dam béo an ninh co ban cho mang khéng
day bao g&m dich vu xac nhdn truy cdp dwa trén nghi thircc xac nhdn mo rong EAP, dich vu
ddm bdo bi mdt va toan ven thong diép thong qua hai [op ky thudt la WEP (Wired Equivalent
Protocol) va IPSec.

Tir khéa: An ninh mang khéng ddy, Mang riéng do, Tan cong qua nguwdi trung gian.

1. GIOI THIEU

Tir khoang dau nim 2000 nhiéu chuyén gia nghién ctru vé an toan théng tin mang khong
day cho thy giao thirc WEP ¢6 nhiéu yéu diém khong dam bao dwoc tinh an toan cua hé thong
trude nguy co tin cong cua hacker [1], [2], [7], [9], [10], [11], [13], [14] . Ngay 24 thang 06
nam 2004, Vién Ky thuat Dién - Dién tor Hoa Ky (IEEE) da chinh thirc thong qua chuan IEEE
802.11i, dic ta vé& cong nghé va giao thirc bao vé an toan thong tin trong hé théng mang khong
day. Chuén 802.11i dugc xdy dung trén co so sir dung phuong phap mi hoa AES thay thé
phuong phap ma hoa RC4 su dung trong WEP [3], [4], [5].Theo du kién ban déu thi khoang
cubi nam 2004 trén thi truong s& bat dau xuat hién thiét bi WLAN (Wireless Local Area
Networks) hd trg chuan 802.11i.

Trong bai bdo nay ching t6i trinh bay mot giai phap phan mém phong chdng tin cong qua
ngudi trung gian nham khic phuc mot s yéu diém trong giao thire WEP. Giai phap co tén goi
la AMIMA - Against Man-In-Middle Attack. Phan con lai cua bai bao duge td chire nhu sau:
Phan 2 trinh bay m6 hinh hé thong AMIMA va qui trinh hoat dong cua hé thong. Phan 3 trinh
bay chi tiét giao thirc x4c nhan va trao d6i khoa. Phan 4 trinh bay qui trinh ma héa va dam bao
tinh toan ven cua thong diép. Phan 5 1a phan két luan.

2. MO HINH HE THONG VA QUI TRINH HOAT PONG

2.1. M6 hinh h¢ thong

Hé thong mang ciia doanh nghiép bao gdm cic may tinh ca nhan (PC), may chi va cac
thiét bi khac... két ndi voi nhau qua hé théng day cap truyén thong va cic may tinh (hay thiét
bi) khong day két ndi vao hé thdng c6 day thong qua Access Point (hinh 1).

Hé théng mang khong day (Wireless LAN) - WLAN sé& bao gom cac méy tinh khong day
két ndi vao hé thong mang c6 day (hodc két ndi voi nhau) thong qua Access Point va AMIMA
(Againts Man-In-Middle Attack) server.
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Access Point nhan dir liéu 'Eruyén tir may tinh khong day va chuyén qua AMIMA server dé
xt ly, dong thoi n6 ciing chuyén dir liéu tr AMIMA server dén cac may tinh khong day (hinh
2).

Internet

\ Mang doanh nghiép

__________________________________________

Hinh 1. M6 hinh mang doanh nghiép ctia hé thong d& xuét

10.0.0.15
‘ .......... Access Point AMIMA Server
10004 T4 ‘
P 192.168.0.5

1000167 .-~
‘— -7 192.168.0.1

192.168.0.1 192.168.0.1

Hinh 2. Pinh tuyén cic théng diép trong hé thong dé xuat.

AMIMA server cung cip cac dich vy co ban sau:
- Dong vai tro nhu mot RADIUS server cung cap dich vu xdc nhén quyén truy cip
va trao do6i khoa cho cac thiét bi khong day dya trén nén nghi thitc EAP [12].
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- Dong vai tro nhu mot VPN Gateway [8] dung dé dam bao an toan cho thong diép
truyén tur thiét bi khong day vao hé thong mang c6 day ctia doanh nghiép.

2.2.Co ché bio vé mang WLAN

WLAN dugc bao vé qua 2 lop: 802.11 va IPSec.

Access Point s€ dugc céu hinh cho phép ding AMIMA server cho qua trinh x4c nhéan truy
cap thong qua nén nghi thitc EAP va WEP key dung cho ma héa dit li¢u cuia 802.11.

Wireless Client sé cai dat mot ph?ln mén} AMIMA Client va c4u hinh 2 hé théng tham sb:
mot cho Access Point (SSID, WEP key, kiéu Authentication...) va mdt cho AMIMA server
(dia chi AMIMA server, khoa ma hoa, thuét toan ma hoa...).

AMIMA server cai dat phﬁn mém AMIMA server cung cép dich vu Xac nhan truy cap hé
thdng va bao vé thong diép truyén thong giita cac Wireless Client v6i hé théng mang c6 day.
2.3.Quy trinh hoat dgng ciia h¢ thong

Pau tién, nhitng Wireless Client khong hop 18 (chua ding nhap hé thdng) c6 nhu cau truy
cap vao hé thdng, né s& gai tin hiéu can truy cap hé thong dén Access Point.

Access Point thdy Wireless Client khong hop 18, s& can khong cho Wireless Client truy cip
hé thong va goi yéu cau Xac nhan truy cap dén AMIMA server. Lic nay, Wireless Client va
AMIMA server s tién hanh qua trinh x4c nhan 1in nhau. Va AMIMA server s& thong bao két
qua Xac nhén cho Access Point.

Néu qua trinh x4c nhan that bai, Access Point s& déng port (cong), khong cho Wireless
Client truy cép hé théng.

Néu Xéc nhan thanh cong, Wireless Client va AMIMA server sé& tién hanh trao d6i khoa
ding cho ma hoa dit liéu truyén thong. Dén day, Wireless Client dd c6 quyén truy cap hé thong
va san sang cho viéc truyén nhan di liéu.

Quy trinh truyén dit liéu ctia Wireless Client nhu sau:

- Dit lidu s& dugc dong goi thong qua cac ting cta giao thirc TCP/IP.

- Tai ting IP, cac packet s& dugc ma hoa théng qua co ché IPSec va chuyén hudng
packet dén AMIMA server.

- Packet di mi hoa s& dugc chuyén xudng 16p 802.11 va tiép tuc dwoc mi hoa
thong qua WEP tao thanh cac frame. Cac frame nay s& dugc truyén dén Access
Point.

- Access Point nhan cac frames va ding WEP giai ma dé 1iy duoc cac packet duoc
mi héa boi AMIMA client. Access Point s& gdi cac packet nay dén AMIMA
server.

- AMIMA server nhan cac packet (dugc ma hoa ding co ché IPSec) do Access
Point goi dén, giai ma va goi cac packet nay dén dia chi dich thuc su.

Qua trinh truyén dit liéu tr AMIMA server dén Wireless Client ciing duoc thuc hién twong
tu nhu vady: AMIMA ding IPSec ma hoa cac packet va goi dén Access Point, Access Point
dung WEP mai hoa tiép packet va goi dén Wireless Client. Wireless Client nhan cac data
frame, dung WEP giai ma va dung IPSec giai ma tiép dé cudi cung liy duoc dit lidu can.

3. DICH VU XAC NHAN

Hé théng xac nhan thong qua mot RADIUS server va trao ddi thong di€p xac nhan dya
trén nén EAP (Extensible Authentication Protocol).
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RADIUS cung cp cho mdi ngudi dimg mét account bao gdm it nhit 2 thong tin (bit budc)
username va password.

Hé thdng s& chuyén password ciia mdi user tir dang chudi sang dang s6 dung thuat toan tao
ban tom tat cho thong diép (Message Digest) nhu MD5 [1] hay cac thuat toan SHA [1] va xem
gi4 tri ndy nhu 13 mot gi4 tri bi mat quy u6c chung giira 2 thuc thé. Trong ludn vén nay, ching
toi su dung SHA-256.

Quy trinh xac nhén tuong tu nhu quy trinh xac nhan cua 802.1X nhung ndi dung cac budc
xac nhan 1an nhau giita station va authentication server do ching t6i dé xuat khac véi WPA.
Chi tiét nhu sau:

Buéc 1: Username s& dugc chuyén doi thanh ban tom tat théng diép thong qua ham bam
mot chiéu H (SHA-256). Station géi thong tin vé H(username) dén Authentication Server dudi
dang thong diép EAPoL-Packet.

Buwoce 2: Authentication Server goi cho Station mot certificate xac nhan da nhan ra station
voi username tuong ung. Cach tao Certificate nhu sau:

- Authentication Server nhan dugc H(username), tim gia tri password trong database tai

khoan cuia hé thdng twong tmg v6i H(username) da cho.

- Authentication tao mdt mét na tuong ing voi password nhu sau:

o Tao ma tran mat na (2, n) v&i n la d6 dai bit cta khoa.

o Néu bit ddu tién cta password 1 0 thi chon cot dau tién cua dong diu tién
trong ma tran mat na. Néu gia tri nay la 1 thi chon cot dau tién cua dong thu
hai trong ma tran mat na. Cach tao ma tran mat na tuong ty nhu vay cho cac

bit 2, 3...n.

Khoa 1 0 1 1 0
Hang 1 X X
Hang 2 X X X

o Tao diy s ngiu nhién n gia tri sao cho tong cac gi tri ciia diy sd nay bang 0.
Ghi tuan tu cac gia tri cua day ) nay vao cac vi tri dugc danh déu trén mat na
(da dugc thyc hién ¢ budce trén).
Viduday: 5,8,-9,2,-6. Taco: 5+8+(-9)+2+(-6)=0

Khoa 1 0 1 1 0
Hang 1 8 -6
Hang 2 5 -9 2

o Tao tiép mot day ngau nhién n gid tri sao cho téng cac gia tri cia diy sd nay
khac 0. Ghi tudn tu cac gia tri ciia ddy sd vao cac vi tri con lai trén mit na.
Day nay dugc goi 1a day Ks.

Vi du day: 10, -15,-5,9,-8. Taco: 10+ (-15) + (-5) + 9+ (-8) #0

Khoa 1 0 1 1 0
Hang 1 10 8 -5 9 -6
Hang 2 5 -15 -9 2 -8

o Ma tran dugc tao ra ¢ trén chinh la Certificate 6 dang ban ro.

- Authentication Server s& ma hoa Certificate niy bang thuat toan AES [6] véi khoa 1a
password: Cceificate = AES(Certificate)[password].

- Authentication Server goi gia tri Ceertificate dén Station.
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Luu y: ngay ca khi ma hoa bing AES Certificate ma goi ban rd cua Certificate thi ké nghe
1én ciing kho 13y ra dugc dung day s6 ¢6 tong bang 0 tuong Ung vGi password cua username.
Diy Certificate nay c6 thé c6 nhiéu diy sd c6 tong bang 0, nhung néu 1a cht nhén cta khoa thi
chi chon ra ding nhirng vi tri twong tng véi password. Vi thé, dbi véi chi nhan cua khoa, thao
tac nay 13 tuyén tinh, nhung v6i ngudi khéc, can cong thir m x 2" lan dé c6 duoc khoa dung,
v6im 12 s6 dong co tong bang 0 trong mit na va n 1a chiéu dai khoa.

Budre 3: Station kiém tra gia tri Ceenificate Nhan dugc

- Station dung password ciia minh dé gidl ma Ccerificae, Nhan duoc gia tri Certificate.

- Station doc cac gia tri & mat na twong tng voi password (duoc danh déu x nhu néu &

budc trén). Cong cac gia tri nay lai.

- Néu téng nay br?mg 0, Station s& doc tiép céc vi tri con lai dé léy day Ks. Nguoc lai,

tién trinh x4c nhan thit bai.

- Tiép dén, Station md hoa diy Ks bang thuat toan AES véi khoa 1a password: Cys =

AES(Ks)[Password]

- Station goi gié tri Cx, dén Authentication Server.

Buwérc 4: Authentication Server nhan Cgs, xac nhan Cy; va thanh 1ap khoa ma héa dir liéu
cho phién lam viéc nay.

- Authentication Server giai ma Cy, lay dugc Ks’.

- Authentication Server so sanh Ks’ v6i Ks do Authentication Server tao & budc 2. Néu

2 gi4 tri ndy bang nhau, quy trinh x4c nhan thanh c6ng va khoa méa hoa cho phién lam
viéc hién tai 1a f(Ks) véi ham f1a mot ham quy udc trude cta hé thong. Nguoc lai, quy
trinh x4c nhén that bai.

- Authentication Server thong bao két qua xac nhan cho Access Point. Dua vao két qua

nay, Access Point s& quyét dinh cho phép Station truy cap vao hé thong hay khong.

- Két thic qué trinh x4c nhan 1an nhau giira Station va Authentication Server.

4. MA HOA VA PAM BAO TiNH TOAN VEN CUA THONG DIEP

Quy trinh trao ddi va thiét 1ap khoa, nhu da trinh bay ¢ muc 3, dd dugc thyc hién ngay
trong quy trinh Xéc nhén (authentication). Gia tri khoa bi mat quy udc giita AS va Station s€ la
gia tri Ks dugc mo ta trong muc 3.

Chung t6i dé xut sé& dung k¥ thuat IPSec dé mi hoa va truyén thong diép: thong diép
ngudn s& duge hé thong mi héa & lop IP, sau do chuyen xudng cho l6p 802.11 mé hoa tiép
(duing WEP hoac WPA tuy theo su hd trg cua thiét bi). Nhu vay, hé thong duogc cai dat nhu
mot phan mém cai vao may tinh ma khong can phai nang cap phan cimg.

Pau vao cta quy trinh mi hoa nay 1a géi tin ¢ ting IP trong mo hinh TCP/IP goi la
Payload. Quy trinh ma héa va gidi ma thong di€p nhu sau:

4.1 M4 héa thong diép
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Hinh 3. M3 hoa thong di¢p.

Buwére 1: chén IPSec Trailer va tao khdéa ma hoa cho payload

- Payload s€ duoc chen thong tin IPSec Trailer vao cudi sao cho tong kich thude sau
khi thém s€ 1a bdi so cua kich thudce khoi theo thuat toan ma hoa dugce chon.

- Hé théng phat sinh s6 IV (c6 thé dugc tao ngau nhién hoic ting tuan tu).

- Khoa mi hoa cua IPSec cho payload (Key Per-Packet) s& la sy két hop giita IV va
khoa cta phién lam viéc (Ks).

Buwée 2: ma hoa payload (da chen IPSec Trailer).

- Hé thdng chia payload thanh cac khéi c6 kich thudc bang kich thudc khdi ciia thuat
toan ma hoa quy dinh (¢ day ta chon thuat toan ma hoa la AES).

- Dung thuit toan AES dé ma hoa cac khéi dir liéu cia payload.

Buéce 3: chén IPSec Header va IPSec Authenticate

- Hé thong chén IPSec Header vao dau khéi payload da dwoc ma hoa.

- Dung thut toan bim HMAC dé bam thong diép trén (Payload da chen IPSec
Header, [PSec Trailer va chua dugc ma hoa) thanh gia tri MAC dung dé kiém tra tinh
toan ven cua payload.

- Cheén gia tri MAC vao IPSec Authenticate va ndi vao cudi payload.

- Dén bude nay, payload di dugc dong goi xong. Xem nhu payload di duge dam bao
tinh bi mat va toan ven dir liéu.

Buwérc 4: chén IP Header méi

- Budc nay s€ 1a bude dinh tuyén lai payload. Hé thong s& thém mot IP Header méi
vao dau packet chi ra Destination IP md&i chinh 1a dia chi cia AMIMA server.

- Budc nay xem nhu ta da tao dugc 1 géi IP mai cho payload.
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Bude 5: dua packet xudng tang Physical (802.11) va giao cho 16p 802.11 ma hoa tiép tao
thanh cac frames dir liéu.

Budrc 6: cac frame dir liéu s€ dugc truyén qua song Radio dén Access Point. Két thuc qua
trinh ma hoa va truyén dir liéu
4.2 Giai ma thong diép

Viéc giai ma s& bao gdm 2 phan, mot phan duge xir Iy & Access Point va mot phan dugc
xt ly & AMIMA server.

Buoce 1: Access Point nhan dugc cac frame va giai ma cac frame nay thanh packet da dugc
IPSec dong goi.

Burde 2: Access Point s& goi packet nay dén AMIMA server.

Budre 3: giai ma packet dé 1dy noi dung payload

- Hé thong sé lay gia tri IV tir [PSec Header.

- Két hop IV véi khoa ctia phién lam viéc (Ks) dé tao thanh khoa giai ma packet (Key
Per-Packet).

- Dung thuit todn AES dé giai ma packet va 1y duoc ndi dung payload cung voi IPSec
Trailer.

l}lr('rc 4: kiém tra tinh hop 1€ cua packet, xdc nhan packet khong bi thay ddi trén duong
truyén

- AMIMA server nhan packet, s& ding ham bam dé bam IPSec Header va Payload da
gidi ma thanh moét gia tri MACI.

- AMIMA server s€ so sanh gia tri MACI nay véi gia tri MAC trong IPSec
Authenticate. Néu 2 gid tri nay trung khdp, xem nhu packet 1a hop 1¢. Nguoc lai, nd
s€ tir choi packet.

Budic 5: chuyén payload dén may dich thuc su

- Payload nay chinh la géi tin IP gdc cta thong diép.

- AMIMA s¢ kiém tra xem dia chi dich cua payload thudc ving bén trong hay ngoai hé
thong (bén WLAN hay hé thong bén trong doanh nghiép). Néu dia chi dich nam bén
WLAN thi n6 s¢ dung IPSec d€ dong goi packet lai (giong nhu quy trinh dong goi
packet 6 muc 4.1) va chuyén sang mang WLAN (dén Access Point).

- Néu dia chi dich cua payload niam bén hé tl}éng mang doanh nghiép, nd s& chuyén
truc ti€p payload nay xuong tang Physical d€ truyén payload dén mdy tinh bén trong
doanh nghiép (hodc ngoai Internet theo dudng mang c6 day cua doanh nghiép).

- Két thuc qué trinh giai ma 1ay ndi dung payload.
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5. KET LUAN

Phuong phap tan cong qua ngudi trung gian vao mang khong day 1a mot phuong phap tan
cong vao diém yéu cua WEP, phuong phap tan cong nay cho phép hacker ¢6 thé hiéu dugc nodi
dung thong diép truyén trén mang khong day va ho ciing c6 thé gia mao thay d6i noi dung
thong diép do trude khi truyén dén ngudi nhén thyc sy. Nhom tac gia da tap trung nghién ctru
vé cac diém yeu ctia WEP va dé xuit hé thong cho phép bao v¢ tinh bi mét cua thong diép qua
céc hinh thirc tdn cong (ké ca hinh thic tin cong qua nguoi trung gian) cho céc thiét bi phd
bién ma WEP 1a cong cu chinh ding dé bao vé tinh bi mat ctia thong diép.

Hé thdng dé xuit, AMIMA, dua trén nén phéan cimg c6 san, ting cudng thém kha ning xac
nhan truy cip va bao vé thong diép trén duong truyén thong qua k¥ thuat IPSec. Hé thdng
dugc cai dat nhu mot phﬁn mém, do d6, dé dang cai dat cho cac thiét bi dang dugc sir dung ma
khong cin phai nang cdp phin cting. Hé théng AMIMA cung cip 3 dich vu dam bao an ninh
co ban cho mang khong diy bao gom dich vu xac nhan truy cap dua trén nghi thirc xac nhén
md rong EAP, dich vu ddm bao bi mat va toan ven thong diép thong qua hai 16p k¥ thuat 1a
WEP va IPSec.
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AMIMA — A SOFTWARE SOLUTION FOR SECURITY IN WLAN

Tran Ngoc Bao, Nguyen Cong Phu
HCM City University of Pedagogy

ABSTRAC: Wireless local area networks have become more and more popular. They

had been installed by businesses of all types. The IEEE 802.11 standards were developed for
WLAN. However, sources have shown that even the new standards are flawed, allowing
attackers to perpetrate attacks. Our works focus on man-in-the-middle attacks, a type of
attacks that can be used to steal passwords and to disrupt key exchange operations. This paper
presents a software solution — called AMIMA (Against Man-in-the-Middle Attacks), to defend
against this type of attacks. In this solution, the “delayed password disclosure” technique is
used for authentication phase, IPSec and VPN technique will be used for data exchange phase.
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