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Abstract

Secure Multiparty Computation - SMC is one of two main methods for building Privacy
- Preserving Data Mining - PPDM. Among SMC techniques, Secure Sum Protocol - SSP is
the most basic one. For SMC solutions in general and SSPs in particular, the problem of op-
timizing three parameters: accuracy, performance, and privacy still poses many challenges for
researchers. However, most of the SSP solutions proposed in the past have poor performance
or can not preserve privacy. In this paper, I present a new SSP solution that more effectively
balances the two above parameters. Besides, in this paper, I build a general mathematical
constraint model between performance and privacy.
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1. Introduction

In cryptography field, SMC protocols are methods allowing parties to jointly compute
a function over their private inputs without disclosing these values. In 1995, Goldreich
developed the framework of SMC [1]. Since then, a lot of SMC protocols have been
investigated. Furthermore, many SMC-based solutions have been proposed for practical
applications such as secure auction problem [2], [3] where the auctioneer can find out
the winner without revealing the bids, privacy-preserving data mining and machine
learning techniques [4], [5] that obtain knowledge and valuable information while pri-
vate/sensitive information in datasets is still securely kept.

One of the most typical SMC techniques is the SSP that enables parties to compute
the sum of their private inputs while each participant does not disclose his/her input.
The idea of SSP protocol is quite simple, but it has been widely applied to solve
many distributed data problems such as secure electronic voting system [6], privacy-
preserving recommendation system [7], privacy-preserving multi-party data analytics
[8], privacy-preserving classification [9]. For example, a typical application of SSP
protocol is secure electronic voting system where the vote counter can obtain the total
voting result without knowing each voter’s ballot. Another application of SSP is privacy-
preserving Naive Bayes classifiers [9], [10] based on the multiple users’ data, in which
the miner and data owners need to use a SSP protocol to compute frequencies used to
determine necessary probabilistic values.
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Up to now, a lot of SSP protocols have been proposed by researchers, as follows:

Schneier first introduced SSP in 1995 [11]. Then it was improved and republished
in [12]. This method has a computation complexity of O(n), but the secret data
that U; holds will be revealed if U;_; and U,,; collude with each other.

Zhan et al. proposed SSP_HE based on Homomorphic Encryption (HE) in 2008
[13]. This method is not computationally complicated and has low communication
costs, but the secret data that U; holds will be exposed if U;_; and U;;; collude
with U,.

In 2007, Kargupta et al. published research on SSP based on the game theory ap-
proach [14]. This protocol cannot resist collusion but also has complex computation
and high communication costs. In the same research direction, En and Yongquan
also proposed a CFR-SSP solution in 2013 [15]. It can resist (n — 2) collusion but
the computation complexity is O(n?) and the communication costs are high.
Urabe et al. proposed the SSP-CRDM in 2007 [16]. In this solution, the secret data
is divided into (n — i) segments and depends on the (n — 1) remaining parties.
Therefore, this solution can also resist (n—2) collusion but has O(n?) computation
complexity and high communication costs; the installation is quite difficult because
the activities at each party are different. We believe that this solution is only suitable
when the number of party n is not too big.

In 2011, Youwen et al. published a CR-SSP solution that was considered very
effective so far [17]. In CR-SSP, each party U; chooses ¢ random integer values
v1, Vg, . .., vy and sends randomly to the other ¢ parties (0 < t < n—3). Each party
U; receives an integer v; from U; then chooses a random bit g; ;; if g; ; = 0 then
the secret data m; = m, +v; and vice versa. Then, U; sends ¢; ; back to U;. When
each party U; receives a bit ¢; ;, they will compute the secret data m; = m; — v;
if ¢; ; = true and vice versa. This solution can resist ¢ + 1 collusion party and has
O(n) computation complexity. However, if U; colludes to learn the secret data of
U; or vice versa, the random bit selection is meaningless. Besides, each party U;
whether U; or ¢;; need to be identified.

In summary, the proposed SSP solutions either have poor performance or can not
guarantee privacy property. Therefore, it is essential to provide a general SSP solution
that can balance these two parameters and build a mathematical model that describes
the relationship between the privacy and performance of a SSP solution.

In section 2, I will present an effective SSP and evaluate its privacy and performance.

2. General secure sum protocol

Problem definition: Assume that there are n parties: Uy, Us,...,U,, each party

Ui

S:

(¢ = (1,n)) holds a secret value S; (S; € R). We need to compute the sum

>~ S;, in which each party U; does not reveal the secret value .S;. In other words,
=1
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we need an effective secure computational protocol to build the following function:
(S1,S2,...,8n) = S =) S
i=1

Before executing the proposed protocol, it is assumed that the connection between
any pair of participants is established by using SSL/TLS that is widely used to make
secure communications in current.

Our general SSP has two main phases as follows:

a. Phase 1: Each party U; (i = 1,n) shares a portion of the secret data S; for ¢
random members (1 <t < n).
- Step 1: Each party U; splits the secret data .S; into (¢ + 1) secret segments:
Si = Sio + Si1 + -+ - + Si. Each party U; privately keeps S;g.
- Step 2: Each party U; randomly chooses ¢ different numbers: a;1, a;o, . . ., @,
(a;; € {1,2,...,n}\ {i};j = 1,1) then sends each Sij to U, respectively.
Fori=1—=n
{
S; = Sio+ S + -+ + Sut;
Chooses A1, A3y« v oy Ay //aij € {1, 2, . ,n} \ {Z},j = H

Forj=1—1
Sends Si; to U,,;;
}

b. Phase 2: Computes the secret sum S.
- Step 1: Each party U; (i = 1,n) gets Sj, from other parties, then party U;
computes: D; = Sio + > Sji. Each party U; (i = 2,n) sends D; to Uj.
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- Step 2: U; computes: D => D, => . 5;=S.
i=1 i=1

For:=1—n

{

D; = Sio + XSk; // where Sji, is the values received by U;
Sends D; to Uy; }

Fori:=1—n

S=5+D;

D=3D =5

3. Evaluation of general secure sum protocol

3.1. Accuracy

The GSSP protocol can compute S = ) S; while the requirements of the problem

=1
stated in Section 2 are satisfied. Indeed, when U; receives the values D; from parties
U; (i = 2,n), U; computes:

n n n t
D=Y"Di=)Y So+3> Y Si
i=1 =1

j=1 k=1
n t n
=3 ) S;=) S=8
i=1 j=1 i=1
3.2. Privacy

For the privacy of the GSSP, we define the probability that the GSSP resist (n — k)
colluding parties is P(n,n — k). To do this, we determine the probability of (n — k)
parties collude to know the secret data of one party through the function C'(n,n —k) =
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1 — P(n,n — k). This function represents the relationship between the privacy and
performance of the SSP solution, which is constructed as follows:

— It is assumed that the SSP model has (n — k) parties colluding to learn the secret
value of one of k remaining parties. The notion of the set of k£ remaining parties
is Set_honest = {U, 1,U; o,...,U; 1 }; the set of ¢ parties received secret segments
from U; is Set_Receiver(U;), and the set of parties sending secret segments to U; is
Set_Sender(U;).

— Without the loss of generality, assume that the attacked party is U; ;. Since the
secret data S; ; depends on m parties: U, ¢ parties of Set_Receiver(U; 1), and parties
of Set_Sender(U, ;) so that (£ + 1) < m < n. We consider the following cases:

+ Case 1: If k = 1 then C(n,n — k) = 1, that means GSSP can not resist (n — 1)
colluding parties with any ¢. In fact, this is quite understandable.

+ Case 2: If n—k < t+1 then C(n,n— k) = 0, that means GSSP is secure against
(n — k) colluding parties.

+ Case 3: The other cases

To find out the secret data S; 1, U; ¢ Set_honest; Set_honest N Set_Receiver(U; ;) =
() and Set_honest N Set_Sender (U ];1) = (). Because these three conditions are indepen-
dent, therefore:
C(n,n—k) = p(U; ¢Set_honest) . p(Set_honest N Set_Receiver(U; 1) = 0). p(Set_honest
N Set_Sender(U; 1) = 0)
We have:

S Ck o

0) =p(Nk,_, (U ¢ Set_Receiver(U; 1)))
Ct _ m—t—k+1)...(n—t—1)
Ct_, m—k+1)...(n—=1)
e p(Set_honest N Set_Receiver(U; 1) =0) =p (NF,_, (U, 1 ¢ Set_Receiver(U; ,,))

e p(U; ¢ Set_honest)

e p(Set_honest N Set_Receiver(U; 1)

= p(Set_honest N Set_Receiver(U; 1) =) =

k
= H p(U; 1 ¢ Set_Receiver(U; ,,))

m=2
Ct k—1 ¢ k—1
n—2
= p(Set_honest N Set_Sender(U; 1) =0) = <Cfl_1> = (1 - 1>
k-1
Thus,C’(n,n—k):n ke (n—t—k+1)...(n—t—-1) - t .
n m—k+1)...(n—1) n—1
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Therefore the probability of this solution when it resists (n — k) colluding parties is:
P(n,n—k)=1—-C(n,n—k)

on—k (n—t—k+1)...(n—t-1) NS
=1- n n—k+1)...(n—1) .<1_ )

3.3. Performance

3.3.1. Computation complexity: To determine the computation complexity of the
GSSP protocol, we take a look at the two phases of the protocol:

- In phase 1, each party U; (i = 1,n) sends ¢ times of the secret segments S;; (j =
1,t). Therefore, the computation complexity in this phase is O(tn).

- In phase 2, there are only two n—step single rounds the computation complexity
in this phase is O(n).

So the computation complexity of GSSP is O(tn).

3.3.2. Communication cost: To determine the communication cost of the GSSP
protocol, we take a look at the two phases of the protocol:

- In phase 1, each party U; (i = 1,n) sends ¢ secret segments S;; (j = 1,1) to ¢
randomly selected members. Therefore in this phase, there are ¢tn messages sent.

- In phase 2, each party U; (i = 1,n) needs to compute the value D;, then all parties
(excepting Uy) send this value to U;. Thus in this phase, there are (n — 1) messages
to be sent.

Therefore the communication cost of the GSSP protocol is the need to send (t+1)n—1
messages.

3.4. Comparison between GSSP and other SSP solutions

The comparison between GSSP protocol and some typical SSP solutions express in
Table 1.

Because both the supposed solution and the CR-SSP solution [17] share the same
idea of building a mathematical model that describes the relationship between privacy
and performance. Therefore, we compare the collusion resistance of these two solutions
by selecting the parameter sets (n, k, P(n,n — k)) to determine the number of parties.
Experimental results are presented in Table 2. The above results show that the collusion
resistance of the GSSP and CR-SSP solutions is similar.

4. Conclusions

It is nearly impossible to find out an SSP solution that can optimize both parameters,
i.e. privacy and performance, so I do not set this goal. In the paper, I have proposed a
general SSP solution and built a mathematical model describing the relationship between
the privacy and performance of the SSP solution. Based on this model, the parameters
can been set to suit the goal and scale of practical problems.
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Table 1. Comparison between GSSP protocol and some typical SSP solutions

Privacy
Protocol Collusion Resistance Performance
Computation .
. Communication costs
complexity
Basic SSP O(n) nM* O(nM)
SSP-HE O(H xn)" | nM + (n — 1)Mg,* | O(nM)
) n(n —1) )
SSP-CRDM n—2 O(n?) %i O(n°M)
CFR-SSP n—2 O(n?) n(n+2)M O(n*M)
CR-SSP o +1 O(n) (tgn+n)M +tgn | O(nMM)
TT]?SV =1- MwnwoATﬂQAv *%ASQ \Avv
—k C t A\
t<n %AFSISHHIF.k.AHI v O(n) (tn+n)M — M O(nM)
GSSP n_ Cuy n—1
t=n-—1 n—2 O(n?) n?M O(n*M)

*M is the message length
fO(H) is the computation complexity of HE
552@ is the key length of HE to < n — 3
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Table 2. Experimental results on the collusion resistance of GSSP and CR-SSP
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MOT GIAO THUC TINH TOAN
TONG BAO MAT TONG QUAT

Nguyén Vin Chung

Tém tit

Tinh to4n bdo mat nhiéu thanh vién (Secure Multiparty Computation - SMC) 1la m(f)t
trong nhiing phuong phép chinh dé€ xdy dung cic giai phdp ddm bao tinh riéng tu trong qua
trinh khai pha dir liéu (Privacy Preserving Data Mining - PPDM). Trong cdc ky thuat cua
SMC, téng bao mat (Secure Sum Protocol - SSP) la ky thudt co ban nhat. Dbi véi cac g1a1
phap SMC néi chung va SSP néi riéng, vin dé t6i uu ba tham sb: do chinh xdc, hiéu ning
va tinh rleng tu van ludn dat ra nhleu thach thiic cho cdc nha nghién citu. Tuy nhién, hau
hét cac giai phap SSP dudc dé xuét trude ddy c6 hiéu nang khong cao hodc chua ddm bao
tinh riéng tu. Trong bai bdo nay, tic gia trinh bay mot giai phap SSP méi gitip can bang hiéu
qué hon hai tham s6 k€ trén. Bén canh d6, trong bai bao nay tc gia xiy dung mo hinh rang
budc todn hoc tong quat gilta hiéu ning va tinh riéng tu.
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