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GIAI PHAP PHONG CHONG TOI PHAM CONG NGHE CAO

TS. NGUYEN VIET HUNG - Phd Cuc trudng Cuc Tin hoc va Thong ké tai chinh (B Tai chinh)

Theo bdo cdo ciia T chifc Canh sdt Hinh su Quéc té (Interpol), ti pham sit dung cong nghé cao

-----

tién ma téi pham budn bdn ma tiy thu duoc va cii 14 gidy lai xdy ra 01 vu pham téi si dung cong
nghé cao. 0 Viét Nam, ti pham sit dung cong nghé cao gia tdng nhanh chéng, dién bién phiic tap
va gdy ra nhiéu hdu qud nghiém trong. Gidi phdp nao dé phong chéng téi pham cong nghé cao

trong béi cdnh hién nay la viin dé dang dit ra cdn gidi quyét.

Ttr khoa: T6i pham coéng nghé cao, mdy tinh, khéng gian ao, tin tdc

According to a report of International
Criminal Police (Interpol), high-tech criminal
is becoming a major threat to the world
causing losses of about $ 400 per year, higher
than the recorded value of drug-traficking
criminal. It is also recorded that cybercrimes
are committed every 14 seconds. In Vietnam,
high technology crime has grown rapidly
and causing serious consequences. Effective
solutions to prevent high-tech criminal for the
current context is now considered a focus.
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Téng quat vé tdéi pham céng nghé cao

T6i pham cdng nghé cao con c6 mot sd tén goi
khéc: toi pham may tinh, t6i pham st dung cong
nghé cao, tdi pham ao, t6i pham khong gian ao, tin
tac. Trén thé gidi, cung v4i sw phat trién ctia may
tinh, mang may tinh va Internet, ti pham cong nghé
cao da trai qua nhiéu hinh thai, tir don gian dén phtic
tap, tt nhitng ca thé don lé phat trién thanh cac to
chttc I6n va hoat dong ngay cang trd nén tinh vi.

Vao nhitng nam 1960, cac cudc tan cong lam sap
hé thong dién thoai duong dai thuong dé giai tri
hodc st dung dich vu khong mat tién. Nhitng nam
1980, cac lap trinh vién bat dau viét phan mém ma

ddc, bao gom cac chuong trinh tw nhan ban, dé€ can
thiép vao hoat dong ctia may tinh ca nhan.

Giai doan Internet bt dau phat trién manh, toi
pham thong qua Internet truy cap trai phép vao cac
hé thong duoc bao vé kém d€ phd hoai, truc loi vé
tai chinh hoac thiec hién cac hanh dong c6 muc dich
chinh tri. Nhitng nam 1990, t¢i pham tai chinh st
dung phuong thitc tham nhdp mady tinh tang manh,
ma ddc thay doi theo hudng khai thac diém yéu cta
hé diéu hanh.

Tt gitta nhitng nam 1990, cac tng dung phi phap
lién quan dén thu dién t& phat trién manh, tao ra con
thac 1o thu dién tir gia mao va thuw quang cao. Thé
ky XXI xudt hién loai ma doc méi dugc goi tén la tan
cong deo bam hay tan cong c6 chu dich. Loai ma doc
nay duoc thiét ké dé tham nhap mét cach hop phap
vao hé thdng mang dugc nhidm tdi, sau d6 thiét lap
kétndi va nhan 1énh ttr mdy chu chi huy trén Internet
dé thuc hién hoat dong pha hoai.

O thoi ky d4u, t6i pham cong nghé cao chu yéu la
nhitng ca nhan bat man hay nhan vién khong trung
thue. Tiép d6, xuat hién hinh thai t6i pham cong
nghé cao c6 to chirc, trong d6 bao goém cac td chirc
hoat dong c6 muc dich chinh tri. Thé ky XXI bt dau
xuat hién bé“mg chiing ctia viéc ton tai cac to chuirc toi
pham cong nghé cao dugc chinh phu tai tro d€ thuc
hién cac hoat dong tham nhap trai phép vao nhitng
co quan dau ndo cua nha nuwdc ddi 1lap théng qua
mang Internet.

O Viét Nam, loai hinh tdi pham cong nghé cao
ngay cang gia tang ddc biét. Tuy nhién, tit nam
2010 tr¢ lai day, khi ting dung cong nghé thong tin
(CNTT) tai Viét Nam phat trién manh, s6 luong vu
viéc ctia loai hinh t6i pham nay tang 1én rat nhanh,
tac dong 1on dén an toan, trat tw xa hoi va an ninh
qudc gia.
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Xét vé dong co, vé co ban c6 3 nhém toi pham
sau: (1) Hoc sinh, sinh vién hay nhitng nguoi mudn
chttng minh nang lwc ctia ban than ma thyc hién
cac hoat dong tan cong mang vao cac trang tin trén
Internet; (2) Cac ca nhan, t6 chirc chuyén lira dao dé
truc loi vé kinh t&; (3) Cac ca nhan, t6 chitc thye hién
hoat dong phd hoai hé thong thong tin véi muc dich
chinh tri.

Nhém tht 3 ¢ muiic d6 tac ddng l6n nhat, gay
anh hudng dén trat ty, an toan xa hdi va an ninh
quodc gia. Dac biét, nhom nay chu yéu c6 nguon goc
nudc ngoai, khong loai trie 6 truong hop duoc hau
thuan tir chinh pht, do dé rat khé xtr 1y, d6i pho.

Viéc bdo ddm an toan cho cac hé théng théng
tin n6i chung va bao vé hé théng trudc cac cudc
tan céng cua tdéi pham cédng nghé cao da tré
thanh nhiém vu quan trong, mét phan khéng
thé thiéu trong céng tac ung dung CNTT cda
B0 Tai chinh va cac don vi thudc Bo.

D6i v6i nhom 1 va nhém 2, luc lwong cong an ¢d
thé thuc hién hoat dong pha éan, truy bét thu pham.
Riéng d6i voi nhém 3, viéc co ban can lam 1a thwe
hién cac hoat dong tw bao vé, phat hién, han ché
hanh dong pha hoai va hau qua cua cac hanh dong
nay, rat kho cé thé truy tim thu pham dé tiéu diét tan
goc van de.

Khung phap ly phong,
chéng td6i pham céng nghé cao

Luwong duoc nhitng hau qua cling nhw dé tu bao
vé, phat hién cac hanh dong pha hoai cta toi pham
cong nghé cao, cac nudc tién tién trén thé gioi da
thiét 1ap hanh lang phap ly chit ché nham phong
chéng téi pham cong nghé cao. Cu thé nhu: Nam
1986, My da ban hanh Luat Ltta dao va lam dung
may tinh. Luat nay da duoc diéu chinh mot s6 lan
vao cac nam 1989, 1994, 1996, 2001, 2002 va 2008;
Nhat Ban ban hanh Luat Truy cap may tinh trai phép
vao nam 1999; Australia ban hanh Luat Téi pham ao
nam 2001; Philippines ban hanh Luat Phong tranh
t0i pham ao thang 12/2012, tuy nhién mot s6 phan
cua Luat nay bi Toa 4n Téi cao tuyén b6 khong hop
hién. Cac nude khdng co luat riéng vé toi pham cong
nghé cao thi déu dinh danh loai t§i pham nay trong
Luat hinh sur.

Bo Luat hinh sy nam 2015 cta Viét Nam dinh
danh mét s& hanh vi sau lién quan dén may tinh la
toi pham, phai chiu cac cac khung hinh phat cua B
Luat nay: San xudt, mua ban, trao d6i hodc tang cho
cong cuy, thiét bi, phan mém dé stv dung vao cac muc
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dich trai phap luat; Phat tan chwong trinh tin hoc
gay hai cho hoat dong ctia mang may tinh, mang
vién thong, phuong tién dién ti; Can tro hodc gay
rdi loai hoat dong ctia mang may tinh, mang vién
thong, phuong tién dién tit; Pua hoac stt dung trai
phép théng tin mang mdy tinh, mang vién thong;
Xam pham trai phép vao mang mdy tinh, mang vién
thong hodc phwrong tién dién ti cia ngwoi khac; St
dung mang mdy tinh, mang vién thong, phuong tién
dién tir thyc hién hanh vi chiém doat tai san; Thu
thap, tang trl, trao doi, mua ban, cong khai hoda trai
phép thong tin vé tai khoan ngan hang; Cung cap
dich vu trai phép trén mang mdy tinh, mang vién
thong... Cac t0i pham nay bi xtt phat tit 20 triéu
dong dén 1 ty dong hoac bi phat tu tir 01 dén 07 nam,
0 thé bi cdm hanh nghé tir 01 dén 05 nam hodc tich
thu mét phan hodc toan bd tai san.

Nam 2015, Qudc hdi Viét Nam thong qua Luét
An toan thong tin mang, tao nén tang phap ly va
nang cao chat lwong hoat dong bao vé cac hé thong
CNTT va mang may tinh ctia Viét Nam tredc cac
cudc tan cong cua tdi pham cdng nghé cao. Trén
co s0 d6, Chinh phu da ban hanh nhiéu van ban
trién khai thuc hién Ludt An toan thong tin mang
vao cudc song nhu: Nghi dinh 58/2016/ND-CP quy
dinh chi tiét vé kinh doanh san pham, dich vu mat
ma dan sy va xuat khau, nhap khau san pham mat
ma dan sy; Nghi dinh 85/2016/ND-CP vé bao dam
an toan hé thong thong tin theo cap dd; Nghi dinh
108/2016/ND-CP quy dinh chi tiét diéu kién kinh
doanh san pham, dich vu an toan thong tin mang;
Quyét dinh 05/2017/QD-TTg ban hanh quy dinh vé
hé thdng phuong an tng cttu khan cdp bao dam an
toan thong tin mang qudc gia.. Dy kién trong nam
2017 Chinh phu sé tiép tuc ban hanh mot sd van ban
thuee thi Luat nay.

Vé luc luong tham gia phong chéng tdi pham
cong nghé cao cua Viét Nam hién c6 Bo Cong an, B
Qudc phong, B Thong tin va Truyén thong va cac
Bo chu quan hé thong thong tin. Mot s6 bo chi quan,
trong d6 c6 Bo Tai chinh, da thanh 1ap phong chuyén
trach vé an toan an ninh thong tin.

Cuc Canh sat phong, choéng t6i pham st dung
cong nghé cao, truc thudc Tong cuc Canh sat, bo
Cong an, dugc thanh 14p nam 2010. Cho dén nay,
don vi da phat hién, xdc minh, diéu tra va chi dao luc
luong tai dia phuong diéu tra trén hang nghin dau
moi vu viéc lién quan dén cong nghé cao. Trong do,
da diéu tra, lam rd va chuyén co quan diéu tra cac
cap hang tram vu viéc, hon 1000 bi can; chuyén co
quan thanh tra chuyén nganh cac cap xt phat hanh
chinh hang tram vy, thu hoi tién va hang nghin may



tinh xach tay, dién thoai di dong, linh kién dién tt,
hang hoa, mdy moc... tri gia hang tram ty dong.
Phong chéng tdéi pham

c6ng nghé cao tai cac co quan tai chinh

Trong nhitng nam qua, B Tai chinh dugc danh
gia la don vi di dau trong khdi cac co quan nha
nudc vé ung dung CNTT. CNTT duoc ap dung
manh trong giao dich ndi by, cac hoat dong nghiép
vu va ddc biét trong cac dich vu hanh chinh cong
phuc vu nguoi dan, doanh nghiép. D6i véi mot sd
don vi thudc va truc thudc BO nhue Kho bac Nha
nudc, Tong cuc Hai Quan, Tong cuc Thué, cac So
Giao dich chttng khodn, Trung tam Luu ky ching
khoan, nghiép vu ctia don vi sé khong thé van
hanh/van hanh hiéu qua néu khong c6 hé thdng
thong tin. Viéc bao dam an toan cho cac hé thong
thong tin noéi chung va bao vé hé théng trude cac
cudc tan cong cla tdi pham cong nghé cao da tro
thanh nhiém vu quan trong, mét phan khong thé
thiéu trong cong tac tng dung CNTT cua Bo Tai
chinh va cac don vi thudc Bo.

Cac hoat dong vé an toan thong tin ciia nganh Tai
chinh duoc thiee hién theo “Khung an toan thong tin
nganh Tai chinh” va chi dao ctia Lanh dao B9, bao
gom 8 khia canh can quan tam vé an toan thong tin
dé€ dam bao tinh tong thé, toan dién va hiéu qua cua
cac hoat dong nay, cu thé nhu sau:

Thir nhdt, tuan thu cac quy dinh, tiéu chuan vé
an toan thong tin: Xay dung va td chtc trién khai
cac quy dinh, quy trinh, tiéu chuan vé an toan
thong tin cua nganh Tai chinh trén co sd cac quy
dinh, tiéu chuédn an toan thong tin cua qudc té va
Viét Nam (b0 tiéu chudn ISO/IEC 27000 va cac tiéu
chudn lién quan).

Thit hai, hoan chinh co cadu quan ly an toan thong
tin: Hoan thién t6 chitc b phan chuyén trach vé
quan ly an toan thong tin; Quy dinh day du va rd
rang cac vai tro, trach nhiém va méi quan hé gitra cac
don vi, bo phan va titng vi tri cong tac trong cong tac
dam bao an toan thong tin.

Thir ba, nang cao nang lwc d6i ngti can bo lam
cong tadc dam bao an toan thong tin: Xay dung cac
tiéu chuan vé nang luc, dao tao nang cao nang luc
can bo quan ly va ky thuat lam cong tac dam bao an
toan thong tin; hinh thanh d6i ngti chuyén gia vé an
toan thong tin.

Thit tw, duy tri va nang cap hé thong ky thuat
dam bao an toan thong tin: Duy tri hé thong da trang
bi va nang cdp thuong xuyén, dam bao tinh tuan thu
cua cac hé théng nay déi voi cac chinh sach, quy
dinh vé an toan thong tin cua nganh Tai chinh va
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kha nang bao vé hiéu qua thong tin va cac hé thong
thong tin cia nganh Tai chinh.

Thir nam, tng ctru khan cap: Xay dung lién minh
tng ctru sy ¢6 an toan thong tin. Thiét 1ap co ché€ tiing
pho hiéu qua va kip thoi véi cac su g, vi pham va
tan cong vé an toan thong tin.

Thir sdu, nghién ctru, hop tac: Nghién cttu tinh
hinh, xu hudng tan cong va giai phap dam bao an
toan thong tin ctia Viét Nam va thé gidi va kha nang
tng dung vao cong tac dam bao an toan thong tin
cta nganh Tai chinh; Day manh cac hoat déng hop
tac, phoi hop vé an toan thong tin véi cac co quan
chtrc nang, cac t6 chtrc, chuyén gia c6 uy tin vé an
toan thong tin.

Thir bay, giam sat dam bao thuc thi: Trién khai
cong tac kiém tra, kiém toan vé CNTT (bao gom
kiém tra, kiém toan vé an toan thong tin).

Bé Tai chinh dugc danh gia la don vi di dau
trong khdi cac co quan nha nuéc vé ting dung
cong nghé thong tin. Cong nghé thong tin
duoc ap dung manh trong giao dich néi bo,
cac hoat dong nghiép vu va dac biét trong
cac dich vu hanh chinh cong phuc vu nguoi
dan, doanh nghiép.

Thir tam, dao tao, nang cao nhan thttc cho can
bd toan nganh vé an toan thong tin: Thyc hién dao
tao, nang cao nhan thic thuong xuyén cho toan thé
can bg, cong chirc, vién chitc nganh tai chinh, thtc
ddy hinh thanh van hoéa c¢é nhan thttc cao vé an toan
thong tin trong nganh Tai chinh.

Cho dén nay, cong tac dam bao an toan théng
tin, phong chdng tdi pham cong nghé cao tai Bo Tai
chinh van dang tiép tuc duoc ddy manh va trién khai
mot cach toan dién trén tat ca cic khia canh tir chinh
sach, con nguoi cho dén giai phap ky thuat. Tinh
trang thiéu nhan luc cdp dd chuyén gia vé an toan
thong tin dang dwoc nghién ctru bu ddp bang viéc
st dung cac dich vu an ninh mang chuyén nghiép.
Bén canh do, cac quy dinh va chinh sach mdi ctia
Nha nude vé an toan thong tin mang ciing giup lam
thanh mot diém twa viing chic cho cong tac dam
bao an toan thong tin ctia B Tai chinh, viot qua giai
doan ty may mo va tim hiéu, ap dung cac tiéu chuan,
kinh nghiém cua nudc ngoai ¢6 nhiéu diém khon
phu hop véi diéu kién cua Viét Nam. é
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