Téng quan

DAM BAO AN TOAN THONG TIN TRONG THU VIEN DIEN TU

ThS Nguyén Van Hiép
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truyén thong da va dang tac dong sau sic

dén kinh t&, chinh tri va doi song xa hoi.
Ngay cang nhiéu t6 chitc, don vi, doanh nghiép
hoat dong 1& thuoc gan nhu hoan toan vao hé
thong mang may tinh, may tinh va co s& dir
litu. N6i cach khac, khi hé thong thong tin
(HTTT) hoic co s& dir liéu gdp su co thi hoat
dong cua cac don vi nay bi anh huéng nghiém
trong, tham chi c6 thé bi té liét hoan toan.

Van dé dam bao an toan thong tin (ATTT)
ngay cang nhan dugc nhiéu sy quan tam. Gid
day ATTT duoc x€p ngang hang véi nhiig van
dé thiét thyc trong cudc song nhu: an toan thyuc
phdm, an toan y t&, an toan lao dong... va duoc
bang va Nha nudc ta dic biét quan tam. Pa c6
rat nhiéu vin ban cta chinh pht duoc dua ra
yéu cau cic co quan, t§ chic, doanh nghiép
thuc hién cac bién phap ddm bao ATTT trong
hoat dong ctia don vi minh [4, 5, 6, 7].

S v phat trién ctia cong nghé thong tin va

Tuy nhién, xay dung mot hé thong dam bao
ATTT toan dién, hiéu qua khong phai 1la mot
cong viec dé dang, dic biét doi véi cac co quan
thong tin-thw vién, noi ATTT con 1a mot khai
niém kha méi, doi ngii can bo con yéu vé cong
nghé thong tin va vin dé ATTT thuong dugc
méc dinh chi danh cho bo phan cong nghé
thong tin.

1. Khai niém vé An toan thong tin

“An toan thong tin: bao gém cdc hoat dong
qudn 1y, nghiép vy va ky thudt doi voi hé thong
thong tin nhdam bdo vé, khoéi phuc cdc hé thong,
cdc dich vu va noi dung thong tin doi voi nguy
co ty nhién hodc do con nguoi gdy ra. Viéc bdo
vé thong tin, tai sdn va con nguoi trong hé
thong thong tin nham bdo ddm cho cdc hé
thong thuc hién ding chiic nang, phuc vy diing
doi twong mot cdch sdn sang, chinh xdc va tin

c@y. ATTT bao ham cdc ndi dung bdo vé va bdo
mdt thong tin, an toan dit liéu, an toan mdy tinh
va an toan mang” [4].

Theo ISO 17799/27001 [10], ATTT la khd
ndng bdo vé doi voi moi truong thong tin kinh
té- xa hoi, ddm bdo cho viéc hinh thanh, si
dung va phdt trién vi lgi ich ciia moi cong ddn,
moi t0 chikc va cia quoc gia. Thong qua cdc
chinh sdch vé ATTT, lanh dao thé hién y chi va
ndng lyc cia minh trong viéc qudn ly hé thong
thong tin. ATTT duogc xdy dung trén nén tdng
mot hé thong cdc chinh sdch, quy tdc, quy trinh
va cdc gidi phdp ky thudt nhdam muc dich ddm
bdo an toan tai nguyén thong tin ma to chikc do
so hitu ciing nhy cdc tai nguyén thong tin ciia
cdc doi tdc, cdc khdch hang trong mot moi
trieong thong tin toan cau.

Tuyu chung lai, ATTT la sy duy tri tinh bi
mat, tinh toan ven va tinh sdn sang cla thong
tin, trong do:

Tinh bi mdt: thong tin chi dugc khai thac
b&i nhing doi twong (nguoi, chuong trinh may
tinh...) dugc cip phép.

Tinh toan ven: thong tin chi dugc phép x6a
hodc stra bi nhig ddi twong duoc cip phép va
phai dam bao thong tin van con chinh xac khi
duoc luu trit va truyén di.

Tinh sdn sang: thong tin c6 thé dugc truy
xuat bdi nhitng nguodi duge phép vao bat ci khi
nao ho mudn.

Trong hoat dong thuw vién, ATTT “la viéc
dam bao phan cing, cac dich vu, cic chuong
trinh va thong tin luon & trang thai sin sang
cho nguoi st dung” [12]. N6i cach khac, dam
bao ATTT trong thu vién la viéc bao vé thong
tin va HTTT khoi cac truy cap, chinh stta hoic
st dung thong tin trai phép. Viéc dam bao
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ATTT trong thw vién cling phai duy tri duoc
tinh bi mat, tinh toan ven va tinh sin sang, cu
thé nhu sau:

Tinh bi mdt: chi nhing nguoi dung duoc
cap quyén méi duoc phép truy cap vao cic co
s& dir liéu, ngudn tai liéu dién tk va cac tai
nguyén khac cla thu vién. Thu vién khong
dugc phép tiét 10 thong tin clia nguoi st dung
nhu thong tin c4 nhan clia nguoi st dung, thong
tin vé lich st muon - tra. ..

Tinh toan ven: dam bido su chinh xac,
khong thay ddi clia thong tin goc, vi du nhu
cac thong tin thw muc trong cac co s& d
liéu, thong tin duoc dang tai trén website cia
thu vién...

Tinh sdn sang: cac ngudn tin cta thu vién
phai luon trong trang théi s&n sang cho nguoi
stt dung truy cap bat ct thoi gian nao, vi du: hé
thong OPAC, website thu vién, cac co s& dir
liéu dién tt...

2. Thu vién dién tir va cac diém yéu an
toan thong tin

2.1. Khdi niém thw vién dién tw

Thu vién dién t&¢ (TVDT) 1a mo6t khai niém
chua dugc dinh nghia thong nhét va con nhiéu
tranh luan. Theo Hiép hoi Thu vién Vién
nghién cttu (Association of Research Library),
cac thuat ngtr nhu: “Thw vién dién t& - E -
Library”, “Thu vién so - Digital Library”, “Thu
vién ao - Virtual Library”, “ Thw vién tin hoc
hoa”, “Thu vién da phuong tién”,... dugc st
dung cung mot ndi dung, y nghia. Tuy nhién,
ngay nay thuat ngit “thw vién s6” dugc cong
dong thu vién thé gi¢i st dung nhiéu va phé
bién. Con & Viét Nam, thuat ngt “Thw vién
dién t&” lai dugc st dung phS bién hon. Theo
Philip Baker: “TVDT la thu vién luu tri¢ va
phuc vu cd dn phdm ldn tw lieu dién tik (twe liéu
s6 hoa)” [14]. Theo Lién doan Thu vién
$0 - 1993: “Cdc thw vién sd'la cdc t6 chikc cung
cdp cdc nguon luc, cung cdp khd ning truy cap
16i cdc nguon tri thikc, phién dich, phdn phoi,

bdo ddm tinh toan ven va ldu dai cia cdc bd
suu tdp s6' dé cho mot cong dong hodic mot tdp
hop cong dong nguwoi dung tin xdc dinh luén co
thé stk dung mot cdch nhanh chong, kip thoi va
kinh t¢” [15].

Tém lai, TVDT thuc chét 1a mot hé thong
thong tin hoan chinh, dugc hiéu la noi luu trir
nguodn thong tin s6 héa, dic biét 1a thong tin
toan vin, dong thoi st dung cac phuong tién
dién t& trong thu thap, Iuu tri, xtt 1y, tim ki€ém
va phd bién thong tin. Ciing chinh vi 1& d6, vin
dé ATTT trong cac TVDT la mot trong cac
yéu t0 song con cia mot HTTT thu vién. Yéu
cAu dit ra la phai lam sao dé c6 thé dap tng
moi dich vu ctia mot thu vién, dong thoi phai
luon dam bao hé thong dugc van hanh mot
cach an toan.

2.2. Cdc yéu cdau vé ATTT trong TVDT

Muc tiéu clia cac cudc tdn coéng vao
HTTT trong d6 ¢c6 TVDT la nhim pha vé ciu
tric ATTT dua trén ba tinh chat 1a ¢ tinh bi
mat”, “ tinh toan ven” va “tinh sdn sang”.
Chinh vi vay, c4c yéu cau vé ATTT ciing xoay
quanh viéc xay dung céac giai phap nhim chong
tra cac hanh vi lam vo hiéu mot hodc ca ba tinh
chat trén. Can nhdn manh ring, mic du ba tinh
chét trén c6 tinh doc 1ap, song trong thuc té
ching ¢6 anh hudng 1an nhau. Khi mot tinh
chit bi xam hai, cau tric ATTT sé& bi pha vo va
s& tac dong dén céc tinh chét con lai. Vi vay, dé
dam bao ATTT can c¢6 mot giai phap toan dién,
dong bo.

Vi nhimg ly do trén, yéu cdu ddu tién vé
ATTT cho hé thong TVDT la “Tinh nhdt qudn,
dong bo trong viéc qudn Iy ATTT”. Yéu cau trén
chi c6 thé dugc thyc hién khi xay dung duge mot
bo chinh sach v& ATTT dua trén mot tiéu chuin
nao d6, vi du nhw ISO17799 / ISO 27001.
Hién nay nhiéu co quan, t6 chitc dang di theo
huéng nay.

Yéu cdu thit hai la tinh lién tuc: HTTT
TVDT hoat dong lién tuc, vi vy cac quy trinh
vé ATTT phai dugc van hanh lién tuc 24/7.
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Tinh lién tuc ddm bao cho HTTT duogc van
hanh an toan trong moi tinh hudng, ngay ca
nhing tinh huong cuc doan nhu chay nd, khiing
b6, thién tai. Khong nén hiéu ATTT chi 1a hanh
dong nhat thoi “Thing ddu vd do” ma day la
mot quy trinh lién tuc: Lap k& hoach (PLAN)
—Xéc dinh, phan tich, thiét k€ (DO)—Kiém
tra ATTT (CHECK) — Duy tri ATTT (ACT).

Yéu cdu thit ba vé ATTT la tinh phé cdp:
Céc quy tic, quy trinh vé ATTT can duoc quin
triét va lién tuc duoc cip nhat trong pham vi
toan thu vién nhim nang cao nhan thic ciing
nhu trach nhiém vé ATTT cia timg thanh vién.
ATTT khong phai la chuyén riéng cta lanh
dao, nha quan ly, can bo cong nghé thong tin
ma la trach nhiém cta cong ddng ddi véi nguon
tai nguyén thong tin ciia minh. Vi vay ATTT
thuc sy duogc thyuc thi hiéu qua chi khi ¢6 su
chung tay gép siic cia toan thé nguoi st dung
trong HTTT cta TVDT.

2.3. Mot s6 nguy co ATTT tdc dong lén
VDT

Cdc nguy co tw co s¢ ha tang ky thudt: An
toan co s& ha tang k§ thuat bao gébm nhiéu yéu
t0 nhu: an toan vat ly, an toan phan cing, an
toan phan mém, an toan ha ting mang, an toan

Application

hé diéu hanh, an toan tng dung web... Tuy
nhién, do nhan thic vé ATTT chua diy dd,
kinh phi hoat dong eo hep, dic biét 1a kinh phi
danh cho vén dé dadm bao ATTT, nén hién nay
da phan cac TVDT chua chi trong dén viéc
dau tr vé co s& ha tang k¥ thuat. Pon ctr 1a viéc
rat nhiéu thu vién st dung cidc phan mém hé
diéu hanh khong ban quyén, khong quan tim
t6i viéc cap nhat cac ban va 16i hé diéu hanh,
hé thong khong duoc trang bi cac phuong tién
ATTT va xay dung cac giai phap ATTT nhu
tuong Itra, cac hé thong phat hién xam nhap trai
phép (IDS, IPS...); St dung ciac phan mém
quan tri thu vién tich hop khong dugc bao hiém
ve ATTT...

Cdc nguy co trén giao thiec TCP/IP: Hién
nay cac TVDT ndi riéng va cac hé thong thong
tin khac néi chung chi yéu st dung giao thirc
TCP/IP. Pay la mot giao thitc dya trén chuin
ISO, cho phép su tuong giao (interoperability)
gitra cac hé¢ may (platform) da dang duoc cung
cp bdi cac nha san xudt khac nhau. Mo hinh
TCP/IP (Hinh 1) dya trén nén tang ciu tric
OSI 7 16p. Day la mot giao thic don gian, dé
str dung va phé cap. Tuy nhién, do cu tric va
mot s6 dic tinh truyén giao dit lidu, giao thic
nay con mang trong minh rit nhiéu diém yéu.

Protocol Graph: TCP/IP

Hinh 1. M6 hinh TCP/IP
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Mot s6 nguy co TCP/IP ¢ thé bi tin cong nhur:

e TCP/IP Attacks: Loai tdn cong nay xay ra
trén 16p IP hay “host-to-host”. Mot so
Router/Firewall c6 thé ngin chin mot s giao
thic kho kiém soat trén Internet, tuy nhién van
c6 mot s giao thirc khong an toan ma hacker
c6 thé lgi dung nhu SMTP & ICMP, TCP,
UDP va IP.

o Cdc hinh thitc tdn cong TCP/IP gdp phdi
nhu:

- Port Scans (Quét cac cdng).

- TCP SYN or TCP ACK Flood Attack (tan
cong tran by dém).

- TCP Sequence Number Attack.

- TCP/IP Hijacking (Gia mao TCP/IP).

- Network Sniffers: Bit gitr va hién thi cac
thong bdo trén mang.

- Tén cong tir choi dich vu (Denial Of Service
attacks- DOS/DDOS): Loai tan cong khai thac
cac diém yéu trén cac dich vu TCP va UDP
nhdm vo hiéu céc dich vu ctia thu vién. Ban
chat thuc sy cia DOS/DDOS la ké tan cong
s&¢ chi€ém dung mot lugng 16n tai nguyén
mang nhu biang thong, bd nhd... va lam mat
kha ning xt Iy cac yéu cau dich vu tir nguoi
stt dung khac.

Cdc nguy co twr cdc san phdm phan mem:
Do tinh “cong cong” (public) ctia hé théng, cac
phan mém dugc cac TVDT sit dung da phan la
nhitng san phim thuong mai, khong duoc bio
hiém vé ATTT. Hé thong thong tin TVDT dé
bi t6n thwong bdi mot loat cac phan mém doc
hai (Malware) va cic phan mém gian diép
(Spyware) nhu: trojan, virus, worms, adware,
keylogger, rootkit [17]. Cic phan mém thu
vién khi dugc thiét ké thuong it cha trong dén
céc 16i bao mat va thuong khong c6 cic ban va
16i (servise park) nén trong qua trinh st dung
dé bi hacker khai thiac cac 16i bdo mat nhu:
“SQL injection”, Cross-site Scripting (XSS),

céc 10i 1ap trinh... Mot trong nhing tac hai ctia
16i phan mém 1a pha hoai tinh toan ven cla di
lieu nhw: danh cdp mot cach bit hop phap
quyén st dung dir liéu, x6a, stra, thém dit lieu
hoic phat lai mot s6 thong tin quan trong nhim
thuc hién mot s6 muc dich cta ké tan cong.
Mot trong nhitng cong cu quan trong nhat dé
dam bao tinh toan ven dw liéu 1a st dung cac
cong cu mat mi nhw cac ham bim mot chiéu
(OWHF). Hién nay, cac gidi thuat duoc st
dung phé bién 1a MD5, SHA1, SHA2.

Cdc nguy co do ngwoi diung: Xuit phat tir
dic diém “Cong cong”, nguoi dung trong hé
thong thu vién rat da dang, nhan thicc vé ATTT
khong dong nhat, diéu nay gay ra rit nhiéu rii
ro cho hé thong. Viéc kiém soat truy cap, quan
ly chét lugng mat khiu, kiém soat va bao vé
thong tin ca nhan, ngin chin cac hanh vi lay
cip, stta d6i nodi dung thong tin dang 1a nhiing
thach thic cho cac nha quan tri hé théng thu
vién. Theo nhiéu tai liéu nghién ctu, c6 80%
nguy co cac cudc tdn cong xudt phat tir ndi bo.
Piéu nay cho thay con nguoi 1a khau yé&u nhat
trong toan bd quy trinh an toan va bao mat
thong tin.

Ky thuat khai thiac diém yéu do nguoi dung
phd bién 1a “social engenering”’[13]. Ky thuat
“social engenering” la phuong phdp tdn cong
phi ky thudt, dua trén sw thiéu hiéu biét cia
nguoi ding dé lira gat ho cung cap céc thong
tin nhay cam nhu username, password hay céac
thong tin quan trong khac. Chinh vi yéu t6 tin
cong phi ky thuat dua trén sy thi€u hiéu biét,
khong dé phong clia nguoi stt dung ma dang
tdn cong nay dugc xem la dang tan cong nguy
hiém nhat.

Ngoai viéc phong chong bén nhom nguy co
néu trén, d€ dim bdo an toan ha ting TVDT
cac nha quan ly ciing cin quan tam t&i viéc
nang cao nhan thic va hiéu biét vé ATTT, dic
biét can xay dung mot bd quy tic, chinh sach
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vé ATTT gitp cho viéc quan ly, van hanh hé
thong dugc an toan va hiéu qua.

3. Cac giai phap an toan thong tin d6i voi
thw vién dién tir

3.1. An toan vt ly

An toan vat ly 1a ddm bao sy an toan cia cac
thi€t bi nhw may tinh, may in, man hinh, router,
switch, cap... Céc thiét bi nay can duoc dit tai
cac vi tri an toan, vi dy, trong cac phong c6 hé
thong bao vé nhu khoa, hé thdng chdng trom,
camera... nhim ngin chin cac hanh vi @n cip
tai san, truy cap trai phép vao cic may chd hé
thong, pha hoai di liéu, hoic truy cap vao cac
ngudn tai nguyén mat ciia thw vién. N6i tém
lai, TVDT can thyc hién cac bién phéap an ninh
mtc vat ly nhu céc thiét bi phai dugc trién khai
v6i yéu cau gidm thiéu tham nhap cda nhimng
doi twong bén ngoai khong co trach nhiém; cac
hé théng xtt ly va bao vé thong tin ¢6 chia cac
dit liéu quan trong can phai duoc dit sao cho
giam thiéu kha ning tham nhap cd tinh hay hitu
y cua nhiing nguoi khong dugc phép; nhiing
thiét bi c6 yéu cau bao vé dic biét nhu server
chita dit liéu quan trong cta thw vién can phai
duoc cach ly; c6 cac bién phap bao vé sao cho
giam thiéu t6i da cic moi de doa nhu 1ta, chay
nd, khoi, nudc, bui, nhitng tac dong co hoc, céac
hoa chét, cac bic xa dién tir truomg manh va tia
phong xa...; cac thiét bi can phai duoc theo doi
thuong xuyén va duoc kiém tra dinh ky, néu
phat hién cac d4u hiéu c6 thé gay ra cac hdng
hoc cho hé thong can sir dung cac phuong tién
bao vé dic biét; ddm bao an toan hé thong cép;
thuc hién an toan noi lam viéc; cac thong tin
quy gia néu khong duoc st dung can duoc luu
trir trong moi truong dugc bao vé; cac may tinh
ca nhan, may in phai dugc theo doi trong thoi
gian xir ly thong tin va can duoc bao vé khoi
cac hanh vi danh cdp ban phim, mat khiu va
cac hanh vi khac trong thoi gian khong c6 mét
nguoi st dung;...

3.2. An toan ha tang mang

Trong cac TVDT, nguodn tai nguyén thong
tin dugc truy cap thong qua Internet va mang
may tinh dong mot vai trd quan trong trong
viec két ndi cac ngudn tai nguyén thong
tin [14]. Hon th&, ddm bdo tinh sin sang, hiéu
qua va hiéu qua chi phi cta viéc truy cap mang
trong ky nguyén so s& 1a ning luc cot 16i cua
cac thu vién. Do d6, an ninh mang c6 mdt vai
tro vO cung quan trong doi v6i cac TVDT
nhim duy tri tinh toan ven cta dit liéu.

Dam bo an toan ha ting mang trong cac
TVDT nhim chong lai bén nhém nguy co d6
la: truy cap trai phép (Non - authorized access);
mat mat hay ro ri thong tin (information
leakage/LLoss Prevention); pha hoai tinh toan
ven dit liéu (damage to data integrity) va tan
cong tir choi dich vu (denial of service attacks).

Céc giai phap an toan ha ting mang c6 thé
chia thanh cac nhom sau:

o Nhom cdc gidi phdp ngdan chdn, chong
truy cdp mang trdi phép: Nhom giai phap nay
st dung cac cong cu phong chdng truy cap trai
phép nhu tuwong lta (FW). Tuy nhién, FW
khong phat hién ra cac hanh vi bét thuong xay
ra trén mang. Do d6, ngoai vi¢c trang bi tuong
Itra cac TVDT can c6 mdt loai thiét bi cé kha
ning theo doi va phat hién moi dau vét cac
hanh vi cia dong thong tin di qua FW. Thiét bi
nhu vay dugc goi la thi€t bi phat hién va ngin
chin tdn cong (IDS/IPS). IDS/IPS lam viéc
nhu mot nguoi gac cong phat hién cac hanh vi
“bat thuomg” (ma FW khong phat hién dugc)
ctia mot cudc tan cong. Vi du, FW khong phat
hién ra hanh vi tin cong DDOS hodc TCP/IP
hijacking.

O nhém gidi phap nay con c6 cac thiét bi
kiém tra, danh gia dinh ky, cic phuong tién tim
ki€m phat hién 16 hdng bao mat va va 13i cho
toan bd hé théng bao gom: hé diéu hanh, cac
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phan mém tmg dung, céac dich vu... cac TVDT
c6 thé st dung cac phan mém nhu: cong cu
nmap dé quét mang; st dung cac phin mém
Paros Proxy, WebScarab, Acunetix Web
Vulnerability Scanner,...dé quét 16 hdng bio
mat clia cac tng dung.

e Nhom gidi phdp kiém sodt truy cdp: Kiém
soat truy cap la xac dinh quyén truy cap dén
timg phan cta hé thong cho timg loai nguoi
dung; x4ac nhan va xac thuc nguoi dung va khi
can thiét phai xac thyc thiét bi (dia chi mang,
ma s6 clia terminal,...) can truy cap; ghi lai tdt
ca cudc truy cdp thanh cong va khong thanh
cong; néu dung mat khiu dé xic thuc hé thong,
can st dung cac mat khiu c6 chét lugng cao va
khi can thiét can phai han ché s6 luong nguoi
truy cap dong thoi vao mang. Can dam bdo tai
nguyén thong tin cta cac TVDT chi c6 thé truy
cap bdi nhing ca nhan dugc xac thuc. Qua
trinh truy cap tai nguyén hé thong thong tin
TVDT cta ngudi dung can thong qua céc budc:

- Identification: Qua trinh nhan dang nguoi
dung, nguoi dung cung cip cac thong tin cho
hé thong nhan dang.

- Authentication: Xac thuc la qua trinh
ching minh “Téi chinh la t6i”. D& xac thuc
nguoi ding, ta can c6 nhimg yéu td sau:

+ Something you KNOW: Dya vao mot vai
y€u t6 ban biét (vi du: username/password)

+ Something you HAVE - Dya vao mdt yéu
t0 ban c6 (vd: ban phai c6 mot thé tix)

+ Something you ARE - Dya vao mot yéu to
thudc vé ban (vi du : van tay, giong noi, vong
mac hay DNA)

- Authorization: Thim quyén truy cap tai
nguyén duogc hé thdng cip cho ngudi ding sau
khi xac thuc Authentication. Authorization thé
hién cac quyén ma nguoi ding c6 thé thuc thi
trén hé thong. Authorization 1am viéc truc tiép
v6i diéu khién truy cap Access Control.

e Nhom cdc gidi phdp nham phuc héi di¢
liéu sau sy c6: nhu chong that thoat dit liu, sao
luu (backup). nhim muc dich ddm bdo tinh lién
tuc (sdn sang) lam viéc ctia hé thong thong tin
TVDT. N6 gitp cac TVDT nhanh chong va
cht dong dua hé thong vao st dung sau khi bi
st ¢d. Co thé 4p dung mot trong cac phuong
phap Iuwu tri sau:

- Backup lién tuc (working backup): La mot
dang backup toan phan (full backup)-thuc hién
lién tuc nhidm muc dich phuc hoi hé thong mot
cach ttc thi.

- Cét gitr tai chd (Onsite Storage):Thuc hién
bén trong hé thong.

- Cat git bén ngoai (Offsite Storage). Pugc
thuc hién bén ngoai hé thong, thuong tai cac
van phong & xa (remote office) hodc tai mot
trung tam dugc bao vé an toan.

e Xdy dung chinh sdch an ninh mang: Tdng
hop cac quy tic, quy trinh van hanh ATTT va
cac giai phap dé thyc thi ATTT trong co quan
thong tin - thu vién. La budc hoan thién mot
moi truong lam viéc va hoat dong theo chuin
bao mat. Hién nay nudc ta ¢ rat nhiéu don vi
dang xay dung chinh sich ATTT theo chudn
ISO 17799727001, s&t dung m6 hinh ISMS.

3.3. An toan di liéu

Thuét ngit “an toan dir liéu” c6 nghia la cac
hé CSDL can phai duoc bdo vé chong truy
nhap nhim sta ddi hay pha hoai mot cach chi
dinh hay khong cht dinh. Nhu vay, cac hé¢
thong co s& dir liéu phai duoc quan tri, bao vé
tap trung, nhim bao ddm duoc tinh toan ven va
an toan dir liéu khi thyc hién cap nhat, stra ddi
hay bd sung thong tin trong cac CSDL. Viéc
bao vé tuyét doi cac hé CSDL khdi truy nhép la
khong thé, nhung cac TVDT phii c6 cac bién
phap di manh dé ngin chin hau hét truy cap
trai phép vao CSDL.
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Dé dam bao an toan di liéu can bd cong
nghé thong tin cta cac TVDT can phan chia
mot cich ro rang quyén han cda ting doi
twong khi st dung hé CSDL, v&i cac quyén:
doc (read), chén (insert), stta d6i (modify),
x6a (delete) dit lieu, can xac dinh ro ai sé& c6
tdt ca cac quyeén trén, ai chi c6 mot s6 quyen
han nhat dinh. Bén canh d6 can st dung mat
ma dé dam bao an toan dit lieu. Mat ma la
phuong phap bio vé thong tin bing viéc ma
hoéa ching (encrypting) thanh mot dang ma
chi c6 thé doc bdi nguodi c6 thaim quyén vai hé
thong d6 hay mot nguodi ding cu thé. Viéc st
dung va tao hé thong d6 goi la mat ma
(cryptography). C6 thé st dung cic phuong
thitc ma hda co ban sau:

- Ham bam - HASH ((MD5, SHA1, SHA2);

- Ma hoa d6i ximg - Symmetric (mot sd
thuat toan ma hoéa doi xing phd bién hién nay
nhu DES, 3DES va AES);

- M3 hoa bat d6i xing - Asymmetric (RSA,
ECC, Diffie-Helman ...).

3.4. An toan ngwoi sv dung

Nguoi stt dung TVDT bao gom nhiéu doi
tuong khac nhau c6 tuong tac véi thu vién [19].
An toan ngudi st dung c6 moi lién hé mat thiét
v6i cic van dé vé an toan co s& ha tang k¥
thuat, an toan dit liéu duogc trinh bay & phan
trén. Tuy nhién, an toan nguoi st dung thuong
dé cap t6i van dé kiém soat truy cap nhim dim
bao tinh bao mat va xac thuc.

An toan nguoi st dung bao ham hai van dé
chinh, la: ddm bao ATTT ctia nguoi st dung va
xac thuc nguoi dung khi ti€p can hé thong.

An toan thong tin nguoi st dung: V&i sy giap
stic clia may tinh dién t& va mang may tinh, cac
thong tin clia nguoi st dung (thong tin ca nhan,
lich st tim kiém, giao dich, muon - tra,...) déu
dugce ghi lai va duge luu trix trong hé thong. Cau

hdi dit ra la thong tin cia ngudi st dung duoc
cac thu vién luu trit nhu thé nao? C6 dam bao
ring nhimg thong tin nay khong ro i ra ngoai,
gay anh hudng t¢i nguoi sit dung. An toan & day
dé cap t6i quyén riéng tw va bao mat.

Quyén riéng tw (privacy) la thuat ngir lién
quan chit ché dén ATTT nguoi st dung. Riéng
tw tic 1a quyén duoc gitt kin, giit riéng va
khong cong bo céac thong tin ¢4 nhan, 1a quyén
duoc gitt bi mat ca nhan, dugc bao vé bi mat ca
nhan, khong bi xdm pham bi mat ca nhan, bao
vé ca nhan trude viéc bi mao danh va gia mao
thong tin [21, 22].

Bido mat (Confidentiality) nghia la cac
thong tin giao dich, tim ki€ém, download, linh
vuc nguoi dung quan tam... khi s dung thu
vién phai dugc gitr bi mat.

Céac thong tin clia nguoi st dung c6 thé bi
danh cdp phuc vu cho nhiéu muc dich khac
nhau, nhw: loi dung tai khoan nguoi dung dé
truy cap bat hop phap hé thong, tan cong
HTTT thu vién, cung cip thong tin ngudi sk
dung cho bén thtt ba,... Do do, cac TVDT can
c6 nhimng bién phap cu thé dé ddm bao ATTT
ngudi st dung, va can dugc thé hién trong
chinh sach ATTT cu thé.

Xdc thywc nguwoi dung: Khi néi vé hé
thoéng cac bién phéap t6ng hop nhim bio dam
an toan cho viéc trao ddi thong tin trén mang
mdy tinh, nguodi ta thuong nhic dén AAA
(Authentication - xac thuc; Authorization - phan
quyén va Accounting - tinh toan), trong dé
xac thyc 1a cong doan dau tién va quan trong
nhat. Twong tu nhu vay, trong cac TVDT, dé
dim bao an toan, nguodi st dung can phai trai
qua budc xac thuc trede khi st dung cac san
pham - dich vy thwr vién. Hién nay, da phan
cac TVDT déu yéu cau xac thyc thong qua
username va password ma nguoi st dung
duoc cap.
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Két luan

TVDT la mot hé thong thong tin hoan
chinh, chiu sy tac dong cla cac yéu td gy mat
ATTT. Cic nguy co nay c6 thé dén tir co sé ha

tang ky thuat, tir cac giao thitc mang, dén tir cac

san pham phan mém va dén tir chinh nguoi st
dung. D& dam bao ATTT trong TVDT cén tién
hanh ddéng thoi nhiéu gidi phap khac nhau, tir
cac gidi phap vé quan ly dén cac huéng din
thuc thi ATTT va cudi cung la lya chon céac
giai phap cong nghé dé thuc hién.
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