SCIENCE TECHNOLOGY

MOT GIAI PHAP TY BONG HOA GIAM SAT CAC TRAM BAN
XANG DAU TU XA BE PHUC VU CHONG THAT THU THUE

REMOTE MONITORING FOR PETROL AND OIL STATIONS AGAINST TAX LOSS

TOM TAT

VN @& giam st cac tram ban xéng/dau nham chéng thét thu thué dang 12
van d8 bic x(c va ndi cm hién nay. DA ¢o nhiéu gidi phap dé xut dé giai quyét
véan dé nay nhung déu cd nhigu mét han ché khac nhau, nhét 1a tinh gidi quyét
toan b, van dé an ninh bdo mat, dd trung thuc clia dit liéu. .. Bai bao nay dé
Xudt mot gidi phap khach quan mang tinh toan b, dat van dé an toan bao mat
va xéc thyc & mic do cao, dé dang tich hop véi cac hé thding 10T khac- hé thding
GASI0T2017. Két qua thyc nghiém thyc té dé chiing td hé théng GASIoT2017
hoat ddng 6n dinh, tin ¢y, dap ting dwoc yéu cau thuc t€ hién nay.

Tir khoa: Hé thong giam sat, mang internet, tram xdng dau, an ninh mang.

ABSTRACT

The problem of monitoring petrol and oil stations against tax loss is
currently a pressing issue and emerging. There are many solutions proposed to
solve this problem, but there are many limitations, especially the resolution of
the whole, security issues, data integrity ... This paper proposes a overall
solution, security problems and authentication at a high level, easily integrated
with the system other - GASI0T2017. Experimental results demonstrate the
actual operation of GASIoT2017 is stability, reliability, meet the actual
requirements today.

Keywords: Monitoring system, Internet network, petrol and oil stations,
networking security.
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1.DAT VAN BE

Tinh trang kinh doanh xang dau hién nay dién ra phirc
tap trén pham vi ca nudc. Theo quy dinh, méi cira hang chi
la dai ly ctia mot nha phan phdi. Tuy nhién, thuc té chwa cé
€0 quan nao quan ly dugc viéc do. Hon nita viéc hach toéan
clia nhiéu doanh nghiép chua trung thwc nén tinh trang
gian lan trong kinh doanh xang dau dién ra kha phd bién.
Dé chéng that thu thué trong hoat déng kinh doanh xang
dau, nhiéu giai phap giam sat da dugc dé xuat nhung hién
chwa hiéu qua hoac chwa kha thi. Trong thdi gian vira qua
nhiéu dia phuvong da thic hién dan tem niém phong dong

Ha Manh bao'”

ho téng (cong to) trén cac phuong tién do xang dau dé
chong that thu thué. Tuy nhién, giai phap nay cé thé bi vo
hiéu do su can thiép, tac déng vao dong hd téng ma van
con gilr nguyén hinh trang tem dan chong thét thu thué.
Trén thi trwong cling da xuat hién giai phap clia mot s
cdng ty gidi quyét van dé nay nhu giai phap IGAS-ATG cla
Cong ty Happyhall, hé théng SCB-06 cla Cong ty thiét bi
vat tv xang dau Sai gon SEMP, gidi phap cla Cong ty
VietechGPS,... N6i chung cac giai phap nay déu cho phép
giam sat tir xa nhung déu con nhiéu han ché nhu: Lay s6
liéu do théng qua céac hé théng dién tr ¢6 sén clia cac tram
x&ng, khdng hé tro xi ly dit liéu tw dong phuc vu cho tinh
thué, chuwa cé co ché xac nhan cla tram xang dé dam bao
tinh phap ly, chua duwa ra gidi phdp bdo mat cho dir liéu
truyén va hé thong, gia thanh hé théng cao...

Dé khac phuc nhitng han ché giai phap clia cac cong ty
va tao ra mot giai phap téng thé hé tro chéng gian lan
trong kinh doanh xang dau, chdng that thu thué mot cach
hiéu qud, tac gid dua ra mét giai phap khach quan trén co
s¢ tich hop nhigu cdng nghé khac nhau la hé thdéng
GASIoT2017. Hé théng GASIoT2017 cho phép thu thap dir
liéu va gidm sat cac tram kinh doanh xang dau voéi céac
chuing loai va xuét xt khac nhau, tir d6 cé thé chdng duwoc
gian lan tron thué trong kinh doanh xang dau.

Phan con lai cla bai bao dwgc phan bd nhuw sau: phan 2
trinh bay vé giai phap GASIoT2017, phan 3 trinh bay kich
ban thir nghiém hé théng va danh gia, phan 4 la két luan
cla bai bao.

2. HE THONG GASIOT2017
2.1. Thiét ké kién trac phan tang cla hé théng
GASIoT2017

Kién tric 0SI/ISO

T. Trinh dién
5 T. Phién
T. Giao van

Kién trac GASIoT

T. Ma héa/Giai ma

T. Truyén dit liéu

Hinh 1. Kiéntrlic GASIoT2017 vaso sanh vdi 0S|
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Kién trac phan tang cta hé théng GASIoT2017 gém 5
tang: tang co s& mang, tang truyén di liéu, tang méa hoa/giai
ma, tang xac thuc va tang rng dung. Chirc nang cla céc tang
duwgc so sanh véi mé hinh OSI/ISO [1] nhw hinh 1.

2.2. Cau trac hé théng GASIoT2017

Hé théng GASIoT2017 la hé théng tich hgp gom nhiéu
phan clng, phan mém va cac mang truyén théng khac
nhau nhv hinh 2.

Xac nhan ty dong vofi chi ky dién t
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Nhan vién phu trach tram

Hinh 2. Cau tric phan cap hé thong GASIoT2017

N6 la mot hé thdng phan cdp phan da tir cip cao nhat la
may cha, co s¢ dii liéu cap qudc gia, ti€p dén la may chu va
co s dir liéu cap mién gom mién bac, mién nam va mién
trung, cp cum gan mdi tinh hodc khu vire va cudi cing 1a
cdp tram xang/dau. Cach t6 chiic phan cdp theo hanh
chinh cho phép tao ra sy thuan lgi trong viéc quan ly va
khai théac co s& di¥ liéu. Cac cdp hé thong lién két véi nhau
qgua mdi trudng mang truyén thoéng Internet va mang
khong day. Nguai sir dung, quan tri cé thé théng qua cac
dau cu6i khac nhau dé khai thac va quan tri hé thong.

2.2.1. Hé thdng phan crng va mang truyén théng

a) Modul thu thap d¥ liéu tir xa tai tram xang/dau

Modul nay duoc Iap rap vao mdi cay ban xang va no co
cau tric nhw hinh 3. N6 ¢6 nhiém vu thu thap di liéu truc
ti€p tir cAm bién do lvu lvgng xang/dau dudi dang xung so,
ma hoéa (AES 128 bit) [2] va glti v& nat tram. Dong thoi né
cling nhén Iénh tir may cha gl dén, giai ma va gt dén nat
twong rng qua mang vién théng GPRS/SMS. Mai cdy xang
c6 mot ma hiéu riéng véi cau triic méa:
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[Ma dia chi tinh:2 ky tw][Ma tram xang theo cbng ty:5
ky tw] [X/D: 1 ky tu] [Ma cay xang:2 ky tu]

Vi du: HNMIO01X01 -> HN: Ha No6i, MI001: Tram 001 clia
cdng ty xang /dau Quan déi, X: Xang, 01: Cay xang so 1
trong tram MI001

M®i nGt cay xang c6 nhiém vu [3, 4]:

e Do chinh xac di¥ liéu tr cdm bién truc ti€p do lvgng
x&ng dau (khéng qua cac mach dién tr c6 san cla cac cay
xang).

¢ Thu s6 xung do theo lit xdng/dau va gt vé may chd.

Cay xang:

Cam bién lvu
lwvgng xdng /dau

Mach cach ly dau vao

4

Mach stra xung dau vao

I/0
Mé rong
Modul truyén Mach dong
thong hd thoi gian
3G/GPRS/SMS

thqc

Hinh 3. Cau trdc modul thu thap dit liu tai cdy xang/dau

¢ C6 kha nang thay doi cac ché dé thu sb lvong xdng
dau va ché do gui dir liéu, diéu khién tir xa (thu theo cudc
bom, theo ngay, theo tuan, theo thang véi ché do cha
dong hodc thu dong).

e C6 bd ngudn dir phong cho modul do ngay ca khi mat
dién.

e Liu dir liéu do tuy theo yéu cau.

e C6 kha nang mé rong cho nhiéu tinh nang khac (do
mic bdn xang, nhiét dd dd 4m, camera, phong chdng chay
no...).

¢ Phai cé dong ho thoi gian thuec.

b) NGt cum (cluster)

Pay la nat gén véi pham vi tinh/thanh phd hodc khu
vuc. N6 st dung may tinh nhing hodc may tinh chuyén
dung véi cac modul cé kha nang truyén théng GPRS/SMS
cac nut cap duti va két néi dudng Internet tin cay, toc do
cao dé truyén d liéu vé may chu trung tam cép trén. Pong
thoi né cling cung cédp théng tin cho cac co quan chiic
nang tinh/thanh phd phuc vu cho viéc giam sat tinh thué,
théng ké theo nhu cau.
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Begin

Khditao hé thdng cyc bd va cic

thong s6

Thiét 13p mang truyén thong

N N
Mod=2? Mode=3
Y v
Thu thip gii dit liéu Thu thip giri di¥ liéu Thu thap giri dir liéu
theo gitr theo tuan theo thang

Chay mode méic dinh
(Nhén va giri DL theo cudc)

Thide 1ip mong truyen thdng vOif adit Ouster vi
Gt trang thil chiy DL nit cull

Nijn 90 ldw, brw trd

Ghi 2 lu vio hang 88,
Bt oy trpng thili Flag_okd

Hinh 4. Thuat toan clia cac nit tram/cum

a) Thuat todn ndt cy xang/dau; b) Thuét toan niit tram/ cum

c) Cac may chu (Server)

Hé théng may chud c¢é nhiém vu thu thap di liéu tir cac
nat cdp dwai chuyén lén, gidi méa va lwu vao co so dit liéu. Hé

quan tri CSDL duoc st dung la SQL server hodc Oracle. Péng
thoi cho phép nguoi quan tri thiét 1ap cac ché do hoat déng
cho céc nat, xac thye div liéu va thye hién ty dong cac thao
tac nghiép vu khac nhu phan loai, thdng keé. ..

d) Mang truyén thong

Gilra cac nut cay xang véi nat tram st dung mang khéng
day WiFi hodc mang cdm bién vo tuyén nhu ZigBee, MiWi,
RF... Gilra cac nuat tram va nat cum st dung GPRS/SMS/3G,
gitta nGt cum véi cac may chd s dung duwong truyén
Internet tin cdy, téc do6 cao nham dam bao viéc truyén dir
ligu I&n, thoi gian thic v& may chd trung tam.

2.2.2. Phan mém

Phan mém cla hé théng GASIoT2017 gdm nhiéu loai
phan mém voi cac chirc nang khac nhau:

e Phan mém nhdng cho cac nit cay xang/dau

e Phan mém nhung cho cac nat tram

e Phan mém cho céac nat cum (cluster)

e Phan mém thu thap, quan ly, td chirc, thong ké, tim
kiém, két xuat, ma héa/giai ma, xac thuc, diéu khién va khai
thac co s& dir liéu duoc viét bang cong nghé
NET/WebService/WCF [5].

Hinh 4 Ia lvu d6 thuat toan clia cdc phan mém nhdng
tai c&c nat cay xang, nat tram/cum.

2.3. Hoat dong clia hé thong

ok nya yEn £ ey ugL ugt
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e Start/stop bom xing/dau

Hinh 5. Hoat dong clia hé thong GASIoT2017

Khi hoat déng hé thong lién tuc thu thap di liéu xudt
ban nhién liéu xang dau cho khach hang tir tat ca céc tram
x&ng, thuc hién ma héa va dugc giri qua mang vién théng
vé may cha. Tai may chd dit liéu duoc tinh toan, phan loai
cho tirng cay xang, tirng tram xang cda tirng doanh nghiép,
tlrng vi tri va tw dong glri vé cho céc tram xang dé tram
xang/dau xac nhan theo thang hodc theo qui. Cac tram
xang sau khi xac nhan, chir ky dién t&r sé dva trén dwong
cong Elipic va bAng bam sé tv dong cai vao ban s liéu ban
xang dau cla tram dé va glri qua mang vé may chu. Ban so
lieu nay sé dugc guri téi may chi xac nhan chit ky dién ti s6,
néu xac nhan dang chi ky dién t& thi ban so liéu cla tat ca
cac tram xang sé c6 hiéu lyc phap luat va dugc chuyén dén
co s& dir liéu riéng phuc vu giam sat thué, thanh tra...

Ditfliguchuaxicnhin  ——mm Ditliéu dixic thyc
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Trong treong hop khong ddng no sé dwoc chuyén dén luu
tri* cdla bd phan chuyén xt ly.

3. THU NGHIEM VA DANH GIA

3.1. M6 hinh th&r nghiém

Mo hinh thtr nghiém (hinh 6) bao goém cac thanh phan:

e Hé thong Server: Bat tai Ha Noi

e 2 Tram ban xang/ dau tai Vinh Phic: VP, Ha NGi: HN

e Khoang cach gilta may chl véi cac tram xang thlr
nghiém VP la 60km, v&i HN la 3km.

e Cac modul do ludng va truyén tin dugc cai truc tiép
trong cac cay xang va ldy dit liéu nguyén thiy la s6 xung
theo lvong xang/dau tr cam bién Encoder gan véi bom
xang (khdng qua hé théng dién t& c san clia tram xang).

vP

Server-HN

Mang Didong

GPRS/SMS

Hinh 6. M6 hinh thi nghiém

Dir liéu truyén vé server bao goém s6 xung/lan ban, thoi
gian ban, ngay ban, ma tram xang... D liéu nay dwgc ma
héa theo phwong phap duong cong Eliptic truéc khi gt
gua mang va dwgc gidi ma tai may chd dé khoi phuc lai dir
liéu ban dau. Hinh 7 1a man hinh thu thap di liéu tir xa trén
may chd. Hinh 8 la d6 thi cho thdy di liéu thu thap luvong
xang ban theo thoi gian du¢i dang xung cda cay xang VP
trong mét ngay.

......

- "o "0

Hinh 7. Phan mém thu thap dir liéu tir xa

Sé xung
15000
10000 -+
S000 -+ ]_'hl'r tw
lan bom
0 - xang

1 8 152229364350576471788592

Hinh 8. Phan bd lvong xdng ban trong mdt ngay tram xang VP
3.2. Két qua thir nghiém

Két qua thu dugc qua qua trinh thit nghiém thuc t€ cho
thay:
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o Dt liéu truyén vé 6n dinh, tin cay.

e Khéi lvgng div liéu thu duogc: ~ 2500 ban ghi (2500
cudc bom)

e Sai sO Ién nhat (1/2)/240 xung/1lit ~ 0,208% = 2,08
ml/lit < sai s6 cho phép. Sai s6 nay la sai s6 clia cdm bién
Encoder, néu tram xang /dau st dung Encoder c6 s6
xung/1 lit16n hon thi sai s6 sé giam nhiéu hon.

4. KET LUAN

Giai phap GASIoT2017 duoc thiét ké trén co s khao sat
thuc té hién trang hién nay, khao sat nhirng yéu cau ctla
cac don vi lién quan vé thué, vé thanh tra... Hé th6ng dap
(*rng duogc yéu cau vé bao mat, bao toan dir liéu voi cac co
ché ma hoa va xac thuc.

Két qua thrc nghiém thu dugc tir nhiéu kich ban do tu
xa dad cho thay hé thong co6 thé hoat déng tin cay trong
pham vi dia ly rong 16n. N6 cho phép thu thap hang nghin,
hang van dit liéu dong thoi va cé kha nang xt ly div liéu 16n
(big data) thoi gian thuc do s phan cdp cla hé thong. DI
lieu do dam bao trung thuc do dugc do truc ti€p tir cdm
bién do lvu lwgng tr bom xang, khong qua bat ctr hé thong
dién tr nao clia cay xang, sai s6 dam bao +/- 2,4ml/lit.
Hwong phat trién ti€p theo la trién khai hé thong trong
thuc té€ voi hai hé thdng truyén di liéu qua mang song
song dong thoi: truyén qua cac mang truyén théng sén co
va hé théng truyén thong riéng (LoRaWAN) dé dam bao hé
thong hoat dong thu thap di¥ liéu tir xa an toan, tin cay, gia
thanh ha, dé trién khai va bao tri.

K&t qua nghién cttu trién khai hién da dwoc déng gai san
pham va dang ti€én hanh chuyén giao cho doanh nghiép
xang dau trong thuc té€. Hinh 9 la modul sdn phadm dau cubi
gan voi tram xang/dau da dwoc tién hanh ding ky voi cac co
guan chirc nang va duoc phép liu hanh trong thuc té.

Hinh 9. Modul do d&u cudi
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