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THIET KE, LAP DAT HE THONG CHONG TROM
CHO XE GAN MAY SU DUNG CONG NGHE RFID

DESIGN, SET UP ANTI-THEFT WARNING SYSTEM FOR MOTOBIKE USING RFID TECHNOLOGY

TOM TAT

Cdng nghé RFID (Radio-Frequency Identification) Ia cong nghé st dung thé
dién ti chira thong tin duoc lwu tri béng dién ti, ddi twong can theo ddi. Thé o6
mach thu thap nang lvong tlr cac song vo tuyén clia may doc RFID phat ra khi
truy van, dung nang lrong nay phat séng mang ma thong tin clia thé. Cng nghé
RFID st dung tai nhiéu nuéc trén thé giéi trong cac finh vyc nhy thu phi giao
thong cong cong, thanh todn tién tai cac hiéu an nhanh, siéu thi, may ban hang
tv dong. Trong vai nam gan day, giai phap nay cling dé va dang dugc ap dung tai
mot s6 dia phuong 6 Viét Nam qua c&c dich vu thanh todn phi gitr xe, may ban
hang ty dong, dich vu cang-tin trudng hoc, ¢ong s6... Cong nghé RFID mang dén
st tién loi va nhanh chdng trong thanh todn, gidip tiét kiém thoi gian, giam leong
tién mat luu thong trén thi trudng, quan Iy cac dich vu tap trung dong thoi tao
nén b mat hién dai cho x& hoi. Trong bai béo nay gidi thiéu cong nghé RFID tng
dung trong viéc thiét k& hé théng chdng trom cho xe gan may véi do an toan cao
va tién dung. Két qua nghién ctu cling cho thay viéc thiét ké, ché tao cac mach
dién clia hé thong la hoan toan kha thi véi ky thuat hién tai 6 Viét Nam.

Tir khéa: HE thong chéing trom xe gan may, RFID, thé dién ti

ABSTRACT

Radio frenquency identification (RFID) uese electromagnetic fields to
automatically identify and track tags attached to objects. The tags contain
electonically stored information. Passive tags collect energy from a nearby RFID
reader’s interrogating radio waves RFID technology have been employed in many
countries around the world for a variety of areas such as paying fees in public
transportations, buying foods at fast food restaurants, at super markets, and buying
soft drink at vending machines. In recent years, these technology solutions have
been used in some regions in Vietnam through paying bills at parking services,
vending machines, school and company canteens. .. RFID technologies make our
life easier and more convenient for consumers, save people’s times, reduce cash
transactions, centrally manage public services, and modemize our daily life. This
paper presents the prospects of applying the RFID technology to design anti-theft
warning system for matobike. The results of this work have demonstrated the
feasibility of implementing the system’s hardware in Vietnam.
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1.DAT VAN BE

RFID la phwong thirc nhan dang tu déng, cho phép
lvu trir va lay di liéu tr xa dya vao cong huéng tan sé vo
tuyén. Tan s6 cla RFID da dang hon thé NFC, cac dai tan
cla RFID la 125KHz LF, 13,56MHz HF, dai tan UHF va dai
tan microwave [1].

Mot hé thdng RFID dwgc cdu tao béi hai thanh phan
chinh la thiét bi doc (READER) va thiét bi phat méa RFID cé
gan chip hay con goi la TAG. READER duroc gan antenna dé
thu - phat song dién tir, TAG dwoc gan voi vat can nhan
dang, moi TAG chira mot ma s6 nhét dinh va khong tring
lap nhau. TAG 1a mot thé gan Chip va Antenna va duoc lap
trinh véi thdng tin duy nhat; Chip (b6 nhé cuda chip c6 thé
chira téi 96 bit dén 512 bit di¥ liéu gap 64 lan so véi ma
vach) lvu trir mot s6 thir tv duy nhat hoac théng tin khac
dua trén loai thé: read-only, read-write... Antenna: dwoc gan
vGi vi mach truyén thong tin tir chip dén READER. Antenna
c6 cdng suét cang Ién thi pham vi (khoang cach hitu hiéu)
doc cang I6n [3]. M6i thé TAG c¢6 cac phan lwu trir dir liéu
bén trong va céach giao tiép véi dit lieu do. Moi thé duoc 1ap
trinh vé&i mot nhan dang duy nhét cho phép theo déi
khong day doi tvong hodc con ngudi dang gan thé do.

Thé chip RFID chtta hon 4 ty ma s6 khac nhau, kha nang
trung ma va sao chép ma gan nhu khéng xay ra. Xac suét
nhan dang nham vat dé voi 1 thé chip RFID khac 1a 1 phan
4 ty. Vi vay cong nghé RFID c6 dd bao mat va an toan rat
cao, viéc st dung thé RFID trong viéc ché tao thiét bj chéng
trdm cho xe may la rat kha thi va dd an toan cao [2].
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Hinh 1. So d6 nguyén Iy clia hé théng RFID

Véi nhitng wu diém dé, RFID duoc ap dung trong nhiéu
[inh viee. Thiét bi chéng trom cho xe may st dung cong
nghé RFID da dugc lvu hanh tai Viét Nam. Tuy nhién chua
c6 nhiéu nghién cru vé co ché hoat dong cling nhu lap
trinh dugc cac ché do hoat dong dé khai thac, toi wu hda
dwoc céac wu diém clia RFID.
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2. THIET KE, LAP TRINH HE THONG CHONG TROM CHO
XE GAN MAY SU DUNG CONG NGHE RFID
2.1. Giai phap thiétké

Cong nghé RFID da dwgc nghién ctu va ting dung rat
nhiéu Iinh vic tai Viét Nam [1]. Trong khuén khé bai bao
nay, nhém tac gia ap dung ly thuyét vé cong nghé RFID [8]
va (ing dung ludn trong viéc phén tich bai toan va dua ra
giai phap thiét ké cho hé théng chéng tréom str dung cong
nghé nay.

Thiét bi chdng trédm bao gom:

- Chip RFID Ivu tri* thdng tin (ma ID cla thiét bi): Chip
RFID né st dung loai thé thu dong bao gdm Antena va Chip
(khéng nguodn riéng), dugc dinh vi va bdo vé béi cac I6p
nhua, phia ngoai cé thé gén 16 g6, s hiéu hoac céc hinh anh.

+ Antena gdbm céc vong day dong dugc cudn voi dwong
kinh 30cm céch dién vgi nhau, khi nhéan dugc nang lvong twr
dau doc nd sé phat ra dong cam (rng du dé kich hoat Chip.

+ Chip dwoc gdn ma va ndi voi Antena dé nhan va
truyén thong tin dén dau doc.

- ECU b diéu khién trung tdm c¢é nhiém vu thu thap va
Xt ly théng tin nhan duoc tir Chip RFID thdng qua Antenna,
tlr d6 dua ra tin hiéu diéu khién déng mé mach dién hay
phat tin hiéu cAnh béo.

- Gi&c n6i: Dé 18p ghép véi mach dién clia xe, cac dau
gi&c duoc Cosse hoa dé thuan tién cho viéc dau néi.
2.2.Lap trinh va md phéng bo diéu khién ECU

Hinh 2. So d0 nguyén Iy cliabd x Iy trung tam

Trong phan nay, nhém tac gid s dung phan mém
Altium 18 dé mo phdng, viét so dd nguyén Iy va vé mach in
cia bd diéu khién trung tdm ECU. Mach Ecu bao goém:
1-Céc chan vao diéu khién ro le; 2-Chan reset; 3-BO tao dao
dong; 4-Antenna; 5-B6 loc ngudn (hinh 2).

- Mét s6 mo dun trong hé thong:

+ Khoi nguon: Khdi ngudn dam bao cung cdp mot dién
ap 6n dinh, khdng nhiéu dé cho cac thiét bi dién ti ludn &
trang thai hoat déng t6t nhat.

+ Ro le khoa dién: Ro le duoc thiét ké dé dong, ngat dong
dién tlr kh6a dién dén céc hé thdng thiét bi trén xe, dong diéu
khién duoc dong ngét bai bo diéu khién trung tam ECU.
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+ Ro le coi: Ro le coi la loai ro le 5 chan, khi déng & chan
sO 2 coi nhip nhanh 0,5s/lan, déng & chan so 1 la coi nhip
cham 1s/lan. B6 diéu khién trung tdm sé cap dong diéu
khién ro le khi thire hién canh béo hodc phat ma Unlock.

+ M6 dun cach ly quang hoc: M6 dun cach ly quang hoc
¢6 so db nguyén ly dwgc sir dung dé phat hién khéa dién &
ché do ON hay OFF.

- Bo mach clia bd diéu khién trung tam ECU.

Bo mach bd diéu khién trung tdm ECU dugc thiét ké
mach in va hoan thién nhu hinh 3, 4.
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Hinh 4. M6 hinh 3D bo mach diéu khién

2.3. So d6 thuat toan ctia hé théng chéng trom cho xe
may str dung RFID

2.3.1. Ché do baové/ chong trom

Doc dir lidu
tir thé RFID

So sanh m3 ID

vira docvailD Khong kich hoat coi

lru trong b6 nhé

Hinh 5. So d0 thuat toan ché dd bao vé/chdng trom

Hinh 5 thé hién so do thuat toan ché do bao vé va ché
do chéng t,rcf)m. Khi khoa dién,ON, thiét bi dwoc cp nguodn
12 von tir ac quy, hé théng bat dau doc va so sanh di liéu
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(ma) tir thé RFID, néu ma ID trung véi ID lvu trong bd nhe,
ECU diéu khién déng ro le, ngudn dién duoc ndi tir khoa
dién dén ECU va cac hé théng khéc, xe san sang dé khoi
dong. Khi khdng nhén dugc tin hiéu hodc ID khéng trung
khép ECU khong diéu khién dong ro le, nhw vay khong cé
nguodn dién dén cac hé théng cla xe, dong co khéng khéi
dong duoc. Néu sau 3 gidy hé théng khéng nhan duwgc tin
hiéu trang khép véi ID lvu trong bd nhé, ECU khdng diéu
khién dong ro le, dong thoi diéu khién déng ro le coi cp
ngudn 12 Von tir &c quy dén (+) coi theo tan suét dinh san,
gitp canh béo chéng trém cép xe. Coi sé kéu cho dén khi
khéa dién OFF hodc nhan duoc tin hiéu trung khép véi ID
luu trong bd nhé.

2.3.2. Ché do emergency

Trong trvong hgp mét chia khéa va khdng c6 chia du
phong ho&c thé bao hanh, van c6 thé kich hoat thiét bi
dong ro le cdp ngudn cho xe, st dung ma so cdp theo tirng
thiét bi. M4 s6 kich hoat ché dé Emergency bao gom 3 chit
sO thap phan tvong (’tng ma 1, ma 2, ma 3.

Khong kich hoat coi

Coikéu 30 s vdi Ka: bhét m3 2
nhip 0,5s/fan OFF/ON [
Coikéu voinhip Kd: A Kd: Y
a Phatma 1 Phatma 3
1s/lan ™ oFF/ON OFF/ON

Hinh 6. So d0 thuat toan ché dd khan cap

Khi khéa dién ON, thiét bi khéng nhan duwgc tin hiéu tir
thé RFID sau 3 giay, ECU diéu khién phét tin hiéu coi bao
dong, sau hai lan phat tin hiéu coi véi tan suat khac nhau
(30 giay voi nhip 05 giay/1 lan sau dé la véi tan suéat
1giay/1lan), tit/ bat khoa dién (OFF/ON) thiét bj phat ma 1
(s6 lan coi kéu twong (ng), tiép tuc tit/bat khoa dién
(OFF/ON) thiét bi phat ma 2, tiép tuc tat/bat khoa dién
(OFF/ON) thiét bi phat ma 3, ngay sau khi phat ma 3 két
thuc, tat khoa dién va bat lai, Itc nay hé théng dd & ché do
Unlock va xe hoat déng nhu IGc chua I8p thiét bi chéng
trom. Khi quet thé RFID hodc thé bdo hanh thi thiét bi lai
dwoc kich hoat ché d6 bao vé binh thuong.

2.3.3. Lap trinh thé RFID

Khi khoa dién bat ON, trong khoang thoi gian trén 3
giay, néu khong nhan dugec tin hiéu trang khép véi ID trong
b6 nh¢ ECU diéu khién déng ro le kich hoat coi, sau dé
guet thé bao hanh (thé cép theo thiét bi), hé thdng nhan
dugc tin hiéu dang (trang voi ID lvu trong may), ECU sé
kich hoat ché dé ma hoa thé RFID tir thé trang.
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Khong kich hoat coi

Yes

Lap trinh the RFID

Hinh 7. So d0 thuat toan Iap trinh thé RFID

St dung gon ngi 1ap trinh C dé 1ap phan mém cho ECU.
Phan mém sau khi dwoc xi ly va nap vao Chip. Han céc
chan gidc vao bo mach trung tam ta dwoc thiét bi c~h6ng
trdm xe may str dung cong nghé RFID hoan chinh. M6i san
pham bao gom: 01 thiét bi chéng trom; 02 thé RFID dy
phong; 02 chia RFID; 01 thé bao hanh.
3. KET QUA VA THUC NGHIEM
3.1. Cau tao va hoat dong thiét bi chéng trom st dung
cdng nghé RFID

3.1.1. Thiét bi hoan chinh

Thiét bi hoan chinh dwoc ché tao nhu hinh 8.

e 5 % =

L E4 (]

Hinh 8. San pham khda chdng trom hoan thién

3.1.2. Hoat dong clia thiét bi

Toan bd hé théng chéng trdm duoc 1ap sau khoa dién,
nhu vay khi tit khoa dién toan bd hé thdng s& dwoc ngét
khoéi ngudn dién, do dé n6 khoéng tiéu tén dién dy tri tai
ac qui.

- Co ché déng mé nguodn dién

+ Trwdng hop 1. Khi khoa dién & ché do ON (trong
trvong hop bi bé khoa), khdng nhan duwge thdng tin trén
thé tir hodc théng tin nhan dwoc khéng trung khop, hé
théng sé ngat ngudn tir khoa dién dén ECU dong co (dong
thoi ngat mach den tap 16, dén khong sang), dong co
khong thé khdi dong.

+ Treong hop 2: Khi khéa dién & ché dé ON, tién hanh
quet thé RFID vao vi tri dat antenna, thiét bi nhan duoc tin
hiéu trung khép tir thé RFID, diéu khién déng mach cép
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ngudn cho ECU déng co (dén tap 16 sang), dong co da san
sang dé khai dong.

- Tinh ndng chéng trém

Khi k& gian mé& duoc khéa dién, nhung khéng co thé
RFID, hé théng khéng nhan dwgc théng tin trung khép t
thé RFID, sau 3s n6 sé diéu khién cdp ngudn cho coi va coi
sé kéu bao dong voi tan suat 0,5s/lan, sau 30s thi tan suat
bao dong la 1s/lan cho dén khi tit khoa dién hoc hé théng
nhan duoc tin hiéu trang khép tir thé RFID.

- Ché do khan cap (emergency)

D6i v&i mbi san pham xuat xudng sé 6 1 ma sé gom 3
chir s6 twong rng véi ma 1, ma 2 va ma 3. Ma sd nay duoc
sl dung dé mé vo hiéu héa tinh ndng chdng trém clia thiét
bi trong tredng hgp quén hay mat thé RFID. Khi dé nguoi
dung cé thé thuc hién theo cac budc dé kich hoat tinh
nang nay.

Emergency
Khéa | e
dien @t 30s m
|
| nhip 0.5s nhip Is

o hong kéu ‘ ‘ ‘ ]
Hinh 9. Tin hiéu cdi & ché do khan cdp
- Lap trinh chia khéa

Can c6 thé RFID trdng (chua dugc ma hoa, ¢ thé mua
trén thi trvong).

Khéa "
i@ tat
dign 5s S5s 2s

Coi khéng kéu

Bio dong Bdo dong

Trang thai 1am viéc binh thuong

Hinh 10. Tin hiéu coi & ché dd lam viéc binh thuong

Khi thiét bi dang & ché dé canh béo, ti§'n hanh quet thé
bao hanh (thé di theo thié€t bi), thiét bi san sang & ché do
lap trinh chia khoa, tién hanh quet thé RFID lan luot tir thé
s0 1, thé sO 2 va thé so 3 (duoc phép lap trinh lam lai t6i da
3 thé RFID, vi vay khi lam lai thé phai lam dong thoi ca 3 thé
dé dam béo tat ca cac th}é déu duoc kich hoat v&i mot ma
doéng nhat), cudi cung tat khoa dién va kiém tra lai hoat
dong cua cac thé vira dwgc lam méi.
3.2. Thir nghiém thiét bi

Thiét bi duoc ché tao thir va thir nghiém trén xe HONDA
Lead, SCR, Wave o, Wave RS, YAMAHA Sirius, trong thoi
gian 3 thang, véi so 1an kich hoat 400 lan. K&t qua cho thady
hé théng lam viéc véi dod chinh xac 100%; lam lai 3 thé RFID
tat ca déu hoat dong tot (kich hoat hé thdng nhu thé ban
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dau); thuc hién 20 lan kich hoat thiét bi vé ché do Unlock,
vGi ti 1é thanh céng 18/20, c6 2 lan khong thanh cong la do
dém sai so lan tin hiéu coi canh béo.
4. KET LUAN

Thiét bi chdng trdom xe may st dung cdng nghé RFID
duwoc thiét ké va ché tao hoat dong tin cay, do chinh xac
cao, do bén lau dai, tinh nang vuot trdi so voi cac san pham
cung phan khac va véi gia thanh canh tranh. San pham
hoan toan co thé thuvong mai hoa.

Trong thoi gian t¢i, nhdm nghién ctru khién tir xa, tim xe
va tinh ning dinh vi, mé xe bang mat khau, doc téc do xe...

Véi sk ’ng dung cdng nghé RFID ché tao thanh cong
khéa chdng trdom xe may, nhém tac gia mong muén mé
rong pham vi iing dung clia cong nghé nay trong céac linh
vuc khac nhu: quén ly the vién, quan ly hoc sinh, quan ly
can bd, nhan vién trong truong, quan ly xe ra vao co
quan...
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