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LIVENESS DETECTION VA UNG DUNG TRONG BAI TOAN

NHAN DIEN KHUON MAT

LIVENESS DETECTION AND ITS APPLICATION IN FACE RECOGNITION PROBLEM
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TOM TAT

M@t trong nhiing phuang phap sinh tréc hoc dugc st dung rong rai nhat [a nhan
dang khuon mt. Nhan dang khuén mét dugc st dung trong nhiéu linh vuc. Ung
dung phd biét trong linh vuc nay 1 xac thuc khudn mat trén thiét bi di dong. Trong
khi s6 lugng nguai dung thiét bi di dong tang 1én hang ndm, nhu cau vé bdo mét di
ddng cling ngay cang tang. Trén thuc té hé thong van ton tai 16 hdng bao mét do la
khi nguti dung khong st dung khudn mat that ma st dung cac hinh anh chup khuon
mat hodc hinh anh khudn mét trong video. Lgi dung diéu nay nhiing ké gian Ian c6
thé st dung mét na cia mét ngudi dugc Gy quyén dé dénh Itia camera nhan dang
thanh nguoi that. Liveness Detection la mdt chti dé nghién ctiu quan trong gitip phét
hién khudn mat gia mao. Phuong phap dugc dé xuat trong bai bao nay la mgt mo
hinh hoc sau (Deep learning). Thuc nghiém cho thay mé hinh chting toi ¢ sudt ¢o do
chinh xc tuong doi tot trén tap dir liéu thuc nghiém [1].

Tirkhéa: Hoc sdu, mang tich chdp, Liveness Detection.

ABSTRACT

One of the most widely used biometric methods is facial recognition. Facial
recognition is used in many fields. One of the popular applications in this field is
facial authentication on mobile devices. While the number of mobile device users
increases every year, the demand for mobile security is also increasing. However,
in fact, the system still has a security hole that is when users do not use real faces
but use face images or face images in videos. Taking advantage of this, fraudsters
can use an authorized person's mask to trick the camera into looking real. Liveness
Detection is an important research topic for fake face detection. The method
proposed in this paper is a deep learning model. Experiments show that our
proposed model has relatively good accuracy on the experimental data set [1].

Keywords: Deep learning, convolutional neural networks (CNN), Liveness
Detection.
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1. GIGI THIEU
Nhu cau ctia ngudi tiéu dung doi véi cdng nghé xac thuc
khudn mét va sinh trac hoc dang tang Ién, thi trudng nhan
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dang khuon mat tri gia gan 4 ty USD vao nam 2020 va du
kién sé chitang trong thap ky t&i [2]. Trong thé gidi thuc, cac
chuyén gia phong chéng gian 1an ch6ng gia mao bang cach
st dung tinh nang phat hién gid mao. Con dugc goi la
“chéng gid mao” hoac “kiém tra d6 gid mao”, tinh nang phat
hién gia mao sinh trdc hoc mé tad mét loat cac ky thuat dugc
ngudi xac thuc st dung dé ddm bao rdng cdng nghé ctia ho
dang doc nguon sinh trac hoc thuc su.

Hién nay c6 ba hinh thic kiém tra gid mao chinh: thu
déng, cht déng va két hgp. Qua trinh kiém tra gia mao dién
ra ma khéng can ngusi dung nhap dir liéu, chdng han nhu
hé théng nhan dang khuén mat cta dién thoai sé quét
khuén mat clia ngudi dung cling nhu cac chuyén dong tu
nhién nhu chép mét dé xac minh tinh xac thuc. Nhiing kiém
tra nay thudng dugc coi la mét gidi phap kiém tra giad mao
dé dang. Thi thach va phan héi la mét vi du vé kiém tra gia
mao. Kiém tra thi thach va phan héi sé yéu cdu ngudi dung
tra 15i cac 16i nhdc nhu chép mét, di chuyén dau, mim cudi,...
Y tudng nay danh bai cac biéu dién sai nhu anh 2D hodc phat
lai video bang cach yéu cau ngudi dung chiing minh rang ho
la nguai that.

Trong bai bao nay, ching t6i dé xuat mé hinh mang tich
chap dé phat hién muc d6 gid mao ctia méi video selfie/chup
mat c6 d6 dai tir 1 - 5 gidy trén bd di liéu thuc nghiém.
Phan 2 clia bai bao sé gidi thiéu cac nghién cdu lién quan,
phan 3 sé trinh bay vé mé hinh dé xuat, phan 4 sé la két qua
ctia md hinh.

2. CAC NGHIEN CUU LIEN QUAN

Chéng gia mao khudn mat la van dé gay nhiéu kho khan
cho cac nha khoa hoc khi nghién ctu va xay dung cac hé
th6ng nhan dién khuén mat. Ngudi dung thay vi sif dung
khuén mit that cia minh dé hé théng nhan dién thi st dung
anh chup trén dién thoai hodc video quay trén dién thoai
hay tham chila &nhin 2D, 3D cla ngudi khac dé cho may xac
nhan. Chudng toéi da nghién cltu va phan tich mét vai uu
nhugc diém clia cac nghién clu trudc d6 nhu bang 1.

Nhu cac phan tich & trén, cac phuong phap hién c6 chua
gidi quyét dugc cac van dé bao gém can nhiéu dir liéu hudn
luyén, chua gidi quyét dugc bai toan trong diéu kién moi
truong khac nhau, chua phat hién dugc gia mao trong video.
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Do d6 trong nghién ctu nay, ching téi dé xudt mot mé hinh frame; = totalTime X paramaterTime; (1
mang tich chap phat hién giad mao. Trong d6:
Bang 1. Uu va nhugc diém cia cac md hinh chéng gia mao « Frame; 12 khung hinh thi i ctia video
Phuong phap Uu diém Nhuig diém o TotalTime |a téng thai gian cla video
Deﬂ m?n ,khaﬂ" Chl ph! Khong Eha,t hign diige Y'deo Ja e ParamaterTime; la hé s6 thai gian 1dy khung hinh
thap va c6 thé trién khai | mao. Dé bi vugt qua bhdng céch L T .
Eve blink check | &1 Mobile mdt céch dé | duc 216 trén tam anh, mot ai do Chitiét cac bo dif liéu dugc mé ta nhu bang 2.
y 3] dang. Nguoi dung ciing | chi can dua 2 mat vao 2 10 trén Bang 2. M4 ta dif liéu thuc nghiém
kha thuan tién vi khdng | tam anh va dat truéc camera hé D liéu huan luvén Dil liéu danh aié
can thuc hién thém thao | thdng. Can s6 lugng I6n anh vi ¢ —— : L : g
tac gi dé nhan dién. nquoi chdp mét nhiéu, chdp it D@t liéu nhan "real” 2990 6265
khdng thé biét trudc dugc. Dit liéu nhan “fake” 2850
Chi phi trién khai thap, | Ngudi dung sé c6 trdi nghiém|  3.2. Mé hinh dé xuat

Challenge
response [4]

khong can mua thém
thiét bi. Trién khai don
gian. (6 thé trién khai
trén thiét bi di dong hiéu
qud. Kiém tra dugc c

khong tot do phai thuc hién kha
nhiéu thao tdc truéc khi ducc
nhan dién.

M6 hinh dé xudt ctia chiing t6i bao gém 3 khéi chinh:
e Khéi Stem: Dugc st dung giam kich thuéc dir liéu.
¢ Khéi Conv: Sir dung khung 5x5, 2x2 va 1x1 dé tang kha

nang hoc cdla mo hinh.

dnh va video. o Khéi Identity: Khi két ni dé bao dam mé hinh khong
Khé dé trién khai, khong | Kho ap dung trong nhiéu diéu| nhing khong gidm hiéu sudt ma cé thé lam hiéu sudt mo
LPB-+SVM[5] |cdn thiét bi, c6 thé lam | kién khac nhau vé dnh sang, méi | hinh tang lén.
trén mobile. trudng, huéng khudn mat. )
Dé trién khai, khong can | Can kha nhiéu di liéu dé hudn o b - } QU
thiét bi, c6 thé 1am trén | luyén. Trong nghién cGu nay con ; : ‘
NN [6] mobile. Nhan dién tot | ton tai cac truong hgp qua khdp
hon LBP vi CNN trich [ véi khudn mat da hudn luyén thi . —
chon tot cc déc trung va | phan biét that hodc gid mao kha Bl Cons sl
b6 qua duoc nhiéu. 6n nhung d6i khudn mét khic (da st B e B i S S R S
den han, nhan nheo hon,...) thi . !
ngay lap tiic mo hinh nhén sai. ¥ N . '
~ < - L ‘ g £, oD, ConD g
3. MO HINH BE XUAT ; 0 i
N Average Pooling 2D
3.1. Dir liéu thuc nghiém & ‘
Dé huan luyén chung t6i st dung anh dugc trich xuat tu
dirliéu ban dau dugc cung cap béi ban té chiic cudc thi Zalo , BlckSten
Al [1]. B6 Zalo Al do ban t6 chiic cung cip bao gom 1168 Backbore Arcitecture A Y
video selfie/chup mat c6 do dai tu 1 - 5 gidy da dugc gan m Clw C me m
nhan. Két qua chung cudc sé dugc tinh véi bo di liéu riéng
L‘L ;?:Tu?/‘é’?nlés\fé"l'(?é?n? khong c6 gan nhan. Ngoai ra khi Hinh 1. Mo hinh dé sust cho bai todn
tra chiing téi trich xué’t; Bang 3. Chi tiét kién triic mo hinh dé xudt véi cac tham s6 toi uu
khung hinh trén moi —
video. Mbi video Kién tric dé xudt Block Stem
selfie/chup mat c6 do Layer Kernel Strides Output shape Layer Kernel  Strides  Output shape
dai tir 1-5 gidy nén Input 300x1003 Input 11 300x1003
ching to6i sé trich xuat 5
khung hinh theo cic Block Stem 150x50x128 Conv2D X7 X1 300x100x256
mdc thai gian cla video Average Pooling2D  2x2 75x25x128 Conv2D 1x1 1x1 300x100x256
lan lugt la 0,15; 0,25; 0,5; Block Conv 38x13x160 | Max Pooling 2D x2 X1 150x50x256
0,75; 0,95. Moi khung Block Identity 38134168 Conv2D 3 W 1500500128
hinh sé c6 kich thudc la Global A
chiéu cao 1 300 va chiéu i 168 Conv2D 1x1 11 150x50x128
réng la 100. 001ing
Head (lassification Output 150x50x128
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3.3. Panh gia hiéu qua mé hinh dé xuat

Pé danh gia hiéu suadt mé hinh, ching t6i st dung Equal
Error Rate (EER hay cé mot tén goi khéc la CER) (cdng thuc
4). Trong d9, gia tri EER cang nha thi hiéu suat mé hinh cang
cao. D€ tinh toan gia tri cGa EER, ching téi s dung tham s&
False Acceptance Rate (FAR) (cOng thuic 2) va False Rejection
Rate (FRR) (cong thuc 3). FAR va FRR thay déi tuy theo do
nhay (Sensitivity). Vi tri tai 6 FAR va FRR bang nhau dugc
goi la Ty 1 16i EER hoac ty | 16i chéo (CER).

False accept

Trong do:

e False accept |a ti1& ngudi dung trai phép c6 thé truy cap
vao hé théng nhu nhiing ngudi dung hagp lé (ti 1é chdp nhan
sai sot).

e Fake ground truth la s6 khuén mat gia.

e False reject la ti 1& ngudi dung trai phép bi tir chéi truy
cap vao hé théng nhu nhing ngudi dung khong hop 1é (ti &
tU chéi sai sot)

FAR = —falseaccept ) e Real ground truth la s6 khuén mat that.
Fake ground truth 1
FRR = False reject 3) S(x) = 1t e-X (%)
~ Real ground truth PPN ~ N . e o N N
FPRAFNR Trong qua trinh huan luyén ching téi s dung ham toi
EER = > 4)  uu Adam [7] vGi ty & hoc la 0,0001, ham mat mat
EAR FRR BinaryCrossentropy (cong thiic 5), cuing véi cac tham sé tang
cudng dit liéu anh dé gidm viéc qua khdp trong qua trinh
huadn luyén nhu ting gidm kich thuéc, thu phéng anh,
hudng géc cét, lat ngdu nhién. Cac dac trung sé dugc dua
I vao ham kich hoat sigmoid (céng thiic 4) dé danh gia gid
£ mao.
CER 1 N
LOSSBinaryCrossentropy = _N Z yi X lOg (Ypred)
i=1
+(1 - Yi) X log (1 - Ypred) (6)
Sensitivity
Hinh 2. M6 ta Equal Error Rate (EER) [1]
Bang 4. M6 ta chi tiét khoi conv véi cac tham s t6i uu
Block Conv
Layer Kernel  Strides  Output Shape Layer Kernel ~ Strides  Output Shape Layer Kernel ~ Strides  Output Shape
Input 75x25x128 Input 75x25x128 Input 75x25x128
om2d 56 2 381332 herage o ssazas | MR a0 0 3sa3ans
Pooling 2D Pooling 2D
Conv2D 1x1 X1 38x13x32 Conv2D X1 1x1 38x13x32
Conv2D 1x1 1x1 38x13x16 Conv2D 1x1 x1 38x13x16
BN 38x13x16
Concat 38x13x160
Bang 5. M ta chi tiét khdi Identity véi cac tham so t6i uu
Block Identity
Layer Kernel Strides Output Shape Layer Kernel Strides Output Shape Layer Output Shape
Input 38x13x160 Input 38x13x160 Input 38x13x160
Conv2D 5x5 1x1 38x13x8 Conv2D 3x3 X1 38x13x8
Conv2D 1x1 x1 38x13x8 Conv2D 1x1 1x1 38x13x4
Conv2D 1x1 x1 38x13x4
BN
Concat 38x13x168
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3.4. Két qua thuc nghiém
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Hinh 4. Bi€u d6 hudn luyén EER

Két qua nhan dugc sau khi thuc nghiém mo hinh la
EER = 0,18382. Day cling la két qua nhan dugc khi ching toi AUTHORS INFORMATION
tham gia cudc thi do ban t6 chic Zalo thuc hién. Ching téi Do Manh Quang’, Vu Viet Thang?, Dang Quynh Nga?
nhan dugc vi tri thi 26/249 clia bang xép hang chung két
[8]. Thong qua két qua trén cho thdy mé hinh dé xuat co tinh
thuc té€ va hiéu qua cao.
4. KET LUAN

Trong nghién cttu nay, chung téi da tu dé xuat duge mot
moé hinh nhan dién khuén mat cé tinh hiéu qua cao, tuy
nhién mé hinh nay can dugc cai thién dé nhan dién dugc tét
hon. So véi cac cac két qua khac trong cudc thi Zalo Al
Challenge 2022 thi phan I6n cac d6i dat thi hang cao hon
déu st dung mo hinh Pre-train. Do d6 ching t6i sé két hop
mo hinh clla minh véi cdc md hinh Pre-train hoac tang
cudng thém di liéu huan luyén nham cai thién hiéu suat mé
hinh trong thai gian tdi. Toan b ma ngudn nghién ctu cé
Github [9].

[9]. https://github.com/DoManhQuang/liveness-detection
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