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ABSTRACT

In this paper, we are presenting a method to improve physical layer security (PLS) in wireless
communication networks. Specifically, we would like to propose a one-way full-duplex (OWFD) relay
network model with artificial noise (AN). The model consists of five nodes (source node, destination
node, relay node, eavesdropping node, jamming node). To evaluate the security performance of the
model, we analyzed key performance metrics such as the secrecy outage probability (SOP) and the
system's secrecy throughput (STP) through deriving closed-form expressions for SOP and STP.
Simulation results verify the proposed expressions using the Monte-Carlo method. The findings of this
study demonstrated a significant improvement in security performance compared to previous
researches. Additionally, the proposed model has highlighted the feasibility of implementing PLS
techniques in OWFD relay networks.

Keywords: Physical layer security, Secrecy outage probability, Secure throughput, Artificial noise, One-
way full-duplex.

1. INTRODUCTION

Wireless networks, with their widespread applications, have become an indispensable part of our
daily lives. These networks have been increasingly demanding more spectral resources to accommodate
the growing number of users [1]. Full-duplex (FD) technology allows simultaneous transmission and
reception on a single time-frequency channel, promising nearly to double the spectral efficiency
compared to half-duplex (HD) systems [2-5]. In FD techniques, signals are transmitted and received on
the same frequency and at the same time [6]. One of the growing concerns in wireless communication
is the security of transmitted signals. Due to the open nature of wireless networks, they are inherently
insecure [7]. The simplicity of accessing the wireless medium made communications easier to be
eavesdropped on over this medium [8]. The artificial noise (AN) approach - proposed by Goel and Negi
[9, 10] is a technique to ensure absolute secure communication between legitimate nodes. The authors
demonstrated that perfect security could be achieved when the channel of the eavesdropper was noisier
than the channel of the legitimate receiver. AN is added to the null space of the legitimate receiver's
channel so that it deteriorates the signal reception of the eavesdroppers without harming the
communications of the legitimate receiver [11].

1.1. Related works

In [12], the author analyzed and evaluated the trade-off between system reliability and security,
using a Rayleigh fading channel, FD communication, and the DF protocol at the relay node, PLS is
achieved by introducing AN to the eavesdropping node. In [13], the author evaluated the SOP and STP
of the system, considering a Rayleigh fading channel, the DF protocol, and FD at the relay node, PLS
is implemented by harvesting energy at the system's relay node. The research group also investigated,
analyzed, and evaluated the SOP and interception probability (IP) of the system, where a Rayleigh
fading channel was used in the model with the amplify-and-forward (AF) protocol and HD operation at
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the relay node [14]. A system consisting of five nodes, including one node acting as a signal reflector
for the source node's transmission, was studied using a Rayleigh fading channel, HD operation, and the
DF protocol at the relay node, the model examines the OP and secure energy efficiency performance,
enhancing system security through an intelligent reflecting surface (IRS) [15]. In [16], the research
group analyzed and evaluated the OP and IP of the system, using a Nakagami-m fading channel, the
system does not employ FD devices, and PLS is achieved by utilizing an IRS for signal forwarding,
since the signal is directly transmitted, neither the AF nor DF protocol is used. Notably, in [17], the
author investigated the hardware of reconfigurable intelligent surfaces (RIS) to optimize PLS,
introduced corresponding scenarios, and studied system models that do not include FD or relay devices.
The author also discussed potential future research directions and challenges in RIS-assisted PLS
communication.

From the above studies, we have also identified open issues for future research, such as
introducing additional jamming devices into the system, enabling full-duplex operation at the source,
relay, and legitimate receiver, adding a direct link from the source to both the legitimate receiver and
the eavesdropper in the research model, modifying the channel model, and changing the relay node
protocol.

1.2. Motivation

Although studies [12-17] analyzed and evaluated the trade-off between reliability and security,
SOP, and STP for half-duplex and full-duplex models with relay nodes, jamming from the source node,
and Rayleigh fading and Nakagami-m channels, they have not yet addressed the destination node in the
system or artificial jamming from external nodes. Additionally, the direct signal transmission path from
the source node to the destination node has not been investigated for this system.

This paper minimizes the signal-to-noise ratio (SNR) at the eavesdropping node by introducing
interference from an external node and the destination node to enhance security and significantly
improve the secrecy performance of the OWFD relay network. On the other hand, FD at the legitimate
receiving node helps save bandwidth and protect useful information during signal transmission.

The main contributions of this paper include the following:

—  Generate AN to enhance information security and apply FD to save bandwidth for the OWFD
relay network.

—  Propose closed-form and accurate expressions for SOP and STP for analyzing the performance
of the OWFD relay network.

—  Effectively demonstrate the role of AN generators and their significant impact on system
performance in preventing eavesdropping.

—  Conduct Monte Carlo simulations to validate the accuracy of the SOP and STP expressions.

1.3. Organization

This paper is structured into six sections as follows. The next section presents the system model
under consideration. Section 3 analyzes and provides details on the expressions for secrecy outage
probability (SOP) and secure throughput (STP). Section 4 presents the results and discussions. Section
5 provides the conclusion. Finally, there is an appendix.

2. SYSTEM MODEL

Consider a communication system consisting of a source node S, a full-duplex relay node R, a
full-duplex destination node D, a passive eavesdropper node E, and a jammer node J, as shown in Figure
1 of this paper. Assume that S, E, and J each has a single antenna, while R and D are equipped with two
antennas for transmission and reception. The relay R operates using the decode-and-forward (DF)
protocol, D receives signals simultaneously from S and R, while node E only eavesdrops on the signal
from R. Assume that node E cannot eavesdrop on the signal from node S due to terrain features such as
trees, hills, high-rise buildings, etc., which obstruct the signal transmission path to node E. Given

pE{S—R, S—-E,R—-D,R—E, D—R, D—E,J—E}, the coefficient for the Rayleigh

fading channel is hp which is distributed according to hp U CN (O,ip ) ,with A = E {‘h; ‘} being
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the average channel gain. By denoting g € {S ,R,D,J } , the transmit power at node ¢ is Pq. The
Gaussian noise at node k is 7, (t ) , which follows the distribution 7, (t ) U CN (0, o, ), with the

normalized noise variance being 0, =N, k € {R,D,E } . The SNR at node k is denoted as 7, .

Since the channels in the system model follow the Rayleigh fading model, the probability density
function (PDF) and the cumulative distribution function (CDF) of each channel gain are given by

J

‘h

X X

; (x) = % K andF ¢ (x)= ’, respectively, with x > 0 .

""" > Artificial noise
- ) Eavesdropping signal

— Legitimate signal Ky i3

P

Figure 1. One-way full-duplex relay network model with the presence of an eavesdropping device.

Assume that at time t, S transmits signal Xg (l‘ ) to R and D. Meanwhile, D and J transmit a

jamming signal W, (l‘ ), w, (Z ) to R and E, and E eavesdrops on the signal from R. The purpose of the
jamming signals is to reduce the SNR at E, thereby enhancing the security performance.

W (t ), w, (t ) and X (l‘ ) are normalized such that
E{‘WD (t)‘z} = E{‘WJ (t)‘z} = E{‘xs (t)‘z} =1, where E{} is the expectation operator. If R

decodes X (t ) successfully, it decodes and re-encodes before broadcasting. Otherwise, it keeps idle.

Ellw, (0} = E{lw, (0 } = £ {f (0 | =1.

where F {} is the expectation operator.

At time t, the received signal at R is given as follows

hSR\/_xS +hRR\/_xR +hDR\/_wD +hJR\/_wJ 1)+n, (1) (1)

Slnce the artificial noise can be known in advance at R [2-3], and R can cancel the interference

h rW) (l‘ ) and hDRW (l‘ ) the received signal after AN cancellation at R is given by

SR\/_xS +hRR\/_x )
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At time ¢, the received signals at E and D are given as follows

RE\/_xR +hDE\/_wD +hJE\/_wJ +nE
(3)
t)=hSD\/ExS( +hRD\/_x +hDD\/_w +hJD\/_w

Since the artificial noise can be known in advance at D, and D can cancel the interference

(4)

h oW, (l‘ ) , the received signal after AN cancellation at D is given by

t):hSD\/ExS( +hRD\/_xR +hDD\/_wD t)+n,(1) (5)

From (1), (3), and (4), the SNRs at the nodes R, E, and D at time 7 are respectively given as
follows. The SNR at node R is

h|' P
V= B §R| - ©)
|| e+ N,
The SNR at node E when R decodes X (Z) successfully, which means X, (Z) =X (t) ,1s
h P
Ve = el 1 ()

|hDE|2 b, +|hJE|2PJ +N,
The SNR at node E when R fails to decode X (t) , meaning X, (t) * X (l‘) , 18
75 =0 ()
Then, the SNR at node D when R decodes X (l‘ ) successfully is
_ |hSDPS + hRDPR|2 < _ |hSD|2 Py + |hRD|2 Py
D= P S7p = €))
|| By + N,

2
|hDD| P, +N,
The SNR at node D when decoding X, (t ) fails:

The SNR at node D when R fails to decode X (t ) is

. h P
Yo =— | ; (10)
| B+ || Py + N,

3. SECURITY PERFORMANCE ANALYSIS

In this section, the SOP is derived. The secrecy capacity is defined as the difference between the

legitimate channel capacity C p and the eavesdropping channel capacity C Py

L1 1+7, |
CS:[CD_CE] :§|:10g21+7/D:| (11)
E

where C, and C,, are the transmission signal capacity and the eavesdropping signal capacity,

respectively, [x]+ = max(x,O).

Theorem 1: The CDF and PDF of }, are respectively given by
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e—box
F (x)=1-a (12)
& ( ) ‘ a, +x
abe ™  ae™
f;/R (x) — 0~0 0 5 (13)
a,+x (ao + x)
Ao P,
where @, = SRS and bo = L
A Fx A Py
Proof of Theorem 1
From (6), the CDF of }, is calculated as follows
2
he,| P
F, (x)= Pr{';m# < x}
|hRR| PR + NO
x, P, + N
=Pr[x0<x—( £ 0))
s (14)
© 7Lx("‘1PR+No) 1 1.
=j l—e s B —e fu dx,
A
0 RR
e*box
=1-a,
a, +x
where x, = |hSR|2 and X, = |hRR |2.
From (14), the PDF of }, is the first derivative of F;,R (X ) , calculated as follows
—be " (a,+x)—e ™ g be " a.e
fyR(x):_ao 0 ( 0 2) _ %% + % _ (15)
(a0+x) a,tx (a0+x)
Theorem 2: The CDF of y,, is given by
e 1 e
F (y)zl——[l+—}+— (16)
" bl(y+cl) d, eldl(y+gl)
N, AP, Ao P P 1 Ao P
where ¢, = —2—, p ="P2L o =—RR g =/1RD(—R ——J, e =20,
‘RD PR /1RD PR ﬂ'DD PD PS ﬂ'SD /’lRD I)S j’SD
N, P.A
fi=—"—,and g, = 3.
PSA'SD /?"DDPD
Proof of Theorem 2
When R does successful decoding, one has
2 2
he | P, +|h,,| P
F, (y):P{' SD| i | RD' u <y]
|hDD| PD + NO
a7)
I B R
|hDD| PD + NO

where
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Fy(q)=Pr(Q<q)

= Pr(|fg | By + || Py < q)

q Pr

A - N
Py B B _ 4
:I l—e ™ |—¢ A’“’dql
0 RD (18)
__4 1
1 ArpPr PsAsp
=l-g o ° + ‘
P 1 P 1
%(m’f ‘J %(MR‘@J
s7tsp RD s7tsp RD
Therefore
F, (v)=Pr(Q < y(Jhon| 2+ ,))
=IFQ (y(yOPD +NO))f“hDD‘2 (y())dyo (19)
0
ay Ny
=1- e—[l + LJ + e—
bl(y+cl) d, eldl(y+gl)
2
where Y, =|hDD| .
When R suffers unsuccessful decoding, one has
o | 2
Fy* (z)zPr > 5D i <z
> V| B+ |1 | By + N,
= Pr(zo <= (2,P,+2,P, + No)j
b
o —— L (aP+2,Py+Ny) (20)
= II 1—e "% (Zl)f(zz)dzldz2
00
_ l_i e—b3z ~ e—b3z
a,\ z+c, z+d,
where z, = |hSD|2, zZ, = |/’1RD|2 and z, =|hDD|2.
Theorem 3: The CDF and PDF of ) are respectively given by
F()=1-1 <= <" @n
e b\ (t+c,) (t+d,)

and
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1 qe™ e —ayt e !
2

[t ot et me
7e b,| (t+c,) (ch)z (t+d,) (t+d2 )2 (22)
N /N N AP, AP
where a, = 0 b, = DE'D JEJ’czz RER’anddzz REZR
ARE P J’RE ! )’RE b ﬂDE P, /1JEPJ

Proof of Theorem 3
Analyzing (7), we have the CDF of ¥ by applying [18, eq. (3.352.4) and eq. (3.353.3)]

2
F, (t)=Pr - | P’;
: el Py +|hy| P+ N,

———(t,Pp +1,P; +Ny)

=ﬁ 1—e7R;”R £(2)f(2,)dndt,

(23)
1( e e
_i- _(_ _
b\t+c, t+d,
2 2
where #, = |hDE| and 7, = |hJE|
From (23), the PDF of y . is the first derivative of F;,E (t ) , calculated as follows
1{a e—azt e—azt a e—azt e—azt
](}/E(l‘)=b— 2 + 2 : d o 2 (24)
o) t+cz (t+c2) r+ 2 (t+d2)

3.1. System secrecy outage probability

The SOP is the probability that occurs if the secrecy capacity is lower than a given threshold
C,, , hence given by
SOP =Pr(C; <C,) (25)
where C is the secure capacity of the system, and C,, is the predefined threshold of the capacity at

the legitimate eavesdropper node.
When the node R does successful decoding, the SOP is calculated as follows

SOP,,,,,, =Pr(C}"™ <C,)

Nerror
I+y,
=Pr| log, <C,
1+

E

(26)
=Pr(y, <2%y, +2% 1)

=F, (2%y,+2% -1)

When the node R suffers unsuccessful decoding, the SOP is calculated as follows
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=Pr(c{™ <C,)

(

= Pr(log2 1:7/1} < Cthj
(
(

yh <25y, 425 — 1) (27)

Therefore, the SOP of the system is provided by

SOP = SOP,,,,,, Pr(y, > 2% =1)+ SOP,,, Pr(y, <2 -1)
=SOP,,,, (1-Pr(7, <2% =1))+ SOP,,,, Pr(y, <2% -1) 08)
= SOR,,,, (1-F,, (2% -1))+ SO, F, (2% -1)

3.2. Secrecy throughput

The secrecy throughput is the product of the secrecy rate and the secrecy outage probability,
defined as follows

STP = R (1- SOP) (bit/ s/ Hz) 29)

where STP is the secrecy throughput of the system, Rj is the secrecy rate of the system, and SOP

is the secrecy outage probability of the system.
4. RESULTS AND DISCUSSION

This section presents numerical results and simulations to verify the proposed SOP and STP
expressions, and evaluate the security performance of the OWFD relay network. The SOP and STP are
evaluated based on key operating parameters, such as the position of R, the position of E, the path loss

exponent [3, the given threshold of the capacity C, = {0.0l, 0.05, 0.1} (bitS/S/HZ) .
To illustrate the performance, the coordinates of the users are chosen as S at (0.0, 0.0) , D at

(8.0,8.0), R at (5.0,4.0), E at (10.0,14.0), J at (8.0, 20.0). In the following,
Xg, Xp, Xz, X, and Vg, V), Vg, ¥, represent the x-coordinate and y-coordinate of S, D, E, J ,

respectively. Additionally, P, =20 dB, P, =1 dB, P, =—25 dBand P, =25 dB are considered.

The path loss and fading power are modeled as d ~# , with d representing the distance from the
transmitter to the receiver. Among all the results, one result considers different transmission

environments, so the value of /3 is selected to run from 1 to 6, while the remaining results are chosen
with f=3.

Figure 2 describes the effect of SNR on SOP at three different positions of node J with
Vp = {20, 25,30} meters and C,, =0.01 (bitS/S/HZ) . This figure shows the match between the

simulation and analysis, validating the proposed SOP expressions. It can be observed that as PS / o’

increases, SOP decreases. This can be explained as follows: Node E eavesdrops on the signal from
nodes S, R, D while being affected by AN from node J, whereas node D only receives the signal

from node R and cancels out the AN from node J . Therefore, as P, S / o’ increases, the SNR at £
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increases, but at a slower rate than the SNR at D , because node E receives three channels. There are
two channels with noise, so these noise components reduce the increase of SNR at E, which causes C|
to increase, and thus SOP decreases. Additionally, as node J moves further away from the four nodes
S,R,D,E, the SNR at E increases, leading to a decrease in C , while the SNR at D remains

constant, causing SOP to increase.
10° F T T T T T T T

—sl'myJ=ZD(mJ 3
—simy, =25(m)| ]
——sim y, =30{m) T
* anayJ=ZD{m:
@ anay,=25{(m)

+ anay_,=?:|){ml

SOP

102

| | | | | | 1 l 1
0 2 4 6 8 10 12 14 16 18 20
Ps/g? (dB)

Figure 2. The effect of SNR on SOP at three different positions of node J .
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10-3 H —s\'mxsza{m:
F| ——simxg =20(m)
* anaxszo(m:
-] anax5=8{ml
+ anaxs=2D(ml

1 1 1 | | | I 1
o 2 4 6 8 10 12 14 16 12 20

Ps/g? (4B)

10

Figure 3. The impact of value Ps /0'2 when changing the position of node S.

Figure 3 illustrates the effect of the distance of node S on SOP as different values of P / o’
are varied. The graph shows the match between simulation and analysis. As the transmission power of
node S, P / o’ increases, the SNR at node R and D increases, leading to an increase in the system's

security, or in other words, SOP decreases. Since the SNR at node D increases, the system's secrecy
capacity increases, causing SOP to decrease. On the other hand, as the x-coordinate of node S
increases, the SNR at D decreases, causing SOP to increase.
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10°F T T T T

— sim Pja® = 05 (dB)
—— sim Pic”® = 15 {dB)
—— sim Pjo® = 25 (dB)

© ana pjte® = 05 (dB)
* ana pjle® = 15 (dB)
+ ana Pjle’ = 25(dB)

SOP

10%
0 5 10 15 20 25 30

Xg (m)
Figure 4. The effect of the position of node E on SOP as the value of Ps / o’ changes.

Figure 4 illustrates the effect of the distance of node E on SOP at three different values of
P / o’ . The graph shows the match between simulation and analysis. As the value of X, gets closer
to node J, SOP decreases, and as it moves further away from node J, SOP increases. This can be

explained as follows: The node E is closer to node J, the higher the noise power at node E, and vice
versa. Therefore, the SNR at node E increases, leading to a decrease in SOP, and vice versa.

Furthermore, the adjacent position X, =8 (m) of node E results in a minimum SOP , as it is closest

to nodes D and J, causing the SNR at node E to be the lowest. On the other hand, as the transmission
power of node J increases, SOP decreases because the SNR at node D increases, which in turn leads
to an increase in the system's secrecy capacity.

L T T T T T T T

] r ——sim Cy, = 0.04 {bisfHz)

——sim Cy, =005 {bis/Hz)
——sim Cy = 0.1 (0/siHz)

o ana Cm =0.01 (bis/Hz)
% ana Cm =0.08 (bis/Hz)

4+ ana Cm =0.1(b/siHz)

107
0 2 4 [ 8 10 12 14 16 18 20

%, (m)

Figure 5. The effect of X, on SOP at three different values of C,,,.

Figure 5 shows the match between simulation and analysis. This figure illustrates that as the length
X, increases up to 8 (m), SOP gradually decreases. Beyond 8 (m), SOP starts to increase because,

at X, = 8 (m) , node J is closest to node E, while the distance from node E to node D remains fixed.
As aresult, the SNR at E is the lowest, meaning it reaches a minimum at point J = (8.0, 20.0) , leading

to a minimum SOP . At the same time, the higher the predefined threshold C,, , the greater the SOP

of the system.
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10"E T T T T

——sim Pjfo? = 05 (dB)

——sim Pjl¢® =15 {dB) |
— sim Pire? =25 (aE) | 1
© anaPjle’ =05 (dB)| |
* anaPjle®=15(dB)|
+ anaPjle® =25 {dB)

1 1 | 1
0 5 10 15 20 25 30
X (m)

0

2
Figure 6. The impact of X, on SOP at three values of PJ / o .

Figure 6 illustrates the impact of the distance of node D on SOP when varying the values of

P, / o’ . The graph shows a match between simulation and analysis. As the transmit power of node D,
denoted as PD / o’ , increases, the SNR at node E decreases, leading to a reduction in system security;
in other words, SOP increases. On the other hand, as the abscissa of node X, increases, meaning the
distance from node D to node E increases, the SNR at E decreases, causing SOP to increase.

. . . 2 .
Furthermore, when the distance between nodes is fix and the transmit power P 7 / O increases, the

SNR at node E decreases, resulting in a decrease in SOP.

100

o
O a2k
“10
—simy, =20(m) |
107 —simy,=25(m) ||
F ——simy,=30(m} |3
[+ anayJ=ZD(m: 1
* anayJ:25(m: ]
+ anay,=30(m
10 1 1 1 | 1 1 ¥y =501

2 25 3 35 4 4.5 55 6

5
Figure 7. The effect of ,B on SOP at three values of ), = {20, 25, 30} (m).

Figure 7 illustrates the effect of /# on SOP and also shows the match between simulation and
analysis. It is clearly observed that as ﬂ increases, the received noise power at node E increases, leading
to a decrease in SNR at node E. As a result, C ¢ increases, causing SOP to decrease. The simulation

results clearly show that at =2, SOP reaches its minimum. On the other hand, as node J moves

further away from node E, the SNR at node E decreases, leading to an increase in SOP of the system.
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Figure 8. The influence of PS / O on STP at three Values of Cth .

. . . 2 . .
Figure 8 illustrates the impact of P / O on STP, also showing the consistency between

. . . 2 . .
simulation and analysis. It can be observed that as P / 0" increases, C also increases because the

throughput is inversely proportional to the system's secure stopping probability. As a result, SOP
decreases, leading to an increase in STP. On the other hand, as node E moves closer to node J while

node D remains fixed, C ¢ increases because the SNR at node E decreases. As a result, SOP decreases,

leading to an increase in STP. Therefore, Ps / o’ s always directly proportional to STP and inversely
proportional to SOP .

10°F T T !

ﬁz
Clh =0.01,005,0.1 {bitfs/Hz) -_"' 4] g

C,, = 0.01.0.05,0.1 (bit's/Hz)

SOP

x (m)

Figure 9. Comparison of SOP between the proposed model and [14] when varying Cth .

Figure 9 illustrates the simulation curves comparing the proposed model with the reference model
in [14]. For a fair comparison, the total transmission power in both models is set to be equal. The results
show that the SOP of the proposed model is significantly lower than that of the reference model. In
other words, the security performance of the proposed model is much better than that of the reference
model [14].

5. CONCLUSION

The problem model has proposed a jamming protocol to generate AN for the OWFD system. The
AN is transmitted from J and D to reduce the signal capacity received by E, thereby increasing reliability
R and improving C, of the system. The analysis clearly showed that jamming is significantly more

effective than non-jamming for the system. The results also indicated that the higher the SNR, the lower
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the SOP of the system, which leads to a higher STP of the system. By using MATLAB software and
the Monte Carlo simulation method, the accuracy of analyzing the problems in the system is
demonstrated through the alignment between the simulation curve and the analytical curve.
Additionally, the results have assessed the impact of parameter  on the SOP of the system.

The paper has proposed the OWFD relay networks with AN. The analysis clearly showed that
introducing AN is always much more effective than not introducing it into the system model. The results
also indicated that as the SNR increases, the SOP decreases, leading to a higher STP. By using the
MATLAB software and the Monte Carlo simulation method, the accuracy of the analysis has been
demonstrated through the alignment between the simulation curve and the analytical curve.
Furthermore, the results have provided the optimal selection of the power division coefficient and
capacity threshold for maximum security performance. The results also evaluated how [ influences

security performance.
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TOM TAT

DANH GIA HIEU NANG BAO MAT CHO MANG CHUYEN TIEP SONG CONG
MOT CHIEU SU DUNG NHIEU NHAN TAO

Hb Québc Bao
Khoa Ky thudt Cong nghé,
Truwong Pai hoc Van Hién, 665-667-669 Dién Bién Phu, phwong 1, qudn 3, Tp.HCM
*Email: baohq@vhu.edu.vn

Bai bao nay trinh bay phuong phap dé cai thién cac van dé bao mat 16p vat 1y (PLS) trong mang
truyén thong khong day. Cy thé, ching t6i xem xét mo hinh mang chuyén tiép song cong mot chiéu
(OWFD) co gay nhiéu nhan tao (AN) va st dung kénh truyén Rayleigh fading. M6 hinh bao gdm nim
nat: ndt nguon, nit chuyen tiép, niit nghe 1én, nut dich va nit gy nhleu De danh gia hi¢u nang bao mét
clia mo hinh, ching t6i tién hanh phan tich cac thong sb ciia cac yéu té nhu: xac suat dimg bao mat
(SOP), thong lugng bao mat (STP) cua hé théng. Chung t6i ciing da dwa ra dugc cac cong thirc dang
dong cho cac thong s6 SOP, STP trong mo hinh. Kiém chimg cho két qua mo phong véi két qua tinh
toan bang phuong phap Monte-Carlo. Két qua nghién ctru cua bai bao cho thay hiéu nang bao mat duoc
cai thién dang ké so voi nhitng nghién ctru trude day, ddng thdi, mo hinh dé xuét ciing cho thay tinh
kha thi cta viéc trién khai cac van d& PLS trong mang OWFD.

Tuwr khoa: Bao mat 1op vt 1y, Xac sudt ding bao mat, Thong lugng bao mat, Nhiu nhan tao, Song cong
mot chiéu.
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