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Truong Pai hoc Thong tin lién lac

Tom tat: Trong bai bdo nay, ching t6i dé xudt mé hinh bao mdt 16p vdt 1y sir dung ma Fountain véi ky
thudt chon lua anten phdt tai tram goc (BS). T rong mo hinh dé xudt, mot tram gdc (BS) da anten truyén di liéu
dén mét nguoi ding hop phdp (D), trong su xudt hién ctia mgt nguoi nghe lén bat hop phap (E), voi gia su rang
ca Dva E la cdc thiét bi déau cudi dwoc trang bi don anten. Chiing t6i dia ra cdc biéu thirc dang twong minh
clia xdc sudt gidi md va bao mdt thong tin thamh cong (SS) tai niit dich, xdc sudt danh chan (IP) tai niit nghe lén
va $6 lwong cac goi ma héa trung binh dwoc phat boi BS (ANEP) trén kénh truyén pha-dinh Rayleigh. Cudi
ciing, chiing t6i thue hién mé phong Monte Carlo d@é kiém chimg cdc biéu thire todn hoc da tim ra.

Tw khoa: Ma Fountain, ky thudt chon lua anten phdt, bao mdt [op vdt Iy, kénh truyén pha-dinh Rayleigh.

1. Gi6i thiéu

Ngay nay, bao mat trong thong tin vo tuyen da
thu hit duoc nhidu sy quan tdm, do tinh chat phat
song quang ba tu nhién cia kénh truyén v6 tuyén
lam cho viéc truyén dit lidu d& dang bi tin cong [1].
D¢ bao dam an toan thong tin, nhiéu thuat toan ma
hoa va giai ma dit liéu dd duoc trién khai tai 10p g
dung dya trén nhiéu gia thuyét khac nhau, nhu gia
sir rang lién két gitra may phat va may thu tai 16p vat
ly 1a khong 15i, khong tré dé dam bao d tin ciy cia
viée truyén dir li¢u, trong khi nhing ké nghe 1én bi
gidi han vé kha nang tinh toan va thiéu cac thuat
toan hidu qua dé giai ma thong tin. Tuy nhién, gia
dinh nay dang bi suy yéu cing vdi viéc phat trién
cac thudt toan hi€u qua cling nhu viéc tang 1én kha
ning tinh toan cua cac thiét bi thong tin hién dai, vi
du nhu may tinh lugng tu. Chinh nhimg gi6i han na}
la dong luc thuc day dé nhleu nha nghlen clru gan
day di tap trung thao ludn vé cac van dé bao mat
thong tin tai 16p vat ly (Physical Layer Security:
PLS) nhim dat duoc bao mat b?mg cach khai thac
dic tinh riéng biét cua cac kénh truyén v6 tuyén
khac nhau, nhu nhidu nhiét, nhidu va tinh chat thay
doi cua cac kénh pha-dinh [2]. Khai niém vé PLS lin
dau tién duoc 2161 thi¢u bdi Shannon [3], va sau do
dugc mo rong boi Wyner [4], voi diéu kién bao mat
hoan hao dugc phan tich dua trén quan diém cua Iy
thuyét thong tin twong lai.

2

Trong nhitng nim gan day, di c6 nhiéu cong
trinh nghién ctru vé PLS & cac gdc do khac nhau
nhim ning cao hi¢u ning bao mét trong truyén
thong vo tuyén. Dac biét, k¥ thuat chon lya anten
phat (Transmit Antenna Selection: TAS) da duoc
nghicn ciu rong rdi do do phurc tap thuc hién thz?ip
cua cac chudi tin sb vo tuyén (Radio Frequence
Chains) trong khi van dat duoc bac phan tap day du
[51, [6]. [7]. Cac tac gia trong [8], dd phan tich hi¢u
nang bao mat cua cac kénh nghe 1én MIMO véi k¥
thuat TAS duoc thuc hién tai may phat va cac
phuong phap két hop tin hidu thu khac nhau. Trong
[9], dd nghién ctu TAS vdi mad héa Alamouti va
phan b cong suét trong cac kénh nghe 1én MIMO.
Hon nita, trong [10] da khao sat hi¢u nang bao mat
cuia hé théng vai giao thire TAS va két hop ty sb toi
da (Maximal Ratio Combining: MRC) véi tin hi¢u
phan hdi khéng hoan hao. Tiép dén, trong [11], cac
tac gia da khao sat hi¢u nang bao mat cua cac mang
da nguoi dung duong xudng vi nhiu nhan tao bang
viée thiét ké phan bo cong suét tbi vu dé t6i da tong
dung luong dimg bao mat cua hé théng. Trong [12],
dé ting mirc d6 bao mat cua kénh hop phap. cac
phuong phap lwa chon nut gay nhidu co hoi khac
nhau di dwoc dé xudt trong cac mang nghe Ién da
nguoi dung. Trong [13], mét phuong phap lwa chon
nguoi dung tbi uwu trong cac mang chuyén tiép da
nguoi dung véi gay nhifu cong tac di dwoc phan
tich dua vao biéu thic tdc do dung bao mat dugc
duara.



Hon nira, cac k¥ thuat chon lya nut chuyén
tiép, chuyén tiép cong tac, truyén thong da ching va
gay nhiu nhan tao ciing di duoc khai thac rong rii
dé cai thién PLS trong truyén thong vo tuyén [14],
[15]. [16]. [17]. Mot trong nhimg van dé co ban
trong thong tin vo tuyCn la tang théng luong mét
cach hiéu qua trong cac kénh truyen bién dbi theo
thoi glan Nhin chung, viéc truyén tin higu trén cac
kénh v6 tuyén phai d6i mat véi rét nhiéu thach thirc
do 1a su suy glam nghlem trong vé& chat luong kénh
truy en bao goém nhidu, pha-dinh, suy hao duong
truyén, hién tuong bong mo... thay doi trong subt
qua trinh truyén. Do do, dé dat dugc thong luong
cao, cac hé théng vo tuyén can phai thich tmg voi tat
ca cac diéu kién kénh truyén khac nhau. Dé giai
quyét nhiing van dé trén, thi ma Fountain (Fountain
codes: FCs), hay ma Rateless (Rateless codes) [18],
[19], co thé thich ung véi cac diéu kién kénh truyén
ma khong can biét thong tin trang thai kénh
(Channel State Information: CSI) tai may phat. May
phat st dung bé ma hoa Fountain c6 thé tao ra cac
symbol dugc mi héa khdng gidi han, phu thudc vao
chat lugng kénh tirc thoi ciia may thu. May thu nhan
cac symbol dugc mi héa mot cach hiéu qua va két
thuc qua trinh nhan cho dén khi c6 thé giai ma thanh
cong ban tin gbc, c6 nghia ring toc do thay doi phu
thudc vao CSI tirc thoi [20]. [21]. Ngoai ra, bang
cach str dung FCs, may thu chi g mot bit thong tin
dén may phat dé bit dau qua trinh truyén ban tin
moi. Tuy nhién, do déc tinh quang ba tu nhién cua
thong tin vo tuyén, nhiing ké nghe 1én co thé dé
dang danh chan nhiing goi tin duoc mi hoa nay dé
giai m ban tin goc.

Do d6, bao mat la van dé rat quan trong trong
cac hé théng vo tuyén st dung FCs. Khac voi cac
mo hinh di xét trong [22] su dung k¥ thuat TAS
nhim nang cao hi€u nang bao mat, xem xét dudi
diéu kién tac dong cua nhidu d6ng kénh, dva vao
biéu thic dang chinh xac cua xac sut giai mi va
bao mat thong tin thanh cong duoc dua ra. Trong bai
bao nay, chung t6i xem xét mo hinh hé théng ma
trong dé viée tai stt dung tan s6 trong mang duoc
phan b6 phé tan mot cach phu hop, nén khong xay ra
hién tuong giao thoa dong kénh giita cac thiét bi
trong mang. Trong mo hinh dé xuat khai thac FCs,
mét tram gbc (BS) st dung k§ thuat TAS dé dat
duoc chat luong kénh truyén tot nhit trén kénh
chinh, nhdm thyc hién giai ma cac goi tin mi hoa va
bao mat dit li¢u dugc gui di. trong khi do ca ma} thu
hop phap (D) va may nghe 1én (E) la cac thiét bi don
anten. D¢ danh gia hiéu nang bao mit cua hé théng,
chung t6i dua ra cac biéu thic dang chinh xac cua
xac suat giai ma va bao mat thong tin thanh cong
(Probability of Successful and Secure: SS), xac suat
danh chin (Intercept Probability: IP) va sb luong cac
61 ma hoda trung binh duoc phat boi BS (Average
Number of Encoded Packets: ANEP) trén kénh
truyén pha-dinh Rayleigh. Nhiing biéu thirc toan hoc
nay sé duoc kiém chung théng qua cac mo phong

may tinh. Phin con lai cua bai bao duoc t chirc nhu
sau: Trong phan II, ching t6i miéu ta mo hinh h¢
théng duoc dé xuat. Trong phan III, ching toi danh
gia hidu ning bao mat cua hé théng. Phan IV cung
cap cac két qua mo phong va phan tich 1y thuyét.
Cubi cung, chung t6i két luan bai bao trong phan V

2. M6 hinh hé thing

Nhu duoc thé hién trong Hinh 1, m6 hinh hé
théng dé xuat bao gdbm mot tram goc (Base Station:
BS) muén truyén dir liéu dén mét nat dich
(Destination: D) trén kénh chinh, trong su xuét hién
cua mét nat nghe lén (Eavesdropper: E) dang o
ging nghe Ién cac goi tin dugc ma hoa dé giai ma dir
lidu goc tur tram goc. Chung o1 cling gla sir rang tat
ca cac thiét bi dau cubi trong mang déu duoc trang
bi don anten va hoat dong theo ché do ban song
cong (halfduplex). He thong s dung FCs, dit li€u
goc cua BS co thé chia thanh 7' goi c6 do dai bing
nhau, r6i ma hoa mdt cach thich hop bang cach chon
ngg.u nhién mot hodc mot sb goi tir 7' goi nay dé thyc
hién XOR véi nhau nhim tao ra céc 2061 Fountain.
Tai cu6i mdi khe thoi gian, D va E s& ¢6 gang giai
ma cac goi Fountain nhén duoc va gia su rang cac
may thu nay co thé giai mi thanh cong ban tin gbc
ncu chung nhan chinh xac it nhat H 261 Fountain,
v6i H =(+¢&)Tva €la hang s6 phu thudc vao
viéc thiét ké ma [21]. Ngay sau khi nhan thanh cong
H go6i Fountain, D sé gui mét tin nhin ACK dé
thong bao cho BS dung phat cac g01 tin mi hoa.
Trong truong hop nay, n¢u E khong thé dat duoc du
s0 luong cac goi Fountain cAn thiét, thi no khong thé
giai ma duoc ban tin goc

Hinh 1. M6 hinh nghién ciru dé xuat

Nguoc lai, thong tin gbc cua BS bi danh chin.
Véi viée xem x¢ét qua trinh truyén dir liéu tai mot
khe thoi gian bat ky. Chang t6i gia s ring mo hinh
kénh truyén duoc sir dung trong bai bao 1a kénh pha-
dinh phang bién dbi cham, c6 nghia 1a hé s kénh
truyén s& khong thay doi trong mot khe thoi gian
nhung thay doi doc lap giira cac khe thoi gian khac
nhau. D¢ thun tién cho vidc thé hién cac ky hiéu
toan hoc, ta s€ bo qua ky hiu chi sb thoi gian trén
cac hé s6 kénh truyén. Do vay. ta ky higu /4, 1a hé s6
kénh truyén gitta anten phat thir #» cua BS va D, voi
n=1;2; ::; N, . Mat khac. ta ciing gia st rang
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kénh truyén giita cac thiét bi 1a kénh pha-dinh
Rayleigh va cac hé s6 kénh truyén/, c6 phan bd doc
lap va dong nhat véi nhau (independent and
identically distributed: iid). Tiép theo, g, dwoc ky
hiéu 12 h¢ s6 kénh truyén cua anten phat thir # cua
BS va E, tuong ung. Do cac hé s0 kénh truyén co
phan bo Rayleigh, nén d6 loi kénh truyén c6 phan bo
ham mi va ta ky hi¢u cac d6 loi nhu sau:
h, &l

2, yE.n= . Hon nita, ta ciling ky
hiéu A, 4, 1an luot 14 cac tham s6 dic trung ciia do

yD,n=

loi kénh truyén (cu thé bang nghich dao gia tri trung
binh cua d6 lo1 kénh truyén).
1 1
Ay ==—,4, =
yD,n yE.n
Tir biéu thirc (1), ta biéu didn ham phan phdi
tich lily (Cumulative Distribution Function: CDF)
ctia bién ngu nhién phan b6 mi X nhu sau:
F(x)=1-exp(~ox), @)

Véi X e {yD, nyE, n} VA @€ {HD HE}

Tai mot khe thoi gian bé.t ky. BS s& chon
anten tot nhat cua minh dé truyen cac géi Fountain
dén D thco phuong phap chon luya dnten phat tot
nhat [23], nhu sau:

b":yD,b" =max(yD,n),n=12,.....N, (3)

(M

trong do. b"la chi sb anten tot nhat duoc chon dé
phat dit licu tai BS, vi chat luong kénh truycn giita
anten nay va D la tot nhat. Tir cong thue (3), ham
CDF cua yD, b duoc dua ra nhu sau:

FyD,b* ()= ﬁFyD,n(x)
= (1—exp(=4, )™

Ny
=1+ z (=D"Cy, exp(—n4,, ) 4)

n=1

Tiép theo. ta xay dung cong thirc tinh ty s6 tin
hiéu trén nhiéu (Signal to Noise Ratio: SNR) dat
duoc tai ca D va E nhu sau:

N _PBS;/D‘b' _
p=— =

0

AyD,b", )

_ UBSyEDb
P, =2 o

0

AYE.b, (6)

voi Py, 1a cong suat phat cua BS, N, la
phuong sai nhiéu cong tai may thu (gia st tat ca céc
nhicu cong déu cod phan bo Gauss voi gia tri trung
binh bang 0 va phuong sai bang N,), A=P, /N,
la SNR phat. Ticp theo. gia sir rang mét goi tin mi
hoéa co thé dugc giai ma thanh cong neéu ty so SNR

4

nhan dugc tai may thu 16n hon moét ngudng y,, cho
trude. Nguoc lai, goi dir licu ma hc')g s& khong duoc
nhan thanh céng. Vay nén, xac suat ma ca D va E
khong thé nhan chinh xac mét goi mi hoa duoc cho
boi:
Pp = R(‘PD = 7:/):

Pr = Pr(lPE = 7[}1)‘ 7

Mt khac, xac suat dé ca D va E co thé nhan
chinh xac mét goi dir li¢u s& lan luot 1a 1— o, va

1- p,, . Trudc tién, ta tinh gia tri cua p,, nhu sau:

Py =D(AYD.B <7,)=B(D.b <)

it
S [th ®)

Thay ham CDF cua yD, b trong (4) vao (8),
ta co:

Ny
Po =14 D' C, exp(-nd, ) ©)
n=1

Tuong tu, ta c6 gia tri cua p, duoc tinh nhu
sau:

Pr :R(Aﬂ/E:b* <Vu)

* 7th
=P(yL b <~
(7 A)

=F, (%j (10)

Thay ham CDF cua yF, b trong (2) vao (10),
ta duoc:

Vi
P =1—exp(—ﬂEX"j. (11)

3. Panh gia hiéu niing hé théng

Chung ta ky hiéu L, la tong sb goi Fountain
ma BS gti dén D va L, 1a s6 goi Fountain ma D ¢6
thé nhan dung dé khéi phuc ban tin gbc (L, =H)
Luu y rang, L, ludn ludn 16n hon hoic bang s6
go1 Fountain duoc yéu cAu () va BS co thé phat sb
luong goi Fountain rat 16n néu nhu chat luong kénh
truyén giira BS vg‘t D la xau. Nguoc lai, qéu nhu chat
luong kénh truyén gitra BS va D la tot, thi ta ky
vong rang D cé thé nhan du H goéi Fountain sau H
khe thoi gian (LBS =H ) Mot cach tuong tu, ching
ta ciing ky hiéu Z, 1a s6 luong goi tin ma E nhan
ding trong L, khe thoi gian va chung ta cling

mong doi rang L, nho hon H dé E khong thé giai



m4 thanh cong ban tin gbc cua BS. Nhu di dé cap o
trén, ta c6 xAc sudt giai md va bao mat thong tin
thanh cong (Probability of Successful and Secure:
SS) co thé duoc dinh nghia nhu sau:

SS=P(L,=H,L,<H) (12)

Ké tiép, xac suat danh chdn (Intercept
Probability: IP) tai E duoc viét nhu sau:

IP=P(L,=H,L,<H) (13)

Cubi cung, s luong cac goéi Fountain trung
binh duoc phat boi BS1a E{L,} :

A. Xdc sudt gidgi md va bio mdt thong tin
thanh cong (Probability of Successful and Secure:
SS)

Tir biéu thue (12), ta co biéu thuc dang chinh xac
clia x4c sudt giai md va bao mat thong tin thanh
cong, nhu sau:

- H-1
§5=2 {Czlz:f(i‘puf(pv.}%-ﬂ{z Cfﬁ (n"s)iﬁ_ls (l_ﬁ’s.}h}
I

Lg=H
(14)

_ Dé thé hién cac két qua Iy thuyét. ta cAn phai
cat chuoi v6 cung trong (14) bang mot gia tri hiru
han nao d6. That vay, ta c6 thé viét lai bicu thirc (14)
dudi dang nhu sau:

N

S5 = [Cii:ln(i_pnjg(pnfrﬂx
L

s=H L

(15)

Trong biéu thic (15), N, la mot hang s6 va
khi N, di lon thi gia tri cua SS s& hoi tu vé gia tri
chinh xac.

s MOPHONG (), =05)
» MOPHONG (3 =1)
o MOPHONG(),=15)

——LY THUYET

0 5 ] 15 20 25

A (dB)
Hinh 3. SS la mét ham cia A (dB) khi lD =0.5va
ﬂE =1:

Trong Hinh 2, gia tri cua SS duoc thé hién

nhu la mét ham cua SNR phat A (A=Py/N,)
(dB) khi thay d6i cac tham sb dic trung kénh truyén

HZ_I Cfﬁ [1_9:)LE (ﬂz)LH_IE }

B Xdic sudt ddnh
Probability: IP)

Tuong tu, tir cong thirc (13), ta co biéu thirc
chinh x4c cla xac suat danh chin tai nat nghe 1én
nhu sau:

P=Cp e

“Lgs—1 ' Lpg—1

chdn  (Intercept

(Po )LES?H (1-pp )H (Ps )LBS?H
(1-p.)" (0)™ "x

x[Z (o)™ (1= pp )"}-(16)

u=0
C. 86 lwgng cdc géi md héa trung binh dwgc
phdt boi BS (Average Number of Encoded Packets:
ANEP)
Biéu thitc chinh x4c cua sé lwong cac goi Fountain
trung binh duoc phat boi tram goc (BS) cho boi nhu
sau (xem [24, eq. (8)])

H H
1V

1=pp AN,
1-| 1-exp| —
P,

BS

x(1-p,)" +Cp

E{L,} — 7

)

Trong phan nay, chung t6i thuc hién cac mo
phong Monte-Carlo dé kiém chung cac biéu thirc
toan hoc da dugc dua ra ¢ trong phan III. Trong tat
ca cac mb phong, ching t6i c¢6 dinh ngudng dimg
7,, bang 1, s6 g6i ma hoa Fountain can thiét phai

4. Két qua m6 phong va ly thuyét

dat duoc dé khoi phuc lai dit liGu gbc 1a H = 5 va gia
tri cia N, duoc c6 dinh bang 500.

[ = MOPHONG (N, =1)| |

» MO PHONG (N, =2)
| « mopHone(, =3 |
| — vy tHuveT

A (dB)

Hinh 2. SS la mt ham caa A (dB) khi
Ap =05va N, =3.

cua kénh nghe Ién lan luot la: 4, =0,5, 4, =1, va

A, =15.Ta ¢6 dinh tham s6 dac trung kénh truyén



trén kénh chinh 4, =0.5; s6 anten phat dugc trang
bi tai BS la N, =3. Quan sat hinh v&, ta thay rang
xac sudt giai md va bao mat thong tin thanh cong
(SS) giam nhanh khi tang gia tri cia A. Di€u nay c6
nghia la khi ting A hay ting mirc cong suat phat tai
BS thi kha nang nghe lén cua E sC tang 1én. dong
thot kha nang giai ma thanh cong thong tin goc tai D
tang 1én. Mat khac, khi gia tri A, =1.5 tai muc
cong suat phat 1a 0 dB, thi gia tri cua SS gan bang 1,
c6 nghia 1a thong tin goc s€ duoc giai ma va bao mat

thanh cong tai D. Hon nita, nhu thé hién trong Hinh
2, thi gia tri cua SS tang khi A, tang.

Hinh 3, tiép tuc thé hién gia tri cia SS theo A
(A=P, /N,) (dB), khi c6 dinh 2,=0.5 va
A, =1. Nhu ta co thé quan sat, gia tri ciia SS giam
khi A tang. Mat khac, khi tang sb lugng anten tai
may phat N, = (1 = 3) thi tai mic cong suat phat
nho hon 15 ng, gia tri SS tang 1&én. Tuy nhién, khi
tang cong suat phat A thi gia tri SS s€ hdi tu khi ting
N,.

& o5
04l
03
= MOPHONG (3, =1)
0z > MOPHONG{,\E=15) -
o MOPHONG (3, =2) sl
BEL i ——LY THUYET ]

] 5 10 5 (dB) 15 20 25
Hinh 4. IP 1a m¢t ham caa A (dB)
khi 4,=05va N, =3

Trong Hinh 4, chung t61 v€ gia tri cua IP theo
A (A=Py [/ N;) (dB), khi ¢6 dinh 4,=0.5 va
N, =3 Nhin tir hinh v& ta thay rang, gia tri caa IP
tang khi A tang. Tuy nhién, tai mirc cong sudt phat A
nho ho’l} 0 (dB), thi IP jciém can ve gia tr1 khong, co
nghia rang thong tin goc dugc bao mat thanh cong.
Mt khac, khi ting A, , dong nghia voi chat luong

1"

= MO PHONG (N, = 1)
» MO PHONG (N, =2)
* MOPHONG (N, =3)
LY THUYET

ANEP

2 3 4 5 8

Hinh 6. S rong g6i tin ma hoa trung binh
(ANEP) dwoc phat bai BSla mét ham
ciia A, khi A =10 (dB).

‘Irong Hinh 6, s0 luong cac go1 tin ma hoa
trung binh (ANEP) dugc phat boi BS duoc vé theo
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MO PHONG (3, =2)
» MOPHONG (3, =4)
o MO PHONG (»_=6)

——LY THUYET

ANEP

ar » MO PHONG (A, =3) Il

TF ——LY THUYET

Hinh 5. TP v& theo 2 khi A = 10 (dB)
. N

va 4 =2
kénh nghe 1én xau, gia tri cua IP giam. Trong Hinh
5, ching t6i khao sat anh huong cua tham so dac
trung kénh truyén 1én gia tri cua IP khi A = 10 (dB)
va N, =2. Nhu ta c6 thé dinh luong, IP s& giam khi

A, 16n. Hon nita, gia tri cua IP tang khi 4, tang.

= MO PHONG (,\D =1) 'Y

® MO PHONG (1, =5)

' s s
1 2 3 4 5 8 7
H

Hinh 7. ANEP la m¢t ham cua H
khi N, =2.

ham cia AD khi ¢6 dinh A = 10 (dB), vdi sd anten
phat khac nhau tai BS, cu thé N, =123 Nhu



duoc thé hién trong Hinh 6, ANEP tang khi ting A,
va khi NA duoc trang'bi tai BS tang thi ANEP giam.
Hinh 7, chung t6i ti€p tuc thé hién ANEP la mot
ham cua H khi ¢ dinh N, =2 va thay d6i cac tham
s6 dic trung cua kénh chinh, cu thé A, =1,3,5
Nhin vao hinh v& ta thay ré,ng, ANEP tang khi tang
sO go1 Fountain duoc yéu cau (H) tai D dé co the
giai ma thanh cong thong tin goc va ANEP giam khi
giam A, . Hon nita, khi chat luong kénh chinh la
xfu thi BS 6 thé phat nhiéu goi tin ma hoa t6i D,
di€u nay s€ lam tang so khe thoi gian dwoc su dung
va thoi gian tré cua hé thong. Nhu chung ta quan sat
tu Hinh 2 dén Hinh 7, cac ket qua phan tich ly thuyet
va ket qua mo phong hoan toan trung khit nhau, diéu
nay thé hi¢n tinh chinh xac cua cac ket qua phan
tich.

5. Két ludn

Trong bai bao nay, chung t6i di dé xuat va
danh gia hiéu nang bao mat 16p vat ly su dung ma
Fountain voi k¥ thuat TAS tai tram goc (BS). Chung
t6i dua ra cac biéu thic dang chinh xac ciia xc suat
giai ma va bao mat thong tin thanh cong (SS) tai nut
dich (D), xac suat danh chin (IP) tai nut nghe Ién (E)

va s6 luong cac gbi ma hoa trung binh dugc phat boi
BS. Cac két qua da thé hién rémg, dé dat duoc hleu
nang bao mat cua hé thong thi yéu cau cong suat
phét cia BS phai nho va can ting s luong anten
phat tai BS mot cach thich hop. Mét khac, hiCu niang
bao mét cua h¢ thong phu thude rat 16n boi cac tham
sO diic trung cua kénh truyén.

Trong hau hét cac cong trinh nghién ciru trudc
vé bao mat 16p vat 1y thi phan cing cua thiét bi trong
mang duoc gia su la hoan hao. Tuy nhién,trong thuc
té, phan cimg cua cac thiét bi vo tuyen luén la khong
hoan hao do nhidu pha, sw khong can bing I/Q va
cac bo khuéch dai phi tuyén. Bao mat 16p vat 1y sur
dung ma fountain véi k¥ thuat chon lya anten phat
dwoc ap dung trong didu kién phan cung khiém
khuyét, ky thuat nay dwoc ung dung cho nhitng
mang truyén thong vo tuyén nhu mang cam bién,
mang ad-hoc hay mang IoT phé bién hién nay.

Vi phuong phap su dung ma fountain véi ky
thudt chon lva anten phat dé nang cao hi¢u ndng bao
mat cua hé thong thi can phai giam s lan truyen cac
g6i mi hoa va ting sé anten tai nit ngudn thi cAp
SS mot cach phu hop dé ning cao chat luong cua
kénh hop phap.
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PHYSICAL SECURITY USING FOUNTAIN CODES WITH ANTENNA
SELECTION TECHNIQUE

Nguyen Thac Dung, Dang xuan Hai, Dinh Cong Hung, Nguyen Van Anh,
Nguyen Duc Tuan, Ta Huu Long

Telecommunication University

Summary: In this article, we propose a physical security model using Fountain codes with the antenna
selection technique at the base station (BS). In the proposed model, a base station (BS) with multi antenna
transmits data to a legitimate user (D), in the appearance of an illegal eavesdropper (E), assuming that both D
and E are the terminal equipments with single antenna. We give explicit expressions of decrypted probability
and successful information security (SS) at the destination node, interception probability (IP) at the
eavesdropping node and the average number of encrypted packets transmitted by BS (ANEP) on the Rayleigh
fading channel. Finally, we perform a Monte Carlo simulation to verify the mathematical expressions found.

Keywords: Fountain codes, antenna selection technique, physical security, Rayleigh fading channel.



