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TOM TAT

Bai viét phan tich nguy co mét an toan trong str dung mang xa hoi cua sinh vién Ha Noi
— nhém ngudi ding tré, ning dong nhung d& t6n thuong trén khong gian s6. Nghién ctru dya
trén khao sat 1.149 sinh vién tai ba truong dai hoc ¢ Ha Noi, két hop tong quan cac cong trinh
lién quan nham nhéan dién nguy co pho bién va danh gia muc do rai ro. Két qua cho thay, hon
80% tirng trai qua it nhat mot moi nguy khi sir dung mang xa hoi, trung binh moi nguoi d01 dién
khoang 3, 4 tinh hubng nguy co, tip trung vao ba nhom: bao mét va quyén riéng tu, tiép can
thong tin va quan hé xi hdi truc tuyén. Trong d6, xdm pham dit liéu ca nhan dugc danh gia
nghiém trong nhét tiép dén 1a tin gid, ndi dung doc hai va cac hanh vi quéy 16i, lira dao. Cac
nguy co nay co moi lién hé dan xen, 1am gia ting tac dong tiéu cuc tong thé. Qua do, bai viét
cung cap bang chung thuc tidn va goi v giai phap gép phan xay dung xa hoi sb an toan, nhan
vin va bén vimg.

Tir khoa: mang xd hoi, nguy co mat an toan, sinh vién.

RISKS TO ONLINE SAFETY IN SOCIAL MEDIA USE AMONG
UNIVERSITY STUDENTS IN HANOI

ABSTRACT

This article examines the risks to online safety arising from social media use among
university students in Hanoi — a group that is young, active, yet particularly vulnerable in the
digital environment. The study is based on a survey of 1.149 students from three universities in
Hanoi, combined with a review of relevant literature to identify common risks and assess their
severity. The findings reveal that more than 80% of respondents had encountered at least one
online safety threat, with each student facing an average of 3, 4 risky situations, concentrated in
three main domains: data security and privacy, information access, and online social relations.
Among these, violations of personal data and privacy were considered the most severe, followed
by exposure to misinformation, harmful content, and incidents of harassment and fraudulent
activities. These risks are interrelated, amplifying their overall negative impact. Accordingly,
the paper provides empirical evidence and proposes solutions for promoting a safe, humane, and
sustainable digital society.

Keywords: social media, online safety risks, university students.
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1. PAT VAN DE

“Nhiing thach thirc dang ngay cang gia
tang trong qua trinh hé sinh thai ki thuat sb
phat trién manh mé hién nay. Toi pham mang,
tan cong mang, quiy roi va bao lyc trén mang
da va dang gdy ra nhimng m01 de doa thudong
xuyén dbi v6i cac cd nhan, t6 chirc va thdm
chi ca t6i nén hoa binh va sy phat trién on
dinh cua cac qudc gia” (Lién Hop Qudc Viét
Nam, 2024) — 1a 16i phét biéu cua ba Gaelle
Demolis, Chuyén gia Chuong trinh va Chinh
sach Quan tri, Hoa binh va An ninh, Van
phong UN Women khu vyc Chau A — Thai
Binh Duong tai Hoi thao vé an ninh mang
nam 2024. Viét Nam ciing khong nam ngoai
thach thuc trén, khi an ninh, an toan mang ndi
1én nhu mot van dé cap thiét.

Trude thuc trang d6, Chuong trinh chuyén
ddi s6 qubc gia dén nam 2025, dinh hudng
dén nam 2030 da xac dinh ba try cot chinh
phat trién Viét Nam tr¢ thanh quéc gia s6:
Chinh phii s, kinh té sé va xa hoi so trong
d6 viéc xay dung mot “moi truong s6 an toan,
nhan van, rong khép” dén nam 2030 duoc
xem 1a diéu kién tién quyét dé nudi dudng
mot x3 hoi s6 lanh manh va bén vimg (Thu
tudng Chinh phu, 2020). Diéu nay cho thay
an toan mang khong chi 1a véan dé cong nghé
ma con gan lién véi trach nhiém cong dan, doi
hoi mdi c nhan phai ¢6 hiéu biét va ung xir
phu hop trong khong gian mang.

Trong birc tranh chung 4y, cac trang mang
x4 hoi (MXH) ndi 1én 1a khong gian hinh
thanh va phat trién xa hoi sb vuot troi hién
nay, dong hanh cung déng dao cac ban tré
sinh vién (SV). Theo H6i Sinh vién Viét
Nam, dai bd phan SV déu tham gia MXH va
coi d6 1a hoat dong thuong nhat (Luu Trinh,
2023). Ddng nghia, SV vira 1a nhém huong
loi, vira 13 nhom d@ tén thuong nhét trude
nhing nguy co mat an toan trén MXH tir vin
dé bao mat, xam pham quyén riéng tu, tiép
can thong tin cho den vi€c tuong tac gilta cac
mdi quan hé tryc tuyén.

Nghién ciru tap trung tim hiéu SV trén dia
ban Ha Noi boi day 1a mot trong nhitng trung
tam kinh t& — xa hoi 16n, thu hut déng d4o ban
tré tir nhiéu ving mién dén hoc tap va phat
trién. Ho ciing sém tham gia cac hoat dong
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nghé nghiép, khoi nghiép, gop phan gia ting
thi hiéu dbi voi cac dich vua MXH. Nhiing dac
diém nay gitp phan anh rd nét hon céc co hoi
va théch thtrc trong sir dung MXH cta nhém
SV trén.

Trén co s& cac van dé dit ra, bai viét hudng
dén tim hiéu va phan tich 1& dic diém st dung
MXH ciia SV Ha Noi, cac nguy co mat an toan
trong qua trinh str dung va danh gia mirc d6 rui
ro clia cac nguy co Ay, tir d6 dé xuit mot sb
dinh huéng gidi phap nang cao nhan thuc,
trach nhiém cua SV ciling nhu tang cudng céc
bién phap ddm bdo an toan trén mang.

2. PHUONG PHAP NGHIEN CUU

Tac gia str dung két hop cac phuong phap
nghién ctru xa hoi hoc dinh luong va dinh
tinh. Véi dinh lugng, tac gia st dung phuong
phap Ankét véi mau khao sat N = 1149 SV
thudc ba truong dai hoc trén dia ban Ha Ndi,
dai dién ba khéi dao tao: x3 hoi (Hoc vién
Bi4o chi va Tuyén truyén), kinh t& (Truong
Pai hoc Kinh t& Qudc dan) va ki thut (Hoc
vién K7 thuéat Quan su). Mau dugc chon theo
phuong phap chon mau theo chum, 12 tap hop
cac chuyén nganh tai moi truomg, tir d6 chon
ngau nhién don gian mét sé chum vao don vi
quan sat va thu thap ditr li€u qua tng dung
Google Forms. Dir liéu dinh lugng dugc xir li
bang phan mém SPSS 26.0 thong qua cac
thong ké mo ta va tuong quan. Vi dinh tinh,
tac gia van dung phuong phap phén tich tai
lidu thong qua suu tim, tong hop va h¢ thong
hoa cac cong trinh nghién ctru, bai viét duoc
dang tai trén tap chi, bdo cao khoa hoc cung
quan diém cta Pang va Nha nudc lién quan,
tao co s¢ khoa hoc tudng minh cho nghién
ctru thuc tién vé nguy co mat an toan trén
MXH. Dir li€u dinh tinh dugc phéan loai theo
nhom chu d& dé 1am rd, d6i chiéu va bd sung
cho két qua nghién ctru.

3. KET QUA VA THAO LUAN

3.1. Két qua nghién ctru

3.1.1. Pac diém sir dung mang xd hoi cua
sinh vién Ha Noi

Theo két qua khao sat nim 2024 cia tic
gia, 100% SV Ha Noi tra 101 co6 tham gia it
nhét mot nén tang MXH, trung binh mdi ban
c6 mit trén 2,7 nén tang. Dang cha y, phan
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lon SV khong chi dung lai & mét kénh duy
nhat ma tham gia dong thoi trén tir ba MXH
trg 1én (82,2%), cho thay xu hudéng da nén
tang da trd nén phd bién. Nhiéu img dung gop
mit trong doi séng truc tuyén ciia ho da gop
phan md rong khong gian s ma SV c¢6 thé
tiép can.

Khong chi tham gia nhidu nén ting, SV
con danh mot quy thoi gian dang ké trong
ngay cho MXH, chu yéu tur 3 dén 5 gio. Muc
dich sur dung hau het van gan véi nhu ciu co
ban cua lira tudi, gdm gitr lién lac v6i ban be,
ngudi than (79,9%), chat, gui tin nhin
(77,8%), két hop v6i nhu cu cap nhat thong
tin xa hoi (51,1%) va giai tri (50,1%),...

Vé mang ludi xa hoi truc tuyén, cac con s6
ciing cho thiy SV Ha Noi gop phan tao dung
moi trudng 4o phong phu, tao diéu kién c6 thé
tiép can da dang thong tin, trong tac thudng
xuyén. 55,9% SV ¢6 dudi 500 ban bé trén cac
nén tang, s6 con lai s¢ hitu quy mo ban be tur
500 dén hon 1.000, phéan anh sy két ndi kha
rong rdi. Bén canh do, nhidu SV tham gia tir
10 dén 20 nhom, fanpage, tao co hoi két ndi va
tiép xuc véi nhiéu dong thong tin khac nhau,
ca chinh thong 13n phi chinh thong.

Tur nhiing dir liu trén, MXH da tré thanh
mot phan quan trong trong doi song SV, vira
dap mg nhu cau giao tlep, giai tri, vira 1a kénh
tim kiém thong tin va thé hién ban than. Song
song voi d6, SV ciing d& dang tro thinh muc
tiéu cua cac nguy co mat an toan, bdi cc nguy
co tryc tuyén ludn song hanh va 1a h¢ qua tat
yéu clia sy - phat trién cong nghé sO ngay nay.
Tuy vay, can nhan manh rang moi rui ro, nguy
co mét an toan khong hoan toan dan dén ton
hai, trong nhiéu trudng hop, chung déng vai
trdo nhu mdt “tin hi€éu canh bao”, budc nguoi
dung phai tinh tdo va trang bi cho minh nhitng
ki ning phong ngtra can thiét.

3.1.2. Cdc nguy co mdt an toan trong si
dung mang xa hoi cua sinh vién Ha Noi

Két qua khao sat cho thay da s SV Ha
Noi déu ting trai qua it nhat mot tinh hudng
12 nguy co mét an toan khi tham gia MXH.
Trung binh, mdi SV d6i mit voi khoang 3,37
nguy co, tham chi ¢ trudng hop phai déi mat
té1 12 nguy co (1,3%). Pang cha y, su khac
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biét gidi kha 16 rét khi SV nit thuong gép
nhiéu nguy co mét an toan hon, véi 5 trén 12
tinh hudng duoc ghi nhan c6 ¥ nghia vé mat
thong ké, bao gdm bi hack tai khoan, nhan
thong tin sai 1é€ch, bao luc, nhay cdm hay bi
ngudi la quiy réi. Trong khi nam SV cha yéu
ddi dién v6i hai riti ro ddc thu 1a mét tai khoan
do ltra dao, bi 16i kéo lién quan chat cAm.
Ngoai ra, chi 16,4% cho biét chua timg la
“nan nhan” cta bat ki truong hop nguy hai
nao. Nhu vy, nguy co mét an toan trén khong
gian mang ddi voi SV 1a thuong tryc.

Cac nguy co mat an toan trong qua trinh
st dung MXH duogc chia thanh ba nhom: (1)
bao mat va quyén riéng tu, (2) tiép can thong
tin va (3) trong cac moi quan hé tryc tuyén.
Xét tong thé, nguy co vé tiép can thong tin
duogc SV xéc dinh dé gap phai nhat, trong khi
d6, viéc mat an toan khi tuong tac trong cac
mbi quan hé trén MXH it xay ra voi SV Ha
Noi hon ca. Ngoai ra, mot kho khin 16n déi
vO1 ho 1a nhén dién cac tinh hudng lién quan
den bao mat va quyen riéng tu voi hon 8%
tong SV chua chic chin vé sy xuét hién cac
van d& mat an toan trén, ti 1¢ nay tap trung
nhiéu & nit sinh, cho thiy ngoai viéc ddi mat
v6i nhiéu nguy co hon, nhém SV nit con cé
xu huéng dan do khi xac dinh tinh hudng,
phan anh sy hién dién ciia cic nguy co tiém
an dang dién ra am tham, nan nhan kho nhan
biét duoc tinh trang gap phai néu thiéu ki
ning va cong cu kiém tra.

Trude hét, nguy co mat an toan vé biao mat
va quyén riéng tu trén MXH duoc xem 12 mot
trong nhitng mdi de doa kha phd bién véi
nhiéu ngudi dung hién nay. Két qua khao sat
SV Ha Néi tai Bang 1 minh ching r6: cé toi
38,6% tung bi “hack” tai khoan hodc nhén tin
nhén chtra vi-rt, 29,8% bi mat tai khoan do
lira dao, 20,5% bi lay cap hinh anh, thong tin
ca nhan khi chua cho phép va 12,4% da bi st
dung vao muc dich x4u. Thyc t& nay cang
dang lo ngai khi bao cao ciia Hi¢p hoi An ninh
mang nam 2024 ghi nhan 66,24% nguoi dung
tai Viét Nam ting bi 16 lot dir liéu ca nhan,
trong d6 73,99% do cung cap thong tin khi
mua hang truc tuyén, 62,13% khi chia sé trén
MXH (Mai Phuong & Quang Thuén, 2025).
Nhiing con s6 trén phéan &nh mirc 6 hién hitu
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va rli ro clia nguy co vé quyén riéng tur trong
qua trinh SV sir dung MXH, dic biét néu ho
1a nhtrmg nguoi dung duy tri thoi quen bao
mat kém hodc thiét 1ap quyén riéng tu chua

phut hop, boi theo d6 con cé sur phat trién ngay
cang tinh vi cua cong ngh¢ nhu tri tu¢ nhan
tao, khién cho viéc xam nhap va khai thac di
liéu c4 nhan tré nén dé dang hon.

Bang 1. Ti 1§ SV c6 nguy co mit an toan vé bao mit va quyén riéng tu trén MXH

. ) 1. Chua tirng 2. ba/Pang 3. Khong ré

 Tinhhuong (%) gipphii %) (%)
1. Bi mat tai khoan MXH do Itra dao 64,0 29,8 6,3
2. B; .ha'ck tai khoan, nhan tin nhan co 55.5 38.6 5.8
chira vi-rit,. ..
3. Bi lay cap hinh anh, thong tin c4 nhan
(khong dugc cho phép) 67,1 20,5 12,4
4. Bi st dung hinh anh, thong tin ca nhan
vao muc dich x4u (mao danh, lira d4o, ghép
mat ‘Véo hinh éanh/video nhay cam, lan 78,4 12.4 9.2
truyén tin khong chinh xac,...)

Tong 66,3 25,3 8,4

Tiép theo, két qua phan tich Bang 2 cho
thay nhom nguy co mat an toan khi SV tiép
can thong tin trén MXH c6 mirc phd bién rat
cao voi khoang 60% ting tiép nhan céc
thong tin sai 1&ch, quan diém sai trai thu dich
va tiép xtic v6i hinh anh, video,... c6 noi
dung khiéu dam, bao lyc. Chi riéng giai doan
dich Covid-19, tin gia, xau doc di c6 co hoi
bung phat manh mé& tré thanh van nan toan
cau. Tai nudc ta, nim 2020 da phat hién
khoang 100 hdi nhom va 14.000 chuyén
trang Facebook, cung hon 80 kénh YouTube
chéng pha phat tan thuong xuyén trén
54.000 video sai sy that, xtit phat hon 1.000

(Nguon: Két qua khao sdt ciia tac gia, 2024)

dbi twong vi pham, anh huéng dén an ninh
quéc gia, trat t an toan xa hdi ndi chung
(Nguyén Ngoc Cuong & Nguyén Ngoc
Quynh, 2021). Nhu vay, viéc phai ddi mat
v6i tin gia, tin xdu doc va nodi dung khong
lanh manh trén MXH luén 1a vin dé nhirc
nhéi, phan 4nh méi trudong thong tin trén
mang anh huong tiéu cuc dén nhu cau va
hoat dong truc tuyén cia nguoi dung. Bén
canh d6, mot by phan thira nhén khong rod
céc tinh hudng c6 nguy co rui ro trén, thiéu
ki ndng phan biét tin that — tin gid hodc vo
tinh tiép can ndi dung doc hai ma khong
nhan thtrc dugc mtc d¢ nghiém trong.

Bang 2. Ti 1é SV ¢6 nguy co mét an toan khi tiép cin thong tin trén MXH

1. Chua tirng

2. Pa/Pang gap 3. Khong ro

Tinh huong (%) phai (%) (%)
1. Bit gdp/nhan cac thong tin sai 1éch, quan
diém sai trai, thi dich,. . 34,1 60,7 >l
2. Bit gap/nhén hinh anh, video,... c6 ndi
dung khi€u dam, bao lyc 37,7 56,7 2,6
Téng 35,9 58,7 5.4

Cu01 cung, Bang 3 tap trung vao cac nguy
co mat an toan xuat phét tir cac mdi quan h¢
x4 hoi trén MXH, tuy mirc d6 phd bién thap
hon hai nhém trén nhung van dang lo ngai.
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(Nguon: Két qua khao sdt cia tac gid, 2024)

Trung binh 19,4% SV da trai nghi¢ém céc tinh
hudng tuong tac nguy hiém, ndi bat nhat 1a
lira dao chiém doat tién va bi quy ray tur
ngudi la, déu anh huéng dén gan 30% SV.
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Ngoai ra, 24,8% tung nhan binh luin, tin
nhin ac y; mot s6 bi du dd tinh cam, tinh duc,
tham gia mua ban chit cAm hodc bi ¢ lap
khoi nhom. Du tan suét thép hon, céc rui ro
nay lai tryc tiép de doa tai san, danh du va strc
khoe cta SV. Thuc té toan qudc ciing chi ra
hau qua nang né ¢ thé dinh lugng dugc: ndm
2024, ctr 220 nguoi dung thi ¢6 1 nguoi trd
thanh nan nhan cuda Itra dao truc tuyén voi

tong thiét hai wdc tinh khoang 18.900 ti dong
(Tran Binh, 2024); riéng nam 2023, con s6
thiét hai da dat 8.000 — 10.000 ti dong, ting
gap rudi so véi 2022 (Bui Tuin & Mai Hoa,
2024). Bén canh mitc do pho bien, hiéu qua
ung pho vdi rui ro tir cac moi quan hé truc
tuyén van con han ché, khién SV tr¢ thanh
nhém d& bi loi dung trong nhiéu tinh hudng
day rui ro.

Bang 3. Ti 1¢ SV ¢6 nguy co mit an toan trong cac mdi quan hé trén MXH

1. Chua tung

. ) 2. Pa/Pang gip 3. Khong ro
Tinh huong (%) phai (%) (%)
1. Bi du do/lira dao/chiém doat tién qua
MXH 66,3 29,4 4,3
2. Bi du do, lira dao hen ho/tinh duc qua
MXH 82,2 14,3 3,5
3. Nhan cac binh luan/tin nhén ac y, de doa,
gay ton thuong hay miét thi ngoai hinh,. .. 69,3 24,8 39
4. Bi du dd, lira ddo mua ban chat cim, chat
Kich thich 87,7 o1 3.2
5. I\ngu.m 1a’tre‘n MXH tim cach gap mat 65.2 20.8 5.0
(nhan tin qua da, spam,...)
6. Bi co lap/loai tru trf:n cac hoi nhom MXH 84,9 9,1 5,9
Tong 76,0 19,4 4,6

Tix blc tranh vé thuc trang dién bién céac
nguy co mat an toan trén MXH, cac ban SV
dang phai d6i mat voi nhiéu mdi nguy co thé
gdy rui ro trong qua trinh tham gia cac trang
mang, dic biét 1a tinh trang rui ro 4n, cac nguy
co dién ra 4m thim va kho nhén dién. Nhu vay,
bén canh nhimng loi ich dang ké, su phat trién vii
bédo cua MXH cling keo theo su phd bién cta
cac nguy co, dat ra yéu cau can danh gia muc
do rai ro tac dong cua timg nguy co dé thiy
duogc dau 1a nhém nguy co quan ngai nhat.

3.1.3. Pdnh gic mikc do riii ro cdc nguy co mat
an toan trén mang xd hoi cua sinh vién Ha Noi

Panh gia muc d6 rui ro 1a budce tiép ndi
quan trong nham lugng hoa murc d¢ nghiém
trong cua cac nguy co ma SV Ha Noi phai
dbi dién tréen MXH. Dudi day la ket qua
khao sat danh gia ctia SV vé cac mdi nguy
trén MXH, dugc trinh bay theo thang diém
trung binh (PTB) ting dan tir 1 dén 5, trong
d6 murc 1 12 murc rai ro thdp nhit va mic 5
1a muc rii ro cao nhat, ddng nghia diém s6
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(Nguon: Két qua khao sdt ciia tac gia, 2024)

cang cao phan anh mirc do rui ro, ton hai
cang lon, bén canh la mic d¢ phan tan cua
dit liéu danh gia muc do rui ro dugc biéu thi
qua d6 1éch chuén (SD).

Thir nhét 12 nhém nguy co mat an toan vé
bdo mat va quyén rleng tu trén MXH (Bang
4) duoc SV danh gia la dang lo ngai nhét, v6i
DTB 14 3,81 trén tong 5 diém — cao nhét trong
ba nhom nguy co dugc khao sat. Bac biét,
truong hop bi sir dung cac thong tin ca nhan
vao muc dich xdu dugc cho 14 rui ro nghiém
trong nhat, cho thidy SV lo ling trudc cac
nguy co bj danh cip danh tinh, mao danh hay
xam pham doi tu qua mang hon ca. Tuong tu,
béo céo ctia T6 chirc World Wide Web va Hoi
Nit Huéng dao Thé gidi (2020) cho hay, méi
quan tdm hang dau cua gidi tré khién ho lo
ling nhét 12 viéc nguoi khac chia sé hinh anh,
video hodc tin nhén riéng tw ma khong c6 su
dong y. Thyc té, cac truong hop xAm pham
trén c6 thé kéo theo hé qua ning né nhu bj bdi
nho danh du, téng tién..., dac biét khi cong
nghé tri tu¢ nhan tao “deepfake” phat trién
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vuot trdi, mot phan 1a 1i do din dén su dé
chung phan nhiéu & SV nii.

Thir hai 1a nhém nguy co lién quan dén viéc
tiép can thong tin trén MXH c6 DTB dat 3,69
trén tong 5 diém. Khi MXH tro thanh ngudn
tin tirc chi yéu ctia gidi tré, cac rii ro vé thong
tin khong chi mang tinh phé bién ma con dé lai
héu qua kho luong. Phan tich s6 liéu Bang 5,
SV dic biét lo ngai vé viéc bt gap hay tiép
nhan cac thong tin sai léch, quan diém sai trai,
thu dich, ... voi DTB 1én t6i 3,78 diém. Van dé
trén da tr¢ thanh “bénh dich” anh hudng 16n
dén an toan nguoi dung, thim chi 14 an ninh
qudc gia. Theo bao cao Rui ro Toan cau nim
2024 ciia Dién dan Kinh té thé gidi, thong tin
sai Iéch dugc du doan la rdi ro ¢6 muac do
nghiém trong cao nhit trong hai nam t6i, boi
“cac tac nhan trong va ngoai nudc s€ lgi dung
thong tin sai 1éch dé gia tang sy chia ré& trong
chinh tri va xa hoi”. Bén canh tin sai léch, SV
danh gia rui ro tir viée tiép xuc ndi dung doc
hai nhu khiéu dam, bao luc cling & miic cao,
tuong tmg 3,72 diém. Viéc hién thi cac noi
dung trén gay tac dong ti€u cuc, sai léch trong
nhén thirc, dao durc va sau cung la hanh vi xa

hoi ctia ngudi ding. Do d6, khong khé hiéu khi
ho xem day la mot nguy co 16n d6i véi ban
than trong qua trinh st dung MXH.

Thir ba 1a nguy co trong cac mbi quan hé
truc tuyen trén MXH (Bang 6) dugc danh gia
tong thé dat 3,43 trén 5 diém, mac du o so
diém thap nhat trong danh gia vé mic do ton
hai/nghiém trong xay ra voi ban than SV
nhung van thuéc nhom diém rui ro kha cao.
Mot mit, viéc bi nguoi dung khac quiy rdi tinh
duc trén mang dugc xem la c6 muc do rii ro
cao nhét, dat 3,81 diém nhu mot 16i canh tinh
vé van nan qudy ri truc tuyén dang ngay cang
nhtrc nhdi. Mit khac, cac hoat dong nhu ngudi
la giri 10 moi két ban, nguoi la nhan tin dugce
nhan xét it taic dong hon ca, bdi co thé ho tin
rang ban than kiém soat dugc cac mdi quan hé
trén mang hon 1a kiém soat ludng thong tin hay
dir liéu c4 nhan. Quan diém trén c6 su tuong
ddng trong mot khao sat gi6i tré do thi & Ha
Noi va Nam Dinh: ¢6 khoang 1/3 cho ring
nhin chung c6 thé tin twdng moi nguoi trén
MXH va cam thay khong can qué can than khi
giao tiép truc tuyén (Trinh Hoa Binh & Lé Thé
Linh, 2015).

Bing 4. PTB danh gia mirc d9 riii ro cic nguy co vé bao mat va quyén riéng tu trén MXH

Tinh hudng PTB chung Nam Nir SD
1. Nguoi dung khac str dung hinh anh, thong
tin cua ban vao muc dich xau (gia mao, lura
ddo, ghép mat vao hinh anh/ video nhay 3,90 3,73 4,08 1,28
cam,...)
2. Bi lay cdp hinh anh, thong tin c4 nhan 3,88 3,69 4,08 1,28
3. Cong khai ho so c4 nhan (tén that, ngay sinh,
dia chi nha, s dién thoai,...) 3,65 344 387 L7

Téng 3,81 4,01 3,62

(Nguon: Két qua khao sat ciia tdc gida, 2024)

Bang 5. PTB danh gia mirc dd rii ro cic nguy co vé tiép cin thong tin trén MXH

Tinh hudng PTB chung  Nam Nir SD
II;Bat gap{phar} cc thong tin sai 1é€ch, quan 3,78 3.65 3.92 122
diém sai trai, thu dich,...
2. .)EuatAhle;n/nhan hinh anh, video,...ndi dung 3.72 3.53 3.91 123
khiéu dam, bao luc
3. Xuat hién qua nhiéu luong thong tin khac 3,57 3.45 3.69 1,19
nhau vé mot sy viéc dang dién ra

Téng 3,69 3,54 3,84
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Bang 6. PTB d4nh gia mirc dd rii ro cic nguy co trong cic mdi quan hé trén MXH

Tinh hudng PTB chung Nam Nir SD
1. Bi ngudi dung khac quay rdi tinh duc 3,81 3,60 4,03 1,29
2. Nguoi la dé nghi gip maflt i 3,70 3,49 3,91 1,23
3. Bi nguoi dung khac bat nat, de doa, gay ton
thuong hay miét thi ngoai hinh,... 3,68 3.49 3.88 1,26
4. Mua ban, trao doi hang héa trén MXH 3,20 3,09 3,31 1,13
5. Nguoi la nhén tin 3,14 3,03 3,26 1,10
6. Nguoi la giri 16 moi két ban 3,03 2,94 3,12 1,12

Tong 3,43 3,27 3,59

Dang chu ¥, d6 1éch chuan (SD) & cac tinh
hudng nguy co déu 16n hon 1 cho thdy mirc do
phén tan 16n trong danh gia ri ro cia SV. Didu
nay chi ra ring, cac nguy co mat an toan trong
str dung MXH tac dong khong dong déu dén
toan thé SV tham gia khao sat, mot bo phan
nhén xét muac do rui ro rat nghiém trong, trong
khi nhém khac lai nhin nhén rii ro thip hon,
tur do, goi mad cac giai phap can thiép co trong
tam vao nhom dé ton thuong, nhat 1a SV nir
v6i PTB danh gia luén cao hon SV nam. Nhin
chung, SV budc d4u da nhan dién duoc nhitng
nguy co hién hiru, dac biét ¢ khia canh bao mat
thong tin va quyén riéng tu, nhung van con
khoang cach giita nhan thirc va hanh vi phong
ngtra. Py chinh 14 co s¢ quan trong dé tiép tuc
lam rd mbi lién hé giira cic nguy co va dinh
hudng giai phap, nhim xdy dung mot méi
trudng mang an toan va lanh manh hon.

3.2. Théo luan

Nghién ctru nay duoc tién hanh trong bdi
canh cic nguy co mat an toan trén khong gian
mang gia taing manh, dac biét ddi vai gidi tré,
da dat SV — nhom gin bé mat thiét véi MXH
—vao vi thé d& ton thuong. Bai viét gop phan
cung cap dir lidu thuc ching, dong thoi 1i giai
nhan thirc va cach danh gia ctia SV vé nhiing
nguy co hién hiru trén MXH.

Khao sat 1.149 SV Ha Noi cho thay hon
80% tirng trai qua it nhdt mot nguy co mat an
toan trén mang, trung binh mdi nguoi dbi dién
khoang 3,4 tinh hubng nguy co. Bang chu y,
SV nit thuong bao cao nhiéu tinh hudng rui
ro hon nam, twrong dong véi nhiéu nghién ctru
trong va ngoai nudc. Theo bao cio cua to
chtic Van dong Phu nit Chau Au (2017), phu
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(Nguon: Két qua khdo sdt cia tac gida, 2024)

nit tren toan ciu co nguy co bi quay 1di truc
tuyen mot trong nhung nguy co mat an toan
duogc khao sat — cao gép 27 1an nam gidi. Con
& nude ta, khao sat thanh nién toan qudc ghi
nhan nir gioi thuong dé gap rui ro hon trong
tlep Xuc tin gid, vi pham bao mat va ni dung
quay rdi/bao Iyc (Nguyén Tuén Anh, 2022).
Diéu nay khing dinh rui ro tryc tuyén khong
con 14 hién tugng c4 biét ma 1a trai nghiém phd
bién. Trén co s& ké thira nghién ctru trudc, tic
gia phan loai cac nguy co thanh ba nhom
chinh, gdm bao mét va quyén riéng tu, t1ep can
thong tin va quan hé xa hoi tryc tuyén. Ba
nhom tuy dugc tach biét nhung c6 quan hé
chat ché, boi mot sy cd o thé khaoi phat ttr mot
nhom rdi lan sang nhom khac, lam tram trong
thém tac dong téng thé cua cac nguy co.

Vé muc d6 phd bién va t6n hai ctia timg
nhém nguy co, nguy co vé bao mat va quyén
riéng tu duoc danh gia rui ro cao nhat, phan
anh mdi lo hang dau vé xam pham dir liu ca
nhan va danh tinh. Ngugc lai, m6i nguy khi
tiép can thong tin tuy pho bién rat cao nhung
SV danh gia muc do ton hai thip hon, du y
thirc dugc nguy hai cua tin gia, ndi dung doc
hai nhung thuong loai rui ro nay it nhim
thang vao ca nhan nén ho danh gia muc do
t6n hai c4 nhan thip hon so véi rai ro xdm
pham tryc tiép minh. Nhom rui ro trong cac
mdi quan h¢ tryc tuyén it phé bién va danh
gi4 thap nhat nhung mirc do ton hai khong thé
coi nhe, phan 4nh mot sb m01 nguy hiém gap
nhung gay thiét hai 16n can d& phong. Diém
noi bat 1a két qua ghi nhan khac biét rd rang
trong danh gia mac d6 rui ro gitra SV nam va
nit, sy chénh léch nay bit ngudn tir vai tro
gidi, ki vong x4 hoi. Minh ching cho diéu nay
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1a con s6 2/3 trong hon 3000 thanh thleu nién
tham gia dy an xuyén quoc gia vé quiy rdi
tinh duc tryc tuyén cla Uy ban Chéu Au
(2017) da nhan dinh ring, ho s& nghi xdu vé
mot cd gai néu bi dang hinh anh nhay cam Ién
mang, cao hon nhiéu néu nan nhan 1a nam
gi6i, diéu nay mot phan néu 1én hién thyuc ap
luc xa hdi cta nir gidi.

Cac nguy co vé bao mat va quyen riéng
tu ndi 1én nhu nhom rui ro trong yéu can
duoc wu tién giai quyét trude hét, bai nd vira
duoc danh gia la nguy hiém nhét, vira c6 tinh
chat nén tang. Mot khi thong tin ca nhan bj
10, nhiéu hé lyy day chuyén sang khia canh
khac c6 thé xay ra. Song song, khong thé
xem nhe nhom nguy co trong qua trinh tlep
can thong tin trén MXH vi mirc do phd bién
qua cao cua tin gia, xau doc va ndi dung doc
hai dang de doa dén chat luong moi trudng
thong tin s6. Nhom ri ro gay mat an toan
cho SV xdy ra trong cdc moi quan hé truc
tuyén tuy SV c6 phan chi quan hon, nhung
nhimng truong hop nghiém trong nhu bit nat,
quay roi, lira ddo can dugc nhén dién day du
dé khong bi coi nhe. Nhu vay, cdc nhom
nguy co cé méi quan hé tuwong hd do noi
dung doc hai dé kéo theo xAm pham dir liéu,
con cac mdi quan hé truc tuyén co thé tro
thanh kénh trung gian cho ltra ddo va xam
hai, doi héi chién luge ng pho tong thé
trong boi canh bung nd cong nghé sb.

Tir nhitng két qua nay, can trién khai giai
phap dong bd & ba cap do ca nhan, t6 chirc va
chinh sach, dong thoi cha ¥ dén nhom nguy
co cao — SV nit. O cip d6 c4 nhan, SV can
chu dong nang cao ki ning sé dé bao vé ban
than, c¢o6 y thirc, trach nhiém chi dong bao cao
cac sy ¢ hay hanh vi vi pham t6i nha cung
cap dich vy hodc co quan chure nang dé giam
thiéu rai ro lan rong. O cap to chirc, nha
truong va doan thé dong vai trd quan trong
trong viéc giao duc va ho trg SV, can dua noi
dung an toan s6 vao dao tao, td churc tap huén,
ddng thoi thiét 1ap kénh hd tro khi c6 su cb
nhém trang bi ki ning cu thé, xay dung kénh
tu van va ho trg, phat dong cac chién dich
tuyén truyén vé vin hoa ng xir thong minh,
lanh manh va c6 trach nhiém cong dan sb trén
MXH. O cip chinh sach, Nha nudc can hoan
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thi€n phap luit bao vé di ligu, siét chat trach
nhiém ciia cic nén tang MXH va trién khai
chuong trinh gido duc ki ning s6 thong nhat.
Céc sang kién nhu thuc hanh an toan s6 danh
cho nit gi6i, khoa hoc vé tu bao vé trén mang
va dién dan chia sé¢ kinh nghiém giita cac
truong dai hoc s& gop phan nang cao tinh chu
dong cua SV trudc cac nguy co mdi. Bdi sau
cung, str dung MXH an toan 13 diéu kién can
thiét dé SV tr¢ thanh nhimg thanh vién sang
gia trong xdy dung va phat trién mot xa hoi
s6 “khoe manh”.

Tuu chung lai, nghién ctru nay nhén manh
tinh can thiét ca viéc st dung MXH mot cach
an toan d6i véi SV — nhitng cong dan sd tiém
nang. Chi khi nhan dién 6 rang cac nguy co,
chu dong trang bi ki nang phong ngtra va co
su hd tro tir nha truong, chinh sach, ho méi co
thé phat huy vai tro tich cyc trén khong gian
mang ma van bao vé duogc ban than trudc
nhirng thach thie cua ki nguyén sé. Diéu nay
khong chi c6 ¥ nghia dbi v6i c4 nhan SV ma
con déng gop xay dung mot cong dong mang
lanh manh, bén vimng, ding nhu muc tiéu
huéng toi cia Chuong trinh chuyén dbi sb
qudc gia dén nam 2025, dinh huéng dén nim
2030 ctia Viét Nam. Véi su két hop hai hoa
ctia ca c4 nhan, t6 chirc va Nha nuée, MXH s&
thuce su tré thanh “ban déng hanh” hitu ich va
an toan cho thé hé tré néi riéng va cong dong
noéi chung trong ching dudng phia trude.

4. KET LUAN

Nghién ctru khang dinh SV Ha Noi vira
12 nhom sir dung MXH tich cuc vira 1a d6i
tugng thuong xuyén dbi dién nhiéu nguy co
mat an toan. Ba nhém nguy co chinh gbém
bao mat va quyen riéng tu, tlep can thong tin
va quan hé xd hoi truc tuyén khong ton tai
tach biét ma dan xen, tao nén nhitng tic dong
da chiéu, trong do, xam pham doi tu va dur
liu ca nhan noi 1én nhu moi lo ngai hang
dau. Két qua trén mang lai y nghia thuc tién
khi c6 thé tré thanh tai liéu tham khao vé chu
dé an toan sd, st dung MXH cua sinh vién
Ha Noi, dong thoi cung cdp bang chimg goi
mé gidi phap ndng cao nhan thuc, trach
nhiém c4 nhan va ting cuong cac bién phap
bdo dam an toan trén mang. Tuy con gidi han
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vé pham vi khao sat va phuong phép, nghién
ctru di chi ra huéng di quan trong tiép theo
nhu mé rong ddi tuwong, trién khai nghién
ctru cit doc dé theo ddi xu hudng bién doi
cua cac nguy co theo thoi gian va danh gia
hiéu qua can thiép. Qua do, c6 thé xay dung
cAc giai phap toan dién hon nham bao vé SV
va gop phﬁn kién tao mot x3 hdi s6 an toan,
nhan vin va bén vimng.
LOI CAM ON

Bai viét 1a mot phan két qua nghién ciru
ludn vin cta tic gia v6i chu dé& “Sir dung
mang xa hoi an toan cua sinh vién trén dia ban
Ha No6i hién nay”, xuét ban nim 2024 tai Hoc
vién Béo chi va Tuyén truyén, Ha Noi.
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