KHOA HOC & CONG NGHE

Nghién ctu xay dung va phat trién hé théng cung cap dich vu
giam sat hoat dong tu dong realtime trén cac website
Research, build and develop a system to provide real-time automatic activity

monitoring services on websites

Tom tat

Bai bao trinh bay vé viéc nghién citu va trién khai hé théng tu déng
quan Iy va giam sat hoat déng website thai gian thuc dé dé xuat ap
dung cho viéc giam sat cac website trudng Dai hoc Kién triic Ha Noi va
cacKhoa, Vién nham ing dung trong viéc quan ly cac website phucvu
chuyén ddi s6. Nhung van dé nhan luc la thach thiic do nhiéu website
hoat déng cung lic. Giai phap dé xut xay dung hé théng hé trg quan
Iy va gidm sat tu dong dé tang hiéu sudt, phat hién tan céng, canh
bao sém, ngan chan tan céng, sao luu dii liéu, thong ké truy cap tu
dong. Trong tuang lai gan c6 thé gop phan vao cdng tac hé trg chuyén
d@i s6 va giam thiéu nhan luc cho viéc quan tri cac hé thdng website
phucvu sinh vién va nha trudng.

Tir khéa: hé thong, dich vu, gidm sdt, qudn Iy, thoi gian thuc, ngdn chdn tdn
«ng, pht hién 10i, sao luu tu dng, théng ké truy cdp, website, s6 hod

Abstract

The paper discusses the development and implementation of an automated
system aimed at managing and monitoring website operations in real-
time. The system is designed to address the challenges faced by the Hanoi
Architectural University and its affiliated websites within the network

of Faculties and Institutes. With the rapid advancement of information
technology, the necessity of efficiently managing web systems to align
with digital transformation objectives is evident. However, the current
manual approach requires a significant amount of human resources due

to the simultaneous operation of numerous school websites, complicating
administration processes.

To streamline these operations, the author proposes the creation of a
comprehensive system that enhances administrative efficiency by automating
tasks such as risk detection, immediate alerts to administrators, prevention

of attacks, automatic backups, access statistics, and real-time monitoring. By
reducing human intervention, the system ensures operational accuracy and
consistency across websites, facilitating the school's digital transformation
goals.

Key words: system, service, monitoring, management, real-time, attack
prevention, error detection, automatic backup, access statistics, website,
digitization
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Dt van dé

Hién nay Trwéng Dai hoc Kién truc Hé‘ Noi dang quan
ly rat nhieu cac website va cac site con nham phuc vu cho
cac muc dich théng bao, quang ba va cép nhat cac thong
tin tin tirc, website va cac site la kénh truyén thong chinh
thdng clia Trwong, dong thoi cac Khoa, Vién thudc trwdng
ciing c6 thé str dung trang web dé& phuc vu céng tac nghién
ctru khoa hoc, sinh vién cé thé vao céc trang tin tirc trén dé
céap nhat thong tin ttr nha treong cling nhw dang ky hoc tap.
Trong tuong lai gan, voi sw phat trién manh mé cula cong
nghé théng tin, dé bat kip xu hudng ciing nhw hoan thanh
muc tiéu chuyén ddi s6 clia nha truong, viéc quan ly cac hé
thong web la rat can thiét, tuy nhién n6 ton rat nhiéu nhan
Iwc, nguyén nhan chud yéu dén tr viéc co rat nhieu website
cla nha treong dang hoat dong cung ldc, nhan sw dé& phuc
vu cOng tac nay sé phat sinh rat nhieu.

Hé thng website va site dugc tach ra tiv tén mién hau.
edu.vn cé thé ké dén gdm cé cac trang sau:

Trang théng tin cua trwéng Dai hoc Kién tric Ha Noi:
https://hau.edu.vn/

Vién dao tao va hop tac qudc té: https://hau-iitc.edu.vn/

Khoa Kién triic: http://khoakientruc.hau.edu.vn/

Khoa Xay dwng: https://kxd-dhkt.edu.vn/

Khoa Ky thuat db thi: https://khoadothi-hau.edu.vn/

Khoa Quy hoach dé thiva ndng thon: http://khoaquyhoach.
hau.edu.vn/

Khoa Noi that: https://khoanoithat-hau.edu.vn/

Khoa Cong nghé Théng tin: https://fit-hau.edu.vn/

Khoa Thiét k& My thuat: https://art.hau.edu.vn/

Trang théng tin tuyén sinh: https://tuyensinh.hau.edu.vn/

Trang tin chi: https://tinchi.hau.edu.vn/

Véi van dé nhw da néu trong bbi canh trén, tac gia da
cé y twédng vé viéc str dung cac dich vu quan ly va giam sat
chung tir cac nha cung cp rat uy tin trén thé giéi ciing nhw
trong nwéc, phai ké dén: Pingdom, UptimeRobot, Google
Analytics, VNPT iGate Monitoring, FPT IS[1].... Uu diém cua
cac dich vu trién khai sdn c6 nay la cung cap giam sat hiéu
suét va bdo mat cho website, hé tro canh bao sy cd ngay
Iap trc @& ddm bao hoat ddng bn dinh, dich vu nay c6 sén ti
cac cong ty céng nghé Ién. Tuy nhién cac hé thdéng nay co
nhwoc diém rat Ién d6i véi cac td chirc dac biét la td chire
lién quan chinh tri va gido duc la khé khan han ché trong viéc
tuy chinh khi tich hop vao cac hé thdng cii, mat khac chi phi
st dung lai kha cao. Sau thdi gian dai nghién ctru rat ki tinh
hinh trong va ngoai nudc, tac gia d& xuét giadi phap dé tw
nghién ctru va xay dung hé thdng cung cap dich vu giam sat
hoat dong tw déng realtime trén cac website, va day sé va
dang tré nén cuc ky cap thiét, nay sinh ti» nhu cau ngay cang
tang vé bao mat, 6n dinh hoat dong va cai thién trai nghiém
ngudi dung trong méi trworng sb hoa. Hé théng nay khéng
chi dam bao hoat déng n dinh clia website ma con bao vé
di¥ liéu va théng tin ca nhan cla ngwdi dung trwédc nhivng
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nguy co mang lwdi ngay cang phirc
tap [2][3][4]. Ddng th&i, viéc theo dbi
va phan tich di liéu giup t6i wu hoa
hiéu suét, nang cao trai nghiém nguoi
dung va quan ly tai nguyén moét cach
hiéu qua. Hé thdng giam sat realtime
cling dong vai tro quan trong trong
viéc phat hién s&m va khéc phuc cac
sw ¢, giup gidm thiéu thoi gian gian
doan hoat ddng va tang tinh sdn sang
clia website. V&i muc tiéu thich (rng
véi moi trwong sb héa ngay cang
phurc tap, viéc trién khai hé théng nay
khéng chi 1a mét su can thiét ma con
l& bwéc quan trong dé duy tri sw canh
tranh va phat trién bén virng trong thi
trwdng trwe tuyén ngay nay[5]. Cu thé
theo nghién ctu va trai nghiém thuwc
té thi dé tai "Nghién clru xay dwng va
phat trién hé théng cung cép dich vu
giam sat hoat dong tw dong realtime
trén cac website" 1a mot dé tai cd tinh
clp thiét cao trong ngir canh hién
nay véi sy phat trién manh mé cua
Internet va cac rng dung web tac gia
¢6 mot vai nhan dinh ly do quan trong
nhu sau:

1. Pam bao hoat déng én dinh
cho website: Viéc giam sat hoat dong
clia cac website doi hoi sw chinh xac
va nhanh chéng dé phat hién va khac
phuc sw ¢b ngay khi chiing xay ra. Hé
théng giam sat realtime sé gitp dam
bdo website hoat déng n dinh va trai
nghiém nguwéi ding tot.

2. Bao vé di¥ lieu va thong tin ca
nhan: V&i sy gia tang cla cac cudc
tan cébng mang va vi pham bao mat,
viéc giam sat hoat dong clia website
giup phong ngtra va phat hién kip thoi
cac hanh vi khéng mong muén, bao
vé di¥ liéu va thong tin ca nhan cla
nguwoi dung.

3. Téi wu hoa hiéu suét va tang
trai nghiém nguwoi dung: Bang cach
theo déi va phan tich di liéu v& hoat
doéng clia website, cac nha phat trién
c6 thé t6i wu hoa hiéu suét, cai thién
tbc dd tai trang, va cung clp trai
nghiém nguwdi ding tét hon.

4. Quan ly tai nguyén hiéu qua:
Hé théng giam sat cung cp thong tin
vé tai nguyén website dang s dung,
gilip quan tri vién hiéu rd hon vé tai
I&én va dam bao rang tai nguyén dwoc
st dung hiéu qua.

5. Phat hién s&m va khac phuc
s ¢b: V6&i kha nang phat hién sy cb
ngay khi chiing xay ra, hé thdng giam
sat realtime giGp giam thiéu thoi gian
gian doan hoat dong va téng tinh san
sang cua website.

6. Thich (ng v&i moi treong s6 hoa ngay cang phirc
tap: Trong boi cdnh moi trwdng s6 hda ngay cang phirc tap,

Hin thong glam sal haol dong realtime
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Hinh 2. Use Case kiém tra thong tin va xur ly[6]
E Kimm ira wahsita
|
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Bot Cuan b vian ha
thiang khach

Hinh 3. Use Case module kiém tra website va xtr ly[6]

viéc ap dung céng nghé giam sat realtime sé gilp cac tb
chtrc duy tri sy canh tranh va phat trién bén virng, dem lai
hiéu qua cao va mé ra mét hwéng mai dé toi wu hoa cong
tac quan ly website ty déng tai triérng Pai hoc Kién tric HN
néi chung. Mat khac, thanh cong trién khai dé tai cé thé tng
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Hinh 4. Use Case module quan ly chu [6]

dung cho cac mé hinh khac Ia mét diém c6 tinh ké thira rét
cao trong Cong nghé théng tin.

Muc tiéu nghién ctru clia dé tai 1a xay dwng dwoc mot hé
thdng quan ly va giam sat hoat ddng ctia website mot cach tw
doéng trong thoi gian thwe ap dung cu thé tai trwéng Dai hoc
Kién Truc Ha Noi. Vé&i hinh thire hoat dong don gian: theo ddi
trang thai hoat dong clia website v&i thao tac la ngwdi quan
ly vi du nhap link url clia website vao hé théng sau khi c6 tai
khodn 14 c6 thé giam sat dwoc theo thoi gian thye hoat déng
clia website. Bao gdm c6: kha néng tang hiéu nang quan tri,
giam strc lao déng clia con ngudi, thay thé bang cong nghé,
hé thdng thay con nguwei lién tuc do va kiém tra website. Tiép
theo la kha ndng phat hién co diém khac la trén ndi dung cta
website (van ban)théng qua cac thuat toan,
ham so sanh dbi chiéu giao dién hién thi,

bd di¥ liéu bi x0a sach, thi v&i tinh nang nay, quan tri cé thé
nhanh chéng khi phuc lai ngay khi l4y lai quyén kiém soat,
tranh t6i da rdi ro mat hét di liéu cho khach hang.Churc nang
theo déi I6i phat sinh khi ngwoi dung truy cép, khi bot phat
hién ra co 16i xay ra v&i ngudi dung, bot sé bao vé cho quan
ly, ching bao gém ca 16i & giao dién va I6i hé théng, thong
qua cac script js hoac service.

Ngoai ra hé thdng con cung cip chirc nang théng ké sb
lwong truy cap théng qua théng ké sé lwong truy cap page,
thdng ké sb lwong click vao nut (trigger). Bén canh dé hé
thdng con c6 tinh nang theo déi chuyén sau, nghia Ia théng
qua co ché cung cap doan m4, cai d&t va chay trén may cha,
tw dong theo dbi hoat ddng clia may chu.

giao dién quan tri v&i mot tap mau cac van i Her This plam sl Rl dong feaflime

ban bi cAm. Kha nang gt canh bao ngay q;‘“.

khi phat biép bat thwong, bot sé glvi mot - - rf;mi‘ f?m;“-,
thdng bao dén quan ly trang web hién thoi. I B L . ¢ il WA “

Vi du ¢6 ndi dung bi cAm, phan cam, phan /\\ ~ D thang chue_ ".‘i:lh P . Jusd dung
doéng, chéng pha Bang, Nha nuéc, ngon tir uar Eri wiean ;.: s

trai phap luat sé l1ap tirc bi phat hién bang hie: FPeceegl il SEERES I

tap tir khoa da dwoc nghién clru va sau khi 1 —— i

glri thong bao phat hién bat thweng, quan ly : . My g—

sé& dwoc hé théng dwa ra 2 lya chon: Chép I:'TM'-: s mwmuF“;l i1 ke aah
nhan, ho&c Thay thé. Chéap nhan: nghia Ia ~ (i dung Ax3 Co - Y S
quan ly nhan thay bot da phat hién nham

I&n, tiép tuc cho thong tin dugc phép hién

thi 1én trang web. Thay the: nghia 1a khi | 5. Use Case module théng ké chii [6]

quan ly nhan thay ttr nglr bat thwong khong

pht hop, sé Iwa chon Thay thé, hé théng sé e e g

tw dong &n hodc xoa cac ngén ti trén. T r

do, quan ly co thé tiép tuc cho hién bai hoic j)

truy cap vao phan quan tri trén web va tién - 0GR g | e "“‘ b 5o
hanh xoa. Giai phap nay nhdm muc dich, 4N “"'”“_",“r""'“f"cD( -i‘;"fﬂ
ngay ca khi quan Iy bi mét quyén kiém soat, :;i:.‘:;_ L -
dang trong thoi gian chd khac phuc thi .. (:f:: g ke ssmabae,
van co thé kiém soat dwoc nhirng gi dang <<Enlerages it
hién trén trang. Chirc nang sao lvuco s& _P Tt —
di¥ liéu va source code theo chu ki dang ky - é-.uq P —
ho&c géi dich vu. Hé thdng tw dong sao lwu [::::_: Erg n:u:_;,-—) __:: '“LH
source code va database, phong trudng -

hop méat kiém soat trén may chi, va toan

Hinh 6. Use Case module thong ké khach [6]
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Cach hé théng nay phan quyén chirc
néng, gdm cé 3 nhém tac nhan, cu thé gdm
c6: Super Admin dé cham soc khach hang
(ngwoi quan ly hé thong cung cap dich vu
quan ly). Ngwoi quan ly dwoc dinh nghia la
khach hang clia hé thong, nguoi s& mua dich LﬂG I N
vu quan ly tlr hé thdng chl. Va cudi cung la
“Bot” (link- hoép doan ma dwoc lap trinh dé
thwe thi cac khoi cong viéc twr dong lién tuc).

Kha nang tuy bién cho céc hé thdng hodc
nghién ctru khac: hoan toan c6 thé ap dung Userblame: | |
cho céac hé théng twong tuw.

o Két qua nghién ctru

Phan tich xay dwng hé thdng hwéng chirc
nang:

M6 t3 vé céc tac nhén cta hé théng:

Quan tri vién hé théng chi c6 nhiém vu
quan ly ngui ding: thém, xoa, stra, tim kiém,
xem chi tiét ngudi dung. Quan ly Bot phuc vu
céc dich vy, cung cap chu’c’ nang theo nhu
cau cua Quan ftri vié'n hé thong khach, xem
cac loai bao cao thong ké lién quan nguoi
dung, sO website dang quan ly, canh bao.

Quan tri vién hé théng khach sé thyc hién

dwa ra quyét dinh khi cé’théng béq clia Bot',
xem cac loai bao céo théng k&, théng ké sb m—:__m_

Login - ]

Pavvwnord:

';

.,;_'—t Lpgln

an bi tan cong, thong ké sb website nguoi ey “:“.:-:, EE g
dung dang co, thong ké so website dang hoat e
dong, soO website mat két noi .

Bot cung cép dich vu s& thyec thi kiém tra
ndi dung xau déc phan cdm, kiém tra website i
con hoat dong hay khong

Du6i day tac gid mo td mot sb cac
usecase chinh trong hé théng, ngoai cac
usecase trén tac gia c6 dién giai chi tiét trong
bao cao toan van.

Usecase module kiém tra théng tin va x
ly

Use Case nay cho phép bot kiém tra oot e R
thong tin co trér) website bao gém van ban e g O AL g Py ey e 18
va hinh anh. Néu qc’) phat hién bat thwong B S et s
sé giri canh bao vé cho QTVHT khach va
QTVHT khach xem xét + xtv ly.

Usecase module kiém tra website va xtr ly
(Hinh 3)

Use Case nay cho phép bot kiém tra xem
wc?bsite con hoat dg}ng hay la da mat ket noi.
Néu c6 phat hién bat thwdng sé givi cdnh bao
vé cho QTVHT khach va QTVHT khach xem
xét + xtr ly.

Usecase module quén ly chi (Hinh 4)
Usecase module thong ké chin (Hinh 5) Warning

Use Case nay cho phép QTVHT chi xem T om0 Kbt cxmvlumnl, v Waekellin 1

dwoc cac bao cao thong ké. B Bl B A e

Use Case module théng ké khach (H/nh 6) o rrEehictrer fatong atlerieg The
ggmagilpn wl il Wiolnlg

Tt sy

Xay dwng giao dién va cac chirc nang
trong hé théng

Du6i day tac gia mo td moét sd cac giao
dién chinh trong hé théng, ngoai cac giao
dién ké trén tac gia co dién giai chi tiét trong
b&o cao toan van. P& xay dwng duoc hoan

T . - — 9
o i | . J
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thién hé théng nhw phia dwéi tac gia da st dung cac cong
nghé nhw sau: V& phan back-end thi tac gid st dung ngén
ngi 1ap trinh C# va framework .NET. Cubi cung vé& x(r ly div
liéu tac gia cé str dung MySQL va Ajax call API. [7][8] V& giao
dién, tac gia xay dwng giao dién hé thdng néi chung béng
ngdn nglr HTML/CSS, Angular

Két luan
Tac gid da nghién cru va tim hiéu néu ra sy can thiét
clia dé tai xay dwng va phat trién hé thdng cung cap dich
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vu giam sat hoat dong tw dong realtime trén cac website [9].
Sau dé thdong qua qua trinh nghién ctru tac gid da danh gia
céach thire, tim ra wu va nhwoc diém va tlr d6 dé ra giai phap
trién khai (ng dung. Mat khac, tac gia ciing da tim hiéu cac
moé hinh hoa va tbi wu hod, lwa chon giai phap tét nhat. Cubi
cung hién thwe hoa [10] va trién khai thanh cong thr nghiém
hé théng d& nham dwa vao thwc hién (rng dung quan ly cac
website va (rng dung web trong qua trinh s hoa cla trwéong
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Nghién ctru anh huéng ctia bot vo hau...

thanh phan ngan hon, khi quét b& mat mau khd nhanh hon
dang k&, khi khéng str dung thém phu gia cham khod bé mét
c6 thé dat dwsid0 phut, th&i gian khé hoan toan cua cac mau
déu dwai 60 phit.

D6 bén nwéc va dd bén kiém duoc xac dinh theo TCVN
8653:2020, két qua thé hién trong bang 9.

D6 bén nudc va do bén kiém la tinh chat quan trong dbi
v&i son, dac biét 1a son twdng ngoai that.Khi bi tac doéng
b&i nudc va dd dm thudng xuyén bdi yéu té thoi tiét, néu
dd bén nwédc khéng du tét mang son sé khong dat yéu cau
trong thoi gian phua lam cho b& mét ngoai that khong con
duoc bao vé mot cach tét nhat, tham chi con gay réu, mbc
cho bé mat ngoai that do yéu t6 &m. Bén canh do, khi bj tac
dong thuong xuyén b&i yéu té thoi tiét cung voi tac nhan
moéi trwdng, nhidu trwong hop sé gay kiém hoa va lam hw
hai I&p mang son, néu dé bén kiém khéng da tét mang son
s& nhanh chéng mét chirc nang lam cho b& mét ngoai that
khéng con dwoc bdo vé mét cach tbt nhét.
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T cac két qua nghién clru c6 thé rat ra mot sb két luan
réng coé théché tao thanh cong son chira vé hau véi ham
lwgng thay thé bot da voi tir 25-100% vé co ban dat cac tinh
chét ctia son twdng nhuw dd min, dd nhét, d6 bén nwéc, do
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25% bot da voi) co do phu va dd bam dinh t6t, khi ham lwong
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