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TOM TAT

L3 hong website luon 1a muc tiéu tiém tang cua cac cudc tin cong vi cac muc dich khac
nhau. T4n cong thay d6i ndi dung website 1a mot trong nhimg hinh thire tan cong rat phd
bién hién nay. Bai bao nay s€ nghién ciru vé céac giai thuat chinh dugc sir dung dé phat hién
su thay d6i vé ndi dung cua website, tir 46 dua ra danh gia va dé xuat phuong phép cai tién
thudt toan Rabin Fingerprint giGip tdng cuong kha nang gidm sat, phat hién va canh bdo,
nham hd trg cho ngudi quan tri ¢6 thé phan tmg nhanh hon trong cac trudng hop website ciia
minh bi tdn cong.

Tir khéa: Canh bao, tan cong, thay ddi website, thuat toan Rabin fingerprint, phat hién thay doi.

1.MO PAU

Nhiing cudc tAn cong thay doi website dd duoc thuc hién dé xam pham tinh toan ven
cua web bang mét trong nhting hinh thtrc sau [1]:

- Thay ddi n6i dung ciia trang web.

- Thay d6i bat ky phan nao cua ndi dung trang web.
- Thay thé toan b6 trang web.

- Chuyén huéng trang web.

- Pha huy hoac x6a b trang web.

Cac hé théng kiém soat an ninh mang nhu Firewall, VPN, PKI (Public Key
Infrastructure)..., 1a nhirg coéng cu quan trong dé€ gitr cho web dugc an toan hon, tuy nhién
chung khong du dé dam bao an ninh website, do d6 can nhitng co ché an ninh tot hon [2].

Viéc kiém soat sur thay d01 Ve ndi dung va canh bao ngay toi nguoi quan tri la mot trong
nhiing giai phap dé giai quyét van dé vé an ninh website. Co rat nhiéu cac nghién ciru dé
danh gi4, so sanh giita 2 trang web di duoc dé xuat. DaisyDiff 1a mot du 4n cua Google di
dugc cong bd vao nim 2007, du 4n phat trién dua trén viéc so sanh cac dinh dang HTML,
phat hién cac ndi dung da thay ddi. Thém vao dé DaisyDiff ciing so sanh hai vin ban dé tim
ra nhitng diém khac biét giita chung mét cach nhanh chéng. HTML Match ciing 13 cong cu
kha manh da duoc thuong mai hoéa vao nam 2005 cta Salty Brine co thé so sanh duoc 2
trang HTML, tham chi so sanh dugc ca cac tai liéu c¢6 dinh dang MS Word. Mot s luong
16n cac bai bao dd cong bd nghién ctru va tim ra dwoc cach cach xtr 1y, dua ra duoc thuat
toan hiéu qua dé phat hién sy thay do6i cuia trang web. Trong [2], [3] va [4], cac thudt toan
khac nhau da duogc dé xuat dé phat hién sy thay doi trong cdc tai liéu XML. Trong [4], thuét
toan dua trén viéc tim kiém va rut ra nhiing su thay ddi dya trén viéc so sanh ciu trac ciy.
Viéc so khdp 2 node cuia cay dua trén chir ky (1a ham cia node dang xét va con cua chung)

125



Vi Bire Thinh, Tran Bac Tét, Vi Vian Vinh

va thtr tu xuat hién cua node dé trong chudi node. Tir nhitng node cta cdy khong khép nhau,
su thay ddi cta tai liu s& dugc phat hién.

Thuat toan GNU diffutility va AT & Ts HTMLDiff [5, 7, 8] la cac thuat toan phat hién
thay d6i dya vao viéc tinh toan sy khac nhau giita cac théng s6 phing ctia tap tin. Nhimng
thudt toan nay ap dung thuét toan chudi chung dai nhit dé so sanh hai hay nhiéu tap tin
phang (tap tin khong phan cip vé ndi dung nhu XML) hoic trang HTML. Nhiing chudi
chung dai nhit nay thyc hién hiéu qua trén cac tap tin phing nhung lai gip nhing thiéu sot
trong c4c tap tin ¢ ciu truc phan cip nhu XML [6].

Trong bai bao nay, phan 2 gi6i thiéu cac khai niém co ban vé ddu van tay tai liéu, thuat
toan Rabin Fingerprint va dé xuat thuat toan Rabin Fingerprint cai tién ap dung xay dung hé
thong giam sat website nham phat hién kip thoi cac cude tin cong dé dam bao tinh toan ven
clia trang web ddng thoi tao ra théng diép canh bao ¢ ¥ nghia khi trang web di bi tin cong.
Pl}én 3 trinh bay cac Kkét qua thyc nghiém dat duoc. Phén 4 13 két luan va huéng nghién clru
tiép theo.

2. GIAI PHAP PHAT HIEN VA CANH BAO SU THAY POI WEBSITE

2.1. Déu vAn tay tai lidu

Trong khoa hoc méy tinh, ddu van tay nhan dang duy nhat dir liéu gdc cho tat ca cac
muc dich thyc tién giong nhu 14 viéc nhan dang duy nhat dau van tay nguoi trong thuc té.
Dau van tay tai liéu la mdt tap hop cac s0 nguyén dai di€n cho mot s6 khoa ndi dung cia
tai liéu d6. Moi s6 nguyén duoc goi la mot gia tri bam.

Thong thuong, mot diu van tay tai liéu dugc tao ra béng cach chon chudi con tr van
ban d6 va ap dung mot ham toan hoc cho moi chudi con da chon. Ham nay, giong nhu mot
ham bam, tao ra mot gia tri bam. Gia tri bam nay sau d6 dugc luu trir trong mot chi muc
(index) dé truy cap nhanh khi truy van. Khi mot tai liéu truy van (query document) s& dugc
so sanh vdi tép hop cac sO nguyén da duoc luu trir do, déu van tay tai liéu cho phép cac truy
Van d6 s& dugc tao ra. P6i voi mdi gia tri bam trong dau vén tay tai liéu, chi muc cua truy
van va mot danh sach cac dau van tay dbi sanh duoc lay ra. S6 lugng gia tri bam chung giita
dau van tay truy van va moi dau van tay trong tap hop da luu trir xac dinh tai liéu tuong ung
do.

C6 mot vai phuong phap dé 1dy déu van tay tai liéu dua trén 4 su bién ddi ctia cac thong
s0 thiet ket sau:

- Chién luoc lua chon (dugc str dung dé chon cac chudi con tur tai liéu da cho).

- Kich thude cua cac chudi con (duoc trich ra tir tai liéu).

-S4 lwong gia tri bam (duoc sir dung dé xay dung mot tai liéu ddu van tay).

- Ham Fingerprint (dugc st dung dé tao ra mot gia tri bam tur chudi con trong tai li¢u,
nhu 14 cac checksum, ham bam, ham bam mat ma, va chir ki so0).

2.2. Thuét toan Rabin Fingerprint

Thuat toan Rabin Fingerprint 13 mét trong nhiéu thuat toan Fingerprint thyc hién khoa
cong khai str dung cac da thire trén mot truong gidi han.

Thust toan Rabin Fingerprint dién hinh tao ra mot gia tri bam tir chudi con trong cac trang web
(web pages), boi vi day la mot thudt toan nhanh, dé dang thuc thi, va n6 cling di kém véi mot phéan
tich chinh xac toan hoc ctia xac suat dung do (hai tap tin c6 dau van tay giong nhau).

Thuét toan duoc sir dung trong hé thdng nhu sau:
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Piu vao: Tai lidu (trang web cong khai)
Piu ra: Diu van tay tai liéu (cac gia tri bam cua tai liéu do)
Budc 1: Bit dau.

Budce 2: Xir Iy van ban, xoa hét tt ca khoang tréng va cac ki tu dac biét (nhu: <, >, %,

, ...) tr md HTML (mi trang web) dé thu dwgc mot khdi vin ban thuan tiy (pure text
block).

Budc 3: Chia khéi van ban da xur 1y d6 thanh cac chudi con ¢ do dai K.
// 86 lwong chudi con ¢6 do dai K va sé lwong gid tri bam (md bam) bang (m-K+1),voi
kich thwoc cua tai liéu.
Budc 4: Tinh toan gi tri bam ddi voi mdi chudi con bang cach tinh H(P) nhu sau:
// H(P) la mét tuyén tinh trong n (n la do dai ciia P)
Khéi tao:
Count=K
Tr=T[r..r+n-1]
H(S) = S(n) + 2*S(n-1) + 4*S(n-2) + ... + 2"'*S (1)
Do while Count >0
Str dung H,(P) = H(P) mod p nhu 1a mét gia tri bam (fingerprint) cua P
H,(T,) = [2*H,(T..1) - (2" mod p) * T(r-1) + T(r+n-1)] mod p
//Tinh gid tri bam cho cdc chudi con tiép theo.
Until Count =1
Buéc 5: Luu lai tat ca cac gia tri bam cua van ban.
Budc 6: Két thuc.

Thuit toan Rabin Fingerprint cai tién

Thuat toan cai tién dugc dé xuat trong hé thong nhu sau:
Piu vao: Tai liéu (trang web cong khai)

Piu ra: Diu van tay tai liéu (cac gia tri bam cua tai liéu do)
Budc 1: Bit dau.

Budc 2: Xur Iy van ban, xoa hét tt ca khoang tréng va cac ki ty dic biét (nhu: <, >, %,
.) tr ma HTML (ma trang web) dé thu dugc mot khoi vdn ban thuan tay (pure text
k).

Buéc 3: Chia van ban M thanh K khéi con, mdi khéi con c6 kich thude 1a n. K=m/n véi

m 1a kich thudc ctia van ban M, n la s6 nguyén duong cho trudc 1a kich thudc ciia moi chudi

con.

Budc 4: Tinh ma bam H(P) cho cac chudi con nhu sau:
Khéi tao:

Tr=T[r.r+n-1];

K=0;

H(S) = S(n) + 2*S(n-1) + 4*S(n-2) + ... + 2™"*S(1);
While (K<m/n)
{
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for (=K*n; r<=K*n+n; r++)
{
Hy(T,)= (Hy(T,) + T(r)) mod p //Tinh gid tri bam cho cac chudi con, p la sé nguyén té
[6mn.
H

K++;

h

Budc 5: Luu lai tit ca cac gia tri bam cua van ban.

Budc 6: Két thuc.

Thuat toan Rabin Fingerprint duoc nhom tac gia dé xuét cai tién cu thé tir budc thir 3,
thay vi chia khoi van ban thanh cac chudi con véi mot d¢ dai nhu nhau va sau do thuc hién
tinh toan gid tri bam voi moi chuoi con thi nhom tac gia chia khoi van ban thanh cac khoi
con vai kich thudc nhu nhau. Sau khi tién hanh chay thir nghiém 2 thuat toan thi két qua dat
duoc cho thay thuat todn Rabin Fingerprint cdi tién c6 thoi gian tinh toan nhanh hon kha nhiéu
so voi thudt toan Rabin Fingerprint cli. K&t quéa thuc nghiém s€ duogc trinh bay cu thé trong
phan 3 cua bai bao.

3. KET QUA THU NGHIEM

Chuong trinh thir nghiém dugc phat trién bang ngon ngit C#. Vi cau hinh may duoc sir
dung nhu sau:
- B xt ly: Intel(R) Core(TM) i5 CPU M450 @ 2.40GHz
- B0 nho Ram: 8.00 GB.
- Loai hé thong: hé diéu hanh 64-bit.
- Heé diéu hanh: Windows 10 Professional.

Chuong trinh dugc thir nghiém kiém tra vé thoi gian xtr Iy cia thudt toan Rabin
Fingerprint va thuat toan Rabin Fingerprint cai tién véi dit liéu vao 1a 3 website (sir dung ham
stopwatch() trong C# dé do thoi gian xir Iy ctia thuat toan).

Két qua thir nghiém cta chuong trinh v&i 3 website vé thoi gian tinh toan cia thuat
toan Rabin Fingerprint va thuat toan Rabin Fingerprint cai tién nhu bang sau:

Bdng 1. Két qua tinh toan ctia thuat toan Rabin Fingerprint va Rabin Fingerprint cai tién

Website Rabin ﬁ.ngferprint Rabin ﬁngeljpr.int cai tién Kich thudc
(Thoi gian) (Thoi gian) (ki tu)
fit.hufi.edu.vn 00:00:52.2659048 00:00:00.0179612 197342
hufi.edu.vn 00:00:56.6508695 00:00:00.0237493 260318
oktot.com 00:00:07.4765326 00:00:00.0032503 96819

Theo két qua thuc nghiém & Bang 1 cho thiy riang voi thuat toan Rabin Fingerprint
cai tién thoi gian phat hién ra sy thay doi noi dung cua website duoc cai hién dang ké, diéu
nay s& hd trg rat 1on cho cac quan tri vién trong viéc phan (mg khi website ctia ho bi tin cong
thay d6i noi dung.
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Chuong trinh da cai dat thyc nghiém trén trang chu cua khoa Cong nghé Thong tin
Truong Dai hoc Cong nghiép Thyc pham thanh pho H6 Chi Minh (http:/fit.hufi.edu.vn) va
da dat dugc két qua nhu sau:

- Phat hién duoc tit ca cac thay ddi xay ra ctia website

- Guri canh bao vé email cho quan tri vién mdi khi c¢6 su thay doi.

- Giao dién ng dyng kha thuén ti¢n

- Dé dang cho quan tri vién kiém tra va phat hién vi tri can khic phuc khi c6 su )
- Tdc d6 chuong trinh tuong dbi on dinh

) Monitor Webpage Changes - X
System  Configuration  Website  Report View Help

User Name:  admin123 @ H E.lo @ g

Email ‘admin123@gmail com

Add website  Update website  Delete website  History Check Refresh  Auto check

Full Name:  Admin MANAGE WEBSITE EXECUTE WEBSITE

Website information Processiong checking

21-09-2017 16:58:15.471 Khoa CNTT Demo tto.//fit. ckctot com |
WARNING

Note  Fiter & Search

| Hame: hitp:/fzgov hufi edu wn/

NORMAL WARNING DEFACE . Disable 21-09-2017 16:58:37.970 http //fithufi.edu.vn/
' o huf ecy un/| WARNING
| o hitp:/Tegovhufi-edu vn/ 21-09-2017 16:56:40.383 hitp /o huf edy v/

r “ 2 o htto-//egov hufi edu v/ | WARNING
I\Plnub\lc}‘ 101537134 [d \.‘ﬁﬂ [ \'\fﬂ [ \'\fﬂ fef \'\fﬂ amz‘wg16535897‘.”'1(9//huheduvn/l’mg//hmmuw/\
| owner: http:/fegov hufi edu wn/ - \»‘ w L]
http:/fegov.hufi... http:/fthufied.. http://hufiedu., Khoa CNTT
Demo

Page of website

Name ud

Hinh 1. Giao dién phan mém

Can cir vao cac thong tin trén Hinh 1, quan tri vién co thé biét duoc 16 cac website
minh dang quan tri dang & trang thai an toan hay khong dua vao mau sac dugc hién thi trong
cac canh bao vé trang thai nhu:

- Mau xanh c6 nghia la website dang ¢ trang thai an toan;

- Mau vang c6 nghia 13 trong website c6 xay ra su thay dbi vé ndi dung (tuy nhién
chua han 1a bi tan cong, ndi dung bi thay doi trong website cd thé dugc thuc hién bdi
chinh quén tri vién);

- Mau do c6 nghia 1a website da bi tin cong;

- Mau trang c6 nghia 12 phan mém d bi vo hi¢u hoa, khong con thyc hién duoc chirc
nang theo ddi voi website.
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HS 07+ ¥ = WARNING http://fit.hufi.eduvn/ - Message (HTML) ? @ - x
YT NCKH - totkhtn... €3 To Manager Vo TRt (O Y diing
T Ignore @ 9 7 Meeting g £ a-&:) Q
S A (‘- . ')d E1 Team Email €2 Reply & Delete _mu“Nm ok T BiReted=
- lete . te
& unk elete  Reply ;;‘;‘y orward [ More - 7 Create New ’j o .3Amons Umaa'ad ranslate § Select~ oom
Delete Respond Quick Steps 5 Move Tags Editing Zoom ~
Wed 9/13/2017 2:44 PM
info.oktotcom@gmail.com
WARNING http://fithufi.cduvn/
To  totkhtn@gmail.com
Dear http/fit hufi edu.vn/, [
Website http-/fit hufi edu.vn/(202.151.174.158) c6 thay d6i vao lic 9/13/2017 2:43:28 PM
Théng tin thay déi:
Tén: Trang chi
Url: http-/fit hufi.edu.vn/
Link méi:
+ Chwrong trinh Gala chdo tén sinh vién khoa CNTT
+ Danh séch sinh vién du I€ khai giang 09/09/2017
+ Théng bdo vé viée ding ke hoc phin hé Cao ding
« Xét diém rén luyén hoc ky 1T ndm hoc 2016 - 2017
+ Théng bdo chiéu sinh 16p ngén han
+ Théng bdo gia han déng hoc phi hoe ky 1 (2017 —2018)
+ Théng bédo hop Ban chép hinh Lién Chi Doan m& réng 08/2017
-’Dmngbaovemecmthocphlkhoammnhaphocnamhocl()l? 2018 B
+ Théng bdo vé viée nghi I 02/09/2017

Hinh 2. Email canh bao khi c6 su thay d6i ndi dung website

Hinh 2 hién thi ndi dung cénh béo ctia email giri t6i quan tri vién khi phan mém
phat hién ra sy thay dbi trén website, gitip cho quan tri vién phan img nhanh hon néu
c6 su b xay ra, thong bao cho biét c6 su thay doi trén website vao liic 2:43 PM ngay
09/13/2017 va dugc gui téi quan tri vién vao luc 2:44 PM cung ngay, c6 nghia la chi
khoang chura day mét phiit sau khi phat hién c6 su thay doi.

- X

© History
History DEFACE

Name Website: http:/ffit hufi.edu.vn/

Url Website: http:/ffit hufi.edu.vn/
Date: 13-09-2017 14:43.32
Fiter Information
Datefrom 03082017 [Ed
A
Datsto [2109-2017 Bl Dear hitp://fit hufi eduva/,

.
Website http://fit hufi edu vn/(202.151.174.158) c6 thay déi vao tie 9/13/2017 2:43:32 PM

STT  Da Stah . .
© . Thong tin thay aoi:
1 9/21/2017 458 37 PM Waming =

3 91372017 24328 PM Warring
4 /13/2017 24005 PM Deface Tén: Trang chi

Utl: hetp:/ffit ufi ecu vn/

o Chwong trinh Gala chao tan sinh viéa khoa CNTT
» Danh siich sinh vién du 12 khai siang 09/09/2017

o Théng béo vé viéc ding kv hoc phin hé Cao ding

o Xét diém rén huyén hoc ky I nam hoc 2016 - 2017

o Théng béo chiéu sinh 16p ngén han

« Théng bo pia han déng hoc phi hoc ki 1 (2017 - 2018)

« Thng bao hiop Ban chip hanh Lién Chi Poan md réag 08/2017

« Théng béo vé viéc rit hoc phi khéa méi nhap hoc ndm hoc 2017 - 2018 v

o Théng béo vé viéc nghi 1€ 02/09/2017

Hinh 3. Danh sach thong tin va thoi diém xay ra thay doi trén website

Hinh 3 cho thdy danh sach cac thoi diém xay ra thay dbi trén website va trang thai cua
website tai cac thoi di€ém bi canh bao, kém theo do6 la cac thong tin vé su thay doi va danh
sach cac duong links mai xuat hién trén website luén dugc cap nhat thuong xuyén.
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4. KET LUAN

Dua trén céc két qua cua thyc nghiém co thé két luan rﬁng thoi gian xr 1y ctia thuat toan
Rabin Fingerprint cai tién 1a nhanh hon rit nhiéu so véi thuat toan Rabin Fingerprint (dic
biét khi kich thudc trang web 16n). Két qua thuc nghiém cho thay véi thudt toan Rabin
Fingerprint cai tién mang lai d6 loi vé mit thoi gian, cac canh bao duoc goi di som hon, gitip
ngudi quan tri c6 thé phan tng tot hon khi website bi tin cong thay ddi ndi dung. Trong thoi
gian toi nhom tac gia s& ap dung thém mot sb thudt toan nhu vector hd trg vao bai toan dé
viéc so khop tré nén hiéu qua hon.
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ABSTRACT

METHOD OF DETECTING AND WARNING CHANGED WEBSITE

Vu Duc Thinh®, Tran Pac Tot, Vu Van Vinh
Ho Chi Minh City University of Food Industry
"Email: thinhvd@cntp.edu.vn

Website vulnerabilities are always a potential target of attacks for different purposes.
Hackers always have tools to find vulnerabilities in the Web, and then they will exploit those
vulnerabilities. This paper studies the main algorithms used to detect changes in the content
of the website, then evaluates and proposes an improved Rabin Fingerprint algorithm,
enhances the ability of monitoring, detecting and warning, to support the administrator in
responding more quickly in case their websites were attacked.

Key words: Attacks, change detection, Rabin fingerprint algorithm, warnings, website changes.
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