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TOM TAT

Trong bai bao nay chiing t6i khao sat phuong phap ma hoa khoa cong khai dua vao dinh ly
s6 du Trung Hoa va phuong trinh ma tran trong qua trinh phat sinh khéa, ma khoa va giai mi do
Baocang WANG va Yongzhuang WEI, Yupu HU dua ra nam 2009 [1] va cung véi cac ndi
dung can cai tién sau day: phat sinh nhanh cdc ma tran khoa, phat sinh nhanh khoa, hién thuc va
so sanh v&i phuong phap gbc va voi RSA.

Tw khoa: sO nguyén to va ma hoa khoa cong khai, s6 du Trung Hoa.

1. TONG QUAN

Ma hoa khoa cong khai da dugc ung dung rong rai trong thuc té va thu hat duoc sy quan
tam nghién ctu cua nhiéu nha khoa hoc trén thé g|01 Tuy nhién hau hét cac hé théng ma hoa
khoa cong khai thong dung nhu RSA, ElGamal gap van dé vé toc do phat sinh ciing nhu ma hoa
khéa tuong ddi cham. Nguyén nhan chinh cua van de nay la do trong qua trinh phat sinh va ma
khoa héa, giai mi déu tinh toan cac sd nguyén va sb nguyén to rat on.

C6 nhiéu phuong phap gidi quyét vin dé trén da dugc dé xuat, mot trong nhimg phuong
phap la van dung dinh 1y s6 du Trung Hoa va phuong trinh ma tran trong qua trinh phat sinh khoa,
ma hoa va giai ma do Baocang WANG va Yongzhuang WEI, Yupu HU dua ra nam 2009 [1].

Hau hét cac hé thong md hoa khoa cong khai nhu RSA, ElGamal thuc hién tinh toan véi
cac s6 nguyén 16n hang tram chir s6. Dy phuc tap trong viéc ma hoa, giai ma cac hé théng ma
hoa khoa cong khai nay ti 1¢ thuan véi do 16n cua cac s6 nguyén tham gia vao viéc tao khoa ma
hoa va khoa cong khai. Do do dé hé ma an toan, can tang kich thudc Cua cac s6 nguyén. Mat
khéc, khi kich thuéc cia cac sd nguyén can xir 1y 16n thi thoi gian xtr Iy vé cac mit phat sinh va
mé hoa khoa ciing ting 1én. Thong tin cAn ma hoa ngay cang da dang va c6 khdi lwong 16, doi
hoi hé ma giam thiéu thoi gian xt 1y.

Trén thuc té, téc do hiéu qua cling nhu tinh bao mat la cac van dé dugc quan tam. RSA va
ElGamal 1 hai thudt toan con ton tai trong méi trudng yéu cau tinh bao mat khic nghiét trong
thap ky qua. Tuy nhién ca hai thuat toan trén déu co6 téc d6 kha chdm vi tinh toan duwa trén ham
mii 1a ham sir dung nhiéu tai nguyén.
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Dé hd tro giai quyét cac van dé trén, bai bao “Phan tich va cal tién phuong phap mat ma
hoa khoa cong khai” tap trung vao viéc xdy dung va dé xuat mot s6 thuat toan t6i uu hoa nham
tang hiéu ning cua qué trinh phat sinh khéa dya vao dinh 1y s6 du Trung Hoa va ng dung trong
phan tich, cai tién hiéu nang tinh toan ctia qua trinh phat sinh khoa.

2.COSOLY THUYET

2.1. Pinh Iy vé s6 dw Trung hoa
~ Cho tap s6 nguyén td py, Py, o) Pk d6i mot nguyén t6 cung nhau [2], vi mi bo sé nguyén
bat ky x4, x5, ..., x; thi hé phuong trinh dong du.
X = x4 (mod py)
X = x5 (mod p,)

X = X t%rllod Pr )
ludn c6 nghiém duy nhat x € Zy , N = py.p; ... g, duoc xac dinh nhu sau:
X = X1P2P3 - PkC1 + P1X2D3 - Pk C2 + P1P2X3 - Dk C3 + = + P1P2 - Pr—1 Xk Cx (Mod N)
V6i ¢; duge tinh ¢; = N"(modp;) véi i=1,..,k co thé biéu dién dudi dang
(x4, X3, .., X3 ) vanguoc lai tir (xq, x5, ..., X ) ta tim dugc duy nhat mot x.
Chumng minh tinh duy nhat va ton tai c6 thé tham khao [2].

Vi du: Tim x thoa man hé phuong trinh dong du sau:

x = 2(mod 3)
x = 3(mod 5)
x =4(mod 7)

Ta tinh nhu sau: p; = 3,p, = 5,p3 = 7,N = p;.p,.p3 = 3.5.7 = 105
X, =2,%, =3,x3 =4,¢; = (5.7) 1 (mod 3) = 27 (mod 3) = 2,
c; = (3.7)"Y(mod 5) = 171 (mod 5) = 1,
c3 = (3.5 (mod7) =1"1(mod 7) = 1
Vaytasuy ra: x = 2.5.7.2 + 3.3.7.1 + 3.5.4.1 = 263 = 53 (mod 105)
Thudt todn vé dinh 1y s6 dw Trung Hoa
Input, [xq, x, ..., X ], [P1, D25 s Pic]

Output: x
(1) N=pi*p;*..xpga
2 x=0

-1
(3) Fori=0tok Doc; = (pﬂ) mod p;

(4) End For
(5) Fori=0tok Dox=x+xi(i)ci
(6) End For

(7) Returnx
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Trong thuat toan trén ta sir dung tinh nghich dao ciia mot s nguyén. Ta tinh nhu sau: goi
y 1a nghich dao cua x(mod n) néu: x * y = 1(mod n)=x*y —kn =1

2.2. Sinh nhanh ma tran kha nghich
2.2.1. Ma trgn kha nghich

Cho A 1a ma tran vudng cép n, mot ma tran B goi 1a ma tran nghich dao cua A
AB =BA =1,
Khi d6 A duoc goi 1a ma tran kha nghich.

2.2.2. Cach tim ma trgn kha nghich
a. Dya vao dinh thic

-1 _ 1 *T
A = Det(4)

V6i aj; = (—1)"*/ det(M;;) , M;; |4y tir ma tran A bang céch bo di hang i cot j.
b. Dua vao phép bién doi so cap trén hang
[An | In] (1, 1a ma tran don vi cap n)

& a, .. a,1 0 .. 0
(A 11,]= 8y 8y ... 8,0 1 .. 0

a, Ay, - &

c. Dua vao cach gidi hé phuwong trinh
U 1a ma tran tam giac trén (Upper Matrix), L 1a ma tran tam giac dudi (Lower Matrix).
Lo

|11 0 .. 0 Xl 1 0 .. 0

by |
LU =X =L[Xy,.. Xpl= 1 < | 2 22

Inl In2 e Inn Xn 0 O e 1
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|11 0 0 Xi1 0
YR
Xi=|1 || % =
|” Xij 1
0 It T2~ lon )\ Xin

j
xi1 =0, Xj =@l- ZIjkxk)/Ijj
k=1

Nhu vay néu A = LU kha nghich thi A= = y~1L~1
2.3. Sinh ma tran va tim ma tran nghich dao

2.3.1. Sinh ma trgn

Trong bai bao nay chung t6i dua ra cach cai dat thuat toan phat sinh ma tran A thong qua
hai ma tran U va L. Trong d6 U 1a ma tran tam giac trén, L 1la ma tran tam giac dudi.

n
U kha nghich < [ Juii #0
i=0
n
L kha nghich < [ Jlii #0
i=0
A = U. L ciing kha nghich.
Thuat toan phat sinh ma trdn A thong qua hai ma tran U, L trén truong Z,

(1) U la ma tran vudng tam giac trén

U kha nghich @(Hu"j%pio <0<y <p

i-1
(2) L la ma tran vudng tam giac dudi

n
L kha nghich @(Hliij%p;ﬁO@O <lj<p

i=1
(3) A=U.L
2.3.2. Tim ma tran nghich dao

Thuat toan tim ma tran nghich dao B thong qua hai ma tran U, L
() Tim U1

(2) Tim L™t

@)B=At=@U)t=U"tL?
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M@t s6 ma tran tam giac dic biét

Dinh nghia ma tran d6i hop: Cho ma tran vudng A, A dugc goi la ma tran dbi hop
(Involation Matrix) néu A% = I

Trong qué trinh phat sinh ngiu nhién hai ma tran U, L c6 nhitng truong hop:

U?=U.U=1I,hayl?>=LL=1,

2
Wy Uy e U \(Ug U . up) |2 O e O
0 Up o Un|[ 0 up « Un|_| 0 uf . 0|
- - n
0 0 .oup/lO 0 .. u
nn nn 0 0 ur%n
2
up O 01 1 0
2
o 0 U2 0|0 1.0

0 0 Unn
2 _
ull_l
2 _
& u22 _1 C}uil’ = ul_ll(l = 1,2,...,”)

Dé giai quyét van dé trén ta lam nhu sau: Khi phat sinh mot phan tir u; nao d6 dung thuat
toan Euclide tinh uz;'néu co uy; nao d6 thoa uy; = ug! thi phat sinh lai u;;. Nhu vay dam bao
ma tran tam giac sau khi phat sinh c6 U? # I.

3. HE THONG MAT MA HOA KHOA CONG KHAI

3.1. Lich sir ra doi

Mot hé théng mat ma hoa khoa cong khai dugc cac nha khoa hoc Whitﬁelgl Diffie va
Martin Hellman dua ra nam 1976, dya trén cong trinh trude d6 cua Ralph Merkle vé phan phoi
khoa cong khai.

3.2. Thuat toan mat ma hoéa khoa cong khai

Tao khoa:
- Phat sinh n s6 nguyén t& phan biét chang han n = 6,p;,p,, ..., ps MO $6 ¢6 chidu dai
khoang 333b. Tinh N = p; * p, * ... * pg.
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- Phat sinh ngiu nhién hai ma tran ma tran vuéng U,L gom 6 hang 6 cot gia tri
ij khOéng 30b.

-TimA:A=LU
- Tim ma tran nghich ddo ciamatran A: B = A1 = (LU) 1 = y~t. L1

uij,l

- Dya véo dinh 1y s6 du Trung Hoa tinh ay, ay, ..., ag

- Tinh bag = 1(mod n), b; = ba,(mod n), ..., bs = bas(mod n)

- Khoéa cong khai: (n, by, b, ..., bs), khoa bi mat: (ag, py, 02, --» P, B)
M3 héa: chiéu dai cua ban rd m mdi 1an ma héa 1a 1500b

Chia ban rd m thanh 5 khéi m = (my, my, ..., ms)”

Chon ngau nhién s6 nguyén r ¢ chiéu dai 300b

¢ = bymy + bym, + ...+ bsms + r(mod n)

Giai ma:

Tinh s = agc(mod n), s; = s(mod p,), s, = s(mod p,), ...

S¢ = s(mod pe)
(my,my, ....,ms, )T = B(S1,52, ..., 5¢)T

Khéi phuc lai ban rd m ban dau.
3.2.1. Mgt sé Van dé khé khan trong qud trinh phdt sinh khéa

Khi phat sinh ma tran A dé tim ma tran nghich d4o cua ma tran A ta st dung mot trong céc
cach di trinh bay trong chwong 2 phan 2.3. Nhung van dé dit ra 1a cic phan tir cua ma tran
nghich dao c6 thé chira gia tri 1a nhitng s6 thuc dan téi viéc ma hoa gap nhiéu kho khan, thong
tin c6 thé bi mat mat trong qua trinh ma héa. Sau ddy 1a mot s6 cach giai quyét dé tim dwoc ma
tran nghich dao ma da dua ra dé sau khi tim ma tran nghich déo gia tri nhitng phan tu trong ma
tran 1a nhitng s6 nguyén.

_ (1) Phat sinh ma tran vudng A c6 dinh thuc bang 1. Khi d6 khi tim ma tran nghich dao cac
phan tir ctia B hién nhién s€ la cac s6 nguyén.

_ (2) Tim ma tran nghich dao cua ma tran A dya vao phuong phap da dugc trinh bay trong
phan 2.2.2.

(3) Chung ta goi B 1a ma tran nghich dao cua A theo modulo p; nao do, p, chiang han. Khi
do khi giai ma ta phai tra lai tinh theo cong thuc sau:

(my,my, ....,ms,7)T = B(841,5,....,5¢)T (mod p;)

Trong qua trinh cai dat ung dung, ching t6i st dung phuong phap thr 3, d6 1a tinh toan
dua trén Zp.

3.2.2. Bé Xudt cdch phdt sinh ma tran

Theo thuat toan da dé ra & trén, ma tran A 1a mot ma tran phat sinh ngau nhién sau do ta
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phai tinh nghich dao B cua A. Ap dung phuong phéap tim ma tran nghich dao ¢ chuong 2 phan
2.3. Nhu vay ta s€ khong phat sinh truc tiép A ma sé tinh dugc A thong qua viéc phat sinh 2 ma
tran tam giac: Ma trén tam giac trén U va ma tran tam giac dudi L.

3.2.3. Tinh bao mat cua hé thong ma héa khéa cong khai
a. Hiéu sudt bao mdt thong tin

Trong thuc té, bén canh viéc bao mat, hiéu qua bao mat thong tin cua mot hé thong mat ma
hoa khoa cong khai can dugc xem xét. Néu ti Ié hiéu qua bao mat thong tin thép thi s& tn nhiéu
khong gian luu trir va tai nguyén tinh toan nhiéu. Vi vay hiéu qua bao mat thap thi s& khong dat
dugc toe do va yéu cau ciia mi hoa khoa cong khai cua chung ta.

Bay gio ta s& udc luong ti 16 mad hoéa. Trong qua trinh mad hoéa chiéu dai nhi phan
L, cua ban rd 1a 1500b. Cha y rang chiéu dai nhi phan cia ban mad c¢ x4p xi bang
L.~6 * 333 = 1998b. Do d6 chiing ta co6 thé tinh duoc ti 1é ma hoa ciia phuong phap chung ta
dé xuat 1a R = L,,, /L. ~ 1500/1998 ~ 0.75. Theo d6 hiéu suat bao mat cua thuat toan 1a 4:3
so sanh hiéu suat bao mat nay voi thuat toan RSA va El Gamal. Chti y rang RSA 14 1:1 va cua
El Gamal 1a 2:1 tir d6 ta thdy rang hiéu suit bao mat cua chiing ta la tuong doi thap.

b. D¢ phuic tap cua thudt todn

Phan nay ta s& ndi vé 6 phuc tap ciia thuat toan trong qué trinh ma hoa va giai ma.

Trong thuat toAn ma chi thyc hién trén nam phép chia va nam phép cong modulo. D6 phirc
tap cua thuat toan nhan modulo la binh phuong, dé phuc tap ctia phép cdng la tuyén tinh. Do d6
tong d6 phuc tap cua thuat toan ma hoa l1a 0(k?) véi k 1a tham so bi mat. Ta cling phai chi y
rang d6 phitrc tap cta thuat toan ma héa khoa trong RSA va ElGamal 1a bac ba.

So sanh trén cho ta thiy rang thuat toan méd khoa dang khao sat nhanh hon RSA va
ElGamal.

4. THU NGHIEM VA PANH GIA

Bang 1: So sanh thoi gian phat sinh ma tran cua bai toan gdc véi bai toan cai tién.

Sé 1an Thoi gian chay trung binh

Cau hinh may tinh h - - - —
chay | Baitoan gbc | Bai toan cai tién

AMD Turion X2 Dual-Core RM-72, 2.10GHz, RAM

4GB 1000 3128,386 2371,228
Intel Core Duo T5270, 1.40GHz, RAM 2GB 1000 2370,145 1780,231
Pentium (R) Dual — Core E550, 2.80 GHz, RAM 2GB| 1000 1399,311 979,436
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Bang 2: So sanh thoi gian phat sinh khoa cua bai toan gdc véi bai toan cai tién.

38 1an Thoi gian chay trung binh

Céu hinh may tinh - -
chay | Baitoan géc| Bai toan cai tién
AMD Turion X2 Dual-Core RM-72, 2.10GHz, RAM 4GB 1000 4838,898 3849,868
Intel Core Duo T5270, 1.40GHz, RAM 2GB 1000 4158,335 2950,664
Pentium (R) Dual — Core E550, 2.80 GHz, RAM 2GB 1000 2019,617 1599,743

Bang 3: So sanh thoi gian phat sinh khéa cuia bai toan cai tién voi RSA.

sS4 1an Thaoi gian chay trung binh

Céu hinh méy tinh - -
chay  |Bai toan gbc | Bai toan cai tién
AMD Turion X2 Dual-Core RM-72, 2.10GHz, RAM 4GB| 1000 2507,455 3849,868
Intel Core Duo T5270, 1.40GHz, RAM 2GB 1000 2352,212 2950,664
Pentium (R) Dual — Core E550, 2.80 GHz, RAM 2GB 1000 1351,309 1599,743

Bang 4: So sanh thoi gian méa hoa, giai ma cua bai toan cai tién vai RSA.

5.1. Nhirng két qua dat dwoc
Chirmg minh tinh dting dan cua thuat toan.

D& licubyte Thoi gian ma hoa ’ Thoi gian giai ma ’
RSA Bai toan cai tién RSA Bai toan cai tién
719 1567 406 1344 250
1949 2730 1154 2102 546
4053 3390 1747 2496 1341
5328 3510 2621 2907 1511
6721 3785 2699 3140 1560
5. KET LUAN

Céc két qua nghién ctru va tng dung budc dau di thuc hién duoc muc dich cua bai nghién
ctru. Bang cach ung dung phuong trinh ma tran va dinh 1y vé sé du Trung Hoa trong viéc xay
dung hé théng mé hoa khoa cong khai.

Thuat toan dé& xuat cho két qua tét hon vé thoi gian so voi bai toan gbc Vé cic mit phat
sinh ma tran, phat sinh khoa.

Chuong trinh thir nghiém dugc xay dung nham chimg minh tinh kha thi cta cac két qua

nghién cuu.
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5.2. Huéng phat trién

Céc két qua cua bai nghién ctru c6 thé duogc ap dung trong nhidu hé théng ma héa khoa
cong khai khac nhau va tiép tuc duoc cai tién dé c6 dugc tde do thyc thi tét hon.

Céc két qua co thé duge ap dung trén nhiéu hé théng bao mat, thuc hién trong cac giao
dich thuong mai, thuc hién tao va xac thuc chit ky dién tir.

Tac gia mong mudn cé thé tiép tuc phat trién dé dua cac két qua da nghién ciru vao ung
dung trong thuc té.
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ABSTRACT

ANALYSE AND IMPROVE PUBLIC KEY CRYPTOGRAPY METHODS

Phan Thi Ngoc Mai’, Nguyen Thi Thuy Trang
Ho Chi Minh city University of Food Industry
*Email: maiptn@cntp.edu.vn
In this article, we examine public key cryptography methods based on the Chinese
Remainder Theorem and matrix equation in the process of key generation, encryption and
decryption by Baocang WANG and Yongzhuang WEI, Yupu HU published in 2009 and along

with the contents to the following improvements: generate fast the key matrix, generate fast key,
deploy and compare it to the original mode with RSA method.

Keyword: prime number and public key cryptography, Chinese remainder theorem.
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