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Tom tit: Cross-Site Scripting la mét dang tan céng phé bién trong cdc iing dung web. Céc
giai phap hién co nhu dua trén bo loc, phan tich dong va phan tich tinh khong hiéu qua trong
viéc phat hién cac cuoc tan cong XSS khong xac dinh. Mot s6 nghién curu phat hién cdc cuoc tan
cong XSS sir dung hoc mdy di cong bo c6 kha ndng phat hién cdc cudc tan cong XSS khong xdc
dinh tuy nhién 16n tai mot s6 van dé nhwe: bo phan logi co so don, tap dir liéu nho va hiéu sudt mo
hinh chwa cao. Phwong phdp hoc két hop diroe sik dung trong nghién civu nay bao gom AdaBoost;
Bagging voi SVM, Extra-Trees; Stacking voi Extra-Tree, Naive Bayes va Randomforest cung voi
3 tép dir liéu rieng biét, 3 nhom dac trung co ban. Trong nghién cieu nay, mo hinh dat hiéu suat
99.32% voi thudt toan Random Forest (mot thudt toan thugc nhom Bagging).

Tir khéa: Tin cong XSS, Cross-site scripting, Phadt hién tan cong XSS, An ninh mang, Hoc

két hop.
I. Dit vin dé

Mot kiéu tdn cong 16p tng dung
dac biét duoc goi la tn cong Cross-Site
Scripting (XSS) di trd nén nguy hiém trong
vai thap ky qua. Theo truyén thong, cac
cudc tin cong nay duoc sir dung dé danh
cip thong tin ca nhan, dan dén kha ning
mao danh nan nhan. Tuy nhién, gin day
V01 su phat trién cta cong nghé, cac cudc
tan cong nay dang dugc sir dung voi cac ki
thuat tan cong trén mang xa hoi dé tao va
khoi dong cac cude tin cong khac. Trong
cac cudc tin cong XSS, ké tn cong c6 thé

léy cookie, dir liéu nhay cadm cia nan nhan,
trién khai keyloggers ghi lai tai trinh duyét
va lam hong uy tin cia mdt trang web dang
tin cdy. Van dé pho bién trong céac ky thuat
phong ngira XSS hién c6 1a khong thé phat
hién dugc cac cude tin cong XSS méi hoic
chua biét [1]. Hinh 1 cho thiy cac budc
lién quan dén viéc khoi chay thanh cong
mot cude tan cong XSS. Ké tan cong khong
nhidm muc tiéu truc tiép vao nan nhan, ma
st dung cac 16 hong trong tmg dung Web
dé bi t6n thuong lam cong cu dé giri ma
doc dén trinh duyét cua nan nhan.

* Khoa Cong nghé Thong tin, Truong Pai hoc Mo Ha Noi
 Phong Té chirc-Hanh chinh, Trudng Dai hoc Mo Ha Noi
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Hinh 1: Cdc bude trong mét cudc tan cong XSS

Co6 ba tac nhan trong modt cudc
tan cong XSS nhu trong hinh 2. Tuy
thuoc vao cach ma doc duoc dua vao
trng dung Web, cac cudc tin cong XSS
duoc phan loai thanh ba bién thé nhu
trong hinh 3 [1] [2].
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Hinh 2: Cac tac nhan XSS
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Hinh 3: Cdc kiéu tin céng XSS

Trong bai bao nay, chiung t6i sé dua
ra mot dé xuét dé xac dinh tin cong XSS
dua trén cac dac trung nhanh va hiéu qua.
Trong phﬁn con lai cua bai bao dugc ciu
tric nhu sau: muyc II, ching t6i thao luan
vé mot s6 nghién ciru lién quan dén phat
hién XSS, muc III trinh bay vé mé hinh
dé xuit, chi tiét vé cac dic trung trong
XSS va céac chi s6 danh gia. Két qua thi
nghiém cuia ching t6i dugc phan tich
trong muc IV. Két luan dugc trinh bay
trong muc V.

II. Co s& 1y thuyét

Pi c6 nhiéu cong trinh nghién ciru dé
xudt cac k¥ thuat khac nhau dé phat hién cac
cudc tin cong XSS Script. Mot cach tiép can
chuan cho nha phat trién tmg dung web la
str dung “tiét tring” va “thoat” dé ngan ndi
dung khong dang tin cdy dugc hiéu 13 ma
[3]. Ngoai ra cach ly mirc phéan tich cu phap
¢6 thé han ché dir liéu dau vao cua nguoi
ding trong sudt thdi gian ton tai cua ung
dung web [4]. Mot k§ thuat khac dé chéng
lai 16 hong XSS 14 str dung cac tién t6 khong
gian tén ngau nhién voi cac phan tir ngdn
ngit danh diu nguyén thuy dé khién ké tin
cong kho sir dung cac phan tir nay [5]. Sukét
hop cuta céc ky thuat tinh va dong su dung
phan tich ma doc dé ngan dir liéu nhay cam
duoc gui cho bén thir ba bang cach giam sat
ludng dit liéu trong trinh duyét [6].

Céc k¥ thuat hoc may da duoc ap
dung dé phat hién cac cudc tn cong XSS
va hap dan vi chung c6 thé thich Gmg voi
nhitng thay doi va bién thé ctia cac tap 1énh
doc hai. Likarish va cong su. [7] da danh
gia cac b phan loai Naive Bayes, ADTree,
SVM va RIPPER trong viéc phat hién su
che gidu ciia cac tap 1énh (dudi dang proxy
cho phan mém déc hai), bang cach st dung
cac tinh ning theo ddi s6 1an cac biéu tuong



xuét hién trong cac tap 1énh lanh tinh va
ddc hai. Cac bd phan loai dugc danh gia
béng xéc thuc chéo 10 1an cho d6 chinh xac
la khoang 92.00%. Fawaz va cong su. [§]
diéu tra bang cach str dung SVM, k-NN va
Rung ngu nhién dé phat hién va han ché
cac cudc tAn cong ndy, du di biét hay chua
biét. Viéc sir dung mot bo tinh nang thi vi
két hop ct phap ngdn ngit va cac tinh ning
hanh vi dan dén cac bd phan loai mang lai
d0 chinh xac va do chinh xac cao trén cac
tap dir liéu 16n trong thé gidi thue ma khong
chi giéi han sy cht ¥ dén viéc 1am x4o tron.
59 dac trung phan loai thanh hai nhom, (1)
ciu trac, va (2) hanh vi duoc xem xét va
cho d0 chinh xac 97.22%. Mot mo hinh dua
trén tri gidc da 16p ciia Mokbal va cong su
[9] dé xudt dat dugc do chinh xac bao mat
12 99.32% trong viéc phat hi¢n cac cudc tn
cong. Tap dir li¢u cta hg chira téng cong
138,569 mau va trong s6 d6 c6 38,569 mau
tan cong. Ho da trich xudt ndi dung biéu
mau dua trén URL, dya trén HTML va dua
trén Script va st dung cac tinh nang nay
trong viéc dao tao cac mo hinh dugc deé
xuét. Mot sb tinh nang nhu do dai URL va
ky tu dac biét trong URL, th¢ HTML, su
kién Script. Wang, Cai va Wei [10] da dé
xuét mot framework dua trén deep learning
dé phat hién Script doc hai. Ho di trich
xudt cac ddc trung tir ma Script bang cach
st dung bo ma héa ty dong khir nhiéu xép
chdng (SdA). Cac dic trung nay duoc sir
dung dé dao tao SVM hodc mé hinh hdi
quy logistic. Phan loai ma dgc thuc hién

Tép con

dir igu B3 phan loai di ligu

(i) Bagging
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bang hdi quy logistic. Tap dir liéu duoc dan
nhan cta ho chira 14,783 ma Script ddc hai
va 12,320 mau lanh tinh. M6 hinh cta ho
dat do chinh xac 94.9%.

Nham ting cao hiéu qua, ching t6i
da xem xét cac dac trung duogc trich chon
tir script, tim kiém hiéu suat ri giam chiéu
dir liéu dé giam thoi gian huan luyén, trich
chon dit liéu va tang hiéu suit phat hién.

I11. Phwong phap nghién ciru
3.1. Hoc may két hop

Céac phuong phap hoc may két hop
su dung cac thuat toan khéac nhau dé dat
dugc ty 1 duy doan t6t hon. Thong thuong,
hoc két hop bao gdom nhiing thuat toan hoc
may co ban. Han ché trong cac phuong
phap hoc két hop 1a doi hoi nhiéu tinh
toan hon so v6i mot mé hinh duy nhat.
C6 3 phuong phap hoc may két hop nhu
sau: (i) Bagging: trong bagging (tong
hop bootstrap), cac thuat toan hoc yéu ap
dung trén mot tap dir liéu mau nho va lay
trung binh tat ca cac du doan cua ngudi
hoc. Bagging s€ lam gidm phuong sai; (ii)
Boosting: day 1a mdt phuong phap lap di
lap lai, trong viéc ting trong lugng mau
duoc diéu chinh dua trén phan loai trudc
d6. Tang cudng sé giam 13i thién vi; (iii)
Stacking: trong trudong hop nay, dau ra cua
mot md hinh duoc cung cip 1am dau vao
cho mot mo hinh khéac. Xép chong s& lam
gidm phuong sai hodc sai léch dua trén
cac mo hinh dugc st dung [2].

=
© Ow®

4 % Bophan M hinh
:1 _@ _ @ _” ’@ loaicap 1  Stacking
¥ Tap con R
86 phan loai E':‘l‘;:;’; d liéu |E:. S;:nu
(ii) Boosting (iii) Stacking

Hinh 4: Phan loai hoc két hop
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Phuong phap hoc két hop duoc
stt dung trong nghién ctru nay bao gdm:
AdaBoost; Bagging véi SVM, Extra-
Trees; Stacking véi Extra-Tree, Naive
Bayes va Random Forest (40 cay).

3.2. Gidm chiéu di ligu

Giam chiéu dit li¢u 1a sy bién doi
di¥ liéu tr khong gian d-dim thanh khong
gian k-dim chiéu (k<d), giit lai mot s6 dic
trung c¢6 y nghia va quan trong cua dir liu
gbc, loai bo cac dic trung it quan trong
tham chi lam nhiéu. Trong nghién ciu
nay, st dung thuat toan SFS (Sequential
Forward Selection) dé giam chiéu dit liéu
nham tang hiéu sudt cia mo hinh, tiét
kiém thoi gian hudn luyén, kiém thir ciing

Tap dir liéu
huan luyén
L

SFS (Giam chiéu
di liéu)

Trich chon
61 dac trung

el

Thuat toan
hoe k:ét hc_:_(p

Py

.Bé phan loai !
tam thoi ‘

(a)

nhu giam thiéu str dung ngudn tai nguyén.
Qua thyc nghiém cho thiy SFS tét hon
SBS (Sequential Backward Selection) ddi
vGi bai toan dang giai quyét.

Ly do dé thyc hién viéc giam chiéu
dir liéu tr tdp cac dac trung dugc trich
chon bdi 1&: viéc lya chon céc dac trung
chua chic 1a tot nhat vi chua xac dinh
thanh phan nao quan trong hon. Trong
truong hop khac, lugng thong tin cac dac
trung cung cap co ty trong twrong duong,
khi d6 luoc bét dic trung nao ciing sé dan
dén mit mot luong thong tin dang ké. Do
d6, & dam bao ring cac dic trung sir dung
1a quan trong va du dé phan loai, ching
to1 giam chiéu dé di dén mot tap cac dac
trung quan trong.

Tap d liéu
kiém thur
Y |
Trich chon Trich chon
14 dac trung 14 dac trung
v
Thuat toan :
ot Fhon > Phan loai

BO phan loai + Script XSS Lanh tinh
Iya chon

(b)

Hinh 5: Mé hinh phdt hién dé xudt

3.3. M6 hinh phat hi¢n

M6 hinh phat hién Script XSS dua
trén hoc két hop dé xuét dugc chia thanh
2 giai doan dugc minh hoa tai hinh 5
nhu sau:

(a) Giai doan huin luyén: Tép di
liéu hudn luyén bao gébm Script XSS va
lanh tinh. O giai doan 1, 61 dic trung
duoc trich chon st dung 4 thuit toan tai

muc 3.1 dé Iya chon ra thuat toan c6 hiéu
sudt cao nhat. Sau do, s dung thuét toan
giam chiéu dir lidu d@é giam s dic trung
can trich chon Xuéng. Sau do, st dung
thuét toan da lva chon véi hiéu sut tdt
nhét dé dua ra bd phan loai.

(b) Giai doan phat hién: cac Script
XSS trong tép kiém thir dwec trich chon
cac dac trung, st dung bd phan loai da
duoc huin luyén dé x4c dinh Script XSS



3.4. Trich chon ddc trung
3.4.1. Gioi thiéu

Hién nay, viéc phat trién céc trang
web st dung ngdn ngir JavaScript lam cho
chiing ning dong va dé tuong tac hon. D6
la phia may khach cho phép ma ngudn
duogc thuc thi trong trinh duyét web thay
vi trén may chi. Piéu nay cho phép cac
churc nang chay sau khi tai trang web ma
khong can giao tiép véi may chu, chang
han nhu tao canh bao 16i truéc khi giri
thong tin dén may chu. Céac tap 1énh c6
thé dugc chén vao trong HTML hoic ¢
thé duoc tham chiéu trong mét tép .js
riéng bi¢t. JavaScript 1a mot lya chon tbt
cho nhirng ké tAn cong thyuc hién cac cudc
tan cong clia ching va phat tan ching trén
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Internet, boi vi phan 16n céac trang web sir
dung JavaScript va n6 dugc ho tro bdi tat
ca céc trinh duyét web. Do do, no 1a myc
tiéu cta nhiéu cudc tin cong XSS, SQL
injection va tai xudng thu dong.

Nghién cuu nay tip trung vao cac
dac trung duogc trich chon tir Script, chi
can xem xét script ma khéng can quan tam
dén cdc ddc trung mang, cdc danh séch
da co tu trude...

3.4.2. Lwa chon ddc trung XSS

C6 thé trich chon rat nhiéu cdc dic
trung phit hop cia Script dé phan loai.
Cdc ddc trung trong nghién cuu nay duoc
phan loai thanh 3 nhém, (1) cdu tric, (2)
hanh viva (3) thong ké. Tong cdng, 61 ddc
trung dwoc xem xét.

Bang 1: Cac dac trung dwoc trich chon

Nhom dic trung Dac trung So lwgng
a) Pac trung cau tric
DAu cau néi [l &E#[=|//]|">< |">< 6
Diu cau &%/N\+"21E=[]18S()*.-<>@ _:.{} ~space | &lt"" 33
b) Pac trwng hanh vi
Attributes hasSRC | hasHref | hasCookie 3
Events hasOnload | hasOnError 2
External File hasJS 1
Functions hasAlert | hasEval 2
Methods hasStringfromCharCode | hasSearch 2
Objects hasDocument | hasWindow | hasIframe | hasLocation 4
Protocol hasHTTP 1
Reserve hasVal 1
Tags hasSCRIPT | hasDIV | hasIMG 3
¢) Pic trung thong ké
Théng ké LettersRatio | NumbuersRatio | SymbolsRatio 3
Tong cong 61

- Pic trung cau tric: 13 tp hop day
du cac ky tu khong phai chir va sd c¢6 thé
xuét hién trong Script. Nhirng diéu nay co
thé xay ra trong bat ky tap 1énh nao, nhung
néu ké tin cong dang sir dung cac ky thuat
dé lan tranh su phong vé trén cac tng dung
Web thi diéu nay c6 thé thay ddi pham vi
ky tu duoc st dung trong tap 1énh. DPé dua

ra mdt vi dy don gidn, tap lénh ddc hai
c6 thé thém diu cach hodc ky hiéu khong
can thiét gitta cac I¢énh hoac thé, chéng
han nhu <\ sc ri pt >. Mot kich ban lanh
tinh s€ khong lam diéu nay. Nhu mot vi du
khac, hiy xem xét quyén truy cap cookie
duoc tach thanh hai phﬁn va viéc su dung
dau + dé két hop lai toan bo 1énh mot 1an
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ntra, document +' ." + cookie. Ciing bao
gdm trong cac dic trung cu trac 13 sy két
hop cta cac ky tu co thé duoc sir dung dé
xay dung cac tip 1énh doc hai. Bang 1(a)
c6 33 ky tu khong phai chit, s va 6 to
hop khéc trong sb nay dugc xem xét. Cac
dic trung c6 thé duge do bang nhiéu cach
khéc nhau, tuy nhién trong nghién ctru nay
cac dac trung nay nhan cac gia tri 0/1 cho
su ¢6 hay khong xuat hién trong tap lénh.

- Dac trung hanh vi: 1a mét tap hop
cac lénh va churc nang co thé duoc st dung
trong Script. K¢é tdn cong co thé sir dung
chung mot cach dang ngo va khac voi cac
Script lanh tinh. Nghia 1a, cac Script lanh
tinh khong can che gidu y dinh ma, nguoc
lai, Script XSS s€ st dung mot loat [énh dé
tao tap 1énh ddc hai. Vi du: thuong xuyén
st dung ham eval, st dung cac ham khu
nhidu trong tap l1énh hodc bao gém tap
1énh doc hai trong thé hinh anh. Co6 19 déc
trung trong phan loai nay duoc trich chon
gém: thudce tinh, thé, ham, giao thue,..thé
hién tai bang 1 (b). Ciling nhu dac trung
cAu trac, sir dung cac gia tri 0/1 cho biét
dic trung nay khong hodc khong xuét hién
trong tap lénh.

- Pic trung thdng ké: nhan thiy su
phan bd khong ddng déu cua cac ky tu 1a
chir, s6 va diac biét. 3 dic trung thong ké
trong bang 1 (c) duoc trich chon dé phan
loai Script lanh tinh va XSS.

3.4.3. Phuwong phap danh gia

Mot sb do do dung dé danh gia mo
hinh dé xuat bao gom: TPR, FPR, FNR,
PPV, ACC, F1 va duoc tinh toan theo cac
cong thuc dudi day:

-bo chinh xic (PPV-Positive
Predictive Value) dugc tinh theo cong
thuc:

TP
= 1
TP + FP ()
- Ty 1€ duong tinh dung (TPR), hay
dd nhay, duoc tinh theo cong thirc:

PPV

R - TP
TP+ FN

- Ty 1¢ duong tinh gia (FPR) hay
con goi “nham 1an”, dugc tinh theo cong
thure:

2)

R = FP
FP+TN

3)

- Ty I¢ am tinh gia (FNR) hay con
201 “bo sot”, dugc tinh theo cong thurc:
FN

FNR = (4)
FN +TP

- Do do F1 duoc tinh theo cong thirc:

2TP
Fl=————— (5)
2TP+ FP +FN
- Do chinh xac toan cuc, hay do
chinh xac chung ACC, duwoc tinh theo
cong thirc:
_ TP+IN
TP+TN + FP+FN

(6)

trong d6, TP 1a s6 luong Script XSS
dugc phan loai dung, TN 14 sé lugng
Script lanh tinh dugc phan loai ding, FP
13 s6 lwgng Script lanh tinh bi phan loai sai
thanh Script XSS va FN 14 s lugng cac
Script XSS bi phan loai sai thanh Script
lanh tinh.

- Ty 1é kiém thir (Detect Rate — DR),
dugc tinh theo cong thuc:

_ NTestCorrect
NTest

DR (7)

trong d6, NtestCorrect 12 s6 mau
kiém thtr chinh xac, NTest 14 tong sé mau
kiém thi.



IV. Két qua va thao luin

4.1. Tap diw ligu huén luyén va
kiém thir

Tap dir liéu huin luyén duoc tap
hop tir 2 nguén [11] [12] gdm 34,381
Script lanh tinh va 22,555 Script XSS.
Céc Script XSS dugc gan nhan 1 va
Script lanh tinh dugc gan nhan 0. Tap dir
liéu kiém thtr 1dy tir [13] v6i 6,581 Script
XSS khong gan nhan.

Bdng 2: Dir liéu hudn luyén va kiém thir
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12 0.55% va 0.20% thuat toan Rimng ngau
nhién cho hi¢u qua tdt nhat. Mat khac,
thir nghiém thuat toan vai lan luot 35, 40,
45 cay duge ACC lan luot 1a: 99.47%,
99.66%, 99.52%. Do d6, trong nghién ctru
nay luya chon thudt toan Random Forest
v6i 86 cay 12 40 dé huan luyén mo hinh va
kiém thtr.
Bang 3: Hiéu sudt ciia mot sé ky thuat
hoc may

Thuat toan ACC F1

Random Forest (40 trees) 99.66% 199.57%

Stacking (J48, Naive Bayes) [ 99.30% | 99.12%

AdaBoostM1 (J48) 99.62%|99.51%

Tap dit liéu huan Seript

luyén va kiém thir | Lanh tinh XSS
Tép huén luyén 34,381 22,555
Tép kiém thir 6,581

Bagging (J48) 99.45%99.30%

4.2. Lwa chon thudt todn

Vi tap dir liéu huén luyén, sir dung
mot s6 thuat toan hoc may kiém tra chéo
10 1an d xac dinh higu sudt ciia mo hinh.
Dua vao két qua tai bang 3, v6i ACC va
F1 lan luot bang 99.66% va 99.57% kém
theo ty 1€ am tinh gid va duong tinh gia

St dung thuat toan Random Forest
xady dung mo6 hinh cung voi tap dir licu
huén luyén tai bang 2. Théng ké trong
bang 4 cho thiy, md hinh dé xuét cia
chung t6i cung 61 dac trung Script XSS
cho ACC tdt nhat 1a 99.66%, ty 1& 4m
tinh gid 12 0.55%, ty 1€ duong tinh gia
12 0.2%.

Bdng 4: So sanh cdc céng bé truée dé

Pé xuit Sir dung ACC
Likarish va cong su [7] SVM, ADTree, Naive Bayes,... 92.00%
Fawaz va cong su. [8] SVM, KNN, Random Forest 97.22%
Mokbal va cong su. [9] Perception da 16p 99.32%
Wang, Cai va Wei [10] SVM, héi quy logisyic 94.90%
Cua chiing t6i RF (40) 99.66%

Bdng 5: Pdc trung dwoc chon khi giam chiéu bang thudt todn SFS

Nhom dac trung

Pac trung

So lwgng

a) Pic trung cau tric

Déu ciu %72 ("

b) Pac trwng hanh vi

Tags hasSCRIPT
¢) Pic trung thong ke

Théng ké LettersRatio | NumbuersRatio | SymbolsRatio

5

1

Tong cong

9

Bang 5 1iét ké phan loai cac dic trung cua tép huin luyén sau khi giam chiéu dit liéu

véi thuat toan SFS, sb dic trung con lai 1a 9 déc trung.
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Badng 6: So sanh mo hinh 61, 9, 30 dac
trung

Pic trung | Thoi gian huin luyén| ACC
61 (bang 1) 11.21 giay 99.66%
9 (bang 5) 4.8 gidy 98.80%
Két qua huén luyén t€p dir li¢u tai bang
2 v6i may tinh 17-9750H 2.60G, GeForce
GTX 1050 3GB, RAM 32GB tai bang 6 cho
thay: (i) thoi gian huan luyén giam dang ké,
cuthé dbi véi mo hinh sir dung 9 dic trung
str dung 4.8 gidy gidm 57.18% so vai thoi
gian huén luyén mé hinh 61 dic trung; ACC
toan cuc ciia mo hinh 9 ddc trung chi gidam
0.84% so v&i mo hinh str dung 61 dac trung.

4.3. Két qua va dinh gid
St dung md hinh dé xuét véi thuat
toan RF st dung 40 ciy kiém thir trén tép
dir liéu 6,581 mau XSS Script cho DR lan
luot 1 97.34% va 96.34% dugc thé hién
tai Bang 8.
Badng 8: Hiéu sudt kiém thir

Mo hinh Phat hién DR
61 dac trung 6406 97.34%
9 dac trung 6365 96.72%

T két qua kiém thir mo hinh, so sanh
v6i mot sb nghién ctru trude duoc thé hién
tai Bang 4 cho thdy mo hinh cua chung t6i
¢6 hiéu sut cao hon. Mit khac, trong 9 dac
trung sau khi di giam chiéu dir liéu van ton
tai 3 dac trung thong ma trong nghién ctu
ctia Fawaz va cong su [8] khong d& xuét, nhu
vay c6 thé két luan ring trong cac dic trung
vé cAu tric va hanh vi co rat nhiéu cc dic
trung it quan trong va 3 déc trung vé thong ké
la nhitng ddc trung quan trong. Ngoai ra, viéc
huén luyén dua trén 2 tap dir lidu va kiém thir
trén 1 tap dir liéu hoan toan tach bi¢t taing do
tin cdy d6i v6i hiéu suat ciia mo hinh dé xuat.

V. Két luan

Béo mat va an toan thong tin 1a nhu
cau rat cap thiét hién nay, véi muc dich

han ché cac cudc tin cong trén mang noi
chung va cic cudc tin céng XSS Script
no6i riéng. Chung t61 da nghién ctu chi
tiét cac dic trung cua XSS Script, dua
ra 3 nhom dic trung, sau d6 giam chiéu
dir liéu, lya chon 9 dic trung quan trong
dé xay dung mé hinh. Viéc giam chiéu
dir liéu trong dé xuat cua chung toi lam
tang hi€u qua cua viéc su dung tai nguyén,
giam thiéu thoi gian trich chon dic trung,
huén luyén va kiém thtr. Random Forest
1a thuat todn thuoc nhanh Bagging ho hoc
két hop, thudt toan nay dugc su dung kha
nhiéu trong cac nghién ciru gan day cta
cac nha khoa hoc, tuy nhién trong nghién
ctru ndy chiing t6i kiém thir voi cac nhanh
hoc két hop khac dé dé xuét thuat toan tdt
nhat dé xay dung mé hinh phu hop voi dix
li¢u va bai toan phan loai nhi phan.

Vi dé xuét nay, img dung duoc trién
khai s& hd tro dev trong van @& ting cudng
bao mat cho cac ing dung web khi bd sot
hodc chua phat hién ra cac 16 hong. Trong
tuong lai, chung toi tiép tuc nghién ctru cac
bd dac trung khac nhau va sur dung céc tap
dir lidu 16n hon dé gitip phét hién tan cong
XSS Script chinh xac va hiéu qua hon.
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DETECT XSS ATTACK USING ENSEMBLE LEARNING
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Abstract: Cross-site scripting is a common type of attack in web applications. Existing
solutions such as filter-based, dynamic, and static analysis are ineffective in detecting unknown
XSS attacks. Some published studies on using machine learning to detect XSS attacks can
detect unknown XSS attacks, but they create some issues, such as single base classifiers, small
datasets, and low model performance. The ensemble learning method used in this study includes
AdaBoost; Bagging with SVM, Extra-Trees, Stacking with Extra-Tree and Naive Bayes, and
Randomforest with three separate data files and three basic feature groups. In this study, the
model achieved a performance of 99.32% with the Random Forest algorithm.

Keywords: XSS attack, Cross-site scripting, Detection of XSS attack, Network security,
Ensemble learning.
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