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UNG DUNG KY THUAT Tl!iw VAN TREN MIEN DWT
TRONG BAO Vi BAN QUYEN ANH MAU RGB

NGO VAN SY, DANG QUAC HUNG

Trung tam Nghién cifu Pién ti, Tin hoc va Tu dong héa mién Trung

D0 THANH LONG
Trudng Cao ddng nghé Quy Nhon

Bai bao ti€p can ky thuat thiy van trong mién tan sd, ap dung phép bién ddi wavelet
rdi rac da phan gidi nham tim ra su can bang tot hon giifa d6 bén viing cha thiy van
trudc cac phép tan cong anh, tinh 4n cia thiy van phi hgp véi mé hinh da kénh cua hé
thong thi giac 6 ngudi, ciing nhv dung lwgng cha thiy van nhiing. Cu thé, bai bao dé
xuat thuat toan xay dung hé thong thiy van ing dung trong viéc déng dau chi quyén
s hitu va kiém tra, xac thuc théng tin ban quyén anh mau RGB. Nghién cifu nay ciing
nhdm ap dung vao viéc bao vé quyén s& hiiu tri tué cho cac tai nguyén sd khac. Chuang
trinh MATLAB dugc sir dung dé xay dung hé théng thiy van.

Tir khoa: thiy vén; ban quyén anh sd; bién doi wavelet rdi rac da phan gidi; dg bén
vifng; tinh an; hé thdng thi giac 6 ngudi; dung lugng thiy van.

THE APDPLICATION OF WATERMARKING
TECHNIQUE IN DWT DOMAIN FOR RGB IMACES
COPYRIGHT PROTECTION

Summary

This article proposes an approach of Watermarking technique in
the frequency domain by applying the multi-resolution Discrete
Wavelet Transform in order to obtain more robustness in
resistance to attacks, invisibility which is compatible with multi-
channel model in Human Visual System, as well as capacity of
embedded Watermarking. Specifically, the article proposes an
algorithm to build a Watermarking system for protecting, tamper
proofing, and authenticating RGB image’s copyright. This study
can be also applied into protecting Intellectual Property of other
digital resources. MATLAB Program was used to perform the
watermarking task.

Keywords: watermarking; digital images copyright; discrete
wavelet transform; robustness; invisibility; human visual system;
capacity of watermark.
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Cudc cach mang théng tin ky
thuat s cung véi sy phét trién cla
Internet da lam cho viéc trao déi
théng tin lién lac cling nhu viéc
phan phéi va s dung cac san pham
truyén théng trd nén nhanh chéng
va dé dang han. Tuy nhién, chinh
diéu dé lai lam cho “quyén sé hiu
tri tué” IPR (Intellectual Property
Right) bi de doa hon bao gi¢ hét,
b3i nguy co di liéu so bi sao chép,
phat tan ma khong mat di chat lugng
va khong ton tién trd ban quyén cho
tac gid cla san pham ngay cang
tdng 1én. Viéc sao chép bat hgp
phap cac san pham trong céac linh
vuc A&m nhac, phim anh, sach bao,
tranh &nh, phan mém.. da lam suy
yéu nhiing nganh céng nghiép nay.
Nhu cau dugc bado vé ban quyén
s& hiiu tri tué cac san pham sé da
tré thanh mét van dé quan trong va
dang nhan dudc nhiéu sy quan tam
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cling nhu nghién clu cla cac chuyén gia trén thé
giGi. Nhiéu giai phap dugc dua ra nham han ché
truy cap dii liéu bang cach s dung mot sé ky thuat
ma hoéa. Tuy nhién, ky thudt ma héa khdéng cung
cép phuadng thic bdo vé san phdm mot cach “toan
dién”. Pong thdi, qua trinh ma héa va giai ma ciing
gay ra nhiing tré ngai trong qua trinh phan phai va
xU ly dii liéu. Thay van ra ddi mang lai giai phap t6t
hon cho van dé trén, véi nhiéu (ing dung trong viéc
phat hién xuyén tac, b&o vé ban quyén, kiém soat
truy cap di liéu da phuong tién, dac biét la trong
anh s6 [1, 3, 5]. Mét trong s6 d6 la ky thuat thiy van
trong mién wavelet rdi rac.

Noi dung nghién ctiu
Téng quan vé thiy van trén anh sé

Thay van (Watermarking) trén anh s6 la k)? thuat
nhung “ddu an s¢” (watermark - tin gidu) vao anh
s0, ma tin glau nay cé thé dugc phat hién va tach
ra sau d6, nhdm chuing thuc (danh d&u, xac thuc)
nguon g(“)'c hay chi s& hiiu cGa san pha°m s6 nay [1,
2, 5, 8] nhu minh hoa & hinh 1.

Anh géc
(Original
image)
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nhing
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tan cong

Hinh 1: mé hinh téng quét cla thdy van cho &dnh sé

Anh géc ban ddu truéc khi dua 1én mang cén
dudc nhung thly van cung véi khéa bdo mat dé bao
vé ban quyén [4]. Trong qua trinh phat tan, anh co
thé bi méo dang do cac tan cong vo y hay cd chd
y xam pham quyén tac gia. Anh nay sé dugc cha
s& hiiu dung khoa bao mat trich ra thiy van dé déi
chiéu va xac thuc quyén sé hiu [5].

Tuy theo muc dich ting dung cla thly van, nhiing
diéu kién can khac nhau doi hdi cac bai toan thiét
k€& khac nhau. Trong thuc t€, doi véi anh s0, 3 yéu
cau vé tinh 4n, tinh bén viing va dung lugng cla
thay van cé thé xem nhu mét tam giac (minh hoa &
hinh 2), nghia la néu cai nay bi bién déi thi hai cai
kia cling bi &nh huéng [1, 4, 5, 7, 8].
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Bén vitng

Dung lugng Tinh an

Hinh 2: yéu c4u chung cla hé théng thdy van cho dnh sé

Ky thuét thdy van trong mién DWT déi véi anh
s6

Co sé phép bién doéi wavelet:

- Bién d&i wavelet rdi rac: v8i nhiéu tin hiéu, noi
dung tan s6 thap la quan trong nhat, n6 xac dinh tin
hiéu. Trong khi dé, ndi dung tan sé cao chi co tac
dung lam phong phu thém théng tin cla tin hiéu.
D oi vai tin hiéu anh, 2 thuat ngii can chu trong la
“x8p xi” (la thanh phan ty 1& cao tuong tng thanh
phan tan sé thap cda anh) va “chi tiét” (tuong ting
thanh phan tan s6 cao clia anh, ty 1& thap) la két qua
cla phép bién déi wavelet r&i rac DWT (Discrete
Wavelet Transform) [3], nhu G hinh 3.

N\Jk

Tin hiéu

lo .-\pass - Ll hlg hpa ss
] -]
VAVAVAY | ==mmmemes

Xiép xi

Chi tiét

Hinh 3: DWT cda tin hiéu

- Quaé trinh phan tich va téng hgp tin hiéu dung
bi€n déi wavelet rdi rac da phan giai: quéa trinh phan
tich dang DWT dudc lap lai & thanh phan x&p xi, do
dé mot tin hiéu dudc phan tich thanh nhiéu thanh
phan phan giai khac nhau. V& ly thuyét, qua trinh
phan tich da muc cé thé 13p lai mai mai, nhung
trong thuc t&, su phan tich cé thé chi thuc hién cho
dén khi c6 dugc thanh phan chi ti€t pha hgp vai
chat lugng cla tin hiéu can phan tich (ty thudc vao
tiing Ung dung cu thé).

Tin hiéu sau khi phan tich dugc ung dung vao

tung muc dich riéng, sau do cé\in dugc téng hop lai
dé c6 dugc tin hiéu goc ban dau ma khéng bi méat



théng tin. Qua trinh nay goi la téng hop, hay con
goi la phép bién déi wavelet nghich IDWT (/nverse
Discrete Wavelet Transform) [8].

tong hop

phén tich

Hinh 4: qua trinh phén tich va téng hgp tin hiéu dang DWT
da mdc

Ky thudt thiy van trong mién wavelet roi rac:

Y tudng co ban clia ki thuat nay la chuyén anh
ti mién khong gian sang mién tan sé. Dung DWT
phan tich &nh goéc thanh bon bang tan khac nhau:
LL, LH, HL, HH. Bang con LL chta cac hé sé xap
xi, trong khi cac bang con LH, HL va HH chua céac
hé s& chi tiét. D& nhan dudc cac hé s6 xdp xi tot
hon, bang con LL lai dugc phan tich tiép (minh hoa
& hinh 5). Qua trinh nay dudc I4p lai cho dén khi co
dugdc két qua mong mudn véi tung Ging dung (can
xem xét sy phu hgp véi dung lugng cua thdy van
nhuang) [3, 6, 7].
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Hinh 5: DWT cho anh é mic 3

Ti€p theo, nhiing thong tin thay van vao mét hoac
mot s& wavelet bang con vdi cac hé sé tuong quan
khac nhau (can can nhéc sy hai hoa gifia tinh trong
sudt clia anh sau khi nhing va tinh manh mé cda
phuong phap). Sau dé téng hop lai cac bang con dé
thu dugc anh chua thiy van. Cudi cung thi nghiém
anh da chuda thdy van qua cac phép bién déi anh
théng thudng roi tim lai thly van géc. Phuong phéap
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nay dugc mo ta G hinh 6 [6].
o Rién ddi ‘ Anh géc ‘ ‘ Anh da thity van ‘
i —" '
1 ‘ Bién d6i DWT ‘ ‘ Bién d6i DWT ‘
Anh .| Nhing
thily va 7| thiy v
o v “y‘l’m Trich thity van
Anhda |, Bién ddi - - —
thiy vin [ IDWT ‘ Anh trich thuy van ‘

Nhing thiy vén Trich thuy van

Hinh 6: mé hinh thiy van téng quét dung DWT
Thuat toan thdy van trén anh mau RGB
Dya trén md hinh thdy van téng quat dung DWT,
bai bao xay dung mét hé théng thly van cho phép
khai thac d&c tinh da phan giai cla bién déi wavelet
rdi rac, dé nhung va trich thdy van cho anh sé, cu
thé la dnh mau RGB bang qua trinh phan tich va
khoi phuc wavelet hai chiéu.

Thuét toan nhung:

Phan tich
song con
2 chiéu mic n |

Sap xep hé
$0 giam din |

—# RGB-lab [ L(anhgdc)

Lab - RGB
\‘ L (anh da thay van)

Thily van Sépxép
hién (chd) Téng hop song con | hé s6
! 2 chiéu miic n vavitr

l bang con

Anh gdc

Chon béng con

Chon N hé
50 16n nhét

Do
manh
thiy
van

Anh da
thily van

-~

Mt khd B0 tao s6 gia Vectd chi s Vecto N
atkhau ngau nhién hodn vi hé s6 hoan vi

Anh o N
iy vin _‘. RGB - Lab H L (nhing &nh) H Ma trén — vecto

Hinh 7: so dé qué trinh nhung thiy van cho dnh mau RGB

Trong phuong phép nay, anh dugdc si dung la
dnh mau RGB. RGB la hé mau cong, trong dé anh
sang do (red), xanh la cay (green) va xanh lam
(blue) t6 hdp véi nhau theo nhiéu phuong thic khac
nhau dé tao thanh cac mau khac nhau. Truéc tién,
anh ti mé hinh mau RGB sé& dugc chuyén thanh mé
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hinh mau Lab, gém ba thanh phan thang do xam:
mot thanh phan do choi L (luminance), hai thanh
phan mau (chrominance) la a (tt xanh la dén do)
va b (tU xanh dudng dén vang). Cac thanh phan
a va b cé anh huéng rat it t6i sy cdm nhan hinh
anh clia mét, trong khi thanh phan dé chéi L lai c6
anh hudng rat I16n. Do dé, ta chon thanh phan L dé
nhung watermark (dé thuan tién, ta goi thanh phan
do chdi L clia anh ciing chinh la &nh), hai thanh
phan a, b s& dugc dung dé téng hop lai &nh sau
khi nhang thay van, nhu trinh bay cu thé & hinh 7.
Viéc ap dung cac phép bién déi trudc khi thiy van
nay nham lam gidm khdi lugng x& ly cha qua trinh
thly van.

Anh g6c dudc chuyén ddi sang mién tan s6

o
bang phép bién déi wavelet rdi rac da phan giai &
muc doé n:

*
[1 log, £ n] 1

LN
: kich thudc

véi m_*n_: kich thuéc anh géc; m,n,
anh thuy Van.

Mic do bién ddi séng con n ddm bao yéu cau
téng hé s6 clia bang con 16n hon hodc bang téng hé
s0 cula thdy van. Gia tri cia n dugc lam tron & phan
nguyén bé han, va thong thudng 3 <n <5 nham phu
hop vé6i yéu cau vé dung lugng cda thly van.

Anh thliy van c6 kich thusc N =m, *n,, hé s&

[a%
nay sé dugc hoan vi vi tri bang bd tao s6 gia ngau
nhién dudc tao ra ti khéa bi mat (mat khau NQudi
dung dat) [4]. Diéu nay lam tdng muc do an toan va
dam bao tinh bdo mat cho hé thong thdy van.

Mot tap N hé s 16n nhat (c6 chiéu dai bang
chiéu dai thay van) trong bang tan thich hgp cua
anh g6c dudc chon ra va nhung thdy van theo cong
thdc (2) [2, 3]:

Cadtv =(, o * C (2)

ag

véi: C,,; hé so clia &nh da nhung thay van; C hé
s6 sau bién ddi wavelet rdi rac clia anh géc; oc daé

manh cla thiy van; C,: hé s6 cua thdy van goc.
D6 manh cda thly van o thé hién muic do nhing

thdy van sao cho n6 kho bi phat hién (khong hién

thi trén nén anh) va it &nh huéng dén cam nhan
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cGia mét cling nhu &nh chia. Dé dat dugc diéu nay,
chung ta xem xét cac tinh chat clia hé théng mat
ngudi HVS (Human Visual System) d6i vGi &nh trong
qua trinh nhung va trich thly van [5, 7].

Thuat toan trich:
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Hinh 8: so dé qué trinh trich thdy van cho dnh mau RGB

Thuat toan trich can mat na cta anh gaoc, tic la
thdy van ban mu va kich thuéc cla anh thiy van
(thudc ban quyén cta chi sé hiiu) dé déi chiéu véi
thuy van dugc trich ra, nhu trinh bay & hinh 8. Anh
can trich thly van va anh gdc dudc bién déi tuong
tu nhu 6 qua trinh nhang, dén khi |y ra dugc bang
con cé chua thly van va bang con tuong Ung cla
anh g6c. C4ac hé sé cla anh can trich dugc sép xép
lai theo chi s6 s&p x&p thii tu gidm dan cla &nh géc,
diéu nay giup giam thiéu sy sai léch vé vi tri clia cac
diém anh gay ra.

Qua trinh trich dugc thuc hién theo céng thuc
(3) [2]:

C =(C

wt

-C, ) (3)
vGi: C, . hé s0 cla thuy van trich; C_, - hé so sau

attv”

bién déi wavelet r&i rac clia anh can trich thly van.

attv

K,«I > I -~ -

Chuong trinh MATLAB dudc st dung dé xay
dung hé théng thly van va kiém nghiém thuat toan
[9]. K&t qua cla thuat toan dugc danh gia chi quan



qgua cam nhan thi giac clia ngudi HVS va khéach
quan qua cac dai lugng ky thuat: Mean Square
Error (cang bé cang tét); Peak Signal to Noise Ratio
(PNSR € [30,50], gia tri cang cao thi chat lugng hé
théng thly van cang t6t); Normalized Correlation
(NC € [-1,1], hé théng thly van c6 chat lugng tot khi
NC xap xi 1) [2, 5, 7, 8, 9]:

1 M N . 2
MSE =——— XG0 -X (@, ) (4)
M*NZZ( (. 7)=X (i)
2
PSNR =10*log,, (LA}(/ ]dB (5)
MSE

W6 ()
DGR

Khao sat cac théng sé cua thuét toan

NC (W, W')= 6)

Viéc khdo sat nay nham tim ra cac thoéng sé t6i
uu thda man mot cach hai hoa gitia ba yéu cau: tinh
&n, tinh bén viing va dung lugng thly van [2, 4].

Dinh dang dnh: hé thdng dugc thiét k& hd trg cho
cac dinh dang anh théng dung trong viéc luu tri
va x(i ly ca may anh va may tinh, bao gém: PNG
(.png), BITMAP (.bmp), JPEG (.jpg), TIFF (.tif) déu
hé trg 24bit mau RGB. Riéng dinh dang GIF (.gif)
chi hé trg t6i da 8 bit mau, nén cac tac gia kién nghi
viéc nhung tryc ti€p thdy van vao anh & dinh dang
GIF ma khéng can phai chuyén sang mé hinh mau
Lab dé chon thanh phan dd chéi L nhu thuat toan
da dé xuat.

D6 manh thdy van o. (Alpha):
Lena (512x512), Wa (60x60), Wiilter = Haar, Subband = D=> Alpha

Alpla [ 0.03 [ 0,04 [ 005 1006 [ 007 ] 01 [ 02 [ 03 [ 04
MSE  [0,36299(0,63831] 1,7866 | 2,0076 | 2,1548 | 4,6897 |18.4023]47,7639[82,5131
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Béng 2: két qué thay déi kich thudc dnh géc

Logo (50x30). Whilter = Haar, Subband = D=> o
Ori_Im 611x612 864x864 907x640 960x720 1024x679
Alpha 004 | 005 | 004 | 005 | 004 | 005 | 004 | 005 | 004 | 005
MSE | 0,56665] 1,9245 | 03878 | 1,3177 | 037313 | 12611 | 031409 | 1,0668 | 031168| 1,059
PSNR | 50.5977|45,2876 | 52,1763 | 46,8643 | 52,4122 | 47,1232 | 53,1603 | 47,8501 | 53,0363 | 47,7446

NC (embed) | 0,99999 | 0,99996 | 0,99999 | 0,99996 | 099999 | 0,99998 | 099999 | 0,99998 | 0.99997 | 0,99991
NC (extract) | 0,91974 | 0,9642 | 092241 | 0,98331 | 0.91288 | 0,97989 | 0.92923 | 0,98344 | 087453 | 0,96974

Gia tri o thich hgp véi cac anh da khao sat: o =
0,05

Béng 3: két qué thay déi kich thuéc dnh thuy van

Lena (512x512), Wiilter = Haar, Subband =D
Ori Wa 1010 (level 5) 3030 (level 4) 60260 (level 3)
Alpha 0.19 0,2 0.03 0,04 0,01 0,02
MSE 057813 | 0,96484 0 0,69629 0 0,70178
PSNR 50,0561 | 47,8317 Inf 49,2484 Inf 49,2143
NC (embed) | 009900 | 0,90008 1 0,99998 1 0,99908
NC (extract) | 098647 | 0,98803 [0.054994 | 0,03302 | 0,011713 ] 0,93862

Nhan xét: viéc nhing thly van can thay déi gia tri
o.phu hop dé cho gia tri PSNR cla qué trinh nhing
dat x8p xi 50 dB, c6 nhu vy mdi ddm bao dudgc
yéu cau vé tinh &n cla thly van sau khi nhing, va
kh& nang xac minh cla thly van trich phu hgp véi
HVS.

Ho wavelet (Wfilter): ho wavelet thich hgp véi anh
da khao sat: Haar, Db1, Bior1.1, Rbio1.1 (bang 4).

Bang 4: két qua khdo sat ho wavelet

Lena (312512), Wa (60x60), Subband =D, Alpha=0) 04 => Wilter
Weilter | Haar | Dbl | Db43 | Coifl | CoifS | Sym2 | Sym8 | Dmey |Biorl.1|Bioré.§|RhioL.1|Rbio6.8
MSE  [0,6383110.63831{0,26128]1,75346]0.4689710,79718]0.37303]0,18952(0 638310 46052 0,63831[0, 70158
DSNR  [49,8387]40,8387[33,3976/49, 118531, 1776 488735150.2021155,1124]49,838751,2563] 40,838 148 0041
NG (embed) 0,09995]0.99993(0. 999990, 99998(0.99399 0 39995 099399 1 |1.99998]0,999990, 39995199998
NC(extra) 0066030006603 x | x [ x | x [ x [ x 006608 x (096603 x

Bang tan (Subband): ca bon bang tan nhing cla
anh da khao sat déu thich hgp, tuy nhién chon bang
tan D cho k&t qua phu hop vdi tiéu chudn HVS nhat
(bang 5).

Bang 5: két qué khdo sat bang tan

PSNR | 50,384 [49,8387]45 3687[44.8623] 44,555 [41.1775135 2403]31,0070 28,7238
NC (embed)|0,99999(0.99998(0,999950.9999510,99995(0.999880.999530,998790.99792
NC (extract)|0.96212/0,96603]0.95802{0.99191]0.0016710.996010,998359]0,99939 0,998

Gia tri o thich hgp véi anh da khao sat:
0,04<0 £0,3"

Lena (512x517), Wa (60x60), Wiilter = Haar, Alpha=004 => Subband
Subband A H \Y D
MSE 0,63867 | 063831 0.63831 0,63831
PSNR 49,8363 | 498387 | 498387 49,8387
NC (embed) 0,99999 | 0,99998 0,99998 0,99998
NC (extract) 096386 | 096602 0.96603 0,96603
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Khao sat anh bj tan céng

P& kiém tra chét lugng clia thuat toan, ta tién
hanh khao sat mot sé loai tdn cong vao anh da thay
van, sau dé danh gia thly van sau khi trich bang
phép do dé méo dang tuong quan NC va xac minh
bang HVS [5, 7]. Thuc hién viéc tdn cong anh bang
phan mém riéng biét (phan mém chinh stia hinh
anh PhotoScape, High Quality Photo Resizer, Adobe
Photoshop CS6), cdng cu Paint Drawing trén hé
diéu hanh Window?7.

Cac tan cong th nghiém bao gom: chiéu sang
ngudgc; cai thién mau séc; 1am sic nét; nhiéu; thay
van chéng (nhung anh géc véi hai thdy van cé kich
thudc khac nhau, roi trich tim lai thly van ban dau);
cat anh; vé thém chi tiét, chén chii; nén JPEG.

Béng 6: két qua khdo sat tan céng anh

Lena (312x512), Wa (60x60), Wiilter = Haar, Subband =D, Alpha =004 - Key= 123456
Type/No_Attack| Backlight (+50) | Color Enthance |Sharpen(12)| Noise(10)| Double | Cut 20%| Cut 35% | Cut 30%
NC| 096603 | 0,95864 096369 | 0,91622 | 092983 | 0.94116 | 0.87145 | 082516 | 0.76472
Type More Cut|  Write Tpeg 100% | Jpeg 95% |Jpeg 90% |Tpeg 83% | Ipeg 80%|Jpeg 75% | Jpeg 10%
NC| 084 088529 0,96273 09555 | 0,94367 | 0.92906 | 0.91724 | 0.90375 | 089419

Nhan xét: phuong phap thuc su hiéu qua vdéi
cac tan cong & muc do thdp va nén JPEG. Dai vai
cac phép bién ddi hinh hoc, nén &nh bi thay déi rat
I6n, tuy nhién hé théng van trich ra dugc anh da
nhung.

Kétluan

TU viéc nghién ctu ly thuyét vé ky thuat thdy van
anh s0, cac van dé lién quan dén x{ ly anh sé, phép
bién déi wavelet.. nhom tac gia da dé xuat giai thuat
nhing va trich thdy van cho anh mau RGB béang
phép bién d8i wavelet rdi rac da phan giai. Hé théng
thdy van dé xuat da dudgc khao sat thuc nghiém va
két qua dat dugc da dam bao hai hoa ba yéu cau
cd ban cla hé théng thly van: tinh 4n d&i v6i mat
clia ngudi binh thudng (tuy thudc vao dé manh cla
thdy van quyét dinh); tinh bén viing cla thdy van
trudc cac tan cong anh (hé théng s dung khoa bao
mat, vi thé mac du biét dugc thuat toan thay van
ma khong cé khoéa thi ké tdn cong ciing kho long
trich dugc thly van chinh xac. Ngoai ra, thuat toan
trich can méat na cla anh géc va kich thudc cla anh
thdy van, diéu nay chi dugc biét chinh xac ti ch
sG hiiu); dung lugng cla thdy van dugc dung (kich
thudc clia anh va thly van phai phu hgp véi nhau
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sao cho muc dé bién déi wavelet ndm trong khoang
ti 3 dén 5).

TU k&t qua nay ta ciing cé thé phat trién thly van
cho dii liéu da phuong tién nhu video bang céach
phan tich file video thanh cac khung hinh (frames).
Cac khung hinh nay dudc chon dé nhing thly van
(tuong ty nhu nhidng thdy van cho anh). Sau khi
thly van xong, ta téng hgp lai cac khung hinh dé
tao nén file video mdi &
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