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Abstract: With the development of information technology in universities in Vietnam today,
information network at the campus are more and more important, and gradually become
an essential infrastructure for teaching, scientific research, personnel management,
finance and international cooperation at the University. However, using the network on
campus still has potential risks of cyber attacks. Therefore, ensuring network security and
database information security has become the most important issue in the construction and
development of the university. In this article, the author presents existing problems in
information security and confidentiality at Viethamese universities and propose measures
for cybersecurity and information in the current Digital age.
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1. INTRODUCTION

In the current information era, the Internet penetrates into all aspects of human life and
production. With the continuous development of the internet, crimes using high technology
have arisen, existed and developed rapidly, which seriously threatens network information
security. Currently, Universities in Vietnam have applied information technology more often
and serves an important role in increasing the management of teaching, scientific research,
personnel management, finance and international cooperation. However, universities are
also faced with major security risks, such as data leaks, hacker attacks and other problems,
Which impact negatively on teaching activities and development of the school. Faced with
these issues, the Ministry of Education and Training has issued Decision N0.5809/QD-
BGDDT on "Promulgating the Regulation on ensuring information security in information
technology application activities of units under the Ministry of Education and Training”.
Thereby, higher education institutions need to comprehensively understand the current
security situation of the network of current members, build a team of experts on information
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security and privacy, create a reasonable and confidential security system, improve
applications on the network environment, increase security education and awareness about
online databases, ensure network and information security among staff, lecturers and
students in the university. In this article, the author presents the problems that exist in
security and information security at the University of Vietnam and propose measures to the
problem of network security and information in the Digital era.

2. BODY
2.1. Threats to Cybersecurity and Information Security in Universities in Vietnam

The issue of safety and security become the main concern of the current university. The
rapid rise of technology deployment, security, network security has become a necessity in
an effort to adjust the protective measures, either directly or indirectly, to prevent the system
from attacks on the network environment. However, even if the network has installed anti-
virus and firewall, it is difficult to prevent hackers stealing, forgery, destruction and other
attacks on the data or information of the server. Additionally, staff, faculty and college
students inadvertently access sites that are not secure or inadvertently downloaded software
can’t be determined hackers uploaded with embedded viruses on them, making the whole
the campus network at risk.

- There are two main reasons why hackers like to attack university networks:

* First, the information and data resources in the University are very large, and the value
is relatively high. For this reason, some hackers do not break the media networks, and try to
use all sorts of loopholes in the university's network to steal illegal and destructive;

* Second, the protective measures of network security universities relatively slow, along
with the campus network. Network architecture and user mode is adopted basically the same,
this makes cybercriminals can infiltrate the different users of the campus network in a similar way.

- In addition, there are many software supports Internet hackers, such as remote access
tools, web attack tools, port scanners, overflow tools, network snooping tools, and port
redirection tools. Some of these tools are easy to use and highly destructive. As long as
people with a little knowledge of the Internet can basically use them. This also makes some
students, out of curiosity or self-disclosure, use these hacker software to attack the school's
network and application system. In fact, in 2021, the incident of a hacker selling 300,000
personal information of university students in Vietnam was recorded. In addition to student
information such as age, name, address and phone number, the data file also contains a
variety of information such as bank account, parent ID card, lost link address... Therefore, it
can be seen that the campus network of universities is in fact at risk of being attacked by
hackers at any time.

2.2. Measures to strengthen network security and information security at universities
in Vietnam nowaday

To ensure network security and information security at universities in Vietnam
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nowaday, the author proposes a number of measures as follows:
2.2.1. Develop a comprehensive information security policy

Many university managers believe that ensuring information security belongs to the
technical team. In fact, this has to be a combination of the technical team and the managers.
Schools need to develop plans and security solutions network system to respond when an
emergency incident occurs. When there is a plan when an emergency occurs with the school's
network system, it will proactively prevent and minimize the damage to its system. A
network security solutions comprehensive, appropriate to each type of organization is the
optimal choice for both operating costs and ensure maximum security.

2.2.2. Improve the technical level of network safety and security of network administrators

With the upgrading of network security issues, is difficult to avoid the existence of
security gaps. University network management technology is generally low, hackers can
penetrate and attack university networks quite easily.

Along with the strengthening of upgrading of network and information security options
in universities, it is necessary to fundamentally improve the technical level of network
administrators in universities through technical exchange between the university and security
agencies, organizations and enterprises specializing in security systems, security, network
security, and professional technology.

2.2.3. Raise awareness of information security for officials, lecturers and students in
educational institutions

The implementation of the technical means and set the standards system is the most
basic measures to ensure the safety of internal information of the university. How to
implement effective security systems in the security system and continuously enhance the
safety awareness of all staff, faculty and students is key. Therefore, the importance of
university network management is the management of people. On the one hand, it is
necessary to strengthen the training of professional skills of the establishment.

On the other hand, network administrator staff needed to increase the security awareness
on campus network application of network users. In particular, we need to help develop good
online habits and increase cybersecurity awareness, such as changing passwords frequently,
setting passwords that are not too simple (like 123456, 123456@oke,...), do not visit
malicious websites and unsafe websites at will, patch the system in time, do not download
large-scale P2P,do not download and install unknown software at will, do not disclose
personal privacy information, etc. In addition, they should be especially reminded to data
and important information in your computer or network equipment, data backup must be
done well, otherwise, once encountered network status suddenly lost the data will lead to
unimaginable consequences are.

2.2.4. Developing measures to enhance network security and information security
database



8 ” HANOI METROPOLITAN UNIVERSITY

Through the previous introduction, the author realized that it is necessary to build
network and information security measures to strengthen network security and database
information security in universities. However, the development of preventive measures
should be combined with network security technologies available today. At present, general
network security technology means mainly including network infrastructure virtualization
technology, access control technology, intrusion detection technology, artificial intelligence
technology, firewall technology.

» The network infrastructure virtualization: Virtualization technology infrastructure
is to simulate complete physical network infrastructure based on software. Virtualized
network infrastructures provide the same features and guarantees as physical networks, they
provide the operational and hardware-independent benefits of virtualization - rapid resource
allocation, rapid resources, continuous deployment, automated maintenance, and support for
both existing and new applications. Virtualization technology introduces network
infrastructure equipment and network infrastructure services logic - ports, switches, routers,
firewalls, load balancers, VPN and more to connect the blocks work. Virtualization
technology introduces network infrastructure equipment and network infrastructure services
logic - ports, switches, routers, firewalls, load balancers, VPN and more to connect the blocks
work. Applications running on virtualized network infrastructure are similar to running on
physical network infrastructure. Users can create highly scalable network infrastructures,
bring the level operation more efficient, more flexible, allocate resources more quickly,
troubleshooting and cloning, the process of monitoring, QoS (Quality of Service) and
security, all supported by part network infrastructure virtualization software.

 Access control technology: The main purpose of access control technology is to
prevent unauthorized access to any resources and to ensure that the operation and use of
external computer systems is within the legal scope. Access control technology through the
network authorization mechanism, through different authorizations for different campus
network users, to restrict or prohibit unauthorized users from accessing.

« Intrusion detection technology: Intrusion Detection technology analyzes actions,
security logs, data audits, or other information available on the network to try to understand
the hacker's intent and purpose of intrusion. Intrusion detection technology is a type of
technology designed and configured to ensure the security of the system computer that can
detect and report unauthorized or unusual phenomena in the system in a timely manner. It is
a technology used to detect violations of security policy in the computer network. Through
this technology, it can discover the intention of the attacker attack and timely attack mode,
and the corresponding measures to prevent attacks.

» Artificial intelligence technology: As the number and complexity of cyberattacks
continues to increase, artificial intelligence (Al) has begun to help under-resourced security
operations analysts learn about threats early on. threat and quick response. It can do
everything faster and more accurately with large amounts of data which is time consuming
for humans. Al can automatically use the tool complex pattern recognition to identify the
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signs of a malicious program.Although it is not omnipotent and can’t identify all the threats,
but it's an essential tool to help reduce the amount of time that IT professionals need to
investigate warnings.

* Firewall technology: A firewall is a type of technical measures to protect the security
of computer networks. It can be used as a barrier between the internal network of the campus
and external network security, to prevent the intrusion of the outside world. It can manage
the user access to the network of the campus, on the other hand, it can scan the data packets
entering the network on campus, so it can effectively prevent the attack and the virus entry.

3. CONCLUSION

In the information age, cybersecurity and information security Security has been
entering every corner of social life and has gradually become an important part of each
organization and individual. In the process of network management on campus, to build a
secure system and network security systems on campus stability. It is necessary to conduct
real-time monitoring and analysis of network activities on the network environment,
promptly detect abnormal network activities, and continuously update and develop new
network security solutions on the strategy. management technology and management
technology, to gradually improve the school's network security system.

Develop a plan to plan and promote the technical level of network management staff,
increase the security awareness of network users in universities, and prevent and mitigate
any illegal access , operate and use through network technical means and management
methods as much as possible, minimizing unsafe factors to a minimum to help build and
develop technological information at university in Vietnam.
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GIAI PHAP AN NINH MANG VA BAO MAT THONG TIN
TAI CAC TRUONG PAI HQOC VIET NAM TRONG
KY NGUYEN THONG TIN

TOm tdt. Vi s phét trién cia cong nghé théng tin trong cdc trwong dai hoc tai Viét Nam
hién nay, mang luoi thong tin tai khuon vién truong ngay cang co vai tro quan trong hon,
va dan tré thanh co sé ha tang quan trong cho viéc giang day, nghién cizu khoa hoc, quan
Iy nhan s, tai chinh va hep tac quéc té tai cdc trirong Pai hoc. Tuy nhién, con tiém an
nhizng nguy co rii ro b tan céng khong gian mang. Vi vady viéc dam bao an ninh mgng va
bao mdt thong tin co s¢ dit lidu da tré thanh vdn d@é quan trong nhat trong viéc xay dwng
va phét trién dai hoc. Trong bai viét nay, tac gia trinh bay cac vdn dé ton tai trong vdn dé
an ninh va bao mat théng tin tai cdc truong Pai hoc Viét Nam va dé xudt cac cac bién phap
cho vdn dé an ninh mang va théng tin trong ky nguyén thong tin hién nay.

Tar khod: An ninh mang, bién phap phong ngera, Bao mdt théng tin, Pai hoc Viét Nam.



