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Abstract: One of the contemporary learning and teaching orientations in the general
education curriculum in 2018 is to connect math to everyday lives and focus on applying
mathematics concepts to solve real-world issues. As a result, we studied a variety of practical
problems involving the greatest common divisor and least common multiple. Furthermore, we
analyzed typical application problems and the RSA algorithm in cryptography. In particular,
we came up with real-life problems involving the greatest common divisor and least common
multiple and implemented the RSA algorithm in Maple.
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1. INTRODUCTION

The greatest common divisor and the least common multiple have many applications in
practice as well as in mathematics. For example in finding the common denominator of two or
more fractions; finding a way to evenly distribute the number of gifts to the students; queuing
in sports,... More recently, its applications have also been found in cryptography, and computer
science (see [2;3;5] and the reference therein). Here are some definitions and how to find the
greatest common divisor and least multiple.

1.1. Divisor and multiple
Definition 1.1 (/2/,p.1)

If natural number a is divisible by natural number b, we say a is a multiple of b and we
also call that b is a divisor of a.

Notation: D(a) is the set of divisors of a.

M (a) is the set of multiples of a.
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1.2. Common divisor and greatest common divisor
Definition 1.2 (/6/,p.51 &p.54)
A common divisor of two or more numbers is the divisor of all the numbers.

The greatest common divisor of two or more numbers is the greatest number in the set of
their common divisors.

Notation: CD(a; b) is the set of common divisors of a and b.
GCD(a; b) is the greatest common divisor of a and b.
How to find the greatest common divisor (/6/,p.55)

We find the greatest common divisor by factoring numbers into prime factors. So finding
GCD of two or more numbers greater than 1, we do the three steps as follows:

Step 1: Factor each number into prime factors
Step 2: Choose common factors
Step 3: Make a product of chosen factors, with the smallest exponent for each factor.
That product is GCD which we have to find
1.3. Common multiple and least common multiple
Definition 1.3 (/6/, p.52 &p.57)
A common multiple of two or more numbers is the multiple of all the numbers.

The least common multiple of two or more numbers is the leasr non-zero number in the set
of their common multiples.

Notation: CM (a; b) is the set of common multiples of a and b.
LCM(a; b) is the least common multiple of a and b.
How to find the least common multiple (/6/, p.58)

We find the least common multiple by factoring numbers into prime factors. So finding
LCM of two or more numbers greater than 1, we do the three steps as follows:

Step 1: Factor each number into prime factors

Step 2: Choose common and individual factors

Step 3: Make a product of chosen factors, take for each factor with its highest exponent.
That product is LCM which we have to find.

2. SOME REAL PROBLEMS ABOUT THE GREATEST COMMON DIVISOR
AND THE LEAST COMMON MULTIPLE

2.1. Problem about “the area”

Example 1: Uncle Tan has a rectangular field with 70m long and 42m wide. He wants to
divide this field into the equal squares with the units of meters in order to grow flowers and
fruits. So with this division, what is the maximum length of this square side?
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Analysis: Uncle Tan wants to divide the rectangular field into the equal squares so the
length and the width of the rectangle field is divisible by the length of the square side. Therefore,
the length of the square side is the common divisor of 70 and 42.

Solution:

Let a be the length of the square side (meter; 0 < a < 42).

According to the exercise 1, uncle Tan divides the rectangular field into the equal squares

in order to grow flowers and fruits so a is the common divisor of 70 and 42.

If the length of the square side is the maximum, then a must be the greatest common
divisor of 70 and 42. So a = GCD(70;42) .

Now, we find the greatest common divisor of 70 and 42. We have: 70 = 2.5.7; 42 = 2.3.7.

Hence GCD(70;42) = 2.7 = 14 = a = 14 (satisfied).So the length of the largest square
side is 14 meters.

2.2. Problem about dividing the number of people or things

Example 2: The homeroom teacher at class SA of Cu Khoi primary school wants to divide
36 notebooks, 18 boxes of crayons and 60 ballpoint pens into some equal rewards to give to
students on the year-end celebration. What is the greatest number of rewards that can be divided
into? How many notebooks, boxes of crayons and ballpoint pens are there for each reward?

Analysis: Because the homeroom teacher at class 5A of Cu Khoi primary school wants to
divide 36 notebooks, 18 boxes of crayons and 60 ballpoint pens into some equal rewards so the
number of notebooks, boxes of crayons and ballpoint pens in each prize is the common divisor
of 36; 18; 60.

Solution:

Let a be the number of rewards which the homeroom teacher at class 5SA of Cu Khoi
primary school gives to students on the year-end celebration (a € N*; a < 18).

Because the homeroom teacher at class SA of Cu Khoi primary school wants to divide 36
notebooks, 18 boxes of crayons and 60 ballpoint pens into some equal rewards so a is the
common divisor of 36; 18 and 60.

If the reward is the maximum, then a must be the largest number such that 36 : a; 18 :
a; 60 : a. Therefore: a = GCD(36; 18; 60).

Now, we find the greatest common divisor of 36; 18 and 60. We have:
36 = 22.3%; 18 = 2.3%;60 = 22.3.5

Thus GCD(36; 18;60) = 2.3 = 6 = a = 6 (satisfied). Therefore, it is possible to divide at
most into 6 rewards are 6 notebooks, 3 boxes of crayons and 10 ballpoint pens.



SCIENTIFIC JOURNAL OF HANOI METROPOLITAN UNIVERSITY —VOL.62/2022 || 27

2.3. The problem about queuing

Example 3: The number of students in grade 6 of Cu Khoi middle school is divided into
three classes: 6A, 6B and 6C. The class 6A has 45 students, the class 6B has 50 students and
the class 6C has 55 students. During the flag-raising ceremony on the first of the week, both of
them line up in some equal vertical rows to salute the flag without any odd people in each class.
Find the maximum number of vertical rows that can be lined.

Analysis: Because the number of students in grade 6 of Cu Khoi middle school line up in
some equal vertical rows to salute the flag without any odd people in each class so the number
of vertical rows is the common divisor of 54; 42 and 48.

Solution:
Let a be the number of vertical rows that can be lined (a € N*; a < 45).

According to the exercise 3, the number of students in grade 6 of Cu Khoi middle school
is divided into three classes: 6A, 6B, 6C and during the flag-raising ceremony on the first of the
week, both of them line up in some equal vertical rows to salute the flag without any odd people
in each class so a is the common divisor of 54; 42 amd 48.

If the vertical row is the maximum, a must be the largest number such as 54 : a; 42 :
a; 48 i a. Therefore: a = GCD(54; 42; 48).

Now, we find the greatest common divisor of 54; 42 and 48. We have:
54 = 2.33% 42 =23.7; 48 = 2%.3

Hence GCD(54;42;48) = 2.3 =6 = a = 6 (satisfied). So the maximum number of
vertical rows is 6.

2.4. Mathematics problems about calculating the number of days or hours for some
objects to work together.

Example 4: Mai and Lan are students of Bat Trang middle school but in two different
classes. Mai scans the classroom every 15 days and Lan scans the classroom every 9 days. At
the first time, both of them scan the classroom on the same day. At least how many days do
they scan the classroom on the same day again?

Analysis: Because Mai and Lan are students of Bat Trang middle school but in two different
classes, Mai scans the classroom every 15 days and Lan scans the classroom every 9 days so
the number of days which both of them scan the classroom on the same day is the common
multiple of 15 and 9.

Solution:

Let a be the number of days which both of them scan the classroom on the same day
(a € N*;a > 15).

Because Mai and Lan are students of Bat Trang middle school but in two different classes,
Mai scans the classroom every 15 days and Lan scans the classroom every 9 days so a is the
common multiple of 15 and 9.
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If the number of days is the maximum, a must be the least common multiple of 15 and 9.
Therefore: a = LCM(15;9).

Now, we find the least common multiple of 15 and 9. We have:15 = 1.3.5;9 = 1.32,
Therefore LCM(15;9) = 1.32.5 = 9.5 = 45. Hence a = 45 (satisfied).
So at least 45 days they scan the classroom on the same day again.

3. APPLICATION OF THE GREATEST COMMON DIVISOR AND THE
LEAST COMMON MULTIPLE

RSA algorithm

GCD can be used for several applications in modular arithmetic. One of the applications is
RSA algorithm. Derived in 1977 by Ron Rivest, Adi Shamir and Leonard Adleman, RSA has
become a commonly used public-key cryptosystem.

There are four steps in implementing RSA algorithm: key generation, key distribution,
encryption and decryption.

Key generation.
Being an asymmetric cryptosystem, RSA involves a public key and a private key.

The key generation is based on idea of creating a one-way function with intention that the
ciphertext would only be decrypted in a 28han2828ntial amount of time using the private key
(see Fig.1).
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Fig 1. One way functions are easy to compute but it is extremely hard to compute their
inverse functions. (© Bill MacKenty)

The keys are generated as follow:

1. Choose distinct large prime numbers p and q. These numbers are kept secret.

2. Compute n = pq. This is the modulus for public key and private key.

3. Calculate ¢ (n) and ¢p(n) is kept secret.

4. Choose e such that 1 < e < ¢(n) and ged(e, p(n)) = 1.

e is the public key exponent.

5. Determine the private key exponent d = e~! (mod ¢(n)) using the extended
Euclidean algorithm. According to Bézout’s identity, there exist s, t such that
s-e+t-¢p(n) = gcd(e,qb(n)) =1.

Wecansetd =sifs >0andd = ¢p(n) —sifs < 0.
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The public key is (n, e) and the private key is (p, q, d).
Key distribution

We suppose that Bob wants to send a message to Alice and among them, there are
intermediaries such as wifi points, internet service providers and their email servers and
eavesdroppers. To use RSA, Alice transmits her public key (n, e) to Bob and keeps her private
key d. Bob then uses Alice’s public key to encrypt the message. After receiving the ciphertext,
Alice can use her private key to decrypt it.

Encryption

The message is encoded to an integer m such that 0 < m < n.

Using Alice’s public exponent key e, the ciphertext c = m® (mod n).

Bob then transmits the ciphertext to Alice.

Decryption

Alice can decrypt the ciphertext ¢ by using her private key exponent d by computing
c® = (m®)? = m (mod n).

Then, Alice can decode m to get the original message. [7][9]

Plaintext Ciphered Decrypted o
Sender data Data Plaintext Recipient
data

Public Key Private Key

i

Fig 2. Encrypting and decrypting data using RSA
We implemented RSA algorithm in Maple 2020 as follow:
# RSA(Rivest-Shamir-Adleman) algorithm
restart:
with(StringTools):
list to_str := proc(list_of int)
local list_of str:
list_of str := map(x -> convert(x, string), list of int):
return Join(list_of str, “”)
end proc:
list hex_format:= proc(dec_list)
local list_of hex:

list of hex :=map(x -> convert(x, ‘hex’), dec_list):
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return Join(list of hex, “”)
end proc:
min_public_exp := proc(totient_n)
local min_exponent_e:
for min_exponent_e from 2 to totient n do
if gcd(min_exponent e, totient n) =1 then
break
end if:
end do:
return min_exponent_e
end proc:
private_exponent := proc(public_exponent, totient)
local s, t, private_exp key:
description “compute private key exponent d:”’ \
“d * e =1 (mod phi_n) using extended Euclidean algorithm” \
“Bezout’s identity ged(e, phi n)=1=d * e+t * phi n”:
igcdex(public_exponent, totient, ‘s’, ‘t’):
if s > 0 then
private exp key :=s:
else
private_exp key :=totient + s:
end if:
return private_exp key
end proc:
encrypting_str := proc(msg, pub_key)
description “description function f(message, public_key) “:
return msg " pub_key[2] mod modulus_n:
end proc:
decrypting_str := proc(cipher, private _exp)
description “decrypting function g(c, k’) = ¢*d mod n = original _msg” \
“private key k’ = (p, q, d) or (n, d) -> decrypt” :
return cipher*private_exp mod modulus n

end proc:
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decrypted txt := proc(decrypted_dec)

description “convert list of decimal equivalents back to text”:
return Join(map(x -> Char(x), decrypted dec), “);

end proc:

# RSA algorithm

# secret message m

# msg_str := “The quick brown fox jumps over the lazy dog”;
# convert the message to decimal equivalents

msg_decimal := map(Ord, Explode(msg_str));

msg_decimal_str := list_to_str(msg_decimal);

“Message in hex format” = list_hex_format(msg_decimal);

# 1. Choose different large random prime numbers p & q
private_key p :=257,;

private_key q:=263;

# 2. Calculate n = p * q = modulus for public key & private key
modulus_n := private_key p * private key q;

# 3. Euler’s totient function: (private) phi(n) =(p—1) * (q—1)
phi_n = (private _key p—1) * (private key q—1);

# phi_n := NumberTheory:-Totient(n);

# 4. Choose public key exponent 1 < e < phi(n), gcd(e, phi(n)) = 1
# short bit-length, small Hamming weight -> more efficient encryption
# (smallest/fastest/ least secure) public key exponent
public_exponent key := min_public_exp(phi_n);

# 5. Compute private key exponent d: d * e =1 (mod phi_n)
private_exponent key := private exponent(public_exponent key, phi_n);
# 6. Public_key k = (modulus_n, public_exponent_key) -> encrypt
public_key := [modulus_n, public_exponent key]:
public_key hex :=map(x -> convert(x, ‘hex’), public_key);

# 7. Apply the encrypting function on (message, public_key)
encrypted decimals := map(x -> encrypting_str(x, public_key), msg_decimal);
encrypted decimal_str :=list_to_str(encrypted decimals);
“Cipher text” = list_hex_format(encrypted decimals);

# 8. Apply the decrypting function on (c, d)
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# the same as msg_decimal

decrypted decimals := map(x -> decrypting_str(x, private_exponent key),
encrypted decimals);

“Decrypted message” = list_hex format(decrypted decimals);

decrypted_str = decrypted_txt(decrypted decimals);

The important results obtained are in Fig 4 and Fig 5. Here, the message to be sent is “The
quick brown fox jumps over the lazy dog”. It is a popular English pangram that contains all
English alphabets. We then convert the alphabets to its ASCII decimal equivalents and display
the message in hex format. The public key is (n,e) = (67591, 3) is used to encrypt the
message, then the cipher text is displayed in hex format. After using the private exponent key
is d = 44715, we obtain the original message.

Receiver's key generation
Get Public key [n, e] = [67591. 3 ]

private key [p, . d] = [257, 263, 44715]
c

m key 519764340816436327 CB08A9904034800
3410410132113 distribution 682348647020857824 05BBEB7AC21825
1171059910732 U Berh e eiostepid D D
. 4 encrypted usin{ I31J > ’
e @k | convertto 108 recene s public key 132768473431581138 | (9N | B35000BSEFSDCI9
; | ascr 2106117109112 k=(ne] 225327684196947020 5518000A3F1BTAC
N{"P:h 1 1153211111810 108005310833873327 | 2A30CF7484518000
loa‘zeyrdoeg 1114321161041 c=(m ) = mod 681581120848164366 3DC351704034F2B
0132108971221 d 213332768630343408 58000189FA 990403
2132100111103 164363276843074339 48000A84284C6E4
905848214195327685 7237738000D1DE3
(messal’gl;:’tlzztsmt) convert to 3mSR DC32c07
hex format what eavesdroppers see
(cipher text)
54686520717569636B Encryption Process
2062726F776E20666F
78206A756D7073206
F76657220746865206
C617AT920646F67
Fig 4. Encryption process
546865207175696
36B2062726F776
E20666F78206A7
56D7073206E766
57220746865206C
617A7920646F67
¢ convert to
hex format
CB08A9904034800 519764340816436327 -
. 25 682348647020857824
%‘ggﬁg?&%ﬁm 025840532768625096 8410410132113
F2B33DC3FSFFRG | convertto | 213315811620754677 | decrypted by the receiver | 1171059910732 The cuick
B38000BSEF3DC39 | ASCII 132768473431581138 | using their private key 9811411111311 convert bm“jl“fm
5518000A3F1B7AC 225327684196947020 k'=[n.d] 032021111203 |y | oW
2A30CF7484518000 | —P| 108005310833873327 |————————— 2106117109112 T e
3DC351704034F2B SBISB1120848164366 | (¢ 1) = Imod n =m }}lﬁiﬂéiﬁj‘f lazy dog
33000189FA990403 213332768630343408 4
13000A84284C6E4 164363276843074339 0132108971221
7237738000D 1DE3 905848214195327685 2132100111103 The receiv
DC32C07 3726158111271 © reeever
gets the message
cipher text

Fig 5. Decryption process
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4. CONCLUSION
The article presents some real problems about the greatest common divisor and the least
common multiple in practice. Moreover we analyzed typical application problems and the RSA
algorithm in cryptography.
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4. Ha Huy Khoai (tong chu bién), sdch gido khoa todn 6 tdp 1 bo két néi tri thire véi cude song, Nha
xuét ban giao duc Viét Nam.

5. Lé Puc Thudn — Ta Ngoc Tri (ddng chu bién), Sdch ciing c6 va én luyén Todn 6 tdp 1, Nha xuét ban
dai hoc qudc gia Ha Noi.

6. Bo Giao Dyc va Pao Tao, sdach song ngi¢ viét — anh toan 6 tdp 1, Nha xuét ban giao duc Viét Nam.

MOT SO BAI TOAN THUC TE VA AP DUNG CUA UGC CHUNG
LON NHAT, BOI CHUNG NHO NHAT

Tém tit: Mot trong nhitng dinh hudng ciia chwong trinh gido duc phé théng mén todn nam
2018 d6 chinh la két néi todn hoc véi thuc tién, van dung toan hoc vao thuc tién. Nham gop
phan phdt trién muc tiéu cia chirong trinh gido duc phé thong, ching t6i nghién ciru mot sé
bai todn thue tién va dp dung ciia wée chung I6n nhat va boi chung nhé nhat. Hon nita, ching
16i trinh bay nam dang bai todn thue té lién quan dén woc chung 1ém nhdt, bdi chung nhé nhat
va mét dp dung ciia wéc chung 1om nhdt trong thudt todn RSA trong nganh mdt ma hoc. Cu
thé chung toi xdy dung duwoc cac vi du vé cdc bai toan thue té va trién khai duwoc thudt todn
RSA trong 33han33.

Tir khoa: hé thong mdt md, thudt toan RSA, tao khéa, 33han phéi khoa md hoa, gzaz md, woc
chung 16m nhdt, boi chung nhé nhat, wée chung, bgi chung, thira s6 chung, thira s6 nguyén to.



