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In the context of the growing use

their

classification based on appropriate

of  electronic  signatures,
criteria helps determine the level of
reliability, technical requirements, and
corresponding legal validity of each
type of signature. Legal systems around
the world adopt different approaches to
classifying electronic signatures, with
significant variations in criteria and

legislative orientation. This article
analyzes the trends, criteria, and
purposes of such classifications;

compares the approaches of U.S. and
European Union (EU) law; and, on that
basis, proposes recommendations to
improve Vietnam’s legal framework on
electronic signatures in a consistent
manner, aligned with practical needs
and harmonized with international
trends.
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chit ky s6, phan loai chit ky dién tir signatures, digital signature
classification of electronic signatures
1. Pit van dé

Trong bdi canh chuyén do6i s, chir ky dién tir (viét tit CKDT) ngay cang
dong vai tro quan trong trong viéc dam bao tinh an toan, tin cay cua giao dich
dién tir, tham chi dugc xem 12 yéu té trung tam cua khung phap 1y vé kinh té sét.
Pé CKPT phat huy hiéu qua vai trd néu trén, viéc xay dung khung phap ly phu
hop 14 can thiét, trong d6 bao ham ndi dung xac dinh hinh thic va phan loai
CKDT.

Nham phén tich va d6i sanh quy dinh vé phan loai CKPT trong ba hé thong
phap luat Chau Au, Hoa Ky va Viét Nam, bai viét trinh bay lan luot quy dinh cia
ting quéc gia/khu vie, sau d6 so sanh diém twong dong, khac biét vé khai niem,
tiéu chi phén loai va gia tri phap ly cua cac loai CKDPT, tir 36 dua ra danh gia
cuing mot sé goi mé cho Viét Nam.

Dé dat muc tiéu trén, bai viét chu yéu st dung hai phwong phap: (i) Phan
tich, tong hop nham 1am rd cac van dé Iy luan, phap ly va thyc tién lién quan dén
cha d@é; (ii) So sanh dé chi ra diém twong ddng, khac biét giita ba hé théng phap
lut, 1am co so cho danh gia va dé xuat.

Bai viét gom ba noi dung chinh. Trugc hét, khai quat vé CKDT va phan loai
CKDT nham lam rd mot s van dé Iy luan lién quan. Tiép theo, phan tich quy
dinh vé phan loai CKBT trong phap luat Chau Au, Hoa Ky va Viét Nam. Cudi
cling, so sanh ba hé théng phép luat, danh gia va dua ra goi ¥ cho Viét Nam tir
quan diém tac gia.

2. Xu hwoéng, tiéu chi va muc dich phan loai chir ky dién tir

Chir ky dién tir (electronic signature), mot cach chung nhat, la dir liéu dién tr
gan lién hoic két hop logic vai thong diép dit liéu, Vi chirc nang xac nhan danh
tinh nguoi Ky va thé hién su chap thuan cua ho?. DU moi CKDT déu thwc hién
chirc ning nay, nhung CKDT van dugc phan loai theo céc tiéu chi bd sung, tiy
cach tiép can phap ly cua tirng quéc gia.

! Harbhajan S. Kehal Varinder P. Singh (2005), Digital Economy: Impacts, Influences and Challenges,
IGI Global, Chapter VI, p. 98-135.

2 Luat mau ciia UNCITRAL vé chit ky dién tir: UNCITRAL Model Law on Electronic Signatures with
Guide to Enactment 2001, Article 2(a).
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2.1 Xu hwéng tidp cin phén logi chiv ky dién tiv

Duéi goc do phap Iy, viéc phan loai CKDT thudng duoc tiép can theo hai xu
huéng chinh: tdi thiéu (permissive) va chit ché (prescriptive).

(i) Xu hudng tiép can téi thiéu (permissive): Cac quéc gia theo xu huéng nay
thuong khong dat nang yéu té céng nghé trong viéc tao lap CKDT, va cong nhan
moi hinh thirc dir lidu dién tir déu cé gid tri phap 1y nhu nhau véi rat it ngoai I¢,
mién 1a thé hién duoc ¥ chi cua nguoi ky. Theo do, phap luat khdng can thiép sau
vao viéc phan loai CKBDT. Viéc lya chon loai chit ky va mirc d6 an toan sé do cac
bén giao dich quyét dinh va tu chiu rai rod.

(ii) Xu hudng tiép can chat ché (prescriptive): Cac quéc gia theo xu huéng
nay thuong quy dinh rd cac loai CKDT trong khung phap 1y, dya trén tiéu chi ky
thuat va mae d6 an toan. Vai ting loai chir ky, gia tri phap ly dugc xac dinh
twong tng. Cac loai chir ky “manh” dwgc chap nhan rong réi, tham chi bat budc
trong mot sé giao dich; va nguoc lai®.

Hai xu hudng tiép can trén hoan toan ddi lap, nhung khong thé khang dinh
xu hudéng nao uwu viét hon, vi con phu thudc vao diéu kién kinh té - x& hoi cua
ting qudc gia. Xu hudng téi thiéu (permissive) dé ap dung nhung tiém an rai ro
trong viéc chung minh tinh x&c thuc cta chir ky. Nguoc lai, xu huéng chat ché
(prescriptive) cé thé khac phuc han ché d6, song lai 1am ting chi phi va phuc tap
hoa giao dich.

Ngoai ra, mot céch tiép can khac duoc xem 1a dung hoa, thudng goi la tiép
can hai cap (two-tier). Mot mat, phap luat cong nhan moi dang di liéu dién tu
déu 1a CKPT (theo permissive). Mt khac, phap luat van phan ting CKDT, trao
gia tri phap 1y cao hon cho loai chir ky dap ung yéu cau k¥ thuat cao (theo
prescriptive). Pay ciing 1a cach tiép can dugc UNCITRAL khuyén nghi trong
Luat mau vé chit ky dién tir 2001°.

2.2 Tiéu chi phan loai va muc dich phdn loai chit ky dién tir
Cac qudc gia theo xu hudng tiép can chat ché (prescriptive), tly theo muc

3 Emsigner, The Legal Landscape of eSignatures: Understanding Global Regulations, truy cap tai
https://blogs.emsigner.com/the-legal-landscape-of-esignatures-understanding-global-regulations, truy cap
ngay 19/8/2025.

4 emSigner, tldd s6 3.

5 Adobe, A global overview of electric signatures, truy cép tai https://www.adobe.com/content/dam/dx-
dc/pdf/ue/dc_esignatures_global_overview_ue.pdf, truy cap ngay 19/8/2025.
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tiéu quan 1y va dinh huéng phét trién CKDT cua minh, s& dit ra nhitng tiéu chi
cu thé dé phan loai CKDT. Khao sat thuc tién lap phap cho thay c6 hai tiéu chi
phd bién sau:

Tiéu chi thr nhat: yéu cau ky thuat doi véi CKDT.

Véi tiéu chi nay, nha 1am luat dua ra cac yéu cau ky thuat nham phan chia
cap do CKPT. O cép do cang cao, CKDT cang phai dap tng nhitng tiéu chuan k¥
thuat nghiém ngat va duoc chung thuc bai to chiic cung cap dich vu tin cay,
nham dam bao tinh xéc thuc, toan ven va khong thé phu nhan. Viéc phan loai nay
cho phép phap luat xac 1ap gié tri phap 1y twong ung cho ting loai CKPT, dong
thoi gidp cac bén nhan dién rd rui ro va lua chon loai chir ky phu hop vaéi tinh
chat va gia tri giao dich.

Tiéu chi tha hai: pham vi sir dung CKDT.

Theo tiéu chi nay, nha lam luat gisi han pham vi sir dung ting loai CKDT dé
phU hop véi dic thu giao dich cua timg nhom dbi twong (cong chire, ngudi dan
va doanh nghiép). Céach phan loai nay gitip dwa ra yéu cau k§ thuat, cap phép va
quan ly phu hop, giam rui ro va téi vu hiéu qua giao dich®. Néi cach khac, khong
phai moi giao dich déu can CKDT c6 mirc do bao mat cao, nén viéc khoanh ving
pham vi sir dung va &p dung yéu cau ky thuat tuong (ng s& gitp phan bé chi phi
va ha ting hop 1y hon.

T6m lai, viéc phan loai CKDT phan anh xu hudng tiép can chat ché cua cac
qudc gia trong xay dung khung phép Iy vé CKBT. Mai tiéu chi phan loai huéng
dén muc tiéu quan ly riéng: tiéu chi k¥ thuat nham xac 1ap tht bac gié tri phap ly
dwa trén mac d6 tin cdy va bao mat, trong khi tiéu chi vé pham vi sir dung bao
dam su phu hop véi nhu cau thyc tién va tinh chat caa ting loai giao dich.

3. Phan loai chir ky dién tir theo phap luat Hoa Ky, Lién minh chiau Au va
Viét Nam
3.1 Phén loagi chir ky dién tir theo phap ludt Hoa Ky

Tai Hoa Ky, CKDT dugc diéu chinh chu yéu béi hai vin ban: Dao luat Chi
ky Dién tir trong Thuong mai Toan cau va Québc gia (Electronic Signatures in
Global and National Commerce Act - E-SIGN) nam 2000 do Québc hoi théng

6 Bao Dai biéu nhan dan, Phdn loai chir ky dién tir theo pham vi st dung, truy cap tai
https://daibieunhandan.vn/phan-loai-chu-ky-dien-tu-theo-pham-vi-su-dung-post330751.html, truy cép
ngay 19/8/2025.
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qua, tao co s& phap Iy chung & cap lién bang; va Pao luat Giao dich Dién tir
théng nhit (Uniform Electronic Transactions Act - UETA) nim 1999 do Uy ban
Lu4t théng nhat (ULC) ban hanh dé céc tiéu bang tw nguyén noi luat hoa.

Hoa Ky tiép can theo hudng ti thiéu (permissive). Ca Pao luat Chix ky Dién
tir trong Thuong mai Toan cau va Quéc gia va Pao luat Giao dich Pién tir thong
nhat déu khong phan loai CKDT theo tiéu chi nao. Thay vao d6, phap luat chi
dua ra dinh nghia chung vé CKDT’, trong d6 chdp nhan moi hinh thic di liu
dién tir déu 1a CKDT, bao gdm chir ky scan, nhan nat “dong y”, xac thuc qua
email, ma PIN... Phap luat Hoa Ky ciing khong yéu cau CKPT phai duoc bao
dam boi chung thu hay sir dung phuong tién ky thuat cu thé®. Moi cong nghé déu
dugc chap nhan, mién dap (g yéu cau co ban: gan véi thong diép dir liéu va the
hién su chap thuan cta ngudi ky.

Pong thoi, Pao luat Chir ky Dién tir trong Thuong mai Toan cau va Qudc gia
va Pao luat Giao dich Pién tir théng nhat cling khong dua ra dinh nghia chinh
thic vé chir ky s nhu mot dang dic biét cua CKDT. UETA khing dinh day
khong phai 1a dao luat vé chir ky s6, ma chi duoc thiét ké dé hd tro va bo sung
cho luat tiéu bang néu tiéu bang c6 luat riéng vé chix ky sé°. DU str dung cdng
nghé ma hda khoa cong khai, chir ky sé ciing chi dugc xem la mét hinh thuc
CKPT, twong tu viéc nhap tén vao cudi email. Trong ca hai truong hop, yéu to
quyét dinh tinh hop phap khong phai 1a cong nghé ma 1a ¥ dinh xac nhan noi
dung vin ban cta ngudi ky'°.

Trén tinh than khdng phan loai va khong wu tién loai CKDT nao, moi CKDT
déu khéng bi pha nhan gié tri phap ly theo phéap luat Hoa Ky. Mot chir ky khdng
thé bi tir chdi hiéu luc chi vi dugc thé hién dudi dang dién tir. Néu phap luat yéu
cau chir ky, thi moi CKBT déu dap ung yéu cau do'l. Quy dinh nay nham xda bo
viéc phuong tién dién ti bi coi 1a Iy do duy nhét dé phu nhan hiéu luc cua hd so,
chir ky hay hop dong*2.

CKPT ciing duoc chip nhan lam ching ci tai toa nhu chir ky tay. Pao luat

7 E-Sign (Definitions), UETA (Section 2 (8)).

8 UETA (Section 2, Comment 7).

® UETA (Prefatory note).

10 UETA (Section 2, Comment 7).

11 E-SIGN (Introduction), UETA (Section 7 (a)(d)).
12 UETA (Section 7, Comment 1).
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Giao dich bién tir thdng nhat khing dinh rang trong té tung, bing chung vé chir
ky khong thé bi loai trir chi vi ching & dang dién tt2. Quy dinh nay nham ngin
chin viéc tir chéi cdng nhan CKDT chi vi hinh thirc thé hién. Tuy nhién, cac bén
van phai chang minh tinh xac thuc cua CKDT dé dugc chap nhan'.

3.2 Phin loai chiv ky dién tir phdp lugt ciia Lién minh chiu Au

O chau Au, khung phap ly vé CKPT dugc diéu chinh béi Quy dinh vé nhan
dang dién ttr va dich vu tin cay cho giao dich dién tir (¢IDAS). Bugc ban hanh
lin dau nam 2014, eIDAS thay thé Chi thi 1999/93/EC vén chi tap trung vao
CKDT va khong mang tinh bat budc. Véi eIDAS 2014, EU lan dau tién thiét lap
mot hé théng phap Iy thong nhat cho nhan dang dién tir va cac dich vu tin cay,
sau d6 duoc sira doi nam 2024 dé trién khai Vi danh tinh s6 chau Au (EUDI
Wallet) va nang cao murc do bao mat, tuong thich cia CKDT.

EU tiép can hai hoa giita hai xu huéng t6i thiéu va chat ché. Theo dé, eIDAS
cdng nhan moi hinh thiic xac nhan bang phuong tién dién tir 1a CKDT thong qua
dinh nghia CKDT?® - twong tu cach tiép can trong E-SIGN va UETA cua Hoa
Ky. Tuy nhién, khac vai phap luat Hoa Ky, eIDAS lai phan CKDT thanh hai loali
dwa trén tiéu chi ky thuat, bao gom:

(1) Chir ky dién tr nang cao (AdES — Advanced Electronic Signature):

AdES 1a CKPT dap tng cac yéu cau sau: (i) lién két duy nhat voi ngudi ky;
(ii) cho phép x4c dinh danh tinh ngudi ky; (iii) duoc tao bang dir liéu tao chix ky
ma ngudi ky c6 thé kiém soat duy nhat véi mic do tin cay cao; (iv) gan véi dix
liu dugc ky theo cach bao dam moi thay d6i déu bi phat hién'®. Cac yéu cau trén
cho thdy AdES dugc thiét ké dé dam bao mac d6 an toan va tin cdy cao hon
nhitng hinh thirc Xac nhan dién tr don gian.

(2) Chir ky dién tir du diéu kién (QES — Qualified Electronic Signature)

QES la CKDT néng cao (AdES) duoc tao ra bang thiét bi tao chit ky du diéu
kién va duoc bao dam bai chung thu CKDT du diéu kién'’. Diéu ndy c6 nghia
raing QES ban than n6 phai dap wng tiéu chuan cua AdES, sau d6 dap ang thém
hai diéu kién:

13 UETA (Section 13).

14 UETA (Section 13, Comment).

15 g|DAS 2014, Article 3(10).

16 eIDAS 2014, Article 3(11), Article 26.
17 IDAS 2014, Article 3(12).
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Thi nhat, duoc tao ra bang thiét bi tao chit ky dua diéu kién.

Thiét bi tao chix ky phai dap (g cac yéu cau bao mat cao, bao gom: (1) Bam
bao dir liéu tao chit ky duoc bao mat, chi st dung mot lan, khong thé bi suy luan
hay gia mao, va chi nguoi Ky mai cé quyén kiém soét, st dung; (2) Khong dugc
phép thay d6i dir liéu can ky hoizc ngin can viéc hién thi day da dir lidu cho
ngudi ky trudc khi thyc hién ky*8.

Thi hai, dugc bao dam boi chimg thu CKPT du diéu kién.

Noi dung cua chimg thu CKPT du diéu kién phai bao gom cac thong tin: diu
hiéu nhan dang day 1a chimg thu du diéu kién; danh tinh nguoi Ky; théng tin vé
nha cung cap dich vu tin cay; thoi han hiéu luc; dir liéu xac thuc chir ky; ma dinh
danh caa chimg thu; chir ky/ con dau s cia nha cung cap; dia chi dé kiém tra
trang thai hiéu luc cua ching thu'®.

Nhu vay, so véi AdES, QES c¢d yéu cau ki thuat nghiém ngat hon. Trong khi
AdES chi can dam bao lién két duy nhat véi nguoi ky va kha ning phat hién thay
ddi sau khi ky, thi QES bé sung I6p bao mat tir phan cang va chiing thuc cua bén
thar ba — yéu cau gitp QES trg thanh loai CKDT tiéu chuin cao nhit & chau Au.

Ngoai hai loai CKPT trén, mot s6 quan diém cho rang EU con thtra nhan
CKPT thong thuong (Simple Electronic Signature — SES), dugc xem la cip do
thap nhat trong hé thong CKBTZ. Tuy nhién, SES khong phai la thuat ngit chinh
thirc trong eIDAS va cling khong dugc dinh nghia hay quy dinh riéng. Do do,
dudi goc nhin cua bai viét, SES dung dé chi phan con lai cia CKPT (cac hinh
thizc x4c nhan dién tir don gian ngoai AJES va QES) — mot thuat ngir pho bién
nhung khong chinh thuc.

V& gia tri phap Iy, moi loai CKDT déu khéng thé bi tir chéi hiéu luc hoic gia
tri chng ci chi vi ¢ dang dién tr hay khong dat chuan QES, nham bao dam cong
bang va thic day cong nhan giao dich dién tir trong toan EU%. DU vay, elDAS
chi cdng nhan gia tri trong duong chit ky tay déi véi QESZ. Pic biét, QES duoc
cap tai mot qudc gia thanh vién EU sé& dugc cong nhan hop 1é tai tt ca cac qudc

18 6IDAS 2014, Annex II; eIDAS 2024, bii b6 yéu ciu 3, 4 trong Annex II ctia eIDAS 2014.

19 6IDAS 2014, Annex I; eIDAS 2024, sira d6i ndi dung (i) trong Annex I cta eIDAS 2014.

2 Trin Thi Bao Anh, Nguyén Khanh Linh (2024), Chir ky dién tir va chir ky $6 trong giao dich dién tir -
Thuc tzen va gidi phdp hoan thién phdp ludt, Ky yéu Hoi thao Giao dich dién tir va giai quyét cac tranh
chip vé giao dich dién tir, Hoc vién Toa an, Ha Noi, tr. 108-128.

2L eIDAS 2014, Article 25.1.

22 e]DAS 2014, Article 25.2.

103



TAP CHi PHAP LUAT VA THUC TIEN - SO 65/2025

gia thanh vién khac?3, bao dam tinh twong thich va tin cay xuyén bién gidi trong
khong gian s6 Chau Au.
3.3 Phan logi chit ky dién tir theo phap ludt Viét Nam

O Viét Nam, CKDT duge diéu chinh bsi Luat Giao dich di¢n tar nim 2023
va Nghi dinh 23/2025/NB-CP. So véi Luat Giao dich dién tir nam 2005 va Nghi
dinh 130/2018/ND-CP trudc day, khung phap 1y hién tai phan &nh su thay ddi
dang ké trong tu duy 1ap phap.

Theo Luat Giao dich dién t&r nam 2023, CKDT la chit ky duoc tao lap dudi
dang dix lidu dién tir gan lién hoidc két hop mot cach logic voi thong diép dit liu
dé xac nhan chu thé ky va su chap thuan caa ho doi véi thong diép dir liéu. Trong
khi d6, chit ky s6 1a CKPT st dung thuat toan khoa khong dbi xting, gom khoa
bi mat (dung dé ky sd) va khoa cong khai (dung dé kiém tra chit ky s6), nham
bao dam tinh xac thyc, tinh toan ven va tinh chéng chéi bo nhung khong bao
dam tinh bi mat cua thong diép dir liéu®. Nhu vay, c6 thé thiy, CKDT la khai
niém rong, con chir ky sé 1a khai niém hep hon, véi cac yéu cau ky thuat chit ché
hon.

Khong c6 tai liéu chinh thiac ndo khang dinh viéc Viét Nam theo xu huéng
tiép can tdi thiéu, chit ch& hay dung hoa. Tuy nhién, dudi goc nhin cua minh, bai
viét cho rang Viét Nam theo xu hudng tiép can chat ché. Véi khai niém CKDT la
“chir ky”, Luat da loai bo nhirng hinh thirc xa4c nhan don gian (FIDO, OTP, SMS,
chit Ky scan...) ra khoi dién CKDT?. Pay chinh 1a diém khac biét gitta phap luat
Viét Nam vai phap luat Hoa Ky va EU, dong thoi thé hién sy thay d6i trong cach
tiép can so vai chinh Luat Giao dich dién tir ndm 20052, Sy thay d6i ndy Xxuat
phét tir 1ap luan rang céc hinh thiac xac nhan don gian tuy thé hién su chap thuan
cua chi thé ky, nhung lai thiéu tinh chdng chdi bo nhu CKDT 2.

Trén tinh than d6, CKDT dugc phan thanh ba loai dua trén tiéu chi pham vi
sir dung - tiec CKDT duoc sir dung vao muc dich gi va boi chi thé nao:

23 eIDAS 2014, Article 25.3; eIDAS 2024, Article 1(22) inserting Article 24a into eIDAS 2014.

24 Pjiéu 3.11, 3.12 Luat Giao dich dién tir nim 2023.

25 Piéu 3.11, 22.4 Luat Giao dich dién tir nim 2023.

26 Piéu 21.1 Luat Giao dich dién tir ndm 2005.

21 NEAC, OTP khéng phdi la chit ky dién ik, truy cp tai https://neac.gov.vn/viftin-tuc-su-kien/detail/otp-
khong-phai-la-chu-ky-dien-tu-577.htm, truy cép ngay 19/8/2025.
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(1) CKDPT chuyén dung: 14 CKDT do co quan, to chirc ty tao 14p?8 ma khéng
sir dung dich vu cua cac nha cung cap dich vu ching thuc chit ky sé cong cong.
Du vay, CKDT chuyén dung van phai dap ung du cac yéu cau vé (i) xac thuc
danh tinh va su chap thuan caa nguoi ky; (i) gin voi thong diép dix liéu; (iii)
thudc sy kiém soat caa ngudi ky; va (iv) co thé kiém tra hiéu luc®. Du dap tng
Cc4c Yéu cau co ban caa mot CKPT®, nhung do tiéu chuan thap hon chir ky s6 3
nén pham vi st dung CKDT chuyén dung bi gidi han trong (i) hoat dong noi bo
ctia co quan, to chic; (i) hoat dong chuyén nganh hozc linh vuc c6 lién két; (iii)
dai dién co quan, t6 chuc trong giao dich véi chu thé khac32,

(2) Chir ky s6 cong cong: la chir ky s6 duoc sir dung trong hoat dong cong
cong®. Do la chir ky so (cip do cao ciia CKPT), chir ky sé cong cong phai dap
g cac yéu cau k¥ thuat cao hon so voi CKDT chuyén dung: (i) kha ning phat
hién thay doi thong diép dit liéu sau khi ky; (ii) duoc bao dam béi ching thu chir
Ky s0; (iii) phuong tién tao chit ky phai an toan, st dung duy nhat va dam bao
tinh toan ven cua dix lidu ky3*. Vi cac yéu cau ki thuat nhu vay, chit ky sé cong
cong phai duoc cung cap bai to chac chiing thyuc chit ky s6 cong cong duoc cap
phép.

(3) Chit ky sé chuyén dung cong vu: 1 chit ky sé duogc st dung trong hoat
dong cong vu, bai chu thé dic biét 1a can bo, cong chirc®®. Do van mang ban chat
la chix ky sb, chir ky s6 chuyén dung cong vu phai dap ung yéu cau ky thuat
tuong tu chir Ky s6 cong cong®’. Tuy nhién, véi dac thi pham vi sir dung, chit ky
nay duoc cip bai mot chu thé dic biét — Cuc Chtng thuc sé va Bao mat théng
tin, truc thugc Ban Co yéu Chinh phii — thay vi cac CA cdng cong, nham bao
dam an ninh, tinh phép ly va bao mat tuyét d6i cho hoat dong cong vy,

Vé gi4 tri phap 1y, CKDT khong bi phu nhan gié tri phap 1y chi vi dugc thé

28 Pidu 22.1a Luat Giao dich dién tir nam 2023.

29 Pidu 22.2 Luat Giao dich dién tir nam 2023.

30 Pidu 3.11 Luat Giao dich dién tr nam 2023.

31 piéu 3.12, 22.2, 22.3 Luat Giao dich dién tir ndm 2023.

32 Pidu 9.2 Nghi dinh 23/2025/ND-CP. Quy dinh nay chi 4p dung véi CKDT chuyén dung dam bao an
toan.

38 Piéu 22.1b Luét Giao dich dién tir nim 2023.

3 Piéu 22.3 Luat Giao dich dién tir nim 2023.

3 Piéu 18 Nghi dinh 23/2025/ND-CP.

3% Piéu 22.1c Luat Giao dich dién tir 2023; Diéu 5.1 Lu4t Can b, cong chirc nam 2025.
37 Piéu 22.3 Luat Giao dich dién tir ndm 2023.

3 Piéu 3.4 Nghi dinh 68/2024/ND-CP.
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hién duéi dang dién tu®, twong ty nguyén tic duoc ghi nhan trong E-SIGN,
UETA va eIDAS. Tuy nhién, phap luat Viét Nam chi ghi nhan gia tri tuong
duong chir ky tay ddi véi chit ky sé va CKDT chuyén dung dam bao an toan.
Riéng ddi voi cac hinh thic xac nhan khac bang phuong tién dién tir (FIDO,
OTP, SMS, chir ky scan...), du khong dugc cong nhan la CKDT nhung cling
khong bi phu nhan hoan toan, ma van duoc phép sir dung trong nhitng linh vuc
cu thé theo quy dinh phap luat lién quan®. Ly giai cua co quan lap phap, quy
dinh nay can thiét & phu hop véi thuc tién, hd tro giao dich sb dién ra thuan loi,
d6ng thoi phan biét rd véi CKDT nham bao ¢am tinh phap ly chat ché khi can.

4. So sanh cach tiép cin phén loai chir ky dién tir cia Hoa Ky, Lién minh
chau Au, Viét Nam va dinh hwéng giai phap

4.1 So sdnh cdch tiép can phan loai chiv ky dién tiv ciia Hoa ky, Lién minh
chiu Au va Viét Nam

Trén co so phan tich phap luat Hoa Ky, EU va Viét Nam vé phan loai CKPT,
phan tiép theo s& tién hanh so sanh ba hé théng phap luat dua trén ba tiéu chi sau:

Thi nhat, vé xu hudng tiép can.

Trong cac xu hudng tiép can khi xay dung khung phap ly vé CKPT, Hoa Ky
theo hudng téi thiéu. Dao luat E-SIGN va UETA c6ng nhan moi hinh thic dit
licu dién tr 1a CKDT, khong dit nang yéu té ki thuat, khdng phan loai chit ky va
khong wu tién gia tri phdp ly cho bat ky loai nao. Cac dao luat ndy tham chi
khong dé cap dén chit ky sé — loai chit ky dugc cac qubc gia xem la chuan myc.
Diéu d6 phan anh triét ly phap luat Hoa Ky dé cao ty do giao két: luat chi dam
bao CKPT khong bi phan biét ddi xtr, con lai do cac bén ty danh gia.

Nguoc lai, Viét Nam theo hudng tiép can chat ch& khi chi céng nhan nhing
CKPT dap tng yéu cau ky thuat. Tung loai CKPT duoc quy dinh cu thé vé
pham vi sir dung, don vi cung cap va quy trinh ching thuc, phan anh muc tiéu
quan ly va bao dam an toan cho giao dich. Quan diém nay dua trén bdi canh Viét
Nam, noi giao dich dién tir phét trién nhanh, nhung ha ting cong nghé va phép ly
van dang hoan thién, ciing v&i nhu cau hoi nhap thuc day viéc phai xay dung

3 Piéu 23.1 Luat Giao dich dién tir nim 2023.

40 Piéu 23.2 Luét Giao dich dién tir ndm 2023. Xem thém diéu kién cong nhan CKPT chuyén dung dam
béo an toan tai Pidu 9.1, 4.4, 10, 11 Nghi dinh 23/2025/ND-CP.

41 Pidu 22.4 Luat Giao dich dién tir naim 2023.
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khung phap ly chat chg.

Dung hoa hai xu huéng trén, EU lra chon céch tiép can hai cap. elDAS cong
nhan moi hinh thirc xac nhan dién tr 1a CKDT, dong thoi thiét 1ap hai cap do:
“trung” (AdES) va “cao” (QES), kém theo gia tri phap Iy twong tng. Céch tiép
can nay phd hop véi bdi canh EU — noi 27 qubc gia thanh vién can mot khuén
kho hai hoa dé ap dung théng nhat, khéng qua linh hoat ciing khong cting nhac.
Ngoai ra, nhu cau giao dich xuyén bién gigi doi hoi chuan CKPT du tin cay dé
tao diéu kién cdng nhan 1an nhau trén toan khdi.

Tha hai, vé tiéu chi phan loai CKDT.

Cung theo xu huéng tiép can chat ché, nhung EU va Viét Nam lai c6 tiéu chi
phén loai CKDT khac nhau. EU phan loai theo mae d6 tin cay va an toan, trong
khi Viét Nam dua vao pham vi st dung. Hai tiéu chi twéng chung khac biét
nhung thuc té ¢ su giao thoa. Viét Nam tuyén bo phan loai CKDT theo pham vi
st dung nhung trude d6 da dung tiéu chi k¥ thuat dé loai trir cac hinh thuc xac
nhan don gian. Sau do, tiéu chi cong nghé duoc dung dé phan biét chit ky sé va
CKDT chuyén dung. Trong cung tang chit ky s6, phap luat méi tiép tuc phan loai
theo pham vi sir dung.

Xét thém vé chix ky s6 cong cong va chir ky sé chuyén dung céng vu, phap
luat EU va Hoa Ky khong phan loai tach bach nhu Viét Nam nhung van thiét lap
chit ky sé riéng cho khu vuc cong. O chau Au, QES thuong ding trong hoat dong
cdng vu, va nhiéu qubc gia EU da xdy dung hé théng QES riéng cho khu vuc
cdng. Chang han, tai Dic, QES dugc su dung trong dich vu cdng va hanh chinh
dién tor, vé6i ha tang cua cac nha cung cap dich vu tin cay du diéu kién nhu D-
Trust dé cap chung thu s cho céng chuc2. Tuong ty, tai Hoa Ky, di E-SIGN va
UETA khoéng phan loai CKPT, cic co quan cong quyén van st dung Ha tang
khoa cong khai (Public Key Infrastructure — PKI) riéng cho hoat dong céng vu,
gom PKI lién bang, PKI riéng cua cac tiéu bang, va Federal Bridge CA (FBCA)
dong vai tro két néi, cdng nhan chéo gitra cac cap thong qua viéc cap chang nhan
chéo (cross-certification)*.

4 Bundesdruckerei, Digital signatures — legally binding and mobile, truy cap tai
https://www.bundesdruckerei.de/en/innovation-hub/digital-signatures-legally-binding-convenient-and-
mobile, truy cap ngay 19/8/2025.

4 U.S. General Services Administration, Federal Public Key Infrastructure 101, truy cap tai
https://www.idmanagement.gov/university/fpki/, truy cap ngay 19/8/2025.
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Thi ba, vé viéc céng nhan gié tri phap ly cua cac loai CKDT.

Trong khi phap luat Hoa Ky khong phan biét gia tri phap ly gitra cac loai
CKDT, thi EU va Viét Nam lai dé cao céc loai CKPT c6 mtc dd bao dam cao
hon. Cu thé, EU cdng nhan QES c6 gi4 tri phap 1y twong duong chitr ky tay va
hiéu lec nay duogc thira nhan trong toan bo khéi thanh vién. Twong tu, phép luat
Viét Nam ciing cong nhan gia tri twong duong chit ky tay dbi véi chix ky sb va
CKDT chuyén dung dam bao an toan. Véi cdc loai CKDT khong thudc nhom
trén, ca EU va Viét Nam déu khdng mic nhién cong nhan gia tri twong duong
chir ky tay, dit van cho phép sir dung. Trong nhitng truong hop nay, hiéu luc phéap
ly s& phu thudc vao théa thuan giita cac bén hodc do co quan t6 tung xem xét,
danh gia.

4.2 Gidi phap ggi mo cho Viét Nam

MJdi quéc gia s& lwa chon céach tiép can phu hop tiy theo bdi canh va muc
tiéu lap phap riéng. EU dugc danh gia cao véi elDAS — khubn kho phap 1y kicu
mau tao dung niém tin vao QES*, gitp thuc day giao dich trong khbi*. Nguoc
lai, Hoa Ky theo hudng linh hoat, tin vao thi truong, vai ESIGN va UETA
khuyén khich manh mé& CKPT nho tha tuc don gian, chi phi thap, qua d6 thic
day ung dung rong rai trong thwong mai ciing nhu duoc chip nhan trong hé
thdng tu phap*®.

Tai Viét Nam, Luat Giao dich dién tir nam 2023 thé hién dinh hudng quan ly
chat ché hon va thuc té da dat duoc nhitng két qua nhat dinh trong muc tiéu
chuyén d6i sé quéc gia?’. Lién quan dén van dé phan loai CKPT, nhu da phan
tich, Viét Nam phan CKDT thanh ba loai va khéng bao gom cac hinh thuac xac
nhan dién tir don gian. Céch tiép can nay phan anh quan diém can xay dung hé
théng CKPT déap ¢ng tiéu chuan ky thuat, hudng dén an toan giao dich va kha
nang dugc cdng nhan rong rai ¢ nudc ngoai, nhat 1a khi cong nghé da phat trién
hon so v&i thoi diém ban hanh Luat Giao dich dién tir naim ndm 2005. Tuy nhién,

44 Bundesdruckerei, tldd sb 42.

4% EDICOM Group, elDAS: 5 years making transactions more secure in the European Union,
https://edicomgroup.com/blog/eidas-5-years-making-transactions-more-secure-in-the-european-union,
truy cap ngay 19/8/2025.

46 parker Poe, Using Electronic Signatures, truy cap tai https://www.parkerpoe.com/news/2016/10/using-
electronic-signatures, truy cap ngay 19/8/2025.

47 Bo Thong tin va Truyén thong (2023), Bdo cdo tinh hinh tmg dung va phdt trién chir ky s tai Viét Nam
nim 2024, NXB Thong tin va Truyén thong.
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tac gia cho rang viéc loai trir cac hinh thirc x4c nhan dién tir don gian 1a chua
thuc su phu hop.

Thi nhit, cac hinh thic xac nhan dién tir don gian van mang ban chat cua
CKDT.

CKPT du dugc thé hién dudi hinh thic phi truyén thong nhung vin mang
ban chit caa chir ky truyén thdng: xac nhan chu thé ky va sy chap thuan véi noi
dung ky. Vi ban chit va chirc niang do, cac hinh thirc Xac nhan dién tir du don
gian hay phuc tap déu phu hop véi ban chat CKDT. Khi d6, du chi 13 tén danh
may trong email, nhung néu xac dinh duoc danh tinh ngudi giri va sy dong y cia
ho vai ndi dung email, thi cling dugc xem 1a CKDT.

Minh chang cho nhan dinh trén, nhiéu &n 1é tai Hoa Ky di khang dinh tinh
hop 1€ cuaa cac hinh thirc xac nhan don gian, nhu vu Cloud Corp. v. Hasbro, Inc.
(2002) cbng nhan viéc gd tén trong email 13 du dé hanh vi ky két ¢ hiéu luc®.
Toa 4n ciing ting thira nhan viéc nhap tén trén hop dong 1a du dé tao thanh su
chap thuan trong vu kién Zulkiewski v. General American Life Insurance Co
(2021)*°. Trong khi d6, mot s6 &n 18 khac cho thay CKPT, du tao qua nén tang uy
tin nhu DocuSign, van ¢ thé bi Toa bac bo néu khéng ching minh duoc y dinh
ky két rd rang hoic thiéu bang chiing xac thuc vé danh tinh va céng nghé st
dung. Chang han, vu Park v. NMSI, Inc. (2023), vu AJ Equity Group LLC v. The
Office Connection, Inc. (2023) hay vu Fabian v. Renovate America, Inc. (2019)%°.

Quan diém hoc thuat ciing dong tinh rang diéu ct yéu caa chit ky 1a thé hién
danh tinh va y chi, khéng phu thuoc vao hinh thic ky thuat. Chang han, Bao céo
nghién ciu ciia Uy ban phap luat Anh nhan manh khdng nén phi nhan gia tri chi
vi hinh thtic dién tir don gian, mién ¢ y dinh rd rang®.. Tuong tu, quan diém ung
ho nguyeén tac trung lap cdng nghé cling dugc thé hién trong cac nghién ciu phap
ly & Viét Nam®2,

4%  Roaa Al-Heeti, Electronic  Signatures, truy cip tai https://www.atgf.com/tools-
publications/pubs/electronic-signatures, truy cap ngay 19/8/2025.

4% UnicornForms, ESIGN & UETA Compliance, truy cap tai https://www.unicornforms.com/blog/esign-
ueta-compliance#, truy cap ngay 19/8/2025.

5 UnicornForms, tldd s6 49.

51 Law Commission (UK) (2019), Electronic Execution of Documents, Law Commission Electronic
execution of documents, truy cép ngay 19/8/2025.

52 Nguyén Thi Kim Hong, Nguyén Hao Khang, Céng nhén cdc loai chit ky dién tir khéc theo phdp lugt
Viét Nam va mot sé quoc gia, truy cap tai https://tapchitoaan.vn/cong-nhan-cac-loai-chu-ky-dien-tu-khac-
theo-phap-luat-viet-nam-va-mot-so-quoc-gial3224.html, truy cap ngay 19/8/2025.
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Thur hai, viéc khéng cdng nhan cac hinh thic xac nhan dién tor don gian sé
anh hudng dén gia tri phap ly cua ching.

DU phép luat Viét Nam van cho phép st dung cac hinh thic xac nhan dién tir
don gian nham tranh xung dot véi phéap luat chuyén nganh, dap tng nhu cau thyc
tién% va dam bao quyén tu dinh doat trong giao dich dan sy, nhung viéc khong
céng nhan céc hinh thirc nay 1a CKDT s& anh huong dén gid tri phap 1y va do tin
cay cua ching. Néu duoc xem 1a CKDT, cac hinh thic ndy s& chiu sy diéu chinh
cua Luat Giao dich dién tir. Khi d6, gia tri phép ly sé dugc ghi nhan rd rang, dac
biét 1a nguyén tic khdng pha nhan gia tri phap ly chi vi hinh thic thé hién. DU
khong thé co gia tri twong dwong chit ky tay do chua dap @ng yéu cau ky thuat,
cac hinh thic nay van co do tin cay nhat dinh trong giao dich va duoc chap nhan
lam chiing ctr trong té tung. Nguoc lai, néu khong duoc cong nhan 1a CKPT,
chling s& nam ngoai pham vi diéu chinh cua Luat Giao dich dién tir, khong dugc
khang dinh gia tri phap ly, tir 46 giam do tin cay va gia tri chung cu. Pay la sy
loai trir khong can thiét, khdng gitp giam chi phi thyc thi luat, trong khi viéc
cdng nhan lai mang nhiéu lgi ich, nhat 1a khi c&c hinh thic nay van duoc st dung
phd bién.

Tur nhitng bat cap néu trén, tac gia cho rang phap luat Viét Nam nén can nhic
thtra nhan moi hinh thirc xac nhan dién tir 1a CKDT, mién dap ung chic ning xac
thue danh tinh va thé hién su chap thuan cua nguoi ky. Céach tiép can nay tuong
d6ng voi phap luat Hoa Ky, EU va ciing ting dugc quy dinh trong Luat Giao
dich dién tir 2005. Song song d6, Luat Giao dich dién tir cling can bd sung mot sd
quy dinh:

Mot 13, trao quyén cho luat chuyén nganh quy dinh loai CKDT phu hop véi
dac thu cua tung linh vuc. Theo d6, Luat Giao dich dién tir chi dirng ¢ viéc thua
nhan moi hinh thic x4c nhan dién tir, néu dap (g chirc niang xac thuc danh tinh
va thé hién sy chap thuan, déu dugc coi 1a CKDT. DBong thoi, luat can quy dinh
ma, cho phép timg linh vuc chuyén nganh xac dinh loai CKDT phu hop dé 4p
dung bit budc. Trén co s& do, luat chuyén nganh c6 thé dit ra yéu cau riéng tay
theo tinh chat caa linh vuc. Chang han, trong linh vuc cdng chiing, von yéu cau

5 Thai Manh Cuodng, Chuyén déi so gap to ngai vi quy dinh chit ky, truy cap tai
https://thesaigontimes.vn/chuyen-doi-so-gap-tro-ngai-vi-quy-dinh-chu-ky/, truy cap ngay 19/8/2025.
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muc do xéac thuc danh tinh cao va rang budc phap Iy chat chg, thi bat budc phai
sir dung chit ky sé 5. Nguoc lai, trong cac giao dich dan su théng thuong, phéap
luat khdng can thiép, déng nghia vé6i viéc chap nhan ca nhiing hinh thic xac
nhan dién tr don gian.

Hai 13, rang budc trach nhiém luu trit va xac thuc 1au dai d6i voi cac phuong
thirc xac nhan dién tir don gian. Chang han, véi clickwrap, hé théng can ghi nhan
day du log: thoi gian, dia chi IP, trinh duyét, noi dung dong y... dé chitng minh
hanh vi ngudi ding. V&i OTP, can luu bang chang gai mé, thoi diém, sb dién
thoai nhan va xac nhan thanh céng. Hudéng quy dinh nay tuong tu UETA (Hoa
Ky), theo d6: “Bén luu trit hd so dién tir phai bao dam tai liéu duoc giir an toan,
toan ven, c6 thé truy cap va kiém tra khi can thiét”®. Viéc quy dinh rd nghia vu
ki thuat nay giip bao dam tinh toan ven hd so, dong thoi ting gia tri chung cu
trong xir ly tranh chap giao dich dién tir.

5. Két luan

Céch phan loai CKPT ¢ ba hé thong phap luat cd su giao thoa nhung ciing
t6n tai nhitng khéc biét. Hoa Ky c6 xu huéng khdng phan loai rach roi CKDT
nham thuc day sy linh hoat trong giao dich, trong khi EU va Viét Nam lai phan
loai CKPT dé khuyén khich phét trién va sir dung cac loai CKDT an toan. So
sanh tong thé, noi ham CKBT trong phap luat Viét Nam 1a hep nhét va ¢ tiéu chi
phan loai chi tiét nhat. Sy khac biét nay xuat phét tir dinh huéng phéat trién rd
rang va nhu cau quan ly chat ché ting loai CKDT. Tuy vay, viéc thu hep noi ham
c6 thé khoéng phu hop véi ban chat CKPT, dong thoi 1am giam gia tri phéap ly cua
cac hinh thirc xac nhan dién tir don gian. Pay 1a van dé ma nha lam luat can can
nhic, vi viéc cdng nhan cac hinh thirc nay khdng tao ganh ning quan ly, khéng
anh huong dang ké dén dinh huéng phat trién cong nghé, ma con gop phan ting
tinh phap ly va tao thuan lgi cho cac bén giao dich ciing nhu co quan tai phan khi
giai quyét tranh chp.
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