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Van vat két ndi internet.

Chting ta dang séng trong xu hwéng céng nghé van vdt két néi Internet
(Internet of Things - IoT), cdc thiét bi dién tir déu cé khd ndng két néi trao
doi théng tin véi nhau qua Internet. D61 vai cdc hé thong tw dong héa, gidm
sdt, diéu khién, nhu cdu cdn thiét dwoc ddt ra la ndng cdp cdc hé thong hién
c6 dé nguwoi str dung cé thé theo doi tir xa qua Internet. Gidi phdp dwoc dwa
ra la tich hop thiét bi Gateway de’truyen nhdn dir liéu. Tuy nhién, trong moi
trwo'ng Internet, vdn dé bdo mdt va an toan théng tin luén cdn dwoc quan
tdm boi nguy co tdn cong mang, Iay cap di liéu luén hién hiru. Trong bai
bdo nay, nhom tdc gid trinh bay glal phdp bdo mat dir liéu cho thiét bi
Gateway loT nhdm ddm bdo an toan théng tin chéng lai cdc cudc tdn cong
kiéu nghe 1én hay sniffers. Thiét bi dwoc tich hop thir nghiém trong hé
théng gidm sdt sat I& ddt va da chirng minh dworc khd ndng lam viéc, tdang
do tin cdy ctia hé théng.

© 2020 Trwong Pai hoc M6 - bia chat. T4t ca cic quyén dwoc bao dam.

1. Mé& dau

Internet, tham gia vao hé sinh thai loT (Masoud
Hemmatpour nnk.,, 2017).

Van vit két noi Internet - IoT la mot trong
nhirng yéu t6 cot 16i ctia cach mang cdng nghiép
4.0, n6 giup cho cac hé thong céng nghiép, hé
théng gidm sat, diéu khién tw dong hda cé thé dé
dang trao doi dir liéu, giam sat va diéu khién tir xa
(Vu Tien Sinh nnk., 2020). Trong cac hé thong tw
dong héa nay, gidi phap tich hop mot thiét bi
Gateway thwong dwoc dwa ra nham gidi quyét bai
toan két ndi cac hé théng cong nghiép téi mang

*Tdc gid lién hé
E - mail: dangmanhchinhbkhn@gmail.com
DOI: 10.46326/JMES.2020.61(2).07

Thiét bi Gateway la thiét bi dwoc st dung dé
lién két cac hé théng mang khac nhau (cic hé
thong bus khac nhau). Nhiém vu chinh cda
gateway 1a chuyén déi giao thirc & cip cao, thwong
duoc thue hién bang cac thanh phan phan mém
(Hoang Minh Somn, 2007). Trong xu hwéng cong
nghiép 4.0, khai niém Gateway dwgc mé rong cho
cac két noi khong day va két noi truc ti€p toi
Internet (Romano Fantacci nnk,, 2014).

Khéc véi cac thiét bi Gateway c6 dién, thiét bi
Gateway IoT phai déi mat véi nguy co tin cong
mang de doa an toan théng tin. B&i thiét bi
Gateway c0 dién chi phuc vu cho két n6i mang ndi
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b6 trong mang truyén thong cong nghiép thudc
pham vi nha may, co s& sadn xut nhw trong mo
hinh & Hinh 1. Con déi véi thiét bi Gateway IoT ho
tror cac két ndi téi Internet, dir liéu dworc truyén
truc tiép tir nha may hodc cic mang cam bién
(sensor) t&i Server dat trén Internet (Hinh 2). Cac
thiét bi nay la cau néi gitta mang ndi b trong nha
may t&i mang Internet toan cau (Chang-Le Zhong
nnk, 2015).

Trong méi truedng Internet, ¢ rat nhiéu kiéu
tdn cong, nhung kiéu tin cong phd bién nhat 1a
ki€u tdn cong nghe 1én (sniffers). Sniffer dwoc hiéu
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Hinh 1. M6 hinh Gateway trong céng nghiép.

don gidn nhw 12 mot chwong trinh ¢8 ging nghe
ngong cac lwu lwong thong tin trén (trong mot hé
thong mang). Twong tw nhw 1a thiét bi cho phép
nghe 1én trén duwong day dién thoai. Chi khac nhau
&' moi treong la cac chwong trinh Sniffer thuwc hién
nghe lén trong moi trirdng mang may tinh.

Khi mdy tinh hodc phidn mém cida ké tin cong
tham gia vao cing mang Ethernet cta thiét bi hodc
server, né c6 thé nghe lén (sniffer) va bat
(capture) cac tp thong tin dworc truyén qua mang
dé6 (Hinh 3). Vi vay, cac thiét bi Gateway IoT khi két
ndi vao mang Internet hoan toan c6 thé bi tin cong
béi loai tAn cdng nay. Gidi phap thwong dwoc dwa
ra la ma héa thong tin trwdc khi truyén di, khi d6
ké tin cong du c6 bit dwoc tip tin gli di cling
khéng thé gidi ma va biét dwoc théng tin quan
trong bén trong. Giao thirc thwong dworc st dung
hién nay la HTTPS (Hypertext Transfer Protocol
Secure), day la mot giao thirc két hop gitra giao
thtrc HTTP va giao thirc bAo mat SSL hay TLS cho
phép trao déi thong tin mét cach bao mit trén
Internet. Giao thitc HTTPS thwong dwoc dung
trong cac giao dich nhay cdm can tinh bao mét cao.
Giao thirc ndy thudmg dwoc tich hop sin trén cac
trinh duyét web nhw Chrome, Firefox, Safari,...
cling nhuw cac thiét bi di dong c6 sin hé diéu hanh.

Chuén két néi RS232,
& RS485

Mang cdm bién
khong day
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Hinh 2. M6 hinh hé théng IoT tich hop thiét bi Gateway.
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Hinh 3. M6 phdng tdn c6ng Sniffers (Quadeer and nnk.,, 2010).

Tuy nhién, viéc phat trién mét giao thirc bao
mat dir liéu dwong truyén cho cac thiét bi nhing
truyén dir liéu nhw thiét bi Gateway chwa dwoc
chd trong ding mirc.

Trong khuon khé bai bdo nay, nhém tac gia
trinh bay mot giai phap ma héa thong tin trwére khi
truyén cho thiét bi Gateway IoT. Giai phap da
dwoc tich hop trong thiét bi Gateway nhom tw
phét trién va rng dung thir nghiém trong hé thong
giam sat canh bao sat1d, dem lai két qua kha quan..

2. Giai phap ma hoéa dir liéu cho thiét bi
Gateway

Cung véi sy phat trién nhanh chéng ctia cong
nghé san xuat vi xir 1y, cac thiét bi nhuing ngay cang
¢6 kha nang tinh toan manh mé. Nh¢ do, viéc tich
hop thuit toan ma hda dir liéu phirc tap, doi hoi
nhiéu tinh todn vao trong thiét bi nhiing truyén dir
liéu tré nén kha thi hon trwéc day. Trong nghién
ctru nay, nhom da phat trién thiét bi Gateway st
dung dong vi xt Iy 32 bit cia STM, gitup dat dwoc
kha nang tinh todn manh mé va tiét kiém nang
lwong.

Thiét bi Gateway trong khuén kho nghién ctru
nay dwoc tich hop két ndi RS232, RS485 theo
chuén truyén thong cong nghiép Modbus c6 kha
nang giao ti€p rong rai véi cac thiét bi cong nghiép,
cac hé cam bién hién thoi (Hinh 4). Déng thoi,
thiét bi cling dworc trang bi két néi Ethernet va két
ndi Wifi, 3G, 4G, nham tang do tin ciy ctia hé thdng,
tranh trieong hop mat mat dit liéu khi mot dwong
truyén gap sw c6. Trong bai bao nay, nhém tac gia

sé tip trung trinh bay vé giai phap bao mat thong
tin va khong ban vé cac vin dé khac.

Cac giai phap ma hda hién dai hién nay thwong
két hop gidi phap ma héa déi xirng va ma héa
khong d6i xirng, nham két hop wu diém vé ting
cwong tinh an toan cia hé thong dwa trén phwong
phap khong déi xing véi kha ndng tinh todn
nhanh gon ctia phwong phap ma héa do6i xing.
Trong khu6n khé nghién ctru nay, nhém tac gia st
dung phwong phap ma héa khoéng doi xing dé
trao do6i khoa bi méat, sau do str dung khéa bi mét
d6 trong phwong phap ma héa déi xirng d€ ma hoa
va gidi ma dir liéu dé phu hop véi kha nang tinh
toan cua thiét bi nhing.

2.1. Gidi phdp tao Secret Key dwa trén thudt
todn trao déi khoa Diffie - Hellman

Phwong phap trao déi khéa Diffie-Hellman cho
phép hai bén (nguwoi, thue thé giao tiép) thiét 1ap
mot khoa bi mat chung dé ma héa dir liéu st dung
trén kénh truyén thong khong an toan ma khéng
can c6 su thoa thuln truée vé khéa bi méat gitra hai
bén. Khéa bi mit tao ra sé dwoc stt dung d€ ma hoa
dit liéu véi phwong phap ma hoa khoa doi xirng
(Nguyén Khanh Van, 2014). Nham muc dich ma
héa va giai ma dir liéu gitra thiét bi Gateway va
Server, ca 2 bén déu can ndm giit 1 khoa bi mat
chung (Secret Key). Tuy nhién, viéc trao doi Secret
Key trén moi trwong Internet tiém an nhiéu nguy
hiém, néu nhu ké tin cong c6 thé bit dwgc goi tin
trao ddi Secret Key chung ta truyén di, ching cé
thé gidi ma tit ca thong tin sau nay cta chdng ta.
Phwong phap trao ddi khéa Diffie - Hellman chinh
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Hinh 4. So do khoi thiét bi Gateway.

la nén tang cda giao thirc Transport Layer Security
(TLS) ciing nhw thuat todn RSA dwoc tng dung
rong rai hién nay.

Trong bai bao nay, nhom tac gid rng dung
phwong phép trao doi khéa Diffie-Hellman cho
Gateway va Server thong qua cac bwéc sau:

« Server va Gateway st dung mét nhém cyclic
hitu han G va 1 phén t& chung g ctia G dworc luu
trit trong ROM cia chip STM va trén Server. Phin
tr g 1a cong khai.

e Gateway chon mot s§ tw nhién 1én ngau
nhién a, day cling chinh la khéa riéng (Private key)
cua Gateway, tinh toan va giri ga mod p kém id cta
Gateway 1én Server. O buéc nay, Gateway giri
Public Key cuia Gateway lén Server.

« Server nhan Public key ctia Gateway kem id.
Server chon mot s6 tw nhién 1ém b ngau nhién, day
la khoa riéng cia Server. Sau dé tinh toan va gui
gb mod p xudng thiét bi Gateway. Pay chinh la
Public Key ctia Server.

¢ Gateway nhan Public Key cta Server, sau dé
két hop véi Private Key cda minh la a, tinh toan
(gb)amod p.

e Server két hop Public Key ctia Gateway véi
Private Key ctia minh 1a b, tinh toan (ga)b mod p.

« Hai gia tri va Gateway va Server tinh toan va
cudi cuing sé trung khép nhay, vi ciung nhin dwoc
gab mod p. Pay ciling chinh la Secret Key dwgrc st
dung d€ ma hoa cling nhw gidi ma dit liéu sau nay.

Cung véi sw phat trién cta cong nghé vi xit 1y,
cac chip hién nay cang ngay cang c6 kha nang tinh
toan manh mé hon, c6 thé 1am viéc véi cac phép
tinh v&i hé s6 16m, viéc dé cling tang tinh an toan

cta phwong phap trao d6i key da trinh bay & trén.
Phuwong phdp ma héa Diffie - Hellman kinh dién
bao gbm cd ma héa va gidi ma thong tin. Tuy nhién,
nhém tic giad chi sir dung phwong phap trao doi
key cua Diffie-Hellman, phdn ma héa va giai ma
thong tin nhom tac gia sé két hop véi thuit toan
hién dai hon dé ting do tin ciy cia phwong phap
bao mat.

2.2. Giai phdp mad hoa di¥ liéu st dung thudt
todn md héa RC4

Thiét bi Gateway sé& nhan dit liéu tir cac chuin
két n6i RS232, RS485 theo chuin truyén théng
Modbus. Sau khi bdc tach va xir ly dit liéu dau vao,
ditliéu sé dwoc ma hda va truyén 1én server. Thuét
toan ma hoa dwoc st dung & day la RC4 (Rivest
Cipher 4), day la thuat todn ma héa dong (stream
cipher) dwoc tng dung réng rai trong ky thuat
mat ma hién nay béi tinh don gian, téc do tinh
toan nhanh nhung van dam bao yéu cau vé bao
mat théng tin. Mac du RC4 da ton tai tir rat 1au,
nhung diy van 12 thuat todn ma hda mat ma dwoc
st dung rong rai nhat trong thwc thi nhiéu giao
thirc pho bién, bao gom:

- SSL (Secure Socket Layer)

- TLS (Transport Layer Security)

- WEP (Wired Equivalent Privacy)

- WPA (Wi-Fi Protected Access)

-RDP cda Microsoft (Remote Desktop
Protocol)
- BitTorrent

- Vanhiéu giao thirc khac
RC4 1a thuit todn ma héa déi xirng. Vi thé dé
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tich hop thuit todn nay, thiét bi Gateway va
Server phai sitr dung chung mot khéa bi mat
(Secret key) (Hinh 5). Khéa bi mat dwoc sir dung
& day chinh 13 khéa bi mat Server va thiét bi
Gateway nhan dwogc thong qua phwong phap trao
déi khoa Diffie-Hellman.

Hinh 6 trinh bay vé thuit toAn ma héa va trao
doi dir liéu gitra thiét bi Gateway va Server. Thuét
toan nay la sw két hop gitra phwong phap trao doi
khoa Diffie-Hellman va giai phap ma héa st dung

Gateway

\ 4
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Hinh 5. M6 hinh mad héa tirng bit theo thudt todn
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Hinh 6. Co ché truyén nhdn div liéu giita Gateway va Server.
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thuat toan RC4 nham két hop wu diém cta thuat
to4an ma hoéa d6i xirng va khong ddi xirng. Mdi thiét
bi Gateway sé c6 mot quy trinh twong tw nhau dé
thiét 1ap Secret Key v&i Server.

3. Két qua thir nghiém

Bai Thiét bi Gateway dworc tich hop vao hé
théng giam sat, canh bao sat 1 dat. Hé théng dwoc
trng dung thir nghiém tai khu virc viing ntii huyén
Tam Dwong, tinh Lai Chiu. Hé théng thu thip cac
thong s6 méi truedng dat, méi treong khong khi tir
cac cam bién do d6 Am dat, nhiét do va do 4m
khéng khi, tir d6 truyén dir liéu vé may chu trén
Internet théng qua két ndi 3G. Cac bo mach nho
gon doc dir liéu, truyén t&i thiét bi Gateway qua
chuén két ndi RS$232. Tai day, dir liéu sé duwgc ma
héa trwdc khi truyén tdi server.

D€ minh chirng tinh an toan cda gidi phap,
nhém tac gia gia 1ap tin cong kiéu sniffer trong mo
hinh hé théng IoT dat tai phong thi nghiém (Hinh
7). D€ gid 14p tin cong, nhom tac gid str dung phan
mém WireShark, diy 1a mot cong cu kiém tra, theo
doi va phan tich thong tin mang dwoc phat trién
bdi Gerald Combs. Phién ban diu tién cda
Wireshark mang tén Ethereal dwoc phat hanh

Thiét bi Gateway

S5
==

nam 1988. Bén nay, WireShark vwot tréi vé kha
ning hd tro cac giao thirc (khodng 850 loai), tir
nhing loai pho bién nhw TCP, IP dén nhitng loai
dac biét nhw 1a AppleTalk va Bit Torrent (Hinh 8).

Phin mém sé dwoc cai vao may tinh két néi
cung mang v&i may tinh dat server, theo nguyén
tic, tAt ca cac gdi tin nhan va glti trén cung mang
sé duwoc Wireshark ghi lai.

Trwéc tién, gia 1ap tin cong sniffer vao hé
thong khi chwa st dung gidi phap ma hoa.

Dit liéu truyén di khi khéng dwoc ma hoa sé
duorc ghi lai nhw trong Hinh 9.

Khi tin tic tAn cong bang phuwong phap nay,
chiing sé 14y dwogc thong tin vé nhiét do moi
trwedong, do 4m khong khi va dé6 4m dat. Diéu nay
rat nguy hiém, ching vira c6 thé 14y thong tin,
dbng thoi cling vira cé thé chén dir liéu gia vé cac
thong s6 méi trwong vao hé thong. Boi chung da
nghe 1én (sniffer) dwoc ci phap cling nhw giao
thirc truyén tin. Piéu nay giy ra cic sai 1éch trong
canh bao hé théng. Tiép theo, sir dung giai phap
ma hoéa da dwgrc trinh bay trong bai bao (Hinh 10,
11, 12). Sau khi thiét 1ap Secret Key tai Server va
Gateway, thiét bi tién hanh ma héa dir liéu nhin
dworc va gtri di (Hinh 13, 14):

W

Chuin két néi RS232

Hinh 7. M6 hinh thir nghiém hé théng gidm sdt, cdnh bdo sat 1 ddt.
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Packetist v |Narow &\Wide v [lCasesenstve |Display fiter 2l | Fd [ concel
No. Time Source Destination Protocol Length Info
[7* 7411 96.545351 2001:ee0:4141:.. 2606:4700:3036: :6818:6ff7 HTTP 498 GET / HTTP/1.1
<+~ 7423 96.781597 2606:4700:3036.. :ee@:4141:6bc4:589d:.. HTTP 918 HTTP/1.1 288 OK (text/html)
| 7425 96.902131 2001:ee0:414 2606:4700:3036: :6818:6Tf7 HTTP 471 GET /skin/style.css?v2.10 HTTP/1.1
7432 96.987171 2001:ee0:4141:.. 2606: 452 GET /js/jquery.min.js HTTP/1.1
7439 96.998566 2606:4700:3036.. 697 HTTP/1.1 20@ OK (text/css)
7440 96.992472  2001:ee0:4141: 460 GET /js/media-vl.min.js?v2.18 HTTP/1.1
7443 96.995940 2001:ee0:4141:.. :4700:3036::6818:6Ff7 HTTP 454 GET /js/carouFredSel.js HTTP/1.1
7472 97.882663 2606:4700:3036.. 2001:ee0:4141:6bc4:58 HTTP 1293 HTTP/1.1 208 OK (application/javascript)
7476 97.883371 2606:4700:3036.. 2001:ee0:4141:6bc4:58 HTTP 79 HTTP/1.1 200 OK (application/javascript)
7490 97.092539  2606:4700:3036.. 2001:ee@:4141:6bc4:589d:.. HTTP 1075 HTTP/1.1 208 OK (application/javascript)
7497 97.113252 2606:4700:3036: :6818:6Ff7 HTTP 485 GET /skin/logo.png HTTP/1.1
7504 97.19681@ 2606:4700:3036::6818:6ff7 HTTP 499 GET /data/MIAE-256-2020-85-1.jpg HTTP/1.1
7505 97.200762 2606:4700:3036::6818:6ff7 HTTP 504 GET /data/IPX-451-2020-85-11-11-1.jpg HTTP/1.1
7507 97.204851 . 2606:4700:3036::6818:6Ff7 HTTP 501 GET /data/PPPD-829-2020-84-1-1.jpg HTTP/1.1
b Frame 7411: 498 bytes on wire (3984 bits), 498 bytes captured (3984 bits) on interface @
b Ethernet II, Src: HonHaiPr_4c:@a:dl (d8:5d:e2:4c:@a:dl), Dst: a4:f4:c2:10:19:02 (a4:f4:c2:10:19:02)
b Internet Protocol Version 6, Src: 2081:ee@:4141:6bc4:589d:b185:dc12:¢768, Dst: 26@6:4700:3036::6818:6F7
b Transmission Control Protocol, Src Port: 61223, Dst Port: 8@, Seq: 1, Ack: 1, Len: 424
> [Hypertext Transfer Protocol :
a4 f4 c2 10 19 62 d8 5d e2 4c @a d1 86 dd 60 @0
90 80 01 bc 06 48 20 01 ©e e@ 41 41 6b c4 58 9d
bl 85 dc 12 c7 68 26 @6 47 00 30 36 00 00 60 00
@0 00 68 18 6T f7 ef 27 0@ 50 5c cb a7 f7 3e 04
4a 9f 50 18 01 @4 c5 df 00 @0 47 45 54 20 2f 20 .
48 54 54 50 2f 31 2e 31 od @a 48 6 73 74 3a 20 HTTP/1. Host
6a 61 76 68 64 2e 76 63 @d @a 43 6f 6e 6e 65 63  javhd.vc ..Connec
74 69 6f 6e 3a 20 6b 65 65 70 2d 61 6c 69 76 65 tion: ke ep-alive
@d @a 55 70 67 72 61 64 65 2d 49 6e 73 65 63 75  ..Upgrad e-Insecu
72 65 2d 52 65 71 75 65 73 74 73 3a 20 31 @d @a  re-Reque sts: 1..
@ 7 wireshark_DOCD7737-910A-4913-82B8-F023D6937CB5_20200511163848_a08516 || Packets: 9903 - Displayed: 77 (0.8%) || Profile: Def

Hinh 8. Giao dién ctia WireShark.

File Edit View Go Capture Analyze

!

Statistics  Telephony Wireless Tools Help
Ede L BRE Je=22FIZ EQQAQAH

(W Tip.dst == 192.168.1.15

~ ] Expression...

No. Time Sourc Destination Protor Length Info

-+ .. 198.. 192.. 192.168.1.15 HTTP 556 GET /chinh/dtcs2617/earthmonitoringapi.php?nhietdo=27&doam=60&doam..|

« 198.. 192.. 192.168.1.15 TCP 66 51734»8081 [ACK] Seq=491 Ack=524 Win=13120@ Len=0 TSval=1097562909..
« 199.. 192.. 192.168.1.15 TCP 66 51734-80881 [ACK] Seq=491 Ack=525 Win=13120@ Len=0 TSval=1097567917..

b Frame 185@6: 556 bytes on wire (4448 bits), 556 bytes captured (4448 bits) on interface @

b Ethernet II, Src: Apple_a@:79:14 (84:al:34:a0:79:14), Dst: HonHaiPr_4c:@a:dl (d8:5d:e2:4c:@a:dl)
> Internet Protocol Version 4, Src: 192.168.1.6, Dst: 192.168.1.15

3 Transmission Coptrol Protocol, Src Port: 51734, Dst Port: 8@81, Seq: 1, Ack: 1, Len: 4390

4 [Hypertext Transfer Protocol

> GET /chinh/dtcs2017/earthmonitoringapi.php?nhietdo=278doan=608&doandat=30 HTTP/1.1\r\n

Host: 192.168.1.15:8881\r\n

Hinh 9. Gid Idp tdn cong Sniffer khi hé théng chwa md héa.

Protocol

Protocol
The public data is p= 2147483647 and g= 1903411193
Random value of 'a': 2015862348
Waiting for value g"b

Hinh 10. Thiét bi Gateway tao khéa riéng

ngdu nhién.

Protocol
The public data is p= 2147483647 and ¢= 1803411193
Random value of 'a': 2015862345

Waiting for walue g*b

Value g*b received

Value g"a sent

The secret key is 135888587

Hinh 12. Gateway nhdn Public key trd vé
cta server, tao Secret Key twong trng.

The public data is p= 2147483647 and g= 1803411193
Random value of 'b': 2035898475

Value g"b sent

Waiting for walue gta

Value g*a received

The secret key is 135688587

Hinh 11. Server tao khéa riéng ngdu nhién dong thoi tao
Secret Key.

Praotocal
The public data is p= 2147483647 and g= 1903411193
Random value of 'a': 2015862345

Waiting for value g*b

Value g"b received

Value g"a sent
The secret key is 135688387

Cryptosysten
Introduce the plaintext you want to send: nhietdo=2Z.3idoan=76.3&doamdac=56.2
I =zend cryptosystem £162b76420f4738023c171c288fE551080£298fb81d1f4dd7d13c76026696082647650

Hinh 13. Dir liéu dworc md héa trwdee khi truyén di
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Thong qua gia 14p tin céng kiéu sniffer, c6 thé
thay dit liéu ma ké tAn cong thu dwoc 1a mot chudi
ma hda, ké tin cong khong cé trong tay Secret Key
nén khong thé nao gidi ma dwgc chudi thong tin
nay (Hinh 15). Nhw vay, giai phap nay c6 thé dam
bdo an toan théng tin tridc ki€u tin cong nghe 1én
sniffer dang dwgc sw dung pho bién trén mang
Internet nhdm danh cip théng tin clia ngwoi st
dung.

4. Kétluan

Trong khudn kho bai bdo nay, nhém nghién
ctru da trinh bay cac két qua dat dwoc trong giai
phdp bdo mit an toan théng tin cho thiét bi
Gateway str dung thuét toan két hop gitra trao déi
khoéa Diffie-Hellman va giai phap ma héa doi xirng
RC4. M3c du trong phwong phap Diffie va Hellman
c6 dién cling c6 gidi phap ma héa va gidi ma dir
liéu, nhém nghién ciru khong str dung giai phap do
ma tich hop buéc gidi ma va ma hoa dir liéu thong
qua RC4. Viéc két hop nay lam tang do tin cdy cia
hé thdng, tich hop gidi phap ma héa theo cac
chuén hién dai nhw HTTPS, SSL,... Dong thoi cling
g dung dwoc wu diém tinh toan nhanh gon cta
phwong phap ma hoa déi xing.

Gia 14p tin tdc tin céng theo phwong thirc
sniffer, c6 thé nhin thay su hiéu qua cia phwong
phép khi tit ca thong tin tin tic nhan dwoc la mot
chudi ma hda. Néu thong tin truwdc khi truyén di
khong dwgc ma hda, tin tic dé dang 1dy dwoc
thong tin quan trong ctia chung ta.

Bén canh d6, trong phwong phap nay, c6 thé
nhan thiy mdi thiét bi Gateway déu tao ra mot
chudi khéa riéng mot cach ngiu nhién, diéu dé
dam bao do tin ciy cao cho toan bd hé thong.
Trong trwomg hop khi mot thiét bi Gateway bi giai
m3, ké tin cong khong thé dung két qua dé dé giai
ma hé théng cac thiét bi Gateway con lai.

Trong twong lai, véi sw phat trién khéng ngirng
ctia nén cong nghiép san xuat vi xtr ly, véi cac vi xi
ly manh mé hon, kha nang tinh todn cao hon sé
dwoc ra doi, khi dé cac thiét bi nhing c6 thé lam
viéc véi tp s6 nguyén 16m (Biglnteger) va luc do,
kha nang bao mét ctia phwong phap sé cang dwoc
tang cwong hon nira. Hién tai, cic chuin truyén
thong céng nghiép dang s dung nhiéu cac chuin
kétndi va truyén dir liéu noi tiép. C6 thé ké téi nhw
Modbus, Profibus theo chuin ndi tiép. Bdi dac thu
mang truyén thong cong nghiép chi yéu dé giam
sat va diéu khién cac qué trinh c6ng nghiép, nén

Protocol ---

The public data is p= 2147483647 and g= 19503411193

Random walue of 'b': 20356398475
Value g"b szent

Waiting for value gta

Value g®a recelved

The secret key iz 135688587

Cryptosystem
Waiting for encrypted text

I receive encrypted text £162b76420£4738023cl71c298ff551bB0E29ffb81d1f4dd7d13cT60266596082647650
The plaintext message is nhietdo=22.3&idoan=76.3idoandat=56.2

Hinh 14. Dir liéu nhdn dworc tai Server, dong thoi gidi ma dé 1dy dir liéu.

File Edit View Go
AE g

Capture  Analyze

Statistics  Telephony  Wireless

BREQRes=F LE =S QQAQH

Tools Help

(A ip.dst == 192.168.1.15

[ X[ '] Expression... | +

No. Time Sourc Destination Protor Length Info o]
w 234.. 192.. 192.168.1.15 TCP 66 51736-8081 [ACK] Seq=1 Ack=1 Win=131712 Len=8 TSval=1@97917511 TSecr=69871418

> .. 234.. 192.. 192.168.1.15 HTTP 591 GET /chinh/dtcs2617/earthmonitoringapi.php?data=f162b76426f4738023ghdbjjebjieusjeiii..|
o 234.. 192.. 192.168.1.15 TCP 66 51736280881 [ACK] Seq=526 Ack=524 Win=131200 Len=A TSval=1997917525 TSecr=69871430 v

b [Frame 18683: 591 bytes on wire (4728 bits), 591 bytes captured (4728 bits) on interface 0

b Ethernet II, Src: Apple_a@:79:14 (84:al:34:20:79:14), Dst: HonHaiPr_4c:@a:dl (d8:5d:e2:4c:0a:dl)
P Internet Protocol Version 4, Src: 192.168.1.6, Dst: 192.168.1.15

P Transmission Control Protocol, Src Port: 51736, Dst Port: 8881, Seq: 1, Ack: 1, Len: 525

4 Elypertext Transfer Protocol

b |GET /chinh/dtcs2017/earthmonitoringapi.php?data=f162b76420f4738023ghdbjjebjieusjeiiiej777bhbi76599775f3356 HTTP/1.1\r\n

Host: 192.168.1.15:8881\r\n

Hinh 15, Két qud thu dworc khi gid Idp tdn cong vao hé thdng.
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téc do va dir liéu truyén trong mang cong nghiép
khéng yéu ciu qua 1én. Vi viy, thiét bi Gateway st
dung chip STM 32 bit di kha nang tinh toan ma
héa dir liéu, ddm bao tinh thoi gian thwe cia hé
thong diéu khién.

Qua nghién ciru trén, c6 thé khang dinh Viét
Nam c6 thé 1am cha céng nghé san xudt thiét bi
Gateway, huwéng téi cach mang cong nghiép 4.0,
déng thoi chu dong trong viéc ma hda va giai ma
dir liéu, dam bao tinh an toan thong tin cho hé
théng, khong phu thudc vao cac thiét bi nhip
ngoai.

Loi cdm on

Bai bdo nay dwoc hoan thanh véi sy tai tror cia
dé tai cap Vién Han lam Khoa hoc va Céng nghé
Viét Nam: “Nghién cru va tich hop chuin két noi
cong nghiép cho thiét bi Gateway dung cho hé
thong diéu khién cong nghiép”, VAST01.07, 2018
- 20109.
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