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Lora Gateway is an intermediary device that can connect devices in the loT
system. IoT is the Internet of Things, consisting of a system of interrelated
digital and mechanical devices and machines, capable of transmitting data
over a network without requiring human-computer interaction. Lora is a
long distance wireless communication technology that enables
communication over a wide range between devices. Through this device,
the Sensor nodes in the IoT system can transmit and receive data by LoRa
waves to the Gateway and by Wifi/3G to the web server via the Internet.
Data communicates in the internet environment, so important information
needs to be protected by data encryption. This paper presents research and
application of 128-bit AES symmetric encryption algorithm in LoRa wide
area sensor network to secure data transmission between IoT devices and
web server through LoRa Gateway device. The research team has designed
and built models for testing sensor stations with integrated humidity and
temperature sensors, LoRa Gateway integrating Lora module and wifi/3G
module, developing the interface on web server with decoding, monitoring,
and data storage features, and proposing a solution with AES encryption
algorithm and architecture applied in the development of embedded
software for LoRa module. The research results are tested on the model to
test the encryption, data transmission, and decryption functions in
applications for IoT LoRa Gateway systems. With this initial research, it is
possible to apply the AES algorithm to secure data transmission in IoT
Gateway systems.

Copyright © 2022 Hanoi University of Mining and Geology. All rights reserved.

*Corresponding author

E - mail: dangvanchi@humg.edu.vn
DOI: 10.46326/JMES.2022.63(1).10


mailto:dangvanchi@humg.edu.vn

106 Tap chi Khoa hoc K§ thuit Mo - Bia chat T4p 63, Ky 1 (2022) 105 - 114

Tap chi Khoa hoc Ky thuat Mo - Pia chat

Trang dién t¥: http: //tapchi.humg.edu.vn

Ung dung thuat toan AES dé bao mat dit liéu truyén thong
gitta Sensor node va LoRa Gateway dén Web server

Pang Van Chi 1%, Nguyén Dirc Khoat 1, Nguyén Thé Luc 1, Lé Ngoc Dung 2, Luu
Hong Quéan 2, Huynh Thanh Son 2

I Trwong Dai hoc M6 - Pia chdt, Ha Noi Viét Nam
2 Trwong Pai hoc Céng nghé Pong Nai, Pdong Nai, Viét Nam

THONG TIN BAI BAO

TOM TAT

Qud trinh:

Nhan bai 01/9/2021

Stra xong 20/12/2021
Ch4p nhin ding 18/01/2022

Ttr khéa:

AES algorithm,

Data transmission
Internet of Thing (IoT),
Security LoRa Gateway,
Web server.

LoRa Gateway la thiét bi trung gian c6 thé két ndi cdc thiét bi (Device) trong
m@t hé thong IoT (Internet of Things). loT la mgt hé thong cdc thiét bi tinh
todn, mdy moc co khi'va ky thudt sé c6 lién quan véi nhau va khd ndng truyén
dir liéu qua mang ma khéng Yéu cdu sy twong tdc gitva con ngwoi voi mdy
tinh. LoRala cong nghé truyen thong khong day voi khodng cdch xa cho phep
giao tlep trén mot pham vi réng giira cdc thiét bi. Thong qua thiét bi nay cdc
tram cam bién (Sensor node) trong hé thong [oT c6 thé dé dang truyén nhdn
dir liéu bdng séng LoRa dén Gateway va bang Wlf /3G dén web server thong
qua mang internet. D@ liéu truyén thong trong moi trwang internet nén cdc
thong tin nhay cdam va quan trong cdn dwoc bdo mdt bdng viéc md héa di
liéu. Bai bdo nay trinh bay dén nghién civu tng dung thudt todn md héa doi
xttng AES 128 bit trong mang cdm bién dién réng LoRa dé bdo mdt truyén
dit liéu gitra cdc thiét bi IoT va web server thong qua thiét bi LoRa Gateway.
Nhém nghién civu dd tién hanh thiét ké, xdy dwng mé hinh dé thir nghiém
bao gdém: cdc tram cdm bién tich hop cdm bién do d6 dm va nhiét dj, LoRa
Gateway tich hop module Lora va module wifi/3G va phdt trién giao dién
phdn mém trén web server vdi cdc tinh ndng giai md, gidm sdt va lwu triv div
liéu, dong thoi dé xudt gidi phdp vdi kién tric va thudt todn md héa AES
dworc dp dung trong viéc phat trién phdn mém nhting cho cdc module LoRa.
Két qud nghién citu dwrgrc chay thir nghiém trén mé hinh thuwec té dé kiém tra
vé cdc tinh ndng md hoa, truyén dir liéu va gidi md trong cdc tng dung cho
cdc hé thong loT Lora Gateway. Véi nghién ciru buéc ddu ndy cho phép trién
khai trng dung thudt todn AES dé bdo mdt truyén dir liéu trong cdc hé thdng
IoT Gateway.

© 2022 Trudng Pai hoc M6 - Dia chit. T4t ca cac quyén dwoc bao dam.

“Tdc gid lién hé

E - mail: dangvanchi@humg.edu.vn

1. M& dau

Cong nghé IoT (Internet of Things) dang tré&
nén phé bién va dugc rng dung rong rii & Viét
Nam va trén thé gi¢i. Khai niém IoT dang dwoc st

DOI: 10.46326/JMES.2022.63(1).10


mailto:dangvanchi@humg.edu.vn

Bdng Vdn Chi va nnk./Tap chi Khoa hoc Ky thudt M6 - Pia chdt 63(1), 105 - 114 107

dung trong nhiéu tng dung lién quan dén cac hé
thong do lwong va gidm sat trén Internet. LoRa la
mot cong nghé truyén thdéng khéng diy voi
khoang cach xa (c6 thé t&i 15 km) cting véi ngudn
nang lwong han ché (chay pin), cong nghé LoRa
cho phép giao tiép trén dién rong, 2 chiéu gitra cac
cam bién tir xa (Sensor node) va cac cong két noi
véi Internet (LoRa Gateway).

Hién nay, trong nuwére cling da c6 mét so duw an,
cong trinh hay cic dé tai dwoc cac nha khoa hoc
quan tAm nghién ctru va tirng bwéc trién khai tng
dung Lora Gateway (Cao, 2015; Nguyén, 2018; Vi
vannk., 2018) vao cac hé thong do lwdng giam st
xa. Dién hinh 1a dé tai ctia Vién Cong nghé thong
tin - Vién KHCN Viét Nam: “Phwong phap giam sat
va diéu khién cac théng s6 moi trwong trén nén
tang dién toan dam miy qua mang truyén théng
khéng ddy WIMAX” (Pham va nnk,, 2015). Hay dé
tai nghién citu cip nha nwéc “Anh hwéng cla
ENSO dén cac cwec tri va lwgng mwa & Viét Nam va
kha ning dw bdo (Nguyén, 2012). Hoic dé tai
nghién ctru thudc dy an PAM Air “Nghién ctru hé
théng giam sat chat lwgng khong khi cho caicmo 16
thién Quang Ninh” dwoc thwce hién véi sy hop tac
nghién ctru gitta Trwong Pai hoc Pong A (Han
Qudc) va bai hoc Mo - Pia chit thwc hién vao nim
2018+2020. Hau nhw cac nghién ctru trén chi yéu
tap trung vao phwong phap thu thap, ki thuat x&
ly va truyén dit liéu. Tuy nhién, cong tac bao mat
va ma hda dir liéu gitra thiét bi va Internet chwa
dwgc quan tAm nghién ctru mot cach cu thé va chi

tiét. Kha nang cac thong tin nhay cadm khong dworc
bao mat an toan va dé bi danh cap hay mat dit liéu
rat dé xay ra. Vi vy, cong tac bao mat thong tin
truyén thong trong mang IoT Gateway la yéu cau
va can dugc quan tim nghién ciru.

Trén thé gidi, lién quan dén linh vuc nghién
clru vé bdo mét truyén dir liéu trong mang IoT
Gateway, hién nay cling da c6 mot s6 nha khoa hoc
quan tam nghién ctru va tirng buéc dua vao trng
dung trong thyc tién. Dién hinh trong c4c nghién
ctru (Kayem, 2016; Shahzad va nnk., 2017), cac tac
gia da dé xuit cac thuit toan ma hoa khac nhau dé
bao mét dit liéu nhw cic hé thdng ma dich chuyén
va ma thay thé. Tuy nhién, cic thuit toan nay lai
twong d6i don gian va dé bi pha v&. Tin tic hoan
toan co thé dé dang nghe trom, danh cip va sira
doi dir liéu trong cac géi dir liéu truyén thong. Dé
cung cap quyén truy cip tir xa, thiét bi hay may
tinh nhing Raspberry Pi cling c6 thé duwgc str dung
nhw mdt Gateway (Choi va nnk.,, 2018; Lee vannk,,
2018). Tuy nhién, cac thiét bi nay lai tiéu thu mot
lwong dién nang gip 3+4 lan so v&i ESP8266. Vi
vay, bai bdo nay dé xudt va trién khai thuit toan
ma héa do6i ximg AES (128bit) trong bdo mét
truyén thong mang IoT LoRa Gateway. Viéc trién
khai ma hoéa thuat toan trén Arduino/ESP8266
dwoc thuwe hién va ki€ém tra két qua trén mo hinh,
trong d6 dit liéu nhdn dwoc tir Sensor node sé
dwoc ma hoa trude khi giri téi Web server thong
qua LoRa Gateway.

Hinh 1. Cdc module lora dworc st dung dé trién khai thudt todn AES 128bit
(P& tai CT2019.01.04)
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2. Thuit toan ma héa ddi xirng AES 128bit
trén module LoRa

2.1. Gidi thiéu ma hoa AES 128bit

bE dat dwoc cac tinh nang vé bdo mat trong
hé thong IoT LoRa Gateway, c6 nhiéu thuit toan
ma hoa khac nhau dé thuce hién va trién khai trén
cac module LoRa. Mdi thuét toan déu cung cip
murc d6 bao mét cling nhw wu va nhwoc diém khac
nhau. Trong nghién cttu nay, thuat toan ma hoéa
déi xtrng AES 128 bit dwoc dé xuat dé trién khai,
Hinh 1 1a module LoRa dwoc str dung dé thuc hién
viéc thu thip dir liéu, ma hoa va truyén thong
trong mang loT Gateway.

Thuat toan AES dwogc cho 1a mot trong nhirng
thuét todn truyén théng an toan nhat duwgc biét
cho dén thoi diém hién tai (Patil, 2016; El-meligy

va nnk., 2017). Hinh 2 mo ta lwu d6 thwc hién cac
quy trinh cta thuat toan nay. Theo do, dir liéu
truéc khi dwoc gii di sé dwgc ma hdéa bang
phuwong phap ma hoéa ddi xirng AES va dugc gan
kem theo mét dia chi MAC (Media Access Control)
duy nhat dworc tao ra tir ban ro (Plain text). Ban
ma va MAC duogc két hop véi nhau sau d6 duoc
gtri di. Phia bén nhan, trwéc tién dia chi MAC va
ban ma dworc tach ra, sau dé dwoc xac minh dia chi
MAC va gidi ma ban ma goc.

2.2. Cdac bwérc thwe hién

M3 AES 1a mot ma hoa theo khéi 128 bit
(Tran, 2008). AES dung 4 phép bién d6i chinh dé
ma hoa mot khéi: khoa cong hang (Add row key),
phép thé cac byte (Substitute bytes), phép dich
hang (Shift rows) va phép tron cot (Mix

Ban r3 128 bit key 128 bit Ban rd 128 bit
l 128 I 124 T
| Add round key |<7— w[i,3] ——-I Add round key ]ch
[ 122
Rl | Substltu‘lr:e bytes | E Expand Key | Inverse sub bytes |
I 1
| Shift rows | | Inverse shift rows I
.......... l_ ---.--.---.--..-..--..-..-...-..-...............T..........
| Mix columns | | Inwarse mix cols l R2
| l 1 128 I 128 I
Addround key  |e wi4,7] ——-{ Add round key |
i 128 T
| | Invarse sub bytes |
L
T
B3 | Substltulte bytes l | Invarse shift rows |
¥
| Shift rows | I
l ! 128
I Mix eolurns | | Inverse mix cols I R1
] ] 1
| Add round key I‘ 128 w[3E,35] J—-! Add round key I
_________ _:r___________._______________________________-___-1--__.--.--.
Fi10| Substitute bytes | | Inverse sub bytes |
' 1
| Shift rows | | Inverse shift rows |
l 1 TJEB
| Add round key I-— 128 wd,43] ﬁl Add round key |
I

¥
Ban mE 128 blt

!

Banmg 128 blt

Hinh 2. Lwu d6 nguyén Iy md héa va gidi md thudt todn AES. (Tran, 2008)
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columns). Moi phép bién ddi nhan tham sd dau
vao c6 kich thwéc 128 bit va cho ra két qua c6 kich
thuwéc 128 bit. AES thuc hién 4 phép bién doi trén
nhiéu l4n tao thanh 10 vong bién d6i nhw Hinh 2,
trén so d6 cho thay qua trinh ma héa va giai ma
AES c6 1 chu ky va mbi chu ky théng qua 4 bwéc
nhu sau:

Buwéc 1: (Add round key) tong XOR dwoc xac
dinh bang phép to4n XOR bit 0 trén ban rd véi bit
khéa (key) twong trng.

Buwdc 2: (Substitude bytes) sau khi tinh t6ng
XOR, mbi byte ciia cdp ky tw HEX duoc thay thé
bang bang Rijndael twong rng (bang tiéu chuin
bao gom 256 gia tri).

Buwdc 3: (Shift rows) sau khi thay thé tong s6
16 byte dwoc phin phéi dé tao ma tran vudng 4x4.
Trong ma tran két qua, hang dau tién khong thay
déi trong khi phén con lai cda 3 hang (th 2, 3 va
thir 4) 1an lwot dwoc xoay sang tréi 1, 2, 3 byte.

Buéc 4: (Mix column) giai doan nay phép
nhan trdi ma tran dwoc 4p dung bang cach st
dung ma trin tiéu chudn 4x4. Thuit toan nay
khong chi tao ra mot bo khoa lon (2.128 keys) va
dwoc bado mit béi nhiéu thuit todn phan tich mat
ma nhw dich chuyén, tich hop, tuyén tinh, tip
hop,... Trong thuat todn AES, mdi mot vong va moi
mot key mai sé dwoc ldy tir key & vong trueée dé
cling nhw ban ma ctia vong trweée. Nhw vay, ban ma
trong mdi vong sé c6 cac ban mi khac nhau dwoc
thwc hién trén ma nhi phan va chinh thuat toan

e

O

D o

Arduino UNO_R3

\ 7 .
LoRa Shield \’04,,)
Module o

109

nay lam cho hé thong an toan hon.

3. bé xuit so' d6 nguyén ly hé thong bao mat
mang LoRa IoT Gateway

Bén canh mét s6 tinh ndng bao mét tiéu chuin
dwoc cung cip bédi giao thirc truyén thong LoRa,
mang LoRa can phai trién khai b6 sung thém tinh
nang bao mat dwa trén thudt toan AES. Cong viéc
nay sé gép phan hoan thién tinh bado mit trong
truyén dir liéu gitta LoRa Gateway dén Web
Server va cac thiét bi. Cach thirc tiép cin nay sé
cung cap mét giai phap bao méit hoan chinh, bao
dam tinh toan ven va bao mit trong trao déi dir
liéu va truyén tin trong mang IoT lora Gateway.
(Dao, M.H va nnk, 2018).

3.1. So db cdu triic hé théng thu thdp div liéu xa
trng dung LoRa Gateway

Trong so d6 Hinh 3, di¥ liéu do giam sat tir cac
Sensor node, dwoc tich hop cdm bién do nhiét do
va do 4m. M3 lap trinh doc gia tri do dwoc nhing
thudt toan ma hoéa AES trwdc khi givi tdi LoRa
Gateway dé van chuyén dir liéu dén Web server.
Dit liéu nhan dwoc dwdi dang mot ban ma sé dwoc
Server xac minh dé giai ma dwdi dang ban ro.

3.2. Gidi phdp bdo mdt dir liéu tir thiét bi dén
Web server

Hinh 4 mo ta qua trinh truyén di liéu tir cac thiét

D
5

Hinh 3. Sor d6 nguyén ly hé théng thu thdp dir liéu tir xa LoRa Gateway (Dé tai CT2019.01.04).
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bi dén Server. D liéu doc dworc tir cac cam bién sé
duogc dinh dang va tién hanh ma hda bang thuat
toan AES 128 bit trweérc khi truyén dén c6ng khong
day. Truyén thong khong day dwoc bao mat bang
WPAZ2-PSK va AES128 bit-PSK (Pre-Shared-Key).
Gateway s€ nhan dit liéu tir Sensor node va
chuyén tiép thong tin lién lac an toan dén Server
théng qua mang internet. Cac dir liéu hodc tin
nhan sé dwoc ma hoéa bang khoa cong khai clia
Server dworc cai dat trong Gateway. Chi Server méi
c6 thé gidi ma tin nhan bang khéa riéng dwoc thiét
14p trén Server va khong dwoc chia sé véi bat ky
thiét bi ndo khac. Tinh toan ven cta dit liéu dwoc
cung cip & 1¢p d6i twong dd ma hoa dir liéu trude
khi truyén di. Pich dén c6 thé thwc hién céng viéc
kiém tra dit liéu nhan dworc tir thiét bi IoT va xac
minh dit liéu d6 khép hay khong.
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4. Thiét ké tich hgp hé thdng va cac két qua
chay thwc nghiém trén mé hinh

4.1. Thiét ké tich hop hé théng

Dua trén ciu tric hé thdng thu thap dirliéu tir
xa str dung Lora Gateway nhw Hinh 3. Tién hanh
thiétké, tinh chon cac thiét bi va tich hop xay dung
mo hinh nhw Hinh 5 bao gom:

- Hé théng pin nidng lwong mat troi co tich
hop bd diéu khién sac.

- Tram Sensor node tich hop module LoRa.

- Module IoT LoRa Gateway.

- Phét trién giao dién giam sat trén Web dwa
trén https://www.000webhost.com/.

- Phin mém nhung tich hgp thuit todn AES
ma hoda va giai ma dir liéu.

Web_cloud Server

Poc dir lidu tur
Sensor (Arduino
UNO R3)

Dt ligu
Sensor DHT1 1
Symmetric Key

—)

Khoéa déi ximg
(AES 128-bit)

Y

Dinh dang va
ma hoa dir liéu

A4

Truyén dit liéu
to1 Gateway
(LoRa Shield)

IoT Sensor Device

Lora Transmission

Truyén dir liéu
td1 Web Server

Sever
Public Key

A

Truyén dit liéu
t6i HTTP

A

Gateway nhéan dir
liéu tr Sensor
Module ESP8266
A

Security Gateway

/'Lép lien két ;

0l xung
f Key AES 128bit/

Symmetric Key

Web/Cloud Server

Khoa dbi ximg
(AES 128-bit)

O

Nhén dir liéu dugc |

Két thac

gidi ma tr Sensor

Nhan dir liéu tur
Web Server

Gidi ma dit liu |

Hinh 4. Lwu do thudt todn gidi phdp bdo mdt tir thiét bi dén Server.
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Hinh 5. M6 hinh thwc nghiém thu thdp di liéu ttng dung LoRa Gateway (Pé tai CT2019.01.04).

4.2. Cac két qua chay thwc nghiém

Cac két qua chay thuc nghiém trén mé hinh
dwoc tich hop nhw & Hinh 5. Tién hanh két néi cac
thiét bi, cai dat ma thu thap dir liéu, ma héa bang
thuét todn AES trén cac Sensor node, thiét ké xay

L

+ Options

— T —
& Edit
o Edit
& Edit
& Edil
& Edil
& Edit
7 Edit
&7 Edit
& Edit
o Edit
o Edit
& Edit
& Edit
& Edit

LAOEROUROUR O OERO RO

=] Browse

dung Web server va cai dit ma dé giai ma. Két qua

1 Server: localhost 3306 » @ Database: id15746314 dataesp » @ Table: SensorData

hién tri cac gia tri trén Web dwéi dang ban m3, co
s& dir liéu va do thi nhw & cac Hinh 6, 7, 8.

Hinh 8 c6 sw dot bién chia nhiét d6 va do 4am
(khoang 12:15) chinh 1a cac diém kiém tra thi
nghiém & cac diéu kién mai treomg khac nhau.

34 Structure [f SQL | 4 Search | F< Insert &4 Export | [ Import 4 Operations 3% Triggers

407 ~ » »» | Numberofrows: | 25 « Filter rows:iSearch this table | Sort by key:  Mone
- id sensor nhiet_do do_am time_act

#c Copy @ Delete 10151 node2  clDaWMnrXQHJwinLkX4l3w== W32APTwFZSpsdifkvda iw== 2020-12-24 12:12:16
3c Copy @ Delete 10152 node2  clDaWMnrXQHJwinLkXdl3w== W32APTWFZSpsdifkvBa iw== 2020-12-24 12:12:18
3¢ Copy @ Delete 10153 node2  clDaWMnrXQHJwinLkXdl3w== W32APTwFZSpsdifiKvBa iw== 2020-12-24 12:12:19
%2 Copy @ Delete 10154 node?  cIDaWMnrXQHJwinLkXdi3w== W32APTwFZSpsdifKvBA iw== 2020-12-24 12:12:21
#& Copy @ Delete 10155 node2 cIDaWMnrXOH winLkXdI3w== W3I2APTWFZSpsdifkvBa fw== 2020-12-24 12:12:23
#c Copy (@ Delete 10156 node2 clDaWMnrXQH winLkXd|3w== W32APTWFZSpsdifkvdA iw== 2020-12-24 12:12:25
}E Copy @ Delete 10157 node2 clDaWMnrXQH winLkXd3w== W32APTwFZSpsdifkvBA iw== 2020-12-24 12:12:27
#c Copy @ Delete 10158 node2  clDaWMnrXQHJwinLkXdl3w== W32APTwFZSpsdifkvBA iw== 2020-12-24 12:12:29
#Fc Copy @ Delete 10159 node2  clDaWMnrXQHJwinLkXdl3e== W32APTwFZSpsdifkvBA iw== 2020-12-24 12:12:1
3c Copy @ Delete 10160 node2  cIDaWMnrXQHJwinLkXdl3w== W32APTwFZSpsdifkvBA iw== 2020-12-24 12:12:32
%< Copy @ Delete 10161 node2  cIDaWMnrXQHJwinLkX4i3w== W32APTwFZSpsdifkvBA iw== 2020-12-24 12:12:34
¥t Copy @ Delete 10162 node2  clDaWMnrXQHJwinLkXdi3w== W32APTwFZSpsdifkvda iw== 2020-12-24 12:12.36
%€ Copy @ Delete 10163 node2  clDaWMnrXQHJwinLkXdi3w== W3I2APTwFZSpsdifkvia iw== 2020-12-24 12:12:33
#c Copy @ Delete 10164 node2 clDaWMnrXQH winLkXdl3w== W32APTWFZSpsdifKvaa iw== 2020-12-24 12:12:40

Hinh 6. Bdn md nhdn dworc trén Web server node 2 (nhiet_do & do_am) - ngay 24-12-2020.



112 Ddng Vin Chi va nnk./Tap chi Khoa hoc Ky thudt M6 - Dia chdt 63(1), 105 - 114

https://k60giamsat.000webhostapp.com

1D Sensor Nhigt do Do am Théi gian
10702 node2 211 76 2020-12-24 12:30:07
10701 node2 21.1 76 2020-12-24 12:30:06
10700 node?2 21.1 76 2020-12-24 12:30:04
10699 node? 21.1 76 2020-12-24 12:30:02
10698 node? 21 76 2020-12-24 12:30.00
10697 node2 21 76 2020-12-24 12:29:58
10696 node? 21 76 2020-12-24 12:29:56
10695 node2 21 16 2020-12-24 12:29:55
10694 node2 21 76 2020-12-24 12:29:53
10693 node2 21 76 2020-12-24 12:29:51
10692 node2 21 75 2020-12-24 12:29:49
10691 node? 21 75 2020-12-24 12:29:47
10690 node? 21 75 2020-12-24 122845
10689 node? 21 75 2020-12-24 12:29:44
10688 node? 21 75 2020-12-24 12:29:42
10687 nede2 21 75 2020-12-24 12:29:40
10686 node2 21 75 2020-12-24 12:29:38
10685 node2 21 75 2020-12-24 12:29:36
10684 node 21 75 2020-12-24 12:29:34
10683 node2 21 75 2020-12-24 12:29:33
10682 node2 21 75 2020-12-24 12:29:31
10681 node? 21 75 2020-12-24 12:29:29
10680 node? 21 76 2020-12-24 12:29.27
10679 node2 21 76 2020-12-24 12:29:25
10678 node2 21 76 2020-12-24 12:29:23

Hinh 7. Ghi co s& div liéu dworc gidi md (nhiét dé - do dm) trén Web Server — ngay 24-12-2020.

5 https//kb0gamsat.000webhostappucom
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Hinh 8. PO thi hién thj Nhiét d - PO dm trén Web Server node 2 - ngay 24-12-2020.
4.3. Thao luidn lwong tham s6 giam sat con han ché. Bén canh dé

M6 hinh phéat trién mang tinh chat thk
nghiém, s6 lwgng cac Sensor node con it va thuét
toan ma hoéa, gidi ma AES va truyén dir liéu vai s6

moi treong truyén nhin cling chwa khao sat tdi sw
anh hwéng clda cic thong s6 nhiéu trong moi
treong. Nhom tac gia tiép tuc cai tién thong qua
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viéc t8i wu thuit todn AES hay st dung Chip Vi
diéu khién c6 cau hinh va tai nguyén manh hon.

Dé xuat tiép tuc danh gia do chinh xac, tinh 6n
dinh va bén vitng ctia hé théng, phat trién cac
Sensor node cé tinh &ng dung cao trong cong
nghiép, néng nghiép va trong moi mat doi séng xa
héi v&i muc tiéu hwdng dén mot hé théng lam viéc
6n dinh va tin cay. C6 thé dé dang trién khai thuat
todn ma hoa tién tién AES vao thuc t€ d6i védi cac
hé thong LoRa IoT Gateway. Dap ting Kip thoi sw
phat trién rdt manh mé ctia cudc cach mang cong
nghiép 4.0.

5. Két luin

Hé thong da dworc tich hop, 14p trinh ma héa
truyén thong va chay thr nghiém trén mo hinh
giam sat 2 thong s6 nhiét d6 va do 4m. Buwdc dau
danh gid cho két qua ddm bdo cic yéu cau vé ky
thuét, cong nghé va bao mat dirliéu trong hé thong
IoT Gateway. Két qua nghién ctru cho phép trién
khai hé thong IoT vao thuc té véi cic ing dung cd
yéu cau bo sung thém cac tinh ning bao mat dir
liéu tién tién trong truyén thong véi Web server.

Loi cam on
Cac ndi dung dworc trinh bay trong bai bao la

két qua nghién cru khoa hoc cia dé tai cap Bo
CT2019.01.04. Cac tac gia chan thanh cam on.
Poéng gop cac tac gia

bang Van Chi: dé xuat y twdng, gidi phap, thiét
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giai phap va thuat todn ma héa AES. Nguyén Thé
Luc: tich hop hé thong va 13p trinh ma nhing. Lé
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Tai liéu tham khao
Cao, H. T. (2015). Nghién ctru thiét ké hé théng quan

trac dung trong nong nghiép. Hi thdo toan qudc
vé CNTT - Trwong Dai hoc Cdn Tho, 128-133.

Choij, C. S, Jeong, J. D, Lee, L W, & Park, W. K. (2018,
January). LoRa based renewable energy
monitoring system with open IoT platform.
In 2018 international conference on Electronics,

Information, and Communication (ICEIC), IEEE, 1-
2.

Dao, M. H, Hoang, V. P, Dao, V. L., & Tran, X. T. (2018).
An energy efficient AES encryption core for
hardware security implementation in I[oT
systems. In2018 International Conference on
Advanced Technologies for Communications (ATC),
IEEE, 301-304.

PAM Air. (2018+2020). Nghién ctru hé théng gidm sdt
chdt Iwong khéng khi cho cdc mé than 16 thién
Qudng Ninh, Truomg Dai hoc Péng A (Han Quéc)
& Truomg Pai hoc M6 - Dia chat
http://humg.edu.vn.

El-meligy, N., Amin, M, Yahya, E, & Ismail, Y. (2017,
May). 130nm Low power asynchronous AES core.
In 2017 IEEE International Symposium on Circuits
and Systems (ISCAS), 1-4..

Lee, H. R, Kim, W. ], Park, K. H,, Cho, H.],, & Lin, C. H.
(2018, January). Development of an easy payment
system based on [oT gateway. In2018
International ~ Conference on  Electronics,
Information, and Communication (ICEIC), IEEE, 1-
3.

Kayem, A. V., Strauss, H., Wolthusen, S. D., & Meinel, C.
(2016, March). Key management for secure
demand data communication in constrained
micro-grids. In2016 30th  International
Conference on Advanced Information Networking
and Applications Workshops (WAINA), IEEE, 585-
590.

Nguyén, B.N. (2012).Anh huéng cia Enso dén cdc cuc
tri va lwgng muwa & Viét Nam va khd ndng dw bdo.
Thuw vién CRES, Trung tam KHCN khi twong thiy
van va moi trudng.
http://thuviencres.cres.eduvn/

Nguyén, V. P. (2018). Ung dung IoT trong viéc gidm
sdt, cdnh bdo mikc d 6 nhiém khéng khi trong do
thi. http:/ /aita.gov.vn.

Patil, P,, Narayankar, P, Narayan, D. G, & Meena, S. M.
(2016). A comprehensive evaluation of
cryptographic algorithms: DES, 3DES, AES, RSA
and Blowfish. Procedia Computer Science, 78, 617-
624.

Pham, N. M. (2015). Phwong phap gidm sat va diéu
khién cac théng s6 moi truromg trén nén tang dién
toan ddm may qua mang truyén théng khong day


http://humg.edu.vn/
http://thuviencres.cres.edu.vn/
http://aita.gov.vn/ung-dung-iot-trong-viec-giam-sat-canh-bao-muc-do-o-nhiem-khong-khi-trong-do-thi.-1

114 Ddng Vin Chi va nnk./Tap chi Khoa hoc Ky thudt M6 - Dia chdt 63(1), 105 - 114

WIMAX. Tuyén tdp bdo cdo Hoi nghi toan quéc ldn Shahzad, A, Kim, Y. G, & Elgamoudi, A. (2017,

thir 3vé Diéu khiénva Tw dong héa, 28-29/11, Théi February). Secure IoT platform for industrial

Nguyén, Viét Nam. control systems. In 2017 International Conference
Tran, M. V. (2008). Bai gidng “An toan va bdo mdt 0;1 . CPIG?[E’];E 1 6Technology and - Service

théng tin”. Khoa Cong nghé thong tin - Truwong (PlatCon), e

bai hoc Nha Trang. Vi, T.Q, Pham,N. M, Nguyén, b.K, Ngb, D. T. (2018).

https://fb.com/tailieudientucntt. Thiét ké hé thong quan sat doi twong tir xa phuc
http:// 000webhost.com vu cdng tac ctru hd ctru nan. Tap chi Khoa hoc Ky

thudt M6 - Pia chdt, 59(1), 1-8.



	1. Mở đầu
	2. Thuật toán mã hóa đối xứng AES 128bit trên module LoRa
	2.1. Giới thiệu mã hóa AES 128bit
	2.2. Các bước thực hiện

	3. Đề xuất sơ đồ nguyên lý hệ thống bảo mật mạng LoRa IoT Gateway
	3.1. Sơ đồ cấu trúc hệ thống thu thập dữ liệu xa ứng dụng LoRa Gateway
	3.2. Giải pháp bảo mật dữ liệu từ thiết bị đến Web server
	Hình 4 mô tả quá trình truyền dữ liệu từ các thiết

	4. Thiết kế tích hợp hệ thống và các kết quả chạy thực nghiệm trên mô hình
	4.1. Thiết kế tích hợp hệ thống

	4.3. Thảo luận
	5. Kết luận
	Lời cảm ơn
	Đóng góp các tác giả
	Tài liệu tham khảo
	10. Dang Van Chi 105 - 114.pdf
	1. Mở đầu
	2. Thuật toán mã hóa đối xứng AES 128bit trên module LoRa
	2.1. Giới thiệu mã hóa AES 128bit
	2.2. Các bước thực hiện

	3. Đề xuất sơ đồ nguyên lý hệ thống bảo mật mạng LoRa IoT Gateway
	3.1. Sơ đồ cấu trúc hệ thống thu thập dữ liệu xa ứng dụng LoRa Gateway
	3.2. Giải pháp bảo mật dữ liệu từ thiết bị đến Web server
	Hình 4 mô tả quá trình truyền dữ liệu từ các thiết

	4. Thiết kế tích hợp hệ thống và các kết quả chạy thực nghiệm trên mô hình
	4.1. Thiết kế tích hợp hệ thống

	4.3. Thảo luận
	5. Kết luận
	Lời cảm ơn
	Đóng góp các tác giả
	Tài liệu tham khảo




